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ABSTRACT
Intercellular communication among microbes plays an important role in disease exacerbation. 
Recent advances have described small vesicles, termed as “extracellular vesicles” (EVs), previously 
disregarded as “cellular dust” to be vital in the intracellular and intercellular communication in 
host-microbe interactions. These signals have been known to initiate host damage and transfer of 
a variety of cargo including proteins, lipid particles, DNA, mRNA, and miRNAs. Microbial EVs, 
referred to generally as “membrane vesicles” (MVs), play a key role in disease exacerbation 
suggesting their importance in pathogenicity. Host EVs help coordinate antimicrobial responses 
and prime the immune cells for pathogen attack. Hence EVs with their central role in microbe-host 
communication, may serve as important diagnostic biomarkers of microbial pathogenesis. In this 
review, we summarize current research regarding the roles of EVs as markers of microbial 
pathogenesis with specific focus on their interaction with host immune defence and their 
potential as diagnostic biomarkers in disease conditions.

ARTICLE HISTORY
Received 11 November 2022  
Revised 2 February 2023  
Accepted 12 February 2023  

KEYWORDS
Biomarkers; extracellular 
vesicles; infection diagnosis; 
microbial pathogenesis

Introduction

Microbial infections often involve a complex interplay 
of host, environment, and the microbe. Most often, 
microbes can be found associated with the host whilst 
causing no apparent harm or providing any advantages 
to the host. However, when the host immunity is com-
promised, some of the “commensal” bacteria can turn 
into pathogens since the host immunity is weakened. 
Several efforts have been made to uncover genomic 
patterns delineating pathogens from commensals 
[1,2], with considerable attention towards factors that 
enhance the virulence of the pathogen. Some of the 
virulence factors that have received wide attention 
include toxin A and B produced by Clostridium difficile 
[3] and pathogenicity islands such as SPI-2 in 
Salmonella species [4]. While it is often presumed that 
virulence is a constant feature associated with patho-
gens, several researchers have shown that virulence can 
be easily attenuated and even enhanced for the same 
pathogenic microbe [5].

Therefore, it can be argued that a simplistic patho-
gen-centric approach which distinguishes a pathogen 
from a non-pathogenic microbe based merely on the 
presence or absence of few genetic elements such as 
virulence and resistance genes [6] might not fully 
unveil the complexity of host-pathogen interactions in 

microbial pathogenesis. Further, host immunity can 
play a major role in determining the disease severity; 
for instance, avirulent pathogens can cause severe 
symptoms in immunocompromised hosts; whereas if 
the host has a strong immunity, even virulent patho-
gens cause little to no symptoms [7]. For example, 
Escherichia coli, a ubiquitous commensal of human 
intestine, has been shown to mutate and acquire 
pathoadaptive traits such as increased survival and abil-
ity to escape macrophages in response to selective 
pressure from host’s innate immune cells [8]. 
Casadevall and Pirofski [9] proposed an elegant 
“damage response” framework to best determine the 
outcome of microbial pathogenesis considering both 
the pathogen and the host. This framework categorizes 
the outcomes of microbial interactions with the host as 
either a) commensalism, b) disease, or c) colonization 
based on the degree of damage suffered by the host as 
a function of time. It also considers both the microbe’s 
ability to cause disease as well as the immune responses 
mounted by the host to determine whether the inter-
action is favourable (equilibrium state) or not (disease) 
to the host. Therefore, considering that there is no true 
pathogen in the absence of a susceptible host, it might 
not be appropriate to search for “pathogenicity mar-
kers” only in the genomes of microbes. In addition, 
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chronic infectious diseases are often associated with 
polymicrobial communities in a biofilm mode of 
growth as opposed to a single dominant pathogen [10].

The biofilm mode of microbial growth involves 
encasement of groups of microbes in a matrix of extra-
polymeric substances [11]. The formation and mainte-
nance of these biofilms require intricate networking in 
terms of microbial crosstalk and transfer of cellular 
cargo via vesicles to promote bacterial growth, provide 
the biofilm community with the required nutrients, 
immunity, armour (toxins and antimicrobial peptides) 
and coordinate microbe-host crosstalk in terms of 
immune modulation and evasion [12]. In response to 
pathogen attack, host immune cells release their own 
set of vesicular cargo to mount an effective defence and 
ensure an outcome (pathogen elimination) in its 
favour. These molecules include proteins such as 
mucins, complement system, interferon induced pro-
teins, and protein complexes such as inflammasomes 
[13]. Coordination of these immune responses is, as in 
microbial biofilms, heavily reliant on communication 
signals and networks that are pivotal to coordinating an 
effective immune response [14]. Hence, rather than 
focussing on “pathogenicity markers” which is limited 
to the abilities of the microbe, one can look for mole-
cules that are intricately involved in the inter and 
intracellular communication between the microbes 
and the host immune cells. One such candidate with 
immense potential in diagnosis and therapy is extracel-
lular vesicles.

Extracellular vesicles (EVs) are released by cells 
across all kingdoms of life, prokaryotic and eukaryotic 
alike [15]. Largely disregarded as “cellular dust” earlier 
[16], EVs have gained increasing recognition as pivo-
tal communication modules in host-microbe interac-
tions, both between microbes (inter/intra species 
biofilms) and with the host immune cells [17]. These 
nano-sized, non-replicating, membranous structures 
have been suggested to play a crucial role in microbial 
quorum sensing by acting as vehicles for the diffusible 
signalling molecules such as acyl homoserine lactones 
[18]. EVs have been shown to aid in the transport of 
Pseudomonas quinolone signal (PQS) - a critical, 
hydrophobic quorum sensing molecule that regulates 
the transcription of several genes involved in virulence 
of Pseudomonas aeruginosa [19]. EVs have also been 
reported to be released more frequently by the patho-
genic bacteria in comparison to their non-pathogenic 
strains [20]. EV cargo such as RNA has been shown to 
promote pathogenicity by various mechanisms includ-
ing degradation/silencing of mRNA transcripts of host 
immune cells such as macrophages which lead to 
enhancement of microbial virulence [21,22]. EVs 

from host cells have been found to vary in composi-
tion among healthy and diseased individuals in 
response to bacteria [23,24]. EVs released from 
infected host cells have been found to be enriched in 
potentially pathogenic microbial peptides making 
them attractive candidates for diagnosis of latent 
infectious diseases. For example, researchers have 
reported the presence of Mycobacterium tuberculosis 
specific peptides in EVs from serum of patients with 
latent tuberculosis infection that were absent in con-
trols [25].

Hence, while sequence-based biomarkers that distin-
guish a pathogen from a commensal are blurred by 
a myriad of factors that do not consider host immune 
response, EVs may act as reliable molecular signatures 
to distinguish a “true” pathogen from harmless com-
mensals in accordance with the tenets of the “damage 
response framework” for assessment of microbial 
pathogenesis. The current review summarizes the 
knowledge available to date on the EVs (both from 
the microbe and host) with regards to their role in 
microbial pathogenicity and their potential to serve as 
relevant and effective diagnostic biomarkers.

Extracellular vesicles in infectious diseases

What’s in a name?

The observation of membranous structures being 
secreted outside the cell by mammalian cells was 
made as early as in the 1960s, most notably in the 
platelet studies by Peter Wolf wherein it was disre-
garded as “platelet dust” [16]. Several terms were used 
to describe such membranous structures by various 
research groups, though the term “exosomes” gained 
traction and became popular [26]. However, the obser-
vation of different membranous structures that varied 
in size and biogenesis resulted in an adoption of the 
term “extracellular vesicles.” This term is a hypernym 
that covers a range of nano-sized, non-replicating, 
membranous structures [27] that includes exosomes 
(40-160 nm, formed by inward budding of endosomes), 
ectosomes/microvesicles (50 nm-1 µm, formed by out-
ward budding of plasma membranes) [28], apoptotic 
bodies (500-4000 nm, membrane blebbing of cells 
undergoing apoptosis) [29], outer-membrane vesicles 
(20-300 nm, vesicles released by Gram negative bac-
teria) [30] and membrane vesicles (20-100 nm, vesicles 
released by Gram positive bacteria, fungi, mycobac-
teria) [31]. In this review, we will restrict our discussion 
to exosomes (major EVs released by human host) and 
microbial vesicles (MVs – EVs released by microbes) 
(Figure 1).
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Where do they come from?

Biogenesis of exosomes and microbial vesicles has been 
extensively covered by several researchers in recent 
years [18,28,32–35]. The complexity and heterogeneity 
in EV cargo vary with the mechanism of biogenesis. 
Following is a brief summary of the different methods 
of vesicular release among microbes and the human 
host.

EVs released by microbes
The most widely studied membrane vesicles in bacteria 
are the outer membrane vesicles (OMV) observed pri-
marily in Gram negative bacteria such as P. aeruginosa 
[36,37]. OMVs are composed of a phospholipid bilayer 
along with a thin layer of peptidoglycan enriched in 
periplasmic proteins such as alkaline phosphatase and 
envelope proteins [38]. In addition, the diderm nature 
of Gram negative bacteria makes way for outer-inner 
membrane vesicles (OIMV) which are enriched in both 
periplasmic and cytoplasmic proteins [30]. Biogenesis 
of OMVs is a regulated and possibly conserved 
mechanism across all species of Gram negative bacteria 

[33]. Though various mechanisms have been reported 
to induce vesiculation, the majority involve some form 
of envelope stress (loss of linkage between the outer 
membrane and the inner membrane). Vesiculation is 
also induced when exposed to external substances such 
as antimicrobials and hydrophobic molecules like hex-
adecane. A more “explosive” mode of OMV biogenesis 
has been noted in P. aeruginosa wherein rupture of the 
bacterial cell and the outer-membrane fragments for 
release of extracellular DNA (highly advantageous in 
the biofilm mode of life for the bacteria) leads to for-
mation of membrane vesicles via revascularization of 
the resulting membrane fragments [35–39].

Release of vesicles by Gram positive bacteria and 
fungi was relatively less explored since it was thought 
that their thick cell walls would hinder this process; 
however, over the years, a significant amount of litera-
ture has been gathered on this aspect [31,37,40]. It is 
currently thought of as an essential process for survival 
as reported in Gram negative bacteria [41]. It has been 
suggested that in Gram positive bacteria, the peptido-
glycan degrading enzymes might be involved in over-
coming the “cell wall barrier” during vesiculation [42]. 

Figure 1. Schematic diagram illustrating outer inner membrane vesicles (OIMV) of Gram negative bacteria (containing cytoplasmic 
proteins in addition to the periplasmic space proteins in outer membrane vesicles), cytoplasmic membrane vesicles (CMV) of Gram 
positive bacteria, fungal extracellular vesicles and exosomes. SOD – superoxide dismutase, PG – peptidoglycan, SabA – sialic acid- 
binding adhesin, VacA – vacuolating cytotoxin, lnlB – Listeria monocytogenes protein, BlaZ – beta lactamase, Hsp – heat shock 
protein.
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For example, endolysins have been shown to alter cell 
wall permeability, allowing for MV release in Bacillus 
subtilis [18,32].

Fungal MVs are bilayered vesicles enriched in 
enzymes that can degrade thick cell wall components, 
as has been observed in Gram positive bacteria [40]. 
They have been shown to have pivotal roles in induc-
tion of hyphal formation and regulation of the cell cycle 
[43]. Researchers have reported possible MV biogenesis 
pathways that involve the activity of endosomes and 
multivesicular bodies. Of note, members of the 
Endosomal Sorting Complex Required for Transport 
machinery (ESCRT) have been implicated in MV for-
mation in Candida albicans and Saccharomyces cerevi-
siae [44–46]. Several other proteins such as SEC6, Golgi 
Reassembly And Stacking Protein (GRASP) and gene 
coding for phosphatidylserine decarboxylase have also 
been implicated in MV biogenesis and its regulation 
[46]. However, many of the mechanisms still remain 
unexplored.

EVs released by the host
Exosomes are spherical structures that can sometimes 
appear cup-shaped when imaged with transmission 
electron microscopy as a result of dehydration [47]. 
These are generally 60–120 nm in size with 
a phospholipid membrane rich in cholesterol, sphin-
gomyelin, ceramide, and lipid rafts [28,48,49]. Based 
on cell size, exosomes are further divided as Exo – 
Large (Exo-L, 90-120 nm) and Exo – Small (Exo-S, 
60-80 nm). Recently, a much smaller, non- 
membranous exosome has been characterized, 
defined as exomeres (35 nm). Biogenesis of exosomes 
has been covered extensively by recent literature [28]. 
In brief, exosomes are released by the inward bud-
ding of endosomes [50] and are characterized by the 
presence of specific markers such as CD9, CD63, 
CD81, Hsp70, flotillins, and transferrin receptor 
(Tsg101). The absence of glycophorin protein distin-
guishes it from ectosomes while the absence of CD31 
and Annexin A5 distinguishes it from apoptotic 
bodies [51]. However, the conventional markers that 
distinguish exosomes from other EVs are unevenly 
represented among the three subpopulations of exo-
somes. CD9, CD63, and CD81 are universal markers 
for Exo-L/Exo-S population albeit with a cell and 
particle type specific expression, while FLOT1/2 are 
preferentially found in Exo-S population. Similarly, 
exomere populations are enriched in HSP90AB1 
marker while HSP70 members are associated with 
Exo-L/Exo-S populations [52].

Why are they important?

EVs have gained enormous traction in the medical field 
and in the understanding of infectious diseases. 
Membrane vesicles form the backbone of communica-
tion channels among the microbes enabling them to 
sense their surroundings and coordinate assault against 
the host to enhance pathogen mobility and establish 
infection [53]. They have been found to be crucial in 
establishing quorum sensing; a density dependent, che-
mical-based communication between microbes that is 
crucial for establishing multicellular scaffolds of bio-
films. In Gram negative bacterium Vibrio harveyi, 
researchers have observed packaging of quorum sen-
sing molecules in OMV facilitating its stability in the 
aqueous environments and enabling transfer over long 
distances [54]. Fungal MVs have been reported to carry 
a variety of proteins such as capsular polysaccharide 
glucuronoxylomannan (GXM) which offer a significant 
advantage during pathogenesis [55]. Falugi et al. [56] 
have reported Protein A, associated with Staphylococcus 
aureus cell walls, to be involved in immune evasion by 
blocking B cell responses during infection. Protein 
A has been reported to be an important cargo of 
S. aureus MVs [57]. A myriad of similar reports exist 
that highlight the involvement of MVs in biofilm for-
mation, antibiotic protection, virulence, and immune 
modulation/evasion (Table 1).

Exosomes hold enormous clinical potential in terms 
of therapy and diagnosis [52]. In the host, exosomes 
have been implicated in neuroprotection, cardiovascu-
lar and metabolic fitness, as well as in cancer progres-
sion [28]. Exosomes have also been described to have 
a protective role. Keller et al. [65] described these as 
“decoy exomes” that protect host cells by scavenging 
damaging proteins released by pathogens such as α 
toxins. Exosomes have also been reported as crucial 
communication mediators between the mother and 
foetus during pregnancy [66]. Exosomes released from 
placenta have been found to vary in various stages of 
pregnancy and show abnormal changes in pregnancy 
related complications such as preeclampsia, gestational 
diabetes, and pre-term birth [67]. Hence, they display 
great potential as a biomarker for diagnosis of preg-
nancy-related complications.

Of relevance to the current review is the impor-
tance of EVs in the various stages of infection. 
Exosomal contents and numbers have been demon-
strated to vary in response to microbial infection and 
interaction with MVs released by microbial patho-
gens [68]. Briefly, the damage response process is 
initiated when the pathogen associated molecular 
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patterns (PAMPs) of the microbes are recognised by 
pattern recognition receptors (PRRs) present on the 
host cell surface as well as in cytosolic compartments. 
Some of the cell surface PRRs include Toll like recep-
tors (TLRs) such as TLR4 and TLR2 while intracel-
lular PRRs include nucleotide binding 
oligomerization domain receptors (NLRs) such as 
NOD1 and NLRP6 [69–72]. These receptors enable 
recognition of invasive pathogens and upon pathogen 
challenge, initiate a signalling cascade to prevent 
pathogen colonization [70–73]. Generally, the host 
responds to the challenge with an initial inflamma-
tory response which involves both innate and adap-
tive mechanisms aimed at destroying the pathogen 
and initiate clearance of debris, usually by stimulat-
ing cytokine secretion, antigen presentation, and 
inflammation [74,75]. The major immune cells 
involved in the first line of defence in microbial 
warfare are neutrophils and macrophages. Exosomes 
secreted by host macrophages following infection 
have been shown to be enriched in PAMPs such as 
lipopolysaccharides (LPS) and lipoproteins that are 
derived from the pathogen. These are capable of 
stimulating macrophages to release inflammatory 
mediators via Myd88 dependent signalling pathway, 
a crucial pathway governing inflammatory responses 
[75,76]. Exosomes are also involved in the adaptive 
immune response to microbial infection. For 
instance, exosomes derived from regulatory T cells 
have been reported to possess anti-inflammatory reg-
ulator CD3 which can modulate the growth of CD4+ 
T-cells [77]. Exosomes derived from activated 
T helper cells can interact with dendritic cells to 
initiate a cytotoxic T-cell response in vivo [78]. If 
the infection persists, then the host’s immune system 
triggers its cell signalling pathways to eliminate 
pathogens through programmed cell death [79,80].

Exosomes sometimes display a dichotomous beha-
viour wherein they can both harm and benefit the host 
[28]. For example, exosomes secreted by uninfected 
cells lying in the vicinity of infected cells can induce 
antiviral activity of IFN-α in the infected cell providing 
antiviral immunity and promoting host protection [81]. 
On the flip side, cytokine enriched exosomes from 
infected cells of host can also cause an escalation of 
the inflammatory reaction causing adverse effects in the 
host, especially in case of viral infections wherein the 
cytokines have a damaging role [82]. Hence there exist 
ample evidence from literature to support the explora-
tion of EVs as potential biomarkers for detection and 
diagnosis of infectious diseases.

Diagnostic potential of EVs

An ideal disease biomarker is one that is easily acces-
sible for analysis (present in peripheral fluids such as 
blood or saliva to allow for non-invasive collection), 
easy to quantify with assays that are cost-effective, and 
is associated in a quantitative manner with the disease 
condition [83]. Some of the existing biomarkers for 
infection diagnosis include C-reactive protein (CRP) 
[84] and procalcitonin (PCT) for sepsis [85], calprotec-
tin for acute respiratory infections [86], and several 
others [87]. While these biomarkers do meet the cri-
teria for an ideal biomarker, they are not without dis-
advantages. For example, PCT surges in response to 
systemic infections, and hence, would not be an ideal 
marker of sepsis caused by localized infections [88]. 
Hence, there is still a need to find relevant biomarkers 
for the diagnosis and monitoring of infectious diseases. 
EVs with their pivotal roles in bacterial communication 
and host immunomodulatory properties can be poten-
tial biomarkers for diagnosis of infectious diseases 
[89–91].

Table 1. List of major extracellular vesicle cargo reported from bacteria and fungi.

FUNCTIONAL 
SIGNIFICANCE

EXTRACELLULAR VESICLE CARGO

Gram Negative Bacteria Gram Positive Bacteria Fungi

Biofilm formation Long chain ketone CAI-1 (V. harveyi), 
Pseudomonas quinolone signal (PQS) 
(P. aeruginosa) [54]

Enterococcal surface protein (Esp), 
(Enterococcus faecium) [58], clumping 
factor adhesins such as ClfA, ClfB (S. aureus) 
[59]

Laccase (Cryptococcus neoformans) [31], 
beta hexosaminidase, chitinase 
(C. albicans) [60]

Drug 
susceptibility

β-lactamase (P. aeruginosa) [61], L1 
metallo-β-lactamase and L2 serine-β- 
lactamase (Stenotrophomonas 
maltophilia) [62]

MsrR conferring methicillin resistance 
(S. aureus) [31], penicillin binding proteins 
(S. aureus) [59]

Putative glycanosyltransferase (Phr1) and 
putative endo-beta-D-glucosidase 
(Sun41) (C. albicans) [60]

Virulence Poreforming toxin ClyA (Escherichia coli) 
[31], cholera toxin (Vibrio cholerae) 
[54], CFTR inhibitory factor 
(P. aeruginosa) [63]

LLO (Listeria monocytogenes) [31], alpha toxin 
(Hla), cytolysins, leukocidin subunits such 
as LukS-PV, LukF-PV, LukE, LukD (S. aureus) 
[59]

Galactosaminogalactan (GAG) (Aspergillus 
fumigatus) [46], capsular polysaccharide 
glucuronoxylomannan (GXM) 
(C. neoformans) [55]

Immune 
modulation

Alkaline phosphatase, hemolytic 
phospholipase C (P. aeruginosa) [37], 
Cytotoxic necrotizing factor 1 toxin 
(E. coli) [64]

Protein A (S. aureus) [57], immune evasion 
factors such as Sbi, phenol-soluble 
modulins, catalase, SodA (S. aureus) [59]

Immunogenic GPI-anchored proteins, such 
as Phr1 (C. albicans) [46], GXM 
(C. neoformans) [55]
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Several qualities of EVs make them attractive bio-
marker candidates for infection diagnosis. The compo-
sition of EVs exchanged among pathogenic bacteria 
during host damage can serve as better biomarkers of 
pathogenic processes in comparison to biofluids which 
could be contaminated, thereby hindering rapid and 
specific diagnosis. In addition, unlike markers such as 
PCT that are relatively ineffective in detecting localized 
infections, EVs can be monitored for both localized and 
systemic infections [92].

Various methods exist for the isolation of EVs from 
easily accessible biological fluids such as blood, plasma, 
saliva and urine. These traditionally include ultracen-
trifugation, immunoaffinity-based characterization, size 
exclusion chromatography, polymer precipitation, and 
several others [93]. However, obtaining a good yield of 
EVs remains a challenge, especially in isolation of EVs 
from human sources such as blood and serum. Newer 
methods of EV isolation include microfluidic filtering 
(based on size of EVs) and contact-free sorting (based 
on size and density of EVs) [94]. Tulkens et al. [95] 
proposed a combination of techniques including ultra-
filtration, size exclusion chromatography, and gradient 
centrifugation to allow for systematic separation of 
bacterial EVs from other molecules in human blood 
such as chylomicrons and high/low density lipopro-
teins. However, isolation of EVs remains a major bot-
tleneck in utilising them as reliable biomarkers for 
routine use in clinical scenarios and requires significant 
innovation. Despite these, EVs have already shown 
incredible promise as biomarkers for the diagnosis of 
several diseases, especially breast cancer, ovarian can-
cer, prostate cancer, lung cancer and several others 
[93]. The potential of EVs to serve as diagnostic bio-
markers has been explored even for infectious diseases 
caused by bacteria and fungi.

EVs in bacterial infections

Candidate EV cargo of interest
With respect to infectious disease conditions, EV cargo 
such as adhesins, toxins, sRNAs [96], and immunomo-
dulatory compounds derived from either the pathogen 
(MVs) or the infected host cells (exosomes) may serve 
as reliable candidates for diagnosis of infectious disease.

A fine example is the possibility of using MV cargo 
released from P. aeruginosa to diagnose cystic fibrosis. 
P. aeruginosa is known to release EVs with cargo con-
taining Cif (cystic fibrosis transmembrane conductance 
regulator inhibitory factor) which can inhibit chlorine 
secretion pathways in lung epithelial cells causing 
a significant decrease in mucociliary clearance [97]. 
Virulence factors that significantly contribute to 

pathogenicity are attractive EV cargo that may serve 
as specific infectious disease biomarkers [9,98]. For 
example, granadaene, a pigmented and highly cytotoxic 
and haemolytic virulence protein produced by mem-
bers of group B streptococci, has been reported to be 
majorly transported via MVs [99]. It has been shown to 
preferentially enhance survival of streptococci in host 
macrophages thereby perpetuating infection [100]. It 
also provides additional protection to the bacteria by 
inhibiting host innate immune responses such as 
release of antimicrobial reactive oxygen species (ROS) 
[101]. In another study, Gram negative Serratia grimesii 
OMVs were shown to be enriched with metalloprotease 
grimelysin, which is known to assist in eukaryotic host 
invasion [102].

Tuberculosis
Tuberculosis, a fatal and contagious infectious disease 
caused by the bacterium Mycobacterium tuberculosis 
(Mtb), has claimed 1.4 million lives worldwide and 
has the highest burden in India, followed by 
Indonesia and China [103]. In addition, around 
2 billion people have latent Mtb and remain asympto-
matic carriers of the disease [104]. Proper diagnosis and 
treatment with relevant antibiotics can effectively 
reduce the burden of TB as well as prevent the evolu-
tion and spread of multidrug resistant bacteria. 
Therefore, there is an imminent need for the develop-
ment of novel biomarkers for diagnosis of TB [105]. 
Several groups of researchers have attempted to char-
acterise and utilise MVs in TB for diagnosis. The pri-
mary molecules involved in defence against Mtb are 
macrophages (Figure 2). Mtb is engulfed by macro-
phages and subjected to intra-phagosomal processing 
with the aid of multiple hydrolases present within the 
macrophage. Mtb is able to overcome this by modulat-
ing the host macrophage environment to prevent its 
killing such as by inhibiting phagosome acidification 
and release of host factors such as coronin that pro-
motes lysosome fusion [106]. Mtb also delays the invol-
vement of adaptive immunity molecules by initiating 
production of anti-inflammatory molecules [107]. 
Sometimes, during host-pathogen interaction, Mtb 
gets retained in its latent form, where macrophages 
within the host serve as a reservoir of Mycobacterium 
in the form of a tuberculous granuloma. These granu-
loma macrophages possess necrotic potential and even-
tually release Mtb, by means of Esx-1 secretion system, 
into the lung interstitium to allow for further Mtb 
replication and spread into the neighbouring cells 
[108–110].

It is now well established that there is a significantly 
enhanced EV secretion during Mycobacterium 
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infection. It is therefore possible that the immunomo-
dulation of Mtb is coordinated via EVs which can be 
intercepted and assessed for molecules that can act as 
reliable biomarkers of the disease. One of the candidate 

molecules include Lpqh, a 19 kDa lipoprotein found in 
the cell wall of Mtb, that relays immunological infor-
mation to other cells thereby regulating the host 
immune response in the pathogen’s favour [75,111]. 

Figure 2. Host pathogen interactions of M. tuberculosis. Mtb is internalized by the macrophages via host receptors such as C – type 
lectin and mannose receptors that recognize LAM and LpqH respectively. Once internalized, the pathogen is subjected to intra- 
phagosomal processing. Mtb survives by producing molecules such as ptpA (that prevents phagosome acidification) and inhibition 
of secretion of coronin (important for lysosome – phagosome fusion). Mtb also induces T cell anergy and hampers the production of 
IFNγ by T cells and natural killer cells rendering them unable to activate the macrophage. LpqH released from lysis of Mtb are 
utilized by host to induce maturation of dendritic cells which then travel to lymph nodes to prime B cells for clearing of Mtb. Mtb is 
able to survive iron starvation by enhancing secretion of vesicles charged with mycobactin (siderophore). These key molecules can 
potentially serve as efficacious diagnostic biomarkers of TB.
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This lipoprotein is known to be transported via exo-
somes secreted from M. tuberculosis-infected macro-
phages. Researchers have reported its application as 
an efficacious plasma biomarker to distinguish between 
paratuberculosis and tuberculosis infection in cows 
[112]. Alternatively, LpqH is also a potent TLR2 agonist 
that can influence T cell signalling and induce matura-
tion of dendritic cells. The mature dendritic cells are 
then transported to lymph nodes wherein they can 
prime T cells in order to aid the host in pathogen 
defence [113]. Another molecule of diagnostic potential 
can be PtpA, a tyrosine phosphatase found in Mtb. 
PtpA is a powerful immunomodulatory molecule that 
aids in inhibition of phagosome acidification, effec-
tively impairing the host macrophage’s ability to lyse 
Mtb [114]. PtpA has been reported to be transported by 
EVs, thus allowing for possible therapeutic monitoring 
of TB progression. Iron starvation is a common pro-
blem faced by pathogens during infection. Mtb is able 
to overcome this by enhancing secretion of sidero-
phores such as mycobactin. This enhanced production 
of mycobactin has been correlated with increased vesi-
cular packaging and transport via EVs [115], making 
them an attractive biomarker for non-invasive moni-
toring of TB progression [116].

There are considerable gaps in the knowledge 
regarding asymptomatic carriers of Mtb. It is not yet 
understood how some individuals experience active TB 
while several do not display any TB phenotype [117]. 
The difference is likely because in some hosts, Mtb is 
able to effectively escape immune detection and 
deviously modulate the host immune responses to 
allow for its replication and survival [118]. One of the 
molecules involved in down regulation of adaptive 
immune molecules such as CD4+ T cells resulting in 
T cell anergy is lipoarabinomannan (LAM). Production 
of LAM is one of several mechanisms employed by Mtb 
to evade immune recognition [119]. LAM has been 
shown to be transported via exosomes in an Mtb infec-
tion mice model. However, LAM alone does not fulfil 
the criteria to be a specific biomarker of latent TB since 
LAM has been described as a diagnostic marker for 
both active and latent TB [120]. Intriguingly, in an 
analysis of the components of MVs released by patho-
genic Mycobacterium bovis, Bacillus Calmette-Guerin 
(BCG), Mtb, and non-pathogenic Mycobacterium smeg-
matis, MVs released by pathogens were alone found to 
be enriched in lipoprotein innate immune receptor 
agonists such as LpqH. These TLR2 agonists have 
been shown to induce production of immunosuppres-
sive cytokines and CD4+ T cells [121]. An additional 
powerful immunomodulatory cargo transported by EVs 
are miRNA [122]. Mirzaei et al. [105] have explored 

exosomal miRNAs as a diagnostic and therapeutic bio-
marker for Mtb infection. Potential miRNA candidates 
include miR155, miR146a, miR132, and few others. 
However, their specific enrichment in exosomes needs 
further investigation. Lyu et al. [123] have also reported 
distinct exosomal miRNA profiles among healthy indi-
viduals, individuals with latent TB, and with active TB. 
These findings suggest that Mtb EVs (MVs and exo-
somes) play a crucial role in the pathogenesis of TB and 
is worth exploring as a diagnostic biomarker.

Another feature of a good biomarker is ease of 
accessibility for detection and analysis. Standard meth-
ods for diagnosis of TB include culture-dependent 
methods such as sputum smear microscopy to detect 
the bacilli and microscopic observation of multidrug 
resistant Mtb [124]. However, these methods are time 
consuming, require skilled practitioners and vary 
widely in terms of sensitivity and specificity [125]. 
Though, a few recent molecular methods including 
line probe assay and Xpert® MTB/RIF 
(M. tuberculosis/Rifampicin) assay can overcome these 
limitations, these are not cost-effective and are limited 
by the detection variabilities introduced by reported 
mutations in Mtb genome [126]. In addition, 
a successful microbial pathogenesis cannot be predicted 
merely by the genomic determinants of the microbe 
alone [9]. Therefore, EVs which can represent both 
microbial and host components of microbial pathogen-
esis may prove to be valuable and novel biomarkers for 
effective TB diagnosis. EVs can be obtained non- 
invasively from fluid samples such as urine and has 
been shown to be specifically enriched in immunomo-
dulatory molecules that cause extensive host damage 
over the course of TB [107]. Dahiya et al. [127] 
explored a simple workflow for detection of Mtb from 
urinary EVs using an indirect immune-polymerase 
chain reaction with a limit of detection of 1fg/ml for 
the active TB markers lipoarabinomannan and culture 
filtrate protein-10. Mehaffy et al. [25] developed 
a detection technique based on multiple reaction mon-
itoring mass spectrometry and were able to detect Mtb 
peptides even in EVs from serum of individuals with 
latent TB.

Pneumonia
Pneumonia is an infection of the lower respiratory tract 
[128] with higher mortality rates in children and sub-
jects especially from lower, middle-income countries 
[129]. Causal agents of pneumonia include bacteria 
such as Streptococcus pneumoniae and Klebsiella pneu-
moniae [130]. Of these, S. pneumoniae is the leading 
causative agent of bacterial pneumonia globally [131]. 
MV production has been found to be a major virulence 
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factor responsible for extensive damage of host tissue 
and manipulation of host immune responses [132]. 
These pathogen-derived vesicles are generally enriched 
in lipoproteins and have been found to ferry cytotoxic 
proteins such as pneumolysin which induce proinflam-
matory cytokine responses in the dendritic and lung 
epithelial cells (major host immune cells activated in 
pneumococcal infections). MVs secreted by 
K. pneumoniae consist of many virulence factors 
including adhesins, LPS and peptidoglycans [20]. LPS 
present within these MVs are essential in immune 
stimulation as they are known to induce thymus inde-
pendent humoral immunity [133]. In addition to this, 
PAMPs such as adhesins, peptidoglycans, and outer 
membrane porins can act as ligands in interaction 
with host cells thereby promoting pro-inflammatory 
responses [134,135] by inducing expression of IL-1β 
and IL-8. These molecules function as mediators of 
local inflammation by recruiting neutrophils and 
monocytes at the site of inflammation leading to 
a strong immune response. However, whether this 
response causes clearance of infection or enhances the 
virulence is not clear [136]. Additionally, pneumococcal 
MVs evade complement mediated killing by binding to 
complement factors, hindering the interaction of bac-
teria with complement receptors on host cells [137]. 
S. pneumoniae has also been reported to release MVs 
enriched in endonucleases in response to neutrophil 
extracellular traps released by host neutrophils to 
degrade the bacterium [138]. Host cells also release 
exosomes in response to a pneumococcal infection. 
These were found to be enriched in miRNAs and cyto-
kines and were primarily released by lung epithelial 
cells or infected macrophages. The unique signature 
of EVs from pneumonia patients highlight their poten-
tial as excellent diagnostic biomarkers [139–141].

The standard methods for diagnosis of pneumonia 
include culture-based methods involving microscopy, 
urinary antigen tests and biochemical tests for detection 
of respiratory pathogens and serology tests for detection 
of antibodies in blood and antigens in urine cultures. 
Molecular methods are routinely employed to decipher 
the microbe involved in the pathogenesis [142]. 
However, diagnosis of pneumonia remains a major diag-
nostic challenge riddled with misdiagnosis and false 
negatives [143]. Since, existing biomarker-based diag-
nostic methods such as X-ray, PCR, mass spectrometry, 
and immunoassay suffer from poor sensitivity, specifi-
city and in some cases limited by the number of patho-
gens that can be detected; novel antimicrobial peptides 
have been explored for their diagnostic potential using in 
silico methods [144]. However, the interaction of these 
antimicrobial peptides with pathogen receptors needs 

further validation. Biomarker potential of small EVs in 
inflammatory airway diseases such as pneumonia has 
been extensively reviewed elsewhere [145]. As in TB, 
RNA cargo of EV has been extensively explored as an 
attractive candidate for specific diagnosis of pneumonia. 
Huang et al. [146] have identified potential miRNA 
biomarkers such as the ratio of expression of miR- 
450a-5p with that of miR-103a-3p from serum exosomes 
obtained from children with pneumonia as 
a consequence of adenovirus infection. Sun et al. [147] 
have reported mir175p and mir143A-5P to be enriched 
in exosomes isolated from bronchoalveolar lavage fluid 
of pneumonia patients. These exosomal miRNA signa-
tures were exclusive to exosomes of patients with pneu-
monia strengthening their validity as useful and specific 
biomarkers for diagnosis of pneumonia. In addition, 
pneumonia is often misdiagnosed with other inflamma-
tory respiratory diseases such as chronic obstructive 
pulmonary disease (COPD). Existing biomarkers such 
as procalcitonin (PCT) lack specificity and cannot dis-
tinguish pneumonia from COPD [148]. Hsu et al. [149] 
reported the possibility of using CRP in combination 
with sphingosine-1-phosphate to allow for demarcation 
of COPD and pneumonia. Jung et al. [150] identified 
surface proteins on plasma extracellular vesicles namely 
CD16, CD28, CD45 and TNF-R-II allowing for clear 
delineation of pneumonia from COPD. Since these EVs 
can be easily obtained from blood plasma, it presents 
itself as a potential biomarker for distinguishing pneu-
monia from COPD. Furthermore, considering their 
increased stability in body fluids and critical roles in 
immune modulation and toxin delivery, EVs hold enor-
mous diagnostic potential as non-invasive and rapid 
disease indicators. However, there is an urgent need for 
accurate quantification and identification of EVs, 
a major bottleneck in widespread adoption of EVs for 
diagnosis [151].

Fungal infections

Fungi are heterotrophic eukaryotes implicated in 
deadly infectious diseases such as invasive candidiasis 
and cryptococcosis whose mortality rates are similar to 
that of tuberculosis [31]. Fungi are highly proficient in 
tuning to their environment and can establish several 
relationships with their host organism ranging from 
commensal, symbiotic to pathogenesis [152]. Microbe- 
host relationships are heavily intertwined in fungal- 
human interactions since fungi have evolved with 
their hosts for generations leading to possible complex 
host immune signalling cascades and fungal specific 
host immune evasion mechanisms [153].
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The existence of fungal MVs came into light in the 
last 15 years with the major focus on C. neoformans 
and since then there have been several reports on 
MVs from other fungi such as S. cerevisiae, 
C. albicans, Histoplasma capsulatum, Pichia fermen-
tans, and Cryptococcus gattii [40,154–156]. 
C. neoformans is a major fungal pathogen causing 
cryptococcosis in immunocompromised individuals 
[56]. EVs of C. neoformans contain virulence factors 
such as polysaccharide glucuronoxylomannan which 
helps protect the fungus from phagocytosis and inhi-
bits migration of leukocytes [157]. In addition to this, 
the EVs also carry glucosylceramide, acid phospha-
tase, laccase, urease, and several antioxidant proteins 
such as superoxide dismutase, thioredoxin dismutase, 
thioredoxin, and catalase A. Rodrigues et al. [158] 
showed that serum obtained from patients infected 
with C. neoformans had specific antibodies against 
proteins in the MVs secreted by the pathogen. Due 
to their foreign nature, MVs are capable of activating 
macrophages leading to increased production of 
TNF-α and other antimicrobial compounds with 
potential to restrict the fungal infection [159]. Other 
studies indicate the involvement of MVs in promot-
ing fungal virulence. A study conducted on 
C. neoformans showed that sec6 (involved in traffick-
ing of exocytic vesicles and docking with plasma 
membrane for fusion) knockouts exhibited decreased 
virulence in vivo indicating MVs to be pivotal to 
fungal virulence [160]. A complete knockdown of 
this gene resulted in inhibition of MV production 
and blocked the transmission of a major virulence 
factor laccase [161], an enzyme required for the 
synthesis of melanin which contributes to fungal 
virulence by blocking the phagocytic activity of 
macrophages [162]. Researchers have also observed 
MVs secreted from C. neoformans to be internalized 
by macrophages. These macrophages are then traf-
ficked to cryptococci residing in phagosome, thereby 
resulting in increased proliferation [163]. Several 
other fungal pathogens also facilitate delivery of dif-
ferent effector molecules in a similar fashion 
[154,156,164]. As in bacterial MVs, fungal MVs 
have been shown to carry powerful immunomodula-
tory cargo and are also attractive candidates as vac-
cines [165]. Interestingly however, C. albicans have 
been shown to induce host immune system into 
releasing exosomes enriched in TGF-β1 leading to 
development of immune tolerance and lowered host 
immune response, favouring survival of the patho-
gen [166].

Current methods of diagnosis of fungal infections 
involve culturing, microscopy, cytology [167], 

histopathology [168], and serology tests including 
detection of biomarkers such as β-D-glucan or 
Aspergillus galactomannan [169]. While these tests are 
of routine use in the clinical setting, they cannot con-
clusively diagnose invasive fungal diseases in a timely 
manner. Culture-independent tests or nucleic acid 
amplification tests involving amplification of barcodes 
such as internal transcribed spacer regions and next 
generation sequencing of multicopy genomic locus tar-
gets such as 18S rRNA and 5.8S rRNA enable rapid 
diagnostics [170]. Vaz et al. [171] developed a mass 
spectrometry-based diagnosis of invasive candidiasis 
while Koo et al. [172] reported a novel “volatile diag-
nostics” procedure wherein invasive aspergillosis was 
diagnosed by the presence of sesquiterpene metabolites 
in the breath of the patients. However, majority of the 
molecular tests lack validity, exhibit cross reactivity, are 
limited to detection of a few species, and are generally 
applied only to pure cultures [169]. Exploration of 
fungal EVs as diagnostic biomarkers is still at its 
infancy. However, a few research groups have explored 
the possibility and shortlisted few EV molecules that 
help in delineating pathogens from non-pathogens 
[173]. We propose that these EV molecules can be 
further probed for their effectiveness as a diagnostic 
biomarker. For example, Martinez-Lopez et al. [174] 
described a 20S proteasome complex exclusively in 
hyphal EVs of C. albicans. Since the yeast to hyphae 
transition is a major process that enhances fungal viru-
lence, detection of these complexes can serve as early 
diagnostic biomarkers of invasive candidiasis. An 
extensive omics approach, as detailed by Zamith- 
Miranda et al. [175] can help enhance our knowledge 
in the area of fungal MV biology, biogenesis, composi-
tion, and immunomodulation capabilities aiding in dis-
covery of new molecules with potential as diagnostic 
biomarkers.

Conclusion

A diagnostic infection biomarker is ideally a molecule 
that can enable the diagnosis of an infectious disease 
caused by a microbial pathogen. However, pathogeni-
city is not a well-defined feature that can be repre-
sented by genomic/proteomic or biochemical 
signatures alone, since, commensal microbes can 
become pathogenic if an opportunity is presented by 
the host and the environment. Hence, host damage is 
an important tenet in the manifestation of an infec-
tion. Extracellular vesicles that mediate infection out-
comes by enabling microbe-host crosstalk presents 
itself as an attractive vehicle in the diagnosis of infec-
tious diseases. Their small size, capability to shuttle 
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immunomodulatory cargo and toxic proteins, insolu-
bility in biological fluids, and central role in host- 
microbe interactions make them an ideal biomarker 
that can be profiled non-invasively. However, it is 
important to note that EVs are released by both patho-
gen and non-pathogens alike. Hence, while EVs may 
offer sensitivity, their specificity needs to be further 
investigated to exclusively delineate pathogenic com-
ponents. There also exist some minor bottlenecks in 
terms of EV collection, sizing, analysis and interpreta-
tion in the clinical scenario. Researchers have also 
reported changes in the EV cargo with time, hindering 
its reliability to spell out a single disease state. 
Therefore, it is crucial to further study the temporal 
variability of EV cargo with progression of disease and 
the subsequent changes in its cell surface markers. EV 
diagnosis and immunomodulatory potential also 
needs to be validated with in vivo studies so as to 
enable translation into clinical settings. 
Improvements in EV collection, sizing, and interpre-
tation will vastly improve its access to hospital settings 
and get us one step closer to utilizing EVs as diagnos-
tic biomarkers. The rise of multi drug resistant 
microbes and arrival of post antibiotic era highlights 
the need for novel approaches to curb infectious dis-
eases. Further research and technological advance-
ments in the field of extracellular vesicles can offer 
us with crucial weapons in our battle against the 
infectious pathogens.
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