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ABSTRACT

With the numerous advances and broad applications of mobile health (mHealth), establishing concrete data

sharing, privacy, and governance strategies at national (or regional) levels is essential to protect individual pri-

vacy and data usage. This article applies the recent Health Data Governance Principles to provide a guiding

framework for low- and middle-income countries (LMICs) to create a comprehensive mHealth data governance

strategy. We provide three objectives: (1) establish data rights and ownership to promote equitable benefits

from health data, (2) protect people through building trust and addressing patients’ concerns, and (3) promote

health value by enhancing health systems and services. We also recommend actions for realizing each objec-

tive to guide LMICs based on their unique mHealth data ecosystems. These objectives require adopting a regu-

latory framework for data rights and protection, building trust for data sharing, and enhancing interoperability

to use new datasets in advancing healthcare services and innovation.
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INTRODUCTION

The Coronavirus pandemic (COVID-19) has rapidly accelerated the

global adoption of mobile health (mHealth) devices and software,

which have become central public health tools for health monitoring,

telemedicine, and surveillance.1,2 According to the World Health

Organization (WHO), mHealth is defined as “the use of mobile wire-

less technologies for public health,” which encompasses a vast array

of tools to support health such as mobile phones, wearable sensors,

and video applications (apps).3 mHealth tools have been increasingly

used in low- and middle-income countries (LMICs), particularly short

messaging service approaches, with evidence suggesting effective deliv-

ery of health information to patients for disease management and sup-

port for healthcare workers.4,5 The United Nations has also

incorporated mHealth into their Sustainable Development Goals6,7 to

address global challenges such as poverty and the lack of universal

health coverage.8 While use of mHealth data has demonstrated posi-

tive impacts in public health planning and response,2,9 data gover-

nance regulations have lagged behind innovation.10 For example, with

the wide use of contact-tracing apps, data sharing is a complex issue

regarding which types of data are collected, how they are stored, for

how long, and who has access.4 Some governments have endorsed

apps that track individuals during quarantine11,12 or even enforce

quarantine by asking individuals to submit “selfies.”13 These chal-

lenges span a number of domains, including data privacy, ownership,

protection, consent, and ethics.14 LMICs are notably faced with these

challenges,15,16 as many lack digital data governance strategies.17
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Careful consideration of data governance and regulatory issues in

LMICs is essential to realize the full promise of mHealth to improve

health outcomes and delivery.18,19

To address some of these challenges, several frameworks and

strategies have been developed to guide health data regulation and

governance.15,20 For example, the WHO global strategy on digital

health (2020–2025)21 set a strategic objective for digital health gov-

ernance at national and international levels through the creation of

sustainable and robust governance structures, including regulatory

frameworks. The Lancet Commission also developed a conceptual

framework on digital technologies as new determinants of health.10

The framework includes data governance as one of ten potential

enablers of digital health future readiness, with emphasis on equity

and human rights. Additionally, key elements of digital data gover-

nance have been outlined to protect and promote well-being of vul-

nerable populations in LMICs.20 In this article, we build upon this

body of existing work to create an mHealth data governance frame-

work with a set of recommended actions for LMICs.

HEALTH DATA GOVERNANCE PRINCIPLES

In April 2022, the Health Data Governance Principles22 were cre-

ated to universalize the benefits of digital health through protecting

people, promoting health value, and prioritizing equity. These prin-

ciples, developed in partnership with more than 200 digital health

experts from over 130 global organizations, are the first global set

of principles developed to guide the use of data in health systems

(Figure 1). The principles are grounded in human rights and equity

to support public health systems that can deliver healthcare broadly.

They balance the rights of individuals with the rights of organiza-

tions and public health. This creates a common vision where people

and communities can share, use, and benefit from health data.

Drawing upon these principles, we provide tailored objectives and

recommendations, encompassing tools and guiding examples, that

could be used to guide LMICs in mHealth data governance (Table 1).

This work was conducted by members of the Health Level Seven

International (HL7VR ) Patient Contributed Data group, which

focuses on identifying principles and rights for patients and their

data as well as assessing standards that impact patient contributed

data.

Objective 1: prioritize equity through establishing

mHealth data rights and ownership
mHealth data governance should be based on strong and clear data-

related rights, including the basic human rights to protection, safety,

and to benefit equitably from data contributed at individual and

community levels. Indigenous researchers in the United States have

put forth recommendations for considering ethics around health

research and data that center on group-level concerns and tribal

autonomies and sovereignties, aligning with Indigenous communi-

tarian ethics, rather than “Western” individualistic ethics.23

Define mHealth data governance roles and responsibilities

To ensure mHealth data rights and ownership, it is valuable to

define various mHealth data roles within health data systems in light

of a data protection framework, including: data owner, data custo-

dian, data processor, data steward, data trustee, and data use benefi-

ciary. Establishing roles helps to clarify who has the right to do

what and who must ensure these rights are upheld.

At a national or regional level, a regulatory framework using

existing data governance guidelines, such as in the European

Union’s (EU) General Data Protection Regulation (GDPR),24 should

identify:

1. rights and roles of primary mHealth data actors (individuals, family

members, caregivers, healthcare providers).

2. ownership of different types of mHealth data (patient-generated

health data, health records, app or device-produced data, etc.).

Codify mHealth data rights and ownership

The identified rights and ownership should be codified in legislation

and policy in alignment with current national (regional or global)

data protection regulation frameworks. These should include defini-

tions of ownership, for example: mHealth data are owned by the

individual, community providing the data, healthcare providers.

They also should incorporate related rights such as the right to con-

trol the use of data, decline participation in data collection, with-

draw data from a system, and to obtain benefit.

mHealth data ownership implies that individuals have a right to

know, determine, and control how their data are used, and to bene-

fit equitably from such data. The right to access data is different

from owning that data, which may vary according to mHealth data

types and the linked stakeholders’ roles and responsibilities.

Extend data rights and ownership to products and services

The identified mHealth data rights and ownership model should be

extended to related products and services. For example, the secon-

dary use of data in research also should not cause harm to individu-

als or communities.25,26 Similarly, individual and community

ownership over their data extend to the right to equitable benefit-

sharing from the products and services built from their contributed

data. Services built from the data might include artificial intelligence

(AI) products or reselling personal data for profit by a third party.

Guiding example

The EU GDPR stimulated a global discussion about data privacy

and protection and specified how organizations must deal with per-

sonal identified data. Currently, many jurisdictions are moving

towards GDPR-compatible regimes. The GDPR identifies principles

relating to the processing of personal data: (1) lawfulness, fairness,

and transparency, (2) purpose limitation, (3) data minimization, (4)

accuracy, (5) storage limitations, (6) integrity and confidentiality,

(7) accountability, (8) international transfer. The GDPR rights of

the data subject are: (1) right to be informed, (2) right of access, (3)

right to rectification, (4) right to object to processing, (5) right to

object automated decision-making, (6) right to be forgotten, (7)

right to data portability, (8) right to restrict processing.

Tiffin et al20 provided a practical checklist for implementing dig-

ital data governance principles derived from their experiences work-

ing with digital health data in LMICs. They examined four key

domains: ethics and informed consent, data access, sustainability,

and legal framework.

Objective 2: protect people through building trust

(patients’ perspective on mHealth data)
Building trust in data systems and practices requires the codevelop-

ment of mHealth governance systems in a participatory and trans-

parent manner with individuals and communities.27,28 The covering

regulations and guidelines should be accessible, understood, and fol-

lowed in practice to build trust. Trust requires safeguarding data,
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ensuring privacy, and establishing transparent and inclusive data

collection, processing, storage, analysis, use, sharing, and disposal

processes.

Key patient concerns relate to data privacy and security and how

researchers and companies will use their data,29 which may prevent

patients from sharing their data. Willingness to share data is impacted

by the degree of trust in the entity and its policies, as well as concerns

about downstream use of the data. In LMICs, data mishandling or

reidentification could stigmatize communities or populations.30

Establish transparent and accessible processes and systems

Transparency in mHealth data governance is required to create buy-

in from stakeholders, particularly patients, around data processes.

The Data Futures Partnership in New Zealand31 defines transparent

data use with three dimensions: value, protection, and choice (Fig-

ure 2). Accordingly, stakeholders can understand how and why data

are collected (value); how data are stored, analyzed, and used (pro-

tection); and how the systems and processes that support data gover-

nance operate (choice).

Guiding example

The Digital Health Europe project32 introduced a framework for

citizen-controlled data sharing to motivate citizens to share their

own data (Figure 3).33 On the policy level, the framework addresses

transparency, information, awareness, and trust-building. Techni-

cally, it focuses on datasets, tools, and interoperability. LMICs

could leverage a similar individual-controlled data sharing model to

facilitate trust and mutual reciprocity.

Objective 3: promote health value through enhancing

systems and services (health system’s perspective on

mHealth data)
mHealth data governance can enable meaningful use of data to

enhance health system efficiency and resilience. Data can actively

contribute to the transformation of health systems into value-based

systems.34 Embedding these principles in LMIC environments can

facilitate the development of equitable and efficient health systems.

Evaluate the benefits of mHealth data

The secondary use of mHealth data in medical research and policy-

making has demonstrated the potential to advance medical sciences,

public health services, and healthcare innovation,35–37 especially

when AI tools are used to analyze the information.38–40 Conse-

quently, stakeholders legitimately require appropriate, secure access

to data. Citizens who contribute data must also understand how

their data may contribute to research and development.

Figure 1. Health data governance principles.22
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Table 1. mHealth data governance mapped to health data governance principles

Health data governance

principles

Objectives Recommended actions for mHealth data gover-

nance in LMICs

Prioritize equity Objective 1: Prioritize equity through establishing mHealth data

rights and ownership

• Prioritize accessible, low technology solu-

tions (such as text messaging) that can be

widely dispersed
• Promote policies that ensure equal access to

mHealth tools and capabilities (broadband

access, smartphone access, etc.)
• Enable patients and communities to govern

how their data are shared and with whom
• Consider ethics aligning with Indigenous

communication (beyond just the legal

frameworks) in terms of respect for sover-

eignty, solidarity, beneficence, and justice as

part of building trust and partnerships. This

could be realized through, eg, inclusivity of

Indigenous perspectives, establishment of

tribal research regulatory structures,

informed consent structures that consider

both community and individual viewpoints

and mandate reconsent for new research

questions etc.

Used framework: EU GDPR Guiding example: A checklist for implementing

digital data governance principles

Protect people Objective 2: Protect people through building trust and represent-

ing the patients’ perspective on mHealth data

• Require third-party apps and devices to

request a person’s permission before sharing

or reselling their data
• Require transparent, clear disclosure of the

way the data will be stored and used
• Enable users to modify and retract data

sharing permissions
• Educate individuals about using mHealth,

potential risks of unprotected data, and

data protection strategies

Used tool: The Data Futures Partnership in New Zealand Guiding example: Digital Health Europe proj-

ect

Promote health value Objective 3: Promote health value through enhancing systems and

services representing the health system’s perspective on

mHealth data

• Enable individuals to share personal data

with health systems
• Label provenance of data elements, includ-

ing data shared by patients
• Simplify sharing data for purposes of collab-

oration around individual and community

health
• Develop principles governing secondary use

of health data to protect individuals and

promote medical discovery

Used tool: The WHO guidance on the ethics and governance of AI

in health

Guiding example: principles and norms govern-

ing responsible data sharing in international

health research

Next steps Step 1. Use this framework and the provided guiding examples to create a national/regional mHealth governance strat-

egy in LMICs.

Step 2. Follow the user guide of the Health Data Governance Principles (https://healthdataprinciples.org/use) to identify

how different stakeholders can properly implement this framework. The different stakeholder groups addressed in

this user guide include governments, communities, youth organizations, research institutes, private sectors, donors,

international organizations, and others.

Examples on how to use

this framework in

LMICs

Step 2 selected examples:

All stakeholder groups in LMICs have to first publicly endorse the equity and human rights-based Health Data Gover-

nance Principles to guide the collection and use of mHealth data, at national, regional, and international levels.

Governments in LMICs can adopt the described framework to update (or develop) national and subnational legislation,

regulation, policy frameworks, and practices on mHealth data governance. This will be followed by a call on WHO

to lead the development of global health data governance.

Technology companies and the private sector in LMICs can update organizational policies and practices for mHealth

data by incorporating the created mHealth governance strategy (in Step 1).

(continued)
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Guiding example

Kalkman et al41 conducted a systematic review of the principles and

norms governing responsible data sharing in international health

research. They identified four themes (societal benefits and value;

distribution of risks, benefits, and burdens; respect for individuals

and groups; and public trust and engagement) under which relevant

principles and norms are grouped (Table 2). This work could lead to

development of a harmonized governance framework for data shar-

ing in health research.

Promote data sharing and interoperability

Interoperability initiatives have demonstrated secure mHealth data shar-

ing between systems.42,43 Concepts like data portability, open data,

community data, data trustees, and data exchanges could also be con-

sidered part of the data sharing and interoperability mechanism.

Knudsen highlighted the following five principles to achieve bet-

ter data interoperability44:

1. Principle 1: Healthcare providers need access to data beyond

silos.

2. Principle 2: Healthcare providers need rich data interoperability.

3. Principle 3: Healthcare providers need real-time, actionable

insights.

4. Principle 4: Respond to challenges with automated workflows.

5. Principle 5: Data must be shared using industry standards, such

as HL7 Fast Health Interoperability Resources (FHIRVR ).

Recently, the FHIR for FAIR (Findable, Accessible, Interoper-

able, and Reusable) implementation guide was introduced to pro-

vide guidance on how HL7 FHIR can be used for supporting FAIR

health data implementation and assessment.45 However, data inter-

operability currently applies primarily to data collected originally by

health systems and needs to be extended to mHealth data collected

through apps and devices.

Facilitate innovation using mHealth data

mHealth tools can provide novel and real-time data into clinical

care,46 although large-scale successes remain elusive.47 With these

datasets, AI and big data analytics can be applied, leading to new

tools, innovative healthcare services, and health insights at individual

and population levels. This requires developing a governance environ-

ment that can enable innovation and effectively support the applica-

tion of new digital technologies, as well as new kinds of data uses.

Guiding report

The WHO recently published guidance on the ethics and governance

of AI in health.48 The report identified six core principles to mitigate

ethical challenges and risks: (1) protect autonomy; (2) promote

human well-being, human safety, and the public interest; (3) ensure

transparency, explainability, and intelligibility; (4) foster responsi-

bility and accountability; (5) ensure inclusiveness and equity; (6)

promote AI that is responsive and sustainable.

CONCLUSION

mHealth has demonstrated strong potential to advance medicine,

healthcare services, and innovation globally. As the volume of

mHealth devices continues to grow and new data streams emerge,

global stakeholder engagement is needed to implement and maintain

mHealth data governance in LMICs. The Health Data Governance

Principles provide a base for harmonizing and creating data gover-

nance strategies internationally. Leveraging this framework, we

identified relevant objectives for mHealth data protection, sharing,

and interoperability. To realize these objectives, collaborative par-

ticipation from patients, communities, health systems, and govern-

ments is essential for improving global health equity and outcomes.

Table 1. continued

Health data governance

principles

Objectives Recommended actions for mHealth data gover-

nance in LMICs

Communities and civil society organizations in LMICs can use the guiding examples of this framework in raising public

awareness about the principles and the importance of equitable and rights-based mHealth data governance. This will

also support community advocacy for other stakeholders to endorse the principles and hold all stakeholders account-

able for their commitments to implement the mHealth governance strategy.

Finally, donors and international originations can consider this framework as a blueprint for mHealth data governance

in LMICs. This will lead to increased support and provide more technical and financial assistance to the governments

and academic/research organizations to create evidence and monitor the implementation of mHealth data governance

strategies.

Figure 2. Transparent data use dial (Source: Data Futures Partnership in New

Zealand).31
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Figure 3. Framework for citizen-controlled data sharing (Source: Digital Health Europe project).33

Table 2. Themes and principles for responsible health data sharing (adapted—Source: Kalkman et al41)

Main themes Norms and principles

Societal benefits and value Accessibility, Data quality, Sustainability, Scientific progress/value, Promote health and well-being,

Interoperability, Scientific validity, Societal benefit, Duty to share, Collaboration and capacity build-

ing, Health-related public interest, Improved clinical care, Enhance healthcare decision-making,

Social value, Individual benefit, Improve public health, Efficiency.

Distribution of risks, benefits and burdens Benefit-sharing, Reciprocity, Risk-benefit evaluation, Equity and fairness, Protection of intellectual

property, Attribution, Proportionality, Ownership, Recognition and attribution.

Respect for individuals and groups Respect/protect privacy, Protect confidentiality, Ensure data security, Respect individuals, Respect indi-

vidual rights, Individual autonomy, Respect dignity of individuals, Respect (the dignity of)

communities, Prevent discrimination, Legal compliance, Protect life, health and well-being, Respect

families, Respect welfare of individuals.

Public trust and engagement Transparency, Accountability, Engagement/participation, Maintain public trust, Maintain integrity,

Responsibility, Professionalism, Health democracy, Solidarity.
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