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The parent of an adolescent patient noticed an upcoming appointment in the patient’s
portal account that should have remained confidential to the parent. As it turned out,
this parent was directly accessing their child’s adolescent patient portal account
instead of using a proxy account. After investigation of this case, it was found that the
adolescent account had been activated with the parent’s demographic (i.e., phone/
email) information. This case illustrates the challenges of using adult-centric electronic
health record (EHR) systems and how our institution addressed the problem of
incorrect portal account activations.

Confidentiality is fundamental to providing healthcare to adolescents. To comply with
the 21st Century Cures Act’s information blocking rules, confidential information must
be released to adolescent patients when appropriate while also remaining confidential
from their guardians. While complying with this national standard, systems of care
must also account for interstate variability in which services allow for confidential
adolescent consent. Unfortunately, there are high rates of guardian access to adoles-
cent portal accounts which may lead to unintended disclosure of confidential
information. Therefore, measures must be taken to minimize the risk of inadvertent
confidentiality breaches via adolescent patient portals.

Our institution implemented a guardrail system that checks the adolescent patient’s
contact information against the contact information of their parent/guardian/guaran-
tor. This guardrail reduced the rate of account activation errors after implementation.
However, the guardrail can be bypassed when demographic fields are missing. Thus,
ongoing efforts to create pediatricappropriate demographic fields, clearly distinguish-
ing patient from proxy, in the EHR and workflows for registration of proxy accounts in
the patient portal are needed.

Background and Significance

The management of adolescent portal access continues to be
a challenge, and there is a great degree of variability in
implementation of adolescent portal access across organiza-
tions.! Although there are many ways to address adolescent
access to their health records, the majority of commercial
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electronic health records (EHRs) offer a patient portal func-
tion, which will be the focus of this report. Adolescents under
age 18 are still minors and generally require parent’s/guard-
ian’s (referred to as “proxy” for the remainder of this
discussion) consent for the majority of their medical man-
agement. However, minor adolescents are able to consent to
specific, limited services (such as reproductive health or

© 2023. Thieme. All rights reserved.
Georg Thieme Verlag KG,
RiidigerstraRe 14,

70469 Stuttgart, Germany

https://doi.org/
10.1055/a-2015-0964.
1869-0327.

This document was downloaded for personal use only. Unauthorized distribution is strictly prohibited.


mailto:jxie@stanford.edu
https://doi.org/10.1055/a-2015-0964
https://doi.org/10.1055/a-2015-0964

A Guardrail System for Appropriate Activation of Adolescent Portal Accounts

substance abuse treatment, varying by state law) with the
expectation that those services remain confidential from
their proxies.2 To uphold these legal expectations while
remaining compliant with 21st Century Cures Act require-
ments, portal accounts need to be configured to allow
differential release of information to adolescents versus their
proxies.>4 At our institution, adolescents may register for
their own portal account beginning at age 12 with parental
consent. The default state will eventually be that the majority
of pediatric notes will be shared with both patients and their
proxies.” As institutions are determining their portal config-
uration, it is critical to ensure that the adolescent account is
only accessible by the appropriate individual. If this is not the
case, no degree of differential, tiered access will maintain
confidentiality; as such, it is essential that portal accounts be
activated correctly. Only with assurance of portal account
accuracy and confidentiality can the benefits of adolescent
portal access be realized while mitigating risks.®=°
Unfortunately, adolescent accounts have a high rate of
potential access by individuals other than the patient which
may lead to unintended disclosure of confidential informa-
tion.'” To address our institution’s erroneously activated
accounts, our Information Systems patient portal team de-
veloped a three-step approach to the problem: (1) clean-up
existing, incorrectly activated accounts, (2) minimize oppor-
tunities to activate incorrect accounts (i.e., develop a “guard-
rail” for account activation), and (3) develop an ongoing,
monitoring system to assess accuracy of newly activated
accounts. The “clean-up” phase has been described in our
previous publication."' Our ongoing monitoring is an exten-
sion of our “clean-up” work but focuses on newly created
accounts. The current discussion will focus on the project to
minimize account errors at the time of account activation.

Case Presentation

The parent of an adolescent patient was accessing the EHR’s
portal account for her daughter and noticed an upcoming
appointment with the “Teen Health Clinic’-a clinic the
parent was not aware her daughter was attending. To clarify
the scheduling concern, the parents consulted with her
child’s provider. Alarmed by what should have been an
appointment only visible to the adolescent, the provider
filed a help desk ticket to determine the source of inappro-
priate information sharing. Upon investigation, it appeared
that the parent had been directly accessing their child’s
“Adolescent” account, which had been activated with the
parent’s phone and e-mail information, instead of using the
appropriate “Proxy” account. Because the parent was incor-
rectly assigned an adolescent portal account, she was able to
see the confidential appointment types that should only be
visible to an adolescent-aged patient. How could this have
happened and how could it be prevented?

Case Resolution and Attempted Solutions

Investigation of the source of erroneous accounts revealed
issues with how demographic information (i.e., email ad-
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dress or phone number) is utilized for the account activation
workflow. At our institution, the majority of account activa-
tion occurs through an “instant activation” workflow in
which all patients and proxies are offered a registration
link that is sent to an individual’s email or mobile phone
for them to complete the portal account activation (approxi-
mately 100 such enrollment offers occur per week). We have
been offering adolescent patient accounts since our go-live
with this EHR in 2014. In the instant activation workflow, the
individual’s contact information is prepopulated into the
contact field for the account. These demographic workflows
are built into the EHR vendor’s foundation and not able to be
altered at the institution level. While this vendor workflow
may be very effective for adult patients whose demographic
information typically belongs to the adult individual, it is a
challenge in pediatrics where the demographic information
is often populated with the information for the adult proxy
and not the pediatric or adolescent patient. Thus, when an
adolescent account is being activated, the prepopulated
demographic information flowing into the registration field
frequently belongs to the proxy and not the patient. Unless
the demographic information is double-checked and cor-
rected, an adolescent account will be created with the
proxy’s contact information.

In the hopes of reducing the activation of erroneous
accounts, our patient portal team identified clinics and sites
where the greatest number of errors was occurring. Specific
education (tip sheets, job aids, multiple presentations at
medical assistant, and front desk council meetings) and
direct feedback were provided to clinics and sites regarding
how to correctly activate adolescent accounts. After this
education, subsequent account activation error rates were
noted to remain consistently high (in the 40-60% per week
range); thus, showing that the targeted education did not
reduce the error rate. As a next step, our team sought to
interrupt the automatic extraction of proxy information into
the portal account instant activation workflow. However,
due to the foundation-level nature of this function, there was
no way to redirect this process. The team looked for oppor-
tunities to enable a best practice advisory to alert staff and
clinicians when proxy information was being used incorrect-
ly during an adolescent account registration. Unfortunately,
there were no clear or consistent workflows to allow this
process to occur in all registration workflows.

Finally, the team looked to interrupting the “instant
activation” workflow itself. A logic-based rule, “the guard-
rail,” was created to compare the pending account contact
information against the contact information stored for the
proxy. This guardrail rule compares the email or telephone
information on file for any guarantors, emergency contacts,
or existing proxy connections to the email or telephone
information that is being used to activate a patient’s portal
account. If there is a match between any of the fields, then the
activation will not be allowed to proceed. Instead, alternate
messaging indicating that the account’s demographic infor-
mation needs to be reassessed for accuracy will be sent to the
proxy via email or mobile text with a link to more detailed
instructions ( ). The alternate messaging consisted of:
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number or email address on file.

2. Why this is common

on file to be their own.

Create an Account.

4. How to Fix It

resend the signup link.

MyChart help desk at xxx-xxx-XxXX.

1. Why you received this error message from us

Our system detected the phone or email used to sign up a teen patient (age 12-17) was
not unique. To register a new teen patient account or new parent/guardian (called a
“proxy”) account, the teen patient or the proxy must have his or her own unique phone

When a patient is a child, parental contact information is usually what is on file for the
patient. Once children turn 12, they are eligible to have their own MyChart accounts.
To ensure the confidentiality of their new accounts, they must update their information

3. If you are a parent or guardian trying to access your child’s record
Please request proxy access at the front desk or during check in by submitting a
completed Proxy Access Request form. For more information, please see How to

a. If you are still at your visit: Inform clinic staff that the teen patient or the proxy
requesting an account needs to update his or her contact information to be unique and

b. If you are not at a visit: Please call the clinic to resend the signup link or call our

Explanatory text if there is an attempt to create an adolescent account with a proxy’s contact information.

“Your MyChart request needs additional verification. Please
follow the link: <link to PDF guide >.” This process change
had a minimal impact on clinic staff but did encourage them
to update the patient’s contact information to be the
patient’s instead of the proxy’s.

After implementation of the guardrail rule, the number of
erroneous account activations in which a proxy’s contact
information was used for an adolescent’s account markedly
decreased and remained below baseline levels ( ).
While the number of incorrectly activated accounts de-
creased from 40 to 50% to below 15% from week to week,
several accounts with incorrect contact information (account
registered to a proxy’s contact) were still able to be activated.
When these accounts were analyzed, the most common
reason the guardrail rule failed was when no information
was populated in the patient’s contact demographic fields (e.
g., missing contact or guarantor records) to be used for
comparison. There is an ongoing institutional effort to ensure
that the guardian/guarantor contact is not recorded in the
patient’s own contact fields. Additionally, some accounts
were activated manually by staff outside of the instant
activation workflow, which bypassed the guardrail rule
entirely. The mean number of adolescent account activations
decreased from 17 to 15 per week (over a 4 week average)
after the guardrail intervention.
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Lessons Learned

EHRs that were primarily designed for adults often face
challenges adapting to pediatric workflows. We faced such
challenges when attempting to implement multiple portal
account types (i.e., adolescent vs. proxy) with differential
access to EHR data. Looking for the root cause of the problem
and determining a viable solution at the local institution level
can run up against vendor-specific factors that are not easily
modified, such as how demographic fields are used for portal
account activation. Unsurprisingly, relying on educating staff
and providers was an ineffective method for correcting acti-
vation issues. In our institution’s case, a logic-based rule built
into the EHR portal’s activation workflow to serve as a
“guardrail” at the time of registration helped decrease portal
account activation errors.

Ultimately, institutions need to re-evaluate their registra-
tion practices to ensure that proxy contact information is not
inappropriately put into adolescent patient contact fields.
EHR vendors will need to help support how demographic
relationships are handled for pediatric patients so that portal
account registration workflows can more easily facilitate
proxy accounts. This not only benefits pediatric patients,
but also adult patients who may have diverse proxy
preferences.
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implementation of a rule-based check.

Notably, addressing this aspect of portal registration does
not take into account other opportunities for adolescent
accounts to be inappropriately accessed by proxies—either
through voluntary or involuntary sharing of the adolescent
account passwords. However, it provides an opportunity for
health care providers, adolescent patients, and their guard-
ians to have conversations around the roles and responsibili-
ties each person plays in engaging with the patient’s health
care. As adolescents mature and take a more active role in
their own health care management, these conversations can
be invaluable. EHR rules and registration fixes are all part of a
host of sociotechnical solutions that are necessary but not
sufficient to address patient portal confidentiality issues.
Thus, ongoing collaborative work among patients, families,
informaticians, policy makers, and EHR vendors is needed to
navigate the unique risks and benefits of increasing electron-
ic access to medical records for patients of all ages.'?

Clinical Relevance Statement

Confidentiality is a cornerstone of providing health care to
adolescents. To ensure adolescent patient portal accounts
are activated with contact information that only the
adolescent has access to, we created a guardrail system
that reduces the rate of erroneous portal account
activation.

Multiple-Choice Questions

1. What challenges exist to ensuring adolescent confidenti-
ality in the health care setting?

a. Adolescent confidentiality laws vary from state to state.

b. Electronic health records are generally designed for
adults.

c. Patient portals default to sending activation links to the
listed contact in a patient’s demographics fields.

d. All of the above.

Correct Answer: The correct answer is option d. All of the
above are reasons why ensuring adolescent confidentiali-
ty in health care is challenging.

2. Why is creating a guardrail which checks account activa-
tion contact against a patient’s listed guarantor or emer-
gency contact inadequate to prevent all inappropriate
access of an adolescent patient’s portal account?

a. The adolescent patient’s emergency contact or guaran-
tor information may not have been entered.

b. The adolescent patient may have (willingly or unwill-
ingly) given their account login credentials to their
guardian.

c. The adolescent patient and their guardian/proxy may
share an email account or phone number.

d. An activation link may be inappropriately manually
sent to a proxy.

Correct Answer: The correct answer is option d. All of
these are reasons why the guardrail may not be sufficient
to prevent inappropriate access of adolescent portal
accounts by a guardian/proxy.

Not applicable. The case report is presented as part of a
broader quality improvement initiative to ensure

Applied Clinical Informatics  Vol. 14 No. 2/2023 © 2023. Thieme. All rights reserved.

261

This document was downloaded for personal use only. Unauthorized distribution is strictly prohibited.



Applied Clinical Informatics

adolescent confidentiality in the patient portal which was
reviewed and exempted by the institutional review board.
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