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Abstract

Objective: This study explored healthcare quality issues affecting the reporting and investigation levels of digital incident
reporting systems.

Methods: A total of 38 health information technology-related incident reports (free-text narratives) were collected from one
of Sweden’s national incident reporting repositories. The incidents were analysed using an existing framework, i.e., the
Health Information Technology Classification System, to identify the types of issues and consequences. The framework
was applied in two fields, ‘event description’ by the reporters and ‘manufacturer’s measures’, to assess the quality of report-
ing incidents by the reporters. Additionally, the contributing factors, i.e., either human or technical factors for both fields,
were identified to evaluate the quality of the reported incidents.

Results: Five types of issues were identified and changes made between before-and-after investigations: Machine to soft-
ware-related issues (n = 8), machine to use-related issues (n = 5), software to software-related issues (n = 5), use to soft-
ware-related issues (n = 4) and use to use-related issues (n = 1). Over two-thirds (n = 15) of the incidents demonstrated a
change in the contributing factors after the investigation. Only four incidents were identified as altering the consequences
after the investigation.

Conclusion: This study shed some light on the issues of incident reporting and the gap between the reporting and investi-
gation levels. Facilitating sufficient staff training sessions, agreeing on common terms for health information technology sys-
tems, refining the existing classifications systems, enforcing mini-root cause analysis, and ensuring unit-based local
reporting and standard national reporting may help bridge the gap between reporting and investigation levels in digital
incident reporting.
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Introduction

The functions of medical incident reporting systems are to

collect information concerning incidents from healthcare
professionals and to investigate and analyse any pro-
blems/issues identified. This approach then enables the
development of preventive strategies and assists in identify-
ing priorities (locally, regionally, and nationally), and thus
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provides opportunities for valuable feedback (evidence of
actions)." Medical incident reporting systems are usually
digital, voluntary, non-punitive, and craft- (or speciality-)
based reporting systems, mainly designed to provide custo-
mised feedback for healthcare quality and patient safety
improvement.'* Despite many advantages, several draw-
backs in medical incident reporting systems can be out-
lined. Such drawbacks may include: Unsuitability for
elucidating complex problems,” bias in the reports regard-
ing reporting sites, modality, and other parameters,’
limited in-depth systematic analyses, and inadequate
value gained compared to the time taken for a report in
busy and complex healthcare practice.*

One of the challenges of Swedish incident reporting
systems is that these are currently decentralised. Even
though each Swedish region has established computerised
reporting systems to which any healthcare professionals
can submit incident reports, each region has its own distinct
online reporting system. These varying systems include
LISA (Kalmar), Synergi (Uppsala, Jonkoping), and
Platina (Halland, Givleborg), and this diversity creates dif-
ficulties in interoperability and cross-regional comparisons,
thereby hindering the ability to learn from mistakes.
Moreover, these reporting systems have different user
groups and role positions comprising the basic level as
the reporting level and, subsequently, the managing and
investigation levels.’

A new stipulation by the National Board of Health and
Welfare has been set to regulate and manage incidents with
medical devices to address the issues concerning healthcare
quality and patient safety.® In Sweden, once a healthcare pro-
fessional reports an incident about a medical device or health
information technology (HIT) system, the manufacturer must
investigate the reports and identify the necessary measures to
minimise the risks. During the investigation of the reports, the
manufacturer can request additional information from a desig-
nated healthcare organisation in which an incident occurred.
The manufacturer, in return, must report to the Medical
Products Agency (MPA) after they have recognised a (poten-
tial) causal link between an incident and the HIT systems.’

Various types of issues may arise concerning the inci-
dents associated with HIT systems. Some problems are
technical enfolding software or hardware design issues.
Other human or organisational issues related to sociotechni-
cal contexts influence the human—computer interface.” HIT
system software issues can be of different types, such as
systems configuration (problems with default settings),
software accessibility and availability,® and software func-
tionality (poor user interfaces, fragmented displays).”
These problems can range from inconvenience and work-
flow interruptions to patient harm and affect whole
systems and multiple facilities.'®

These HIT problems, their contributing factors, and
their impact on patients, healthcare professionals, and
healthcare organisations can be determined using

different qualitative approaches, such as inductive and
deductive approaches. The inductive approach may
involve content or thematic analyses, whereas the
deductive method may use an existing framework or the-
oretical model, for example, the human—computer inter-
action model'' and HIT classification system
(HIT-CS).'® The HIT-CS is a ‘bottom-up’ approach for
identifying HIT-related issues developed by Magrabi
et al.'® A single incident can be classified into more
than one incident type or type of issue using this classifi-
cation system. The existing framework also provides the
ability to identify the factors underpinning the incidents
and the consequences of the incidents that occurred.'”

So far, a limited amount of research has been conducted
to assess the quality of reported incidents, particularly in the
context of HIT-related incidents. Several studies have eval-
uated the quality improvement of the incident reporting
systems,'* quality costs within electronic incident reporting
and recording systems,'? the impact of critical incident
reporting and its improvement in neonatal practice’* and
intensive care unit.'> However, it appears that no research
has been conducted to assess the quality of the incident
reports associated with HIT and to identify the differences
in narrative texts between before-and-after investigations.
Therefore, there is an identified need for a qualitative evalu-
ation of the HIT-related incidents between the reporter’s
event description and the manufacturer’s conclusion after
investigation. An existing framework, such as HIT-CS,
has been identified as helpful for analysing HIT-related
incidents to determine the dissimilarities in the
HIT-incident reports between the reporting and investiga-
tion levels.

This study aims to explore HIT-related incidents with
the help of the HIT-CS to assess the quality of the incident
narration by the reporters. The study examines how the inci-
dent narration and the conclusion changes after the investi-
gation was conducted by the manufacturers. Overall, it
investigates the healthcare quality issues affecting the
reporting and investigation levels of the incident reporting
systems.

Methods

Data collection

The information about what went wrong with HIT systems
was collected from one of the national incident reporting
repositories in Sweden. The organisation responsible for
incident repositories has adopted the initiative for imple-
menting incident reporting by the healthcare professionals
through their respective county councils’ digital incident
reporting systems to improve healthcare quality, patient
safety, and throughput. A total of 38 HIT-related incident
reports were delivered, from various regions of Sweden
(de-identified) from June 2019 to June 2021 (2 years). All
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of these incidents were selected based on the fact that they
underwent complete investigation by the product manufac-
turers and the data provider organisation, and that they were
isolated (before delivery) from the general set of medical
device-related incidents.

These reports were free-text narratives, containing three
main fields: event description (by the reporter), manufac-
turer’s conclusion, and manufacturer’s measures (action
taken). There were other inconsistent information fields,
such as the number of affected patients and the number of
affected medical systems. A member of the data provider
partially edited the information fields to deidentify the iden-
tifying, sensitive, and personal information. The incident
reports were delivered in Swedish and then translated into
English by a linguistic expert with proficiency in both
languages.

The principal investigator made an attempt to communi-
cate and follow up with the data provider to gain a deeper
insight and understanding of things that went wrong and
to extract additional information relating to the context.
Further information was required to explore any regularly
used recovery strategies and how incidents might have
been prevented or minimised. However, no response was
received, perhaps due to a major administrative change
that occurred in the data provider’s organisation as a
result of the ongoing pandemic.

Data analysis

A preliminary check was performed to ensure if the deliv-
ered incidents were HIT-related incidents or not. A HIT
algorithm'® was used for identifying HIT-related incidents.
An incident was included if it contained a HIT system but
was not a part of medical equipment or an implantable
device.

The included incidents were analysed using an existing
framework proposed by Magrabi et al.,lo i.e., the HIT-CS.
The HIT-CS helps identify the type of issues and their con-
sequences from the incident reports consisting of several
structured and free text fields. With the help of this existing
framework, incidents can first be categorised into use or
machine-related (types of) issues and then software or
hardware-related issues. The consequences were assigned
using a standard approach in line with the classification
system (see Table 2).

The HIT-CS were applied in both fields, ‘event descrip-
tion” by the reporters (before investigation) and ‘manufac-
turer’s measures’ (after investigation), to identify the type
of issues and type of consequences. This classification
helped to assess the difference in the free-text narratives
of the two fields, particularly the quality of reporting inci-
dents by the reporters. Additionally, the contributing
factors, i.e., either human or technical factors for both
fields, were identified to evaluate the quality of the reported
incidents (event description).

Kappa score calculation was performed to ensure inter-
rater reliability. Since more than one type of issue could
have been identified from a single incident report, the
primary incident type was considered for inter-rater reliabil-
ity (kappa score calculations). Two investigators were
involved in classifying the incidents independently for the
reliability of the coding. When the coders disagreed on
any category, the incident was re-examined, and a consen-
sus category was allotted.

Results

A batch of 38 incidents was delivered for analysis. Of 38
incidents, one was excluded because it could not be cate-
gorised as a HIT-related incident. Of the remaining 37 inci-
dents, two incidents had no narrative text provided (or
missing) for the ‘manufacturer’s measures’ (see Table 1:
IR3;36), and two incidents had inadequate narrative texts
or ineligibility for HIT classification (see Table 1: IR ;7 26).

Inter-rater reliability before the investigation (event
description by the reporters) between the coders were:
primary incident type, k = 0.87 (p <0.001, 95% CI 0.80-
0.94); contributing factors, k = 0.86 (p<0.001, 95% CI
0.79-0.95); and consequences was k = 0.82 (p<0.001,
95% CI 0.74-0.92).

Inter-rater reliability after the investigation (manufac-
turers’ measures) between the coders were primary incident
type, k = 0.89 (p<0.001, 95% CI 0-82-0.99); contributing
factors, k = 0.85 (p<0.001, 95% CI 0.71-0.98); and con-
sequences, k = 0.87 (p<0.001, 95% CI 0-75-0.99).

Incident characteristics

The total sample of the incidents (n = 37) was classified
into three classes: Types of issues and consequences
according to the HIT-CS and the contributing (human
versus technical) factors. A comparison was drawn to illus-
trate the characteristics of the incidents before and after the
investigation. A detailed description of the incident classifi-
cation of the total sample (n = 37) at the reporting and
investigation levels is presented in Table 1.

Types of issues. According to HIT-CS, an incident can be
characterised by more than one issue. It is customary for
the incidents to be classified into either use or
machine-related issues and then into hardware or
software-related issues. However, no hardware-related
issues were identified among the total sample (n = 37).
Based on the reported events (before investigation) iden-
tified, 41 types of issues were present, of which four inci-
dents were characterised by more than one issue (see
Table 1: IR 55.12). Among use-related problems, the most
common was ‘wrong entry/retrieval’ (n =3), and
machine-related, was the ‘wrong output’ (n =35) (see
Table 2). Of software-related issues, the most frequent
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was the software issues related to ‘interface with other soft-
ware systems or components’ (n = 5) (see Table 2).

After the investigation, the manufacturer’s conclusion
identified 37 HIT issues, of which four were grouped into
more than one issue (see Table 1: IRs g 11,12), and four inci-
dents could not be categorised into any issues due to no or
inadequate information (see Table 1: IR7 26 32.36). Among
use-related problems, the most common was ‘wrong
entry/retrieval’ (n = 5); and machine-related, was the
‘wrong output’ (n=3) (see Table 2). Among
software-related issues, the most frequent was the software
issues related to ‘system configuration’ (n = 11) (see
Table 2).

Human versus technical factors. The incidents were further
classified to check which contributing factors were
involved, either human or technical factors. Before the
investigation, 36 contributing factors were identified (one
for each incident), except one with inadequate details (see
Table 1: IR,g). Over three-quarters, (n = 28) of incidents
were contributed by technical factors, and the rest (n = 8)
by human factors (see Table 2).

The narrative texts by the manufacturer’s conclusion
determined 34 contributing factors, of which one incident
was caused by two (human and technical) factors (see
Table 1: IR;). No contributing factor could be identified
due to insufficient details in the report (see Table I:
IR726.3236). Of 34 factors: 24 were technical, and the
rest were human factors (n = 10) (see Table 2).

Consequences. Consequences were classified using the
HIT-CS. Of 37 incidents, 34 consequences (one conse-
quence per incident) were determined before the investiga-
tion. Three incidents could not be categorised into any
consequences due to the limited information (see Table 1:
IRo 11.17). Of 34 identified consequences, over one-third
(n = 12) resulted in harm to a patient or an adverse event,
and over one-quarter led to ‘an arrested or interrupted
sequence or a near miss’ (n = 9) (see Table 2).

After the investigation, 31 consequences were identified
from the manufacturer’s conclusion. Due to the lack of
information, no consequence could be identified for six
incidents (see Table 1: IRg 11 17.26.32.36). Of these conse-
quences, over one-third (n = 13) caused ‘harm to a
patient or an adverse event’, and over one-quarter resulted
in ‘an arrested or interrupted sequence or a near miss’ (n
= 8) (see Table 2).

Comparison of the incident classification (before and
after investigation)
Of the total sample (n = 37), seven incidents had no altera-

tions in the classification (after investigation) for any
classes: Types of issues, consequences, and contributing

factors (see Table 1: IR, and IR;3). Only one incident had
changed (after investigation) for all three classes: types of
issues, consequences, and contributing factors (see
Table 1: IR ). The remaining incidents indicated variations
in the narrative texts (after investigation) either for one or
two classes.

Types of issues. Of 37 incidents, over half (n = 22) of the
incidents identified types of issues (see Table 3) which
were different between the narrative texts before the inves-
tigation (by the reporter) and after the investigation (by the
manufacturer).

Five types of alterations between before-and-after inves-
tigations were identified: Machine to software-related
issues (n = 8), machine to use-related issues (n = 5), soft-
ware to software-related issues (n=15), wuse to
software-related issues (n = 4), and use to use-related
issues (n = 1). System configuration (n = 9) and software
functionality (n = 5) were the most common types of
issues altered after the investigation (see Table 3).

Human versus technical factors. Over two-thirds (n = 15) of
the incidents demonstrated a change in the contributing
factors after the investigation. Of these, over half (n = 8)
altered from technical to human factors, and the rest (n =
7) amended from human to technical factors (see Table 4).

Consequences. Only four incidents (IRs ;¢ 12.30) were iden-
tified as altering the consequences after the investigation, of
which three changed to harm to a patient or an adverse
event. Of these three incidents, a major difference was iden-
tified for the two incidents (see Table 5); for example, inci-
dents with no noticeable consequences resulted in harm to a
patient or adverse event.

Discussion

The medical incident reporting system is now an integral and
essential part of modern healthcare. Managing incidents
related to HIT systems is the most emerging necessity due
to the rapid adoption and transformation of digital healthcare
across the country. With the convenience and achievement
of Swedish healthcare’s prominent digital goals in every
sphere, incident reporting is complementary to a more
in-depth quantitative approach. Thus, an incident captured
through incident reporting has the potential to characterise
the problems and develop preventive and corrective strategies
to mitigate the risks to patient safety. Other approaches with
the conventional prospective study design would not be
affordable and convenient.

However, digital incident reporting is complex and dynamic
and suffers from deficiencies and failures, as documented in
Sweden.” In this study, the incident reports before the investi-
gation were limited by the content knowledge of the reporters.
Other possibilities could be subjective impressions, sub-
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Table 1. Continued.

consequence but no patient

harm

consequence but no patient

harm

TF

Harm to a patient or an

Software functionality

TF

Harm to a patient or an

System configuration

IR35

adverse event

adverse event

TF

Harm to a patient or an

Partial output

IR36

adverse event

HF

An arrested or interrupted

System configuration

TF

An arrested or interrupted

Partial output

IR3;

sequence or a near miss

sequence or a near miss

IR: incident report; HF: human factor; TF: technical factor.

stranded personal bias, or lack of willingness to report dili-
gently. Reporters, as a whole, displayed a lack of knowledge
and competencies of and interest in HIT systems and their pro-
blems. Moreover, the quality of the data was varied; for
example, some fields were left completely empty, or some
details were entirely ignored. These hindrances added to the
limitation in devising local preventive and corrective strategies.

For this study, we examined how the narrative texts or the
context of the incidents change after thorough investigations
of the reports by the analysts. This was performed by analys-
ing the incidents using the HIT-CS, applied to both fields
‘event description’ by the reporter (before investigation) and
‘manufacturer’s measures’ (after investigation) to identify
changes in the narration of the reports. This exploration was
helpful because it would orientate the reporters and analysts
to provide some context about the challenges of reporting
HIT-related incidents to incident reporting systems. Thus,
this study paved the way for devising a set of recommenda-
tions that need to be adopted to minimise the gap between inci-
dent narration by the reporters and the analysts.

Types of issues

For the total sample of HIT incidents (n = 37), the overall
number of issues identified before and after investigations
was similar (n = 41 and 37, respectively). However, most
of the incidents were use or machine-related issues before
investigation, except for five incidents identified as
software-related problems. On the contrary, the same inci-
dents were categorised as software-related issues, except
for six, which were determined as use-related incidents.

Around 59% (n = 22) of the total sample demonstrated
a change in ‘types of issues’ in the incident narration after
the investigation. When an alteration score was provided
to the incident classification for the ‘types of issues’, four
(18%) of the 22 incidents had severe alteration, 12 (55%)
were of moderate change, and the rest (n = 6; 27%) dis-
played minor change after the investigation (see Table 6).

There were consistent signals of some particular soft-
ware configuration and functionality issues, which could
be amenable to prevention or correction; however, the
reporter did not understand the mechanism, and thus the
mitigation of the risks was not possible. For instance, the
care providers thought certain information was missing in
the patient record; on the contrary, the patient record
system functioned as intended — information not being
sent was designed to meet the requirement of ‘data protec-
tion legislation’ for privacy as a default. Another example
may include the invisibility of administered doses into the
administration list of a patient. The reporters could scarcely
know the underlying issue; therefore, there was only plain
narration in the reports. This was, in fact, a functional
error detected during regression testing and corrected
accordingly after investigation.
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Table 2. Incident characteristics using the health information technologyclassification system (HIT-CS) (types of issues and consequences)
and contributing (human versus) factors.

ey e A st )
Types of issues (HIT-CS)
Use-related issues
Wrong entry/retrieval 3 5
Did not enter/retrieve 2 1

Machine related issues

Wrong output 5 3
Partial output 2 0
No output 11 1

Software issues

Software not available or not licensed 2 0
Software not accessible 2 1
Software functionality 3 6
System configuration 4 11
Interface with other software systems or components 5 7
Data storage and backup 1 1
Record migration 1 1
Total 41 37

Contributing (human vs technical) factors

Technical factor 28 24
Human factor 8 10
Total 36 34

Consequences (HIT-CS)

Harm to a patient or an adverse event 12 13
An arrested or interrupted sequence or a near miss 9 8
Incidents with a noticeable consequence but no patient harm 6 A
Incidents with no noticeable consequence 6 5
A hazardous event or circumstances 1 1

Total 34 31
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Table 3. Description of changes in the incident classification (types

of issues) from reporting to investigation level.

IRs
IR,
IR,
IRy
IRy
IRs3
IRss

IRy

IR¢

IR14

IR2g

IR23

IRy

IR29

IR30

IRss

Machine-related issues

No output

No output
Wrong output
No output

No output

No output

No output
Partial output
Machine-related issues
Wrong output
No output

No output

No output

No output

Software-related
issues

Software functionality
Software not available

or not licensed

Interface with other
software systems or
components

Software functionality

System configuration

Use-related issues

Software-related
issues

Software functionality
Software functionality
Software functionality
System configuration
System configuration
System configuration
System configuration
System configuration
Use-related issues

Wrong entry/retrieval
Wrong entry/retrieval
Did not enter/retrieve
Wrong entry/retrieval
Wrong entry/retrieval

Software-related
issues

System configuration
Interface with other
software systems or

components

Software functionality

Interface with other
software systems or
components

Software functionality

(continued)

Table 3. Continued.

Software-related

issues
IR, Wrong entry/retrieval Interface with other
software systems or
components
IR16 Wrong entry/retrieval System configuration
IRy; Did not enter/retrieve System configuration
IR5; Did not enter/retrieve System configuration

Use-related issues Use-related issues

IR1; Did not enter/retrieve ~ Wrong entry/retrieval

These system issues were potentially amenable to system
re-design or alternative administrative arrangements; rather,
they were put in the ‘too hard basket’, and the system was
allowed to be continuously dysfunctional. Whilst some of
those software issues could sequentially be ‘designed out’,
in the meantime, IT experts or medical engineers would
need a conveniently available process for detecting and
applying digital solutions to those issues. The deployment
of immediate backup systems at very short notice would
also be highly desirable for some cases.”’

The reality is that when a system is being continuously
used, it is being beta-tested, which is probably inevitable.
This is true for such high-stakes operations, i.e., healthcare
— to test systems at a level of complexity accurately, and to
minimise the risks of the vagaries of the front-end opera-
tors, would be prohibitively expensive.!” Therefore, it is
apparent, without a doubt, that the HIT systems being intro-
duced can and continue to fail without any prior warning.
Therefore, the digital backup system and contingency pro-
cedures must be in place immediately if the continuity of
the system function needs to be restored.”'¢

Human versus technical factors

Around three-quarters of the incidents were contributed by
technical factors that were scattered amongst multiple com-
ponents of the forms and functions of the HIT systems.
Locally developed preventive and corrective strategies to
these problems related to technical factors were not possible
due to the inadequate information available in the incident
reports. There was an abundance of evidence of the fact
that the reporters hardly understood the underlying
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Table &. Description of changes in the contributing (human versus
technical) factors from reporting to investigation level.

IR, HF TF
IR, HF TF
IR, HF TF
IRs TF HF
IRs TF HF
IRio TF HF
IRyy HF HF & TF
IRy TF HF
IRys TF HF
IRy HF TF
IRy TF -
IRy TF HF
IRy HF TF
IRy TF -
IRag HF
IRz TF HF
IRy, HF -
IRss HF TF
IRss TF -
IRy, TF HF

IR: incident report; HF: human factor; TF: technical factor.

mechanisms behind the problems. For example, an incident
was thought to be contributed by a human factor — an initial
assessment was made on the ground that incorrect informa-
tion (belonging to another patient) in the concluding
summary assessment in the patient record was sent elec-
tronically. On the contrary, the software issue was, in
fact, caused by an error due to problems with the message
threading.

Human errors were inevitable and accounted for one-
fourth of the problems: incorrect information being sent,
failure to carry out the duty, handling errors, staff unaware-
ness, etc. It is challenging to detect the human factors unless
the reporters state their own mistakes or cognitive

Table 5. Description of changes in the incident classification
(consequences) from reporting to investigation level.

IRs Incidents with no Harm to a patient or
noticeable an adverse event
consequence

IR0 Incidents with no Harm to a patient or
noticeable an adverse event
consequence

IR1> Incidents with a A hazardous event
noticeable or circumstances

consequence but no
patient harm

IR50 a hazardous event or
circumstances

Harm to a patient or
an adverse event

mechanism through which they originate are detected;
also difficult to prevent as they may be unintended. The
convenience of machines, devices, and systems-related pro-
blems is that they can be successively ameliorated, whereas
human errors by the users will remain an inherent part of the
healthcare environment. Since the human factor is always
an enduring part of any complex sociotechnical system,
continuous refinement of professional training and safe-
guards for healthcare professionals would be highly recom-
mended. Despite being the weak link, it is the human (as
medical engineers or IT experts) who can fix any novel
problem arising, such as the human-device interface issue.’

Consequences

Initially, incidents causing patient harm were found to be
contributed by technical factors; however, the scenario
changed after the investigation indicating patient harm is
associated with human errors. It was evident that more
harm was caused by the incidents emerging from human
factors than those arising from technical factors.
However, careful consideration needs to be placed on this
statement since our study’s total sample is very small.

A number of software-related issues that were detected
after the investigation caused noticeable consequences
without patient harm. These problems affected multiple
patients and caused major inconveniences to patients and
additional workload for the healthcare professionals since
the frontline operators did not go any further to keep the
workflow up-to-date.

Our results are consistent with the findings by Jabin et al.
and Magrabi et al., who found issues contributed by human
factors caused more deleterious effects than technical
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Table 6. Description of alteration score for the types of issues.

IR1,16,11,31 Use-related issues

IR6,10,14,15,28 Machine-related issues

IR.7,21,22,33,36,37 Machine-related issues

IR23,27,29.30,35 Software-related issues

IR;1 Use-related issues

IR: incident report; 3: severe; 2: moderate; 1: minor.

factors.'*!® Additionally, the software issues were more
prone to triggering large-scale events that affected the
care management of multiple patients.'®'®

Challenges in the Swedish incident reporting system

Sweden, in particular, utilises the digital incident reporting
system to identify the risks related to patient safety and
improve healthcare quality by mitigating those identified
risks with the help of preventive and corrective strategies. A
recent study by Anna Hahre on the system-wide healthcare
incident reporting systems in Sweden found deficiencies, sum-
marised into three main themes.’ These main themes were
acceptance and the use of the system, functionality and com-
plexity, and challenges at the management level. Like any
other digital system, the incident reporting system indicated
variation in acceptance and use of the system in different
regions and county councils. According to the study, enormous
amounts of education and training were required for the staff at
both reporting and investigation levels.”

Inconsistency in the functions of the reporting system
added more complexity; for example, there were multiple
business flows that did not look the same, causing the repor-
ters to be confused at the time of reporting. The categorisa-
tion of the incidents supplemented this problem; for
instance, if the reporter chose more than one category, an
additional incident for the second category had to be
reported. The complexity of the systems was further ampli-
fied by the advanced features, which were not fully utilised,
and to some extent, not completely understood by the
healthcare staff. The time pressure in the busy healthcare
environment did not allow the staff to perform additional
tasks, such as selecting the second category or spending
more time on the advanced features.’

The third theme involved the challenges regarding the
allocation of the roles and the classification of the events.
The roles were distributed on three levels: reporting, man-
aging, and investigation levels. Not all user groups have
access to these three levels, which made it difficult to
assign the appropriate staff for the classification of the

Software-related issues 3
Use-related issues 2
Software-related issues 2
Software-related issues 1
Use-related issues 1

incidents. The users found the reporting level simple;
however, the managing and investigation level was more
complex. Therefore, the logic of the system was not consid-
ered user-friendly, which led to further staff frustration.’

The study of these findings is in synchrony with the
results obtained in our studies, for instance, the consider-
able difference in the types of issues identified in the narra-
tive texts of the incidents before investigation (by the
reporter) and after investigation (manufacturer’s conclu-
sion). Several other limitations were indicative in our
study; for instance, the narrative texts of the reported infor-
mation are limited, and inconsistency of the narrative fields
— not all incidents provided information on the number of
affected patients and HIT systems. Therefore, the analysis
in this study had to depend on what was proffered instead
of what might have been considered desirable.

Implications for practice

Medical incident reporting optimises improvement, deals
with problems by implementing changes, improving aware-
ness of the new and unforeseen issues requiring due atten-
tion, and creating a database of information. Thus, it
provides evidence for further investigation and analysis,
preventing future recurrence of similar incidents. Overall,
it supports the healthcare environment in cultivating a
safety culture requiring active and prompt involvement of
all parties — including healthcare professionals, patients,
and management.'?

Therefore, it is essential to put forward and deliver good
reports that are factual, well-detailed, and specific before
the investigation takes place. This will help in the speedy
recovery of the problems to support the investigation and
mitigate the ongoing risks by devising accurate preventive
and corrective strategies. We recommend the following
measures for clinical practice based on the evidence
obtained from this study and the considerations emerging
from various literature and public reports. We believe
these strategies will help healthcare professionals, analysts,
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relevant stakeholders, and organisations to bridge the gap in
reporting incidents before and after investigation.

Facilitate  adequate training sessions for healthcare
professionals. One of the barriers to the digital incident
reporting system includes reporters’ lack of knowledge
about reporting and managing incidents.’®*' This hurdle
has also been supplemented by the inability to cope with
the regular workflow of the healthcare organisation and
the functional complexity of the incident reporting
system.”! The study by Anna Hahre indicated the need
for extremely extensive training immediately after imple-
menting the reporting system.” The analysis suggested
that the need for training sessions still existed even after
20 months of system implementation due to staff turnover.
The instructional film to support the staff on how to report
the incident was not found to be very useful because the
healthcare organisation’s workflow is time-constrained,
and the healthcare professionals are always busy with
their schedules.’

Moreover, the knowledge and competency required for
the HIT system are at an advanced level in this area.
Jabin et al. emphasised facilitating a training process as
part of the professional development for the frontline opera-
tors with adequate paid time.” The training sessions can also
be supplemented by extra courses and education required
for the reporters to align with the local, regional, and
national standards of reporting.* The ongoing refinement
of professional development, training and education, and
safeguards for the proper utilisation of the reporting
systems should be accompanied by the existing endorse-
ment of healthcare organisations’ quality practices. For
instance, authentication and validation of user competency
in reporting incidents should be introduced at the organisa-
tional level. The accreditation should signify the regular
renewal of the operators’ credentials, specifically in case
of workflow changes or the reporting system itself.'”

As indicated by the findings of this study, training
session should build a hands-on learning environment® for
the reporters to compare the manufacturer’s conclusion for
some of the incidents they have reported. This process would
provide some context for the decision the reporter concluded
and encourage the reporters to think outside of the proverbial
box, leading to local quality improvement. The reporter’s
understanding of the manufacturer’s conclusion would contrib-
ute to the better use and understanding of the HIT incidents that
they may have to deal with on a regular basis.

Further work to agree on standard terms and definitions for the
HIT systems. It is often impossible to devise preventive and
corrective strategies for most of these technical problems
due to inadequate or vague information in the incident
reports. Due diligence is not paid to providing information
by the reporters because they usually understand little of
how HIT systems actually function. This problem is also

accompanied by the lack of common terms and definitions
used for HIT systems; therefore, different components of
the systems and issues are generally regarded as ‘black
boxes’. For example, the study by Jabin et al. specified
that the term ‘error’ was used to indicate system malfunc-
tion or failures, and no difference was made between
system interface or integration issues.” These caused diffi-
culties for the analysts in categorising the incidents; for
instance, if standard definitions or terms had been available,
some of the identified issues could have been assigned to
other categories. Therefore, we propose further necessary
work to agree on common definitions and preferred terms
to frame standard HIT systems and the existing classifica-
tion systems to bring cohesion to identifying and solving
HIT-related issues.

Further work to refine the existing classification systems.
Another prominent barrier to reporting incidents is the
lack of consistency and validation of incident data classifi-
cation.?! For example, a classification system in Australia
was initiated focusing on the issues occurring in anaesthe-
siology but was further developed in the context of the
general healthcare system.”* Later, due attention was paid
to the full spectrum of healthcare proposed by the World
Alliance for Patient Safety of the World Health
Organization (WHO) to agree on common definitions and
preferred terms to frame the International Classification
for Patient Safety (ICPS).25 However, the ICPS was devel-
oped with the category of incident type ‘medical device’
without considering the HIT system.'” This necessitated a
separate classification system, i.e., HIT-CS, exclusively
required for classifying HIT-related incidents.'® Even
though these classification systems complement each
other, the contributing factors and the outcomes of the
ICPS were found to be more comprehensive than those of
HIT-CS.!” Therefore, there is a need for ongoing and itera-
tive refinement of the existing classification systems in
Sweden through research, continuous consultation, and
advice-seeking with various healthcare stakeholders. The
already existing classification should be refined and rein-
forced for incident categorisation, and healthcare profes-
sionals should be adequately trained before they are
assigned the task of reporting incidents. Overall, there
should be more detailed reporting before the incidents
reach the investigation level, which will also prevent confu-
sion between the roles at the reporting and investigation
levels.

Enforce ‘mini’ root cause analysis at the reporting level. What
follows is the narration of what and how a good incident
reporting system should look like, based on the findings
in this study and an appraisal of the literature. Incident
reporting remains the only practical way to capture informa-
tion about what goes wrong and why it goes wrong, particu-
larly for rare events, to improve healthcare quality and
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safety.”® Such reporting systems should be online, non-
punitive, accessible, valuable, and useable, and they may
already exist in most jurisdictions.?’ Ideally, the reporters
should ensure the ‘cues’ used in the existing classification
system, as discussed in the prior section. A structured
‘mini’ root cause analysis instead of an informal description
should be included to ensure the completeness of the report.
This should be supplemented by a mechanism for collecting
further details from medicolegal files and complaints.”” This
will lead to more detailed reporting of lesser incidents using
the ‘cues’ and help orient the reporter and analysts to the
tasks at each level, providing some context. It will also
inform the analysts as to where preventive and corrective strat-
egies should be put in place. Once each incident has been
allotted to the appropriate step, the analyst may identify
exactly what had happened and allow appropriate strategies
to be determined. Therefore, a brief acknowledgement of
receipt of the incident reports and continuous feedback on
the analyses and the remedial measures are essential, ideally
with a more system-wide approach.'’

Establish a unit-based reporting system for the HIT incidents.
Jabin,'” in his review of around 5000 incident reports using
multiple classification systems, argued that any classifica-
tion system is comprehensive on its own. For example,
when such large data sets are analysed using thematic ana-
lysis, new themes and ideas emerge, which should ideally
be added and incorporated into the existing classification
systems, and incidents should then be coded according to
the newly edited framework. Moreover, each healthcare
department has its own type of problem. For example, the
medical imaging department is more prone to HIT related
challenges than others. The ICPS was not developed with
consideration of the HIT system (rather ‘medical device’)
in context, which necessitated a disparate framework, i.e.,
the HIT-CS for classifying HIT-related incidents.'”

The Swedish MPA stipulated that incidents related to
medical devices and national medical information systems
should be reported to improve healthcare quality and miti-
gate the risks to patient safety.>*® We ensure that a provi-
sion separating HIT incident reporting from medical
devices is of utmost necessity due to their different salient
features that would remove any confusion among health-
care professionals. For example, the regulation of HIT inci-
dents (mostly focused on the National Health Service,
mHealth, Telemedicine and Health data analytics) in the
UK requires healthcare services to register under the
Health and Social Care Act 2008, General Data
Protection Regulation and the Data Protection Act 2018.

The authors suggest a unit-based reporting system since
each healthcare department has its own type of problem?” at
the local level. However, because the HIT systems are inter-
connected to each department, the provision of segregating
HIT incidents should be made at the early stage. This will

ensure a greater sense of urgency to devise locally applic-
able preventive and corrective strategies.

Ensure a standard incident reporting system at the national
level. The incident reporting system in the UK has been
centralised with the National Patient Safety Agency since
2003.3° However, in Sweden, there is a lack of a standard
reporting system — the structure of healthcare incident
reporting systems varies locally, regionally, and nationally.
For example, the current Swedish incident reporting
systems are decentralised, using different digital systems,
such as Synergi, Platina, and LISA, in various regions,5
Therefore, these reporting systems are not liable to any
accustomed healthcare quality standard, which paves the
way to being under operational oversight of the system
used in healthcare. This can be resolved by reinforcing
the quality standard of the incident reporting systems at
the national level; thus, viable management is the only
way to overcome the challenges encountered at regional
levels.

Strengths and limitations of the study

A number of reasons have been assumed to be the cause of
the low response rate. For example, this study was con-
ducted during a busy and difficult moment for healthcare
professionals, namely the coronavirus disease 2019
(COVID-19) pandemic. Additionally, a huge change in
organisational structure and reorganisation at that moment
restricted us from collecting more incidents as expected.
However, incidents collected from the voluntary incident
reporting system presented a sufficiently adequate holistic
view of what went wrong in the routine Swedish healthcare
practice concerning HIT systems with the narrative texts
before and after the investigation. There were also a few
drawbacks to the collected incident reports; for instance,
two incidents had no narrative text provided (or it was
missing), and the other two incidents had short narrative
texts for the manufacturer’s measures (after the
investigation).

In the two years (2019-2021) for which the characteris-
tics of the collected HIT incidents were involved from
various regions, no transition of any emerging themes
was observed. Therefore, measuring the effect of the HIT
systems and their life cycle of implementation was not pos-
sible. There were other reasons for such inability to measure
the impact: the decentralised nature of regional healthcare,
the limited time period (2019-2021), and the small sample
size.'® The sample, without a doubt, served the purpose of
the research study to identify the barriers to incident report-
ing and how the context of the incidents changes after a
thorough investigation of the reports by the analysts.

The consistency between the coders for classifying the
incidents was performed using an inter-rater reliability
test (kappa score calculation). Both primary and secondary
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coders underwent adequate experience in incident analysis
and were previously engaged in examining an extensive
data set of incident reports. Nevertheless, due attention
should be paid to the findings since all the incidents were
not representative of the category of patient safety events,
particularly for the narrative texts described after the
investigation.

A classification system, such as the HIT-CS, helps to
examine incidents and draw out meaningful information,
particularly for the classes — types of issues and conse-
quences.'® Additional coding to check the involvement of
either human or technical factors contributing to those inci-
dents provided more insights and a measure of internal val-
idation. For example, most of the use-related issues
identified humans as contributing factors, whereas the most
technical aspects caused the machine or software-related
issues. This phenomenon ensures the recursive nature of inci-
dents and the recurring association between types of issues
and contributing factors (human versus technical). Hence,
according to the phenomenon, the incident may contain a
similar issue, a contributing factor, or both, based on the inci-
dent’s salient features in that particular context.

Many studies have been published concerning the bar-
riers or challenges to incident reporting systems, which
are common in the USA,3 ! the UK,32’33 Australia,2l and
European countries, such as Switzerland.>* Sweden is no
exception in being susceptible to these problems;
however, limited action has been taken to minimise these
challenges.” " Therefore, we suggest that the lessons
learnt in this article can be conveniently practical and
applicable elsewhere for studies related to healthcare
quality improvement and patient safety.

Conclusion

This study shed some light on the issues of incident report-
ing and the gap between the reporting and investigation
levels. In conclusion, bridging the gap and minimising the
challenges encountered at the reporting level to further
develop the tools for reporting and managing incidents is
worthy of further work. Facilitating sufficient training
sessions for the staff, agreeing on common terms and defi-
nitions of the HIT systems, refining the existing classifica-
tions systems, enforcing mini-root cause analysis, and
ensuring unit-based reporting at the local level and standard
reporting at the national level may help overcome the chal-
lenges and bridge the gap between reporting and investiga-
tion levels in incident reporting.
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