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Background: Behavioral digital health interventions (e.g., mobile apps, websites, wearables) have been applied widely to improve health out-
comes. However, many groups (e.g., people with low income levels, people who are geographically isolated, older adults) may face obstacles to
technology access and use. In addition, research has found that biases and stereotypes can be embedded within digital health interventions. As
such, behavioral digital health interventions that intend to improve overall population health may unintentionally widen health-related inequities.

Purpose: This commentary offers guidance and strategies to mitigate these risks when using technology as a means for delivering a behavioral
health intervention.

Methods: A collaborative working group from Society of Behavioral Medicine's Health Equity Special Interest Group developed a framework to
center equity in the development, testing and dissemination of behavioral digital health interventions.

Results: We introduce Partner, Identify, Demonstrate, Access, Report (PIDAR), a 5-point framework to avoid the creation, perpetuation, and/or
widening of health inequities in behavioral digital health work.

Conclusions: It is critically important to prioritize equity when conducting digital health research. The PIDAR framework can serve as a guide
for behavioral scientists, clinicians and developers.

Lay Summary

Behavioral digital health interventions have great potential to improve health. Unfortunately, many groups (e.g., people with low-income lev-
els, people who are geographically isolated, older adults) may face significant obstacles to technology access, adoption and use. Additionally,
research has found that biases and stereotypes can be embedded within digital health interventions. As such, behavioral digital health inter
ventions that intend to improve overall population health may unintentionally widen health-related inequities. This commentary introduces the
5-point framework: Partner, Identify, Demonstrate, Access, Report (PIDAR) to be used in the development, testing and implementation of tech-
nology to avoid creating or worsening health inequities.
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Implications

Practice: Healthcare professional should prioritize equity when disseminating digital health interventions
Policy: Research and empirical evidence should be used to support policies that promote digital equity and inclusion.
Research: Behavioral researchers should center equity when designing and testing digital health interventions.
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Introduction

Behavioral digital health interventions—that is, behavioral
interventions delivered electronically (e.g., apps, websites,
wearables) - have been applied widely to improve health out-
comes [1-7]. The COVID-19 pandemic has underscored the
critical role of technology in healthcare [8]. In the context of
the pandemic, behavioral digital health interventions offer
individuals the opportunity to access interventions remotely,
while minimizing the risk of COVID-19 spread. Throughout
the pandemic, technology has been used to improve access
to health-enhancing resources such as healthy food, educa-
tion, and social connections [9, 10]. Although the pandemic
has cast a spotlight on the importance of behavioral digital
health interventions, the potential impact and proliferation
of these interventions extend far beyond the context of the
pandemic.

The executive summary of the WHO Guideline Recom-
mendations on Digital Interventions stated that “Amid the
heightened interest, digital health has also been characterized
by implementations rolled out in the absence of a careful
examination of the evidence base on benefits and harms” [11].
Regarding potential harms, it is critical to evaluate whether
certain groups are excluded from the potential benefits of
behavioral digital health interventions.

A substantial body of literature has documented inequi-
ties in Interent access and device ownership [12-16]. The
first level “digital divide,” is defined as “the economic, edu-
cation, and social inequalities between those who have com-
puters and online access and those who do not” [17]. Over
time, the digital divide has lessened, with more individuals
owning a Smartphone or having access to the Internet [14],
however inequities remain. For example, approximately
96% of people with an income at or above $75,000 per
year and 93% people with a college education or more own
smartphones, while only 76% of people earning less than
$30,000 per year and 75% of people with less than a high
school education own smartphones [18]. In addition, a lon-
gitudinal study found that 65% of participants who did not
have Internet connection reported that cost was a barrier
[19]. Research also suggests that individuals aged 65 and
older are consistently the least likely to have home broad-
band connectivity [14]. In addition, a recent study found
that approximately one-quarter of individuals living in a
rural area reported that accessing high-speed Internet is a
major problem [20]. There are also considerations around
the quality of digital access. For example, data on smart-
phone owners from 2014 suggests that Non-Hispanic Black
people (42%) and Hispanic people (36%) are more likely
than Non-Hispanic white people (17%) to have temporarily
canceled or cut-off cell phone service due to financial con-
straints [21]. Furthermore, the device used (e.g., smartphone
vs. desktop computer) can impact the quality of Internet
access. There are notable inequities in who has access or
uses a desktop computer or laptop vs. those who are “smart-
phone dependent” and are only able to access to the Internet
through their smartphones [15].

Having access to devices and broadband connectivity is
often necessary yet insufficient. There is also a substantial
2nd-level digital divide in the usage, and skills needed to use
the Internet [22-25]. Low digital skills, limited health liter-
acy, privacy concerns, lack of digital readiness and mistrust
of information can all serve as significant digital barriers
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[23,26-28]. Due to the 1% and 2" level digital divide, behav-
ioral digital health interventions may be more likely to be
adopted by those with high levels of digital access, readiness
and skills and may exclude those who have digital barriers
[29, 30].

Beyond the digital divide, behavioral health interventions
may also negatively impact health inequities through biases
and stereotypes incorporated into technical design and imple-
mentation of these interventions. Behavioral digital health
interventions, like any other technology, are subject to the
implicit and explicit biases of their human designers and
developers [31, 32]. Biased interventions have the potential
for serious consequences on health outcomes. For example,
the potential harmful impact of biases in digital health was
highlighted in a recent study that found that a widely used
healthcare algorithm underestimated Black patients’ health
status, which consequently impacted Black patients’ receipt
of healthcare services [32]. In addition, some digital health
interventions may unintentionally create or perpetuate harm-
ful stereotypes and biased norms. For example, a qualitative
study reported that women’s health apps often portrayed
biased standards for health (e.g., centered around whiteness,
fertility, thinness) [33].

Biases may also impact the dissemination of digital health
interventions. For instance, negative attitudes about age and
technology that health care providers have [34] could impair
their provider’s ability to recommend digital interventions
to older patients. These biases may directly and indirectly
worsen health inequities.In sum, despite the promise of
behavioral digital health interventions, and their widespread
dissemination, there is the potential for these interventions
to unintentionally create and exacerbate health inequities,
particularly in the context of the digital divide and tech-
nology bias. A working subgroup of behavioral scientists
from Society of Behavioral Medicine’s Health Equity Spe-
cial Interest Group created an actionable framework that
outlines guidance and strategies to mitigate and avoid
these risks. We offer the following framework: PARTNER,
IDENTIFY, DEMONSTRATE, ACCESS, REPORT (PIDAR)
which is intended to guide researchers, clinicians, and devel-
opers who design, test, and/or disseminate behavioral digital
health interventions.

Recommendations

PIDAR: Five-point framework with
recommendations for behavioral digital health
research

(PIDAR) See Table 1.

Point 1: PARTNER with key stakeholders who are
potential end-users.

Partnering with groups of patients, community members,
key stakeholders, and potential end-users will better ensure
that the digital health interventions are culturally, linguis-
tically, and literacy appropriate. Diverse perspectives and
partnerships can help ensure that the interventions are unbi-
ased and inclusive. These partnerships should span across all
stages of the research process, including identifying/refining
the research question, designing the intervention, developing
intervention and evaluation materials, testing the efficacy,
and disseminating/scaling the intervention. We recommend
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Table 1| Checklist of PIDAR Recommendations

Partner Partner with a diverse group of key stakeholders and
potential users

Identify Identify the potential impact of the digital health
intervention on health inequities

Demonstrate ~ Demonstrate how to use technology

Access Improve access to technology

Report Report the impact of the research on health equity

drawing techniques from both Human-Centered Design
(HCD) [35] and Community Based Participatory Research
(CBPR) [36, 37]. Chen and colleagues highlight that HCD and
CBPR bring together overlapping learner-centric approaches,
and suggest integrating the two complementary approaches
(e.g., center on empathy, establish transdisciplinary research
teams, conduct rapid prototyping) [38].

When implementing CBPR and HCD, participatory
approaches (e.g., low-fidelity prototyping) [39] can be used to
gain feedback on interventions as they are conceptualized and
designed [40]. Once a functional prototype has been devel-
oped, iterative user testing is recommended with a sample
of end-users. Both qualitative and quantitative approaches
can help ensure that the intervention is acceptable, under-
standable, feasible, user-friendly, and accessible to the
intended range of end-users. It is also important that design
processes take into account people’s cognitive and physical
abilities [41-43]. Importantly, the inclusion of experts, com-
munity partners, end-users, and key stakeholders in mixed
methods research helps enrich the science and promote equity.

Point 2: IDENTIFY the potential impact of digital
health interventions on health inequities.

At the outset of conducting digital health research, we rec-
ommend research teams brainstorm potential positive as
well as negative impacts the digital health interventions
could have on impacted groups, particularly those tradi-
tionally disadvantaged by the digital divide and impacted
by biases/discrimination. The investigative team (includ-
ing community partners and/or end users) should evaluate
whether access, adoption, and impact of the intervention
will be equitable across all possible end-users. Examples
of questions that can facilitate this process are provided in
Table 2. To avoid unintentionally widening health inequi-
ties, researchers should design interventions that have max-
imum reach and inclusion.

While it is important to consider the potential risks of the
intervention at the outset of the research, these questions
should be asked, and potential consequences should be eval-
uated throughout the research process. As such, we recom-
mend conducting periodic evaluations of the potential harms/
unintended consequences of the behavioral digital health
intervention. In particular, we suggest that researchers con-
tinually examine whether outcomes of interest (e.g., interven-
tion’s use, adoption and impact) are equitable across various
end-users. To that end, researchers and funders should ensure
that sample sizes of impacted communities are large enough
to make subgroup analyses possible. In addition, we recom-
mend identifying potential biases and stereotypes that may be
incorporated within the technology. These reviews should be
conducted by individuals within the research team (including
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Table 2 | Questions to Consider When Identifying the Potential Impact of
Digital Health Interventions on Health Inequities (Point 2—Identify)

1. Does the intervention address the real needs of all end-users?

2. Do all end-users have equitable access to the technology needed to
use the intervention? If not, what national and regional resources
are available to help the end-user gain access?

3. Does the intervention require a high level of general, health, or
digital literacy?

4. Can end-users with varying levels of English proficiency use the
intervention? Is the intervention available in different languages to
accommodate the needs of non-English speaking end-users?

5. Does accessing or using the intervention place a financial burden
on any end-user (e.g., cost of the intervention, broadband connec-
tivity, data plans, technology device)?

6. Do the intended dissemination partners (e.g., clinics, hospi-
tals, healthcare providers) have the infrastructure and funding
needed to implement, run, and maintain the intervention?

7. Can individuals with varying physical and cognitive limitations
access and/or use the intervention?

8. Does the intervention content (e.g., text, video, graphics) represent
or depict a diverse group of people or the intended end-users?
Does the intervention content contain biases or stereotypes?

9. Does any subgroup of the intended end-users stand to benefit less/
more from the intervention?

end-user stakeholders) as well as external reviewers (e.g., data
safety monitoring boards, institutional review boards, end-us-
ers) in order to minimize biases.

Point 3: DEMONSTRATE how to use digital health
interventions.

It is critical to consider end-users’ technological abilities,
skills, and comfort. We recommend that researchers pro-
vide end-users with resources to help support and improve
patients’ digital literacy, as defined as “the ability to use infor-
mation and communication technologies to find, evaluate,
create, and communicate information, requiring both cogni-
tive and technical skills” [44]. According to a recent survey,
most adults believe public libraries should help teach com-
munity members how to use digital technologies including
apps, computers, and smartphones [45]. Where such services
and resources are offered, researchers can take advantage of
well-established programs (e.g., citizen science programs by
the National Library of Medicine) [46] designed to improve
people’s ability to use technology. It is important to note that
basic literacy and digital literacy are interdependent con-
structs, and that both require careful consideration and atten-
tion [47].

Of note, digital literacy training programs may not always
be available or feasible. As such we also recommend that
researchers provide training and/or demonstrations for how
to use the digital health interventions that are under inves-
tigation. These trainings can be in the form of one-on-one
instruction, group/family instruction, peer-based learning,
demonstration videos, embedded help in a system, and/or
clear graphic or written instructions. In addition, it can be
helpful to provide as-needed technical assistance to help users
navigate the digital health intervention. Researchers should
ensure that trainings occur in the modality and days of the
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week/time of day preferred by the groups they are aiming to
represent and serve.

Point 4: Improve ACCESS to technology.

More focused efforts are needed to ensure that groups who
would benefit from digital health interventions will have equi-
table access to them. Many studies with digital interventions
specify having access to device or Internet as a study eligibil-
ity criterion. However, this should not be the default option
and solutions should be sought to maximize inclusion. In the
short term, researchers could provide the participants with
the devices (i.e., smartphones, tablets, wearables) needed to
engage in the digital health intervention. Importantly, what
happens after the end of the project should also be considered.
In some cases, providing devices to all participants may not
be feasible or scalable. One approach is to work with existing
institutions that provide free Internet access and/or free/low-
cost devices, such as public libraries, nonprofit organizations,
and government programs. Digital navigators can be help
connect patients to available local and national resources.
An alternative option might be to provide a physical point
of access in the form of free-standing technology devices or
kiosks, which have the advantage of being able to be placed in
targeted venues for optimal reach to underserved populations
[48]. To increase access, when possible interventions should
be designed to be agonistic to device and operating system to
maximize accessibility.

It is also important to ensure that the healthcare systems
and hospitals have equitable access to the technology, infra-
structure and resources needed to successfully disseminate
and maintain the intervention. When digital health interven-
tions are integrated into a healthcare setting (e.g., hospital,
clinic, federally qualified health center), researchers should
help develop infrastructure (e.g., electronic medical record
system integration) for clinics to easily integrate the interven-
tions into existing workflows.

In addition, it is important to consider the costs that
may be associated with adopting the behavioral digital
health interventions. For example, there may be costs asso-
ciated with using the interventions (e.g., data usage/plans).
Researchers should consider features that would minimize
costs to the end-users. In addition, when designing a digital
health intervention, researchers should budget for features
that can improve access and accessibility for a broad range
of end users (e.g., translation services, text readers, video
content).

It is necessary for researchers to prioritize ensuring equita-
ble access of the digital health intervention for all potential
end-users, including patients, community members, provid-
ers, and health systems/clinics. Policy changes that would
expand access to broadband internet are vital to ensuring
access to digital resources that may improve health outcomes,
expand access to education, and allow community building
[9], including behavioral interventions. Researchers can play
a critical role in applying empirical evidence to advocate for
policy change to promote equity.

Point 5: REPORT the impact of the research on
health equity.

It is important that researchers report any unintended con-
sequences to both scientific and public audiences. With-
out proper and transparent reporting, these unintended
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consequences are bound to be repeated. Funders and journal
editors should explicitly solicit information about these unin-
tended consequences in progress reports and publications,
respectively. In addition, national societies and associations
could host panels and workshops focused on this topic to
allow further discussion about unintended consequences and
how to overcome them. Reporting these unintended conse-
quences, both within and across studies, allows the opportu-
nity to support exchanges between researchers where lessons
learned and potential solutions can be shared. This reporting
can also be used to identify areas/topics of future research and
funding priorities.

Discussion

The recommendations outlined in this commentary should
serve as an impetus for continued dialogue, awareness, and
refinement of strategies to ensure that behavioral digital
health interventions can meet the shared and unique needs of
impacted communities. While this commentary offers broad
recommendations, it should not be viewed as an exhaus-
tive or comprehensive guide, but rather as an essential step
toward greater inclusivity and equity as an imperative in the
field of behavioral medicine. The five-point framework is not
intended to be simply linear recommendations, but rather to
serve as a foundational set of recommendations to be inte-
grated throughout all phases of the research and dissemina-
tion process. It is intended to be a flexible and fluid blueprint
that is responsive to the needs of the intended audience(s).

The commentary offers guidance on prioritizing equity
when developing and testing digital health interventions.
Of note, even as the ubiquity of digital health interventions
spreads, it is important to recognize that some populations
will not adopt, or may be slower to adopt, these technolo-
gies. In addition, for some, digital health interventions are not
appropriate or feasible. When research teams and community
partners are designing, testing, and disseminating behavioral
interventions, they should carefully consider whether digital
health is an appropriate or optimal modality and not have a
subgroup of population left behind.

Conclusion

However, the development, testing, and dissemination of
behavioral digital health interventions can have significant
impacts on the perpetuation of health inequities. If inequities
in digital health outcomes are not anticipated and intentionally
avoided, there is a risk of further compounding health ineg-
uities. The PIDAR framework (Partner, Identify, Demonstrate,
Access, Report) can be applied to help behavioral medicine
researchers develop, implement and test digital health interven-
tions to ensure health equity is consistently prioritized.
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