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Abstract
Purpose of review  To identify lessons learned about maintaining confidentiality for adolescent telehealth care during the 
COVID-19 pandemic.
Recent findings  Adolescents, parents, and providers recognize benefits of telehealth for confidential care while also identify-
ing potential risks for confidentiality breach unique to the telehealth care setting.
Summary  Rapid implementation of telehealth care during COVID-19 presented an opportunity to test strategies that protect 
confidentiality for adolescents accessing care through telehealth. Policy, practice, and provider-level interventions are needed 
to ensure that adolescents can access confidential care through telehealth
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Introduction

“I need to talk to my doctor alone,” was scratched on a 
tiny, folded note that was handed to the nurse as the patient 
was checked in. The note came from one of my adolescent 
patients during her first in-person visit with me since the 
start of the COVID-19 pandemic and following the quick 
pivot among providers around the world to the delivery of 
healthcare via telehealth. I had seen her many times on a 
screen over the past several months discussing strategies to 
help her depression and chronic pain. Often, her mother sat 
beside her during the visits although we had time alone dur-
ing these visits as well. We had tried medication changes as 
well as many other lifestyle habit changes to work on her 
symptoms, but like so many during that difficult time, her 
symptoms had worsened. In the exam room without anyone 
nearby to overhear, the patient disclosed emotional abuse 
and trauma experienced in her home, all of which had wors-
ened during the pandemic.

In early 2020, as the COVID-19 pandemic took hold 
around the world, many healthcare providers pivoted to tel-
ehealth to preserve access to healthcare for their patients 

[1–4]. Adolescents have been considered ideal for telehealth 
practices being perceived as “digital natives” and being a 
particularly vulnerable population with issues of limited 
access to healthcare [5–7]. However, provision of telehealth 
care had been limited due largely to poor reimbursement and 
cumbersome regulatory issues [6]. The abrupt shift to tel-
ehealth care during the pandemic presented opportunities to 
learn more about how telehealth care should be delivered to 
adolescents, particularly to ensure that confidentiality is pre-
served [8•, 9•, 10•]. The patient scenario described above 
highlights that key health information may be missed when 
confidentiality during telehealth visits is impaired. This 
paper will review evidence gathered during the COVID-19 
pandemic telehealth surge, with a spotlight on the pinnacle 
of adolescent healthcare — confidentiality.

Prior to the pandemic, there was increasing evidence sup-
porting telehealth care for adults with positive outcomes as 
well as patient and provider satisfaction with the care pro-
vided, particularly for mental health and chronic condition 
care. Very little literature existed relating to adolescent tel-
ehealth experiences particularly in relation to the adolescent 
experience [11]. Early adopters during the pandemic shared 
their observations, describing a variety of methods used to 
preserve confidentiality in the telehealth setting, particularly 
when providers addressed sensitive topics, such as reproduc-
tive and sexual health, mental health and substance use [8•, 
9•, 10•]. Based on these shared observations, an ideal care 
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delivery model is presented here that aims to maintain con-
fidentiality across the telehealth visit continuum.

Telehealth care is defined by the World Health Organiza-
tion as “a broad range of technologies and services to pro-
vide client care remotely and improve health-care delivery 
and systems” [12]. For the purposes of this paper, telehealth 
includes synchronous healthcare visits conducted between 
a patient and healthcare provider via video or phone in lieu 
of in-person, office-based visits.

Rapid Implementation

Rapid implementation of telehealth with the onset of the 
COVID-19 pandemic allowed for access to healthcare 
providers when state governments had mandated “shelter 
in place” and/or “stay at home” policies during peak 
infection rates [1, 2, 4710•]. Previously, telehealth had 
been explored and utilized in similar circumstances, such 
as during H1N1 and Zika outbreaks [6], but in early 2020, 
healthcare providers around the world quickly developed 
telehealth practices to remain connected with their patients 
especially those at highest risk of medical decline [1, 2710•]. 
In 2016, 11.8% of US family physicians and pediatricians 
reported working in a practice with telehealth services and 
within 2 months of the COVID-19 pandemic, only 9% of 
primary care physicians reported working in a practice 
that did not offer these services [7]. Adolescent medicine 
providers were on the front line during this time developing 
protocols and mechanisms that facilitated telehealth with 
adolescents for multiple aspects of care [2, 8•, 9•, 10•]. 
Published literature sharing experiences of rapid telehealth 
expansion in March 2020 describes increases from an 
average of 2.5 telehealth visits weekly to 220 telehealth 
visits weekly [2]. Within 1 month of the shelter in place 
order, Barney et al. (2020) describe an increase in percent 
of encounters that were conducted through telehealth from 
0 to 97% and Carlson et al. (2020) report a 600% increase 
in telehealth visits at their institution [8•, 10•]. As we move 
into the post-pandemic era, lessons learned from this rapid 
implementation can guide future innovative approaches to 
health care delivery. However, providing increased access 
must include what decades of research in adolescent health 
has demonstrated — that adolescents require confidentiality 
as an element of their healthcare to ensure that all needs are 
met [13–16].

Consent and Confidentiality

While there is variation by state, adolescents are legally 
able to consent to a variety of healthcare services that focus 
on sensitive areas, such as reproductive and sexual health, 

mental health and substance use, and with the right to con-
sent comes privacy and confidentiality pertaining to these 
services [17, 18]. An abundance of research demonstrates 
that adolescents will forgo care if confidentiality is not part 
of their care and that they would not share details about their 
risky behaviors with their healthcare providers when confi-
dentiality is not guaranteed [19–23]. With risky behaviors 
being key drivers of morbidity and mortality in adolescents, 
multiple organizations have developed evidence-based and 
expert opinion guidelines advising that adolescents have 
alone time with their providers to ensure these sensitive sub-
ject areas are thoroughly addressed. These recommendations 
are based on the importance of confidentiality as well as the 
developmental milestones of achieving independence and 
autonomy that are essential for adolescents to transition to 
adulthood [13–16].

Despite HIPPA regulations mandating privacy for ser-
vices to which adolescents consent as well as professional 
organizations endorsing protection of adolescent confiden-
tiality, there are many potential leaks in the healthcare sys-
tem [18, 24]. Confidential information may be shared due 
to provider lack of knowledge about consent and confiden-
tiality and/or discomfort with following these guidelines. In 
fact, only approximately 50% of adolescents report that they 
had time alone with their provider where there would be an 
opportunity to discuss confidential concerns [21, 25]. Even 
when providers do create opportunities for adolescents to 
consent to confidential services, direct billing by healthcare 
institutions and/or explanation of benefits from payors being 
sent to adolescents’ homes pose significant risk for breach 
of confidentiality [18]. With electronic health records (EHR) 
dominating healthcare delivery, additional numerous oppor-
tunities for leaks were created through patient portals listing 
diagnoses, medications and lab test results [24, 26]. While 
many institutions provide opportunities for adolescents and 
their parents to have separate portal access, there is accu-
mulating evidence that parents are frequently able to access 
their adolescents’ accounts [27•, 28]. Professional organiza-
tions suggest mechanisms for protecting confidentiality in 
the era of EHR; however, these rely heavily on individual 
approaches from institutions as well as providers with mini-
mal support from EHR corporations and legislation. These 
limitations create conflict between accessibility of patients 
to their healthcare data and protection of adolescent confi-
dential services [24, 26, 29–31].

Confidential Telehealth Care: Advantages

Prior to the pandemic, telehealth for adolescents had been 
cited as a means to improve access to care particularly 
those in geographically remote areas or with transporta-
tion challenges. Pre-pandemic research  suggested that 
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adolescents, parents, and providers viewed telehealth as an 
acceptable form of care delivery with advantages includ-
ing decreased time to travel, less missed work or school, 
and fewer expenses associated with travel, missed work or 
childcare for other children [32•]. Telehealth research had 
focused focusing on specific regions with infectious out-
breaks or limited access and indicated that adolescents could 
develop therapeutic relationships with providers [33]. Fur-
thermore, and that most adolescents, even those without 
stable housing, had access to a mobile device of some kind 
[34]. Specific visit types where telehealth was identified as 
ideal for confidential care included reproductive and sexual 
health, gender-affirming care, behavioral health, substance 
use and eating disorders [6]. However, existing electronic 
health and/or telehealth policy statements offered minimal 
guidance to providers to reliably facilitate confidentiality in 
the telehealth setting [8•].

Shortly after the world pivoted from in-person to tele-
health visits, the American Academy of Pediatrics released a 
statement endorsing use of telehealth in the care of pediatric 
patients [35]. This was followed by release of a technical 
report in 2022 which provides guidance for pediatric tel-
ehealth visits but lacks substantive guidance on approaches 
that preserve access to confidential care [36]. Strategies used 
by early adopters during the pandemic as well as provider, 
parent and patient perspectives regarding telehealth care 
centered on confidentiality can help inform future revisions 
of telehealth care policies and guidelines.

The general utility of telehealth for adolescents was 
reconfirmed in the experiences described by the pandemic’s 
early adopters whereby patients and providers observed tel-
ehealth offering an alternative point of care that decreased 
travel, cost, and time. In fact, authors sharing these early 
experiences speculated that telehealth may have expanded 
the geographic footprint for adolescent confidential services 
in ways that were not possible prior to the pandemic [8•, 9•]. 
Rationale for telehealth implementation, in addition to fol-
lowing governmental shelter-in-place orders, also included 
the need for distancing to prevent infection transmission, to 
conserve personal protective equipment (PPE) and to protect 
the healthcare workforce [9•]. Providers further acknowl-
edged some added benefit in seeing the adolescents’ home 
environment and having more family members able to par-
ticipate in the visit [32•].

Adolescents endorsed that telehealth provided oppor-
tunities for confidential care [37•], some appearing more 
engaged when discussing sensitive topics via telehealth as 
compared to in-person visits [38–40]. The stigma associ-
ated with receiving care for mental health, sexual health and 
substance use may be removed when able to attend visits in 
the privacy of one’s own home [41, 42]. Several institutions 
shared visit data suggesting increased or similar engagement 
and show rates with telehealth compared to in-person visits 

[8•, 9•]. Barney et al. (2020) noted that visits were well-
received by patients but did encounter some difficulty when 
patients attempted to find private, quiet space to complete 
the confidential aspects of the visit. Of the 332 visits they 
studied, 7 visits were completed without confidential ele-
ments due to inability for the patient to identify a private 
space [8•]. Wood et al. (2020) reported that the no-show 
rates were lower for telehealth visits compared to in-person 
visits with clinical needs including eating disorders (39%), 
contraception and menstrual issues (22%), gender-affirming 
care (17%), general adolescent medicine (15%), HIV treat-
ment (6%) and substance use (1%). While they expected 
confidentiality to potentially be compromised, there were 
no breaches identified for the 392 visits studied and adoles-
cents were able to have confidential time with their providers 
when needed [9•].

Confidential Telehealth Care: Challenges

While the early adopters noted that telehealth care was well-
suited for addressing sensitive topics and were able to maintain 
confidentiality for most visits, they also identified many 
ways in which privacy and confidentiality can be uniquely 
challenged with this mode of care delivery. Even though 
adolescents voiced increased comfort discussing sensitive 
issues via telehealth, they also indicated concerns about 
privacy and confidentiality [37•, 4344•]. The reliability of the 
telehealth platforms in maintaining privacy and confidentiality 
was called into question by patients and parents, particularly 
early on in the telehealth surge [10•]. WHO guidelines further 
cited concerns for privacy being compromised for adolescents 
if they are using someone else’s device or if spyware has been 
installed on the devices they use [12]. Providers were the most 
consistent in expressing skepticism about the security of the 
various telehealth platforms used [10•, 45]; yet there were no 
reports of major platform security failures.

As much as apprehension existed regarding the techno-
logical reliability of telehealth platform privacy, concerns 
about the adolescents’ surroundings limiting privacy and 
confidentiality were more substantial. Adolescents and their 
parents shared reservations about others’ nearby overhearing 
confidential discussions [44•]. Identifying a private space 
for the telehealth visit was more challenging for homeless 
adolescents or those living in crowded housing [8•, 9•]. 
When comparing sense of privacy between telehealth and 
in-person visits, parents and patients reported a perceived 
lower privacy level for telehealth visits compared to in-per-
son visits (77% vs. 96%, respectively). Parents and adoles-
cents in this same study conducted by Allison et al. (2022) 
confirmed that they would be able to identify a private space 
if needed and acknowledged the important implications of 
the adolescent having time alone with a provider. However, 
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only 31% of adolescents in that study reported having time 
alone with their provider [44•].

Primary care providers described similar frequency 
of time alone with patients, reporting that 28% requested 
alone time to speak with adolescent always or often, 38% 
sometimes, and 33% rarely or never during telehealth visits 
[46•]. This is substantially lower than an already less than 
optimal reported percentage of alone time with in-person 
visits [21, 25]. Time alone during telehealth visits may be 
lower due to provider concerns about others’ overhearing as 
evidenced through a survey of primary care providers where 
advantages of adolescent telehealth care were acknowledged 
but, one in three cited a lack of privacy as a major disad-
vantage. Most (89%) surveyed reported use of telehealth to 
see adolescent patients for a variety of care concerns includ-
ing chronic disease management, acute care, mental and 
behavioral health, vaccine consultation and sexual health or 
contraceptive counseling, many of which would typically 
require time alone with the provider [46•]. 

The heightened complexity of not knowing who is in the 
room or who is nearby with telehealth visits has been cited 
by telehealth experts as raising concerns that responses to 
particularly sensitive questions may be limited or that there 
may be more risk for coerced responses [7]. Even when 
adolescents share a 360-degree view at the onset of the 
telehealth visit, providers might not know if individuals come 
into the room during the telehealth visit or if an individual is 
in a separate but nearby space and can overhear. In addition, 
physical examination already very limited through telehealth, 
was cited as particularly challenging with adolescents, 
especially for sensitive symptoms, such as genital lesions [8•].

Provider discomfort with negotiating time alone with 
the adolescent patient has been one explanation for the 
existing gap in reported time alone [21]; a discomfort that 
appears to be heightened in the telehealth setting. Interest-
ingly, the patients’ therapeutic alliance with their provider 
was positively correlated with the perceived level of privacy 
and the therapeutic alliance was higher when the patients 
had seen the provider in person prior to the telehealth visit 
[44•]. These findings suggest that telehealth care may be 
more advantageous after at least one in-person visit and/or 
that training in telehealth-based rapport building skills and 
methods to negotiate alone time is needed.

Outside of the actual visit, challenges to preserve con-
fidentiality had been previously identified and appear to 
persist with telehealth visits. One area of concern associ-
ated with telehealth visits surrounds appointment notifi-
cation. Many EHR systems send automated text or email 
appointment reminders. This is particularly important for 
telehealth visits as often the appointment reminders guide 
patients through the process of signing on to the telehealth 
visits. However, if automated notification of the appoint-
ment occurs and is delivered to a caregiver phone or email 

address, confidentiality may be compromised. In addition, 
caregivers may be able to view upcoming appointments 
through the caregiver/proxy EHR portal account or through 
inappropriate access to their adolescent’s EHR portal [10•]. 
With the Cures Act mandating increased access for all 
healthcare consumers to their records, concern is higher 
that adolescent confidentiality may be jeopardized through 
the inappropriate access by parents to adolescent portals 
or unfiltered parental portal access revealing medications, 
diagnoses, open notes and after-visit summaries that contain 
information that when shared with parents could jeopardize 
the safety and well-being of the adolescent [31].

Confidential Telehealth Care: Solutions

The conflict between the benefit of improved access to care 
for adolescents and risk of compromised confidentiality can 
be addressed at many levels including public policy as well 
as institutional, practice and/or provider-level interventions. 
Multiple action steps to protect adolescent confidentiality 
can occur prior to, during and after the telehealth visit as 
illustrated in the care delivery model in Fig. 1. First, institu-
tional and practice policies regarding adolescent consent and 
confidentiality during all types of visits should be clearly 
posted and easily shared with patients and families. Next, 
institutions should ensure that a secure telehealth platform is 
used with the ideal being a platform embedded in the institu-
tion’s highly secure electronic medical record system [10•, 
26]. The institution’s information technology (IT) group in 
collaboration with adolescent medicine experts should be 
involved in the selection of the platform as well as develop-
ment of an infrastructure within EHR that supports a work-
flow honoring consent and confidentiality policies.

Developing a tiered system of appointments within the 
EHR system can prevent confidential appointments from 
being viewed in the portal and block automated appointment 
notification [9•, 10•]. More ideal would be the use of adoles-
cent confidential contact information for these appointments 
to allow appointment reminders and use of the reminder to 
guide access to the telehealth visit. Other IT solutions have 
included blocking specific diagnoses, tests and medications 
from view in the patient portal [9•, 24]. However, adoles-
cents need access to all of their relevent health information 
in their own patient portal that is not accessed by parents 
or others. Training in adolescent rights to consent and con-
fidentiality along with portal access as well as scheduling 
appointments is essential for staff and providers to protect 
adolescent confidentiality [8•]. Many providers report being 
aware of ways to improve confidentiality in electronic health 
systems but only 22% report receiving any training on it 
[47]; While there are no data regarding staff training, this is 
likely even lower given other skills are often prioritized with 
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training. In addition to training in the technical aspects of 
telehealth confidentiality, providers would benefit from skill-
building around rapport and trust during a telehealth visit 
[44•], and this should be a routine part of medical school 
and residency training programs.

Setting expectations for parents and patients prior to and 
at the start of the telehealth visit can assist with negotiating 
time alone with the adolescent. Some authors suggest having 
parents log on to the visit with a different device in a different 
room, making it easier and more natural for the parent to log 
off when the portion including them is completed [32•, 44•]. 
Written expectations explicitly reviewing confidentiality and 
time alone with the provider could be sent electronically or 
via mail prior to the visit and could also include reassurance 
about the security of the electronic platform used.

At the start of the adolescent telehealth visit, providers 
should revisit expectations with patients and their caregivers 
and explicitly state that the telehealth platform being used 
protects their health information. Some patients access their 
telehealth visits at school, local libraries or in other public 
places; therefore, providers should ask the patients where 
they are at the start of the telehealth visit. Asking the patient 
for a 360-degree view of the space they are in can help pro-
viders verify who else may be in the space. Once the adoles-
cent is alone with the provider, questions about their degree 
of privacy should be further explored and some authors sug-
gest these questions be repeated several times during the 
visit. Patients may need assistance with identifying more 

private spaces, such as going to another room, outside or 
to a nonmoving car. If patients are on a computer or other 
device that cannot be moved, the visit could be transitioned 
to phone with or without video to allow for more mobility. 
If unable to confirm the adolescent is in a private space for 
confidential care, providers can utilize privacy-enhancing 
strategies such as asking patients to wear headphones while 
the provider asks yes/no questions or using the secure chat 
feature within the EHR platform to review confidential infor-
mation. Providers should ensure that the chat is not visible to 
others and is deleted prior to return of patient’s parent if pri-
vate/confidential information is disclosed that way. Finally, 
asynchronous communication via the patient’s EHR patient 
portal can be used for sharing private/confidential informa-
tion including sending questionnaires that ask confidential 
questions as long as the patient portal is only accessed by 
the adolescent [6, 8•, 9•, 10•, 32•].

The unique challenge of physical examination, especially 
when addressing sensitive symptoms has been managed via 
several strategies including uploading photos to the secure 
patient portal or sending images or confidential messages to 
the provider that are encrypted in some way. Patients requir-
ing more evaluation or testing could be referred to local labs 
for testing or to a closer provider for visual examination 
[6, 8•]. The option to mail testing kits to adolescents for 
pregnancy or STI screening has also been proposed as an 
option [8•] although confidentiality may be challenging 
if mail delivery is accessible to all household members. If 
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Fig. 1   Maintaining adolescent confidentiality across the telehealth visit continuum: Pertinent solutions that preserve adolescent confidentiality 
are listed for each phase of the visit continuum
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patients require confidential prescriptions, providers need to 
ask about transportation to the pharmacy as well as be mind-
ful that the automated pharmacy notification system may 
be defaulted to the parent’s phone or email. Alternatively, 
referral to nearby Title X facilities, school based health cent-
ers, local health department clinics, a different pharmacy or 
home delivery of medications may be necessary. Identifying 
the means by which the adolescent can reach the provider for 
follow-up confidential questions after the visit also requires 
attention prior to disconnecting from the telehealth visit.

After the telehealth visit, closing the confidentiality loop 
is critical. This includes ensuring visit notes containing con-
fidential information are marked as “sensitive” or “confi-
dential” and are blocked from release to the patient portal 
if viewing by individuals other than the patient is a risk. 
Filtering information by diagnosis, medication or lab testing 
has been used by institutions to prevent release of confi-
dential information [24, 26, 31]. Given the evolving regula-
tory landscape surrounding telehealth visits, reimbursement 
mechanisms for confidential telehealth visits should be veri-
fied prior to the visit to avoid direct billing if the visit is not 
covered by insurance or if explanation of benefits pose a risk 
for confidentiality breach.

Increasing access to confidential care through telehealth 
has been cited as a means to improve equity in health care. 
However, the expanded use during the pandemic also intro-
duced equity issues unique to telehealth. While most adoles-
cents appear to have access to a mobile device, their access 
to a high-quality telehealth experience may be diminished 
by insufficient wifi access, crowded home environments, 
language barriers, and limited technological literacy [32•]. 
These issues require institutional and community support to 
be adequately addressed. Parents surveyed about their expe-
rience also recommended adolescent and parental involve-
ment in developing workflows and educational opportunities 
about telehealth use that can be offered in clinics, libraries, 
schools, and other public spaces [48]. The American Acad-
emy of Pediatrics provides educational videos for patients 
and parents that demonstrate telehealth use and specifically 
how privacy and confidentiality can be preserved; although 
they are currently only offered in English [49]. More inno-
vative approaches to telehealth access such as soundproof 
telehealth kiosks located in reachable community locations 
[6] may also narrow the gap in equitable access to care that 
the pandemic accentuated.

Conclusion

While access to confidential care for adolescents is chal-
lenged by multiple barriers, widespread use of telehealth 
during the pandemic demonstrated that telehealth access 
may improve access. Adolescents and parents endorse the 

importance of confidentiality as a routine part of adolescent 
healthcare and can help inform best practices in this area. 
Multiple strategies to protect adolescent confidentiality in 
the telehealth setting were explored and evaluated during 
the pandemic. However, implementation of these strategies 
designed to preserve confidentiality across the telehealth 
visit continuum requires institutional, practice, and provider 
investment and engagement. Providers and staff would ben-
efit from increased institutional and IT support as well as 
training in skills essential to the provision of confidential 
care and specifically the unique dynamics of the telehealth 
visit. Organizational and public policies should incorporate 
the elements needed to maintain confidentiality across the 
telehealth visit continuum to enable equitable access to high 
quality, comprehensive healthcare for all adolescents.
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