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Telehealth support can rapidly and significantly increase access to healthcare. For example, 

during the COVID-19 pandemic, telehealth not only supported patients with COVID 

symptoms but also improved access to the entire continuum of care, from critical care to 

mental health services.1 There has been a 100–175 fold increase in the number of patients 

that physicians are seeing through digital platforms; this has increased the economic impact 

of telehealth to account for $250 billion a year of visits, which accounts for 20 percent of 

Medicare, Medicaid, and commercial insurance budgets.2 This is not surprising as telehealth 

platforms offer patients and clinicians convenience, access, and scalability with minimal 

infrastructure aside from the internet, computer, and phone access.3 Furthermore, telehealth 

platforms continue to evolve, and many require only access to the internet and a computer or 

smartphone. There now exists a range of telehealth platforms that can be either downloaded 

or accessed through the internet from anywhere around the world through mobile devices. 

With the rapid and global adoption of telehealth platforms to deliver healthcare, the time 

is now to embrace, develop and scale telehealth to support humanitarian relief operations 

across the globe.4
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History of telehealth in humanitarian relief

The Health Resources and Services Administration’s (HRSA) definition of telehealth is 

“defined as the use of electronic information and telecommunication technologies to support 

long-distance clinical health care, patient and professional health-related education, health 

administration, and public health.”5 The earliest usage of telehealth in humanitarian relief 

was by the National Aeronautics and Space Administration (NASA) during the 1980s, 

assisting with earthquake relief efforts in Armenia and Mexico City, which became more 

focused on combat-heavy humanitarian situations during the early 2000s during conflicts in 

Pakistan and Afghanistan.6 Because of this influence, telehealth developed the techniques 

and protocols to be deployed rapidly in many situations to assist people globally.7 Many 

nongovernmental organizations (NGOs) that respond to humanitarian disasters already offer 

telehealth support; however, unfortunately these platforms are typically smaller scale and 

focused only on specific use cases.8

Considerations with telehealth and humanitarian relief

In order to deploy telehealth to humanitarian relief, we propose the following framework on 

issues that need to be addressed to allow for widespread utilization and adaptation. While 

previous frameworks have addressed the benefits of telehealth implementation and different 

methods for adoption, no current framework exists to focus on the issues which prevent 

widespread adoption of telehealth resources.9 Our framework, which includes Technology, 

Equity and Accessibility, Cybersecurity, Healthcare Regulations, and Standardization issues, 

or TECHS, focuses on the issues which need to be addressed for telehealth to increase in 

general usage (Table 1).

Technology

For patients directly accessing telehealth services, the complexity of platform software 

should be considered. Platforms often require user registration, multiple registration screens 

and learning the platform. Lack of technological literacy by both clinicians and patients 

may limit adoption and use. This is especially true in humanitarian disasters as the local 

population and clinicians are already stressed and adding any additional layer of complexity 

will only lead to less adoption. It should also respect the limitations of speed of local 

connectivity networks. Any telehealth solutions used in humanitarian efforts need to be 

streamlined and simple to use.

Equity and accessibility

Access to telehealth is a large issue across the world, with patients of lower socioeconomic 

statuses (SES) having less access to electronic devices and broadband. Almost 7.6 billion 

people across the world have access to a cellular device (92 percent of the human 

population) along with 5 billion people (63 percent of the population) having internet 

access.10 Telehealth also faces a generational divide, with older patients lacking the ability 

to use telehealth applications.11 All these issues are exacerbated in humanitarian disasters, 

especially if the remote clinicians offering services and the technology platform does 

not support the local language, time zone, or bandwidth considerations. For example, in 
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the Ukrainian crisis, many volunteer clinicians do not speak Ukrainian and will require 

translation.12 Similarly, many telehealth platforms do not support local languages or 

different time zones. Telehealth platforms deployed for humanitarian relief should have the 

ability to support local languages, as well as time zone differences between the volunteers 

and patients.13–14

Cybersecurity

The safeguarding of healthcare infrastructure in telehealth is a large concern, especially 

with the increasingly common cyberattacks towards servers and network connection nodes. 

Building a reliable physician and security infrastructure to prevent hacking, phishing, and 

other illegal activities is essential to making telehealth a well-trusted way of receiving 

healthcare.15 For conflict zones like Ukraine, this is a key component as unfortunately 

cyberwarfare is a very real possibility. Furthermore, there could be distrust of any new 

software used for the local population as new technology and software can be viewed as a 

trick by bad actors to gain information, or could be hacked to reveal sensitive information, 

especially geospatial location.16 As with any global health and humanitarian relief effort, 

there needs to be local, trusted partners to ensure adoption.

Healthcare regulations

Many telehealth platforms across the world do not meet the privacy regulations for health 

information from the United States Health Insurance Portability and Accountability Act 

(HIPAA) and/or the European Union’s General Data Protection Regulation (GDPR).17 

Furthermore, credentialing, licensing and liability requirements vary by country, location, 

state and hospital. For example, in the United States, licensing requirements vary widely 

depending on the state, thus limiting access to telehealth options. For humanitarian disaster 

areas, the legal, licensure, and credentialing requirements for remote telehealth providers 

need to be considered. This typically requires collaboration with the local ministers of 

health or NGO partnerships along with local health systems which focus on providing 

local services. Furthermore, this becomes considerably more complex when using telehealth 

platforms to support patients and refugees across multiple countries. For example, the rules 

within Ukraine differ from those of EU-based countries supporting Ukrainian refugees.

Standardization

There is the issue of the lack of standardization patient care provided through telehealth. 

Standardizing clinical protocols and processes is much needed as delivering care remotely 

has unique and important challenges to overcome. For example, certain parts of the 

physician exam are impossible with remote patient visits. As digital health and telehealth 

expand in the humanitarian relief space, there needs to be standardization to ensure an 

adequate quality of care is delivered. This is especially true when using a large group of 

well-intentioned, but difficult to assess clinical volunteers from around the world.

Future potential

Telehealth holds great potential in the increasingly connected world that we live in. To 

address the challenges, telehealth enthusiasts should work toward developing a set of 
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standardized rules and guidelines for telehealth to allow for the best possible usage of 

evidence-based medicine based on our TECHs guidelines. These guidelines should then be 

advocated for and lobbied by other organizations internationally, especially NGOs that use 

telehealth in remote and humanitarian situations.

In addition, there needs to be more outreach and collaboration with platform technology 

companies about the privacy qualifications. Just as Microsoft® has done with Microsoft 

Teams, commonly used applications and social media platforms can become HIPAA and 

GDPR compliant to expand their use by doctors and their patients internationally.26–28 

These technical implementations include more frequent data backups, two party encryption, 

increased authorization monitoring, and automatic log-offs. Security concerns are also 

important to address by using cloud technology to remotely encrypt and store patient data as 

well as prevent cyberattacks. 29,30

Lastly, research and development of more efficient and novel methods for delivering quality 

telehealth care is needed. For example, there is potential for the usage of 3-D printers in 

telehealth, which can cheaply print any object given a file. Physicians could meet remotely 

with rural patients who might need a specific cast for an injury, which they can quickly 

design and send to the patient to print at a nearby station.31–33

Conclusion

There will always be a need to deploy clinicians into disaster zones, yet we also have 

an opportunity to alleviate suffering with rapidly deployable digital and technological 

solutions. Telehealth is scalable and creates avenues for clinicians to assist remotely, 

especially those who could not otherwise offer support through standard deployments. The 

ability to enlist global clinicians and transcend geopolitical borders allows for a massive, 

international humanitarian response that could not have been accomplished previously. 

Utilizing telehealth to support Ukraine and future humanitarian crises will be crucial and 

lead to only a better and more connected future for healthcare. In the words of the late Dr. 

Paul Farmer, “moral clarity is: you’re in front of someone who’s suffering, and you have the 

tools at your disposal to alleviate that suffering or even eradicate it, and you act.”

Acknowledgments

Funding source:

No external funding was provided for work contributing to this manuscript.

References

1. Curfman AL, Hackell JM, Herendeen NE, et al. : Telehealth: Improving Access to and Quality of 
Pediatric Health Care. Pediatrics. 2021; 148(3): 0021053129. DOI: 10.1542/peds.2021-053129.

2. Gujral K, Van Campen J, Jacobs J, et al. : Mental Health Service Use, Suicide Behavior, 
and Emergency Department Visits Among Rural US Veterans Who Received Video-Enabled 
Tablets During the COVID-19 Pandemic. JAMA Netw open. 2022; 5(4): 026250. DOI: 10.1001/
jamanetworkopen.2022.6250.

He et al. Page 4

Am J Disaster Med. Author manuscript; available in PMC 2023 July 03.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript



3. Pamplin JC, Scott BK, Quinn MT, et al. : Technology and Disasters: The Evolution of the National 
Emergency Tele-Critical Care Network. Critical Care Medicine. 2021; 49(7): 1007–1014. DOI: 
10.1097/CCM.0000000000005001. [PubMed: 34135273] 

4. Murphy A, Fuhr D, Roberts B, et al. : The health needs of refugees from Ukraine. BMJ. 2022; 377: 
0864. DOI: 10.1136/bmj.0864.

5. Health Resources & Services Administration: What is Telehealth? March 2022. Available at: https://
www.hrsa.gov/rural-health/topics/telehealth/what-is-telehealth. Accessed October 19, 2022.

6. Sharma V, Feldman M, Sharma R: Telehealth Technologies in Diabetes Self-management and 
Education. J Diabetes Sci Tech. 2022; 1(1): 193229682210930. DOI: 10.1177/19322968221093078,

7. Ghai B, Malhotra N, Bajwa SS: Telemedicine for chronic pain management during COVID-19 
pandemic. Indian J Anaesthesia. 2020; 64(6): 456. DOI: 10.4103/ija.ija_652_20.

8. Van Dyk L: A Review of Telehealth Service Implementation Frameworks. International J 
Environmental Research Public Health. 2014; 11(2): 1279–1298. DOI: 10.3390/ijerph110201279.

9. Simmons S, Alverson D, Poropatich R, et al. : Applying Telehealth in Natural and Anthropogenic 
Disasters. Telemedicine and e-Health. 2008; 14(9): 968–971. DOI: 10.1089/tmj.2008.0117. 
[PubMed: 19035809] 

10. Doarn CR, Merrell RC: Telemedicine and e-Health in Disaster Response. Telemedicine and 
e-Health. 2014; 20(7): 605–606. DOI: 10.1089/tmj.2014.9983. [PubMed: 24918269] 

11. Burkle FM, Garshnek V: Disaster Telemedicine—Part I: The Evolving Role of Telemedicme and 
Telecommunications in Disaster Response. Prehospital and Disaster Medicine. 1999; 14(S1): S68. 
DOI: 10.1017/s1049023.

12. Latifi MD, FACS R, Tilley EH: Telemedicine for disaster management: Can it transform chaos 
into an organized, structured care from the distance? Amer J Dis Med. 2014; 9(1): 25–37. DOI: 
10.5055/ajdm.2014.0139.

13. Xiong W, Bair A, Sandrock C, et al. : Implementing Telemedicine in Medical Emergency 
Response: Concept of Operation for a Regional Telemedicine Hub. J Med Sys. 2010; 36(3) 1651–
1660. DOI: 10.1007/s10916-010-9626-5s

14. Gomez E, Poropatich R, Karinch MA, et al. : Tertiary Telemedicine Support During 
Global Military Humanitarian Missions. Telemedicine J. 1996; 2(3): 201–210. DOI: 10.1089/
tmj.1.1996.2.201.

15. Wootton R, Geissbuhler A, Jethwani K, et al. : Long-running telemedicine networks delivering 
humanitarian services: experience, performance and scientific output. Bulletin WHO. 2012; 90(5): 
341–347 DOI: 10.2471/blt.11.09914.

16. Bashshur RL: Critical Issues in Telemedicine. Telemedicine J. 1997; 3(2): 113–126, DOI: 10.1089/
tmj.1.1997.3.113.

17. Snoswell CL, Taylor ML, Comans TA, et al. : Determining if Telehealth Can Reduce Health 
System Costs: Scoping Review. J Med Internet Res. 2020; 22(10): el 7298. DOI: 10.2196/17298.

18. Sanders JH, Bashshur RL: Challenges to the Implementation of Telemedicine Telemedicine J. 
1995; 1 (2): 115–123. DOI: 10.1089/tmj.1.1995.1.115.

19. Solimini R, Busardö FP, Gibelli F, et al. : Ethical and Legal Challenges of Telemedicine in the Era 
of the COVID-19 Pandemic. Medicina. 2021; 57 (12): 1314. DOI: 10.3390/medicina57121314. 
Available at: https://www.mdpi.com/1648-9144/57/12/1314/htm. Accessed October 19, 2022. 
[PubMed: 34946259] 

20. Alipour J, Hayavi-Haghighi MH: Opportunities and Challenges of Telehealth in Disease 
Management during COVID-19 Pandemic A Scoping Review. Applied Clin Informatics. 2021; 
12(04): 864–876. DOI: 10.1055/s-0041-1735181.

21. Delaigue S, Bonnardot L, Steichen O, et al. : Seven years of telemedicine in Médecins Sans 
Frontiöres demonstrate that offering direct specialist expertise in the frontline brings clinical and 
educational value. J Glob Health. 2018; 8(2): 020414. DOI: 10.7189/jogh.08.020414. [PubMed: 
30574293] 

22. Avitzur O: Neurologists Volunteer Telemedicine Services to Ukrainians in Need. Neurology Today. 
2022; 22(11): 6–7.

23. Doarn CR: What Comes Next in the Face of Human Tragedy? Telemedicine and e-Health. 2022; 
28(4): 441–442. [PubMed: 35363092] 

He et al. Page 5

Am J Disaster Med. Author manuscript; available in PMC 2023 July 03.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript

https://www.hrsa.gov/rural-health/topics/telehealth/what-is-telehealth
https://www.hrsa.gov/rural-health/topics/telehealth/what-is-telehealth
https://www.mdpi.com/1648-9144/57/12/1314/htm


24. Nesbitt TS: The Evolution of Telehealth: Where Have We Been and Where Are We 
Going? National Academies Press (US), 2012. Available at: https://www.ncbi.nlm.nih.gov/books/
NBK207141/. Accessed October 19, 2022.

25. Ambroise B, Beneteau H, Prevost R, et al. : The contribution of telemedicine to humanitarian 
surgery. J Cranio-Maxillo/acial surg. 2018; 46(8): 1368–1372. DOI: 10.1016/j.jcms.2018.05.037.

26. Englander L: Telehealth and Digital Technology. Telehealth Med Today. 2018; 1(1). DOI: 
10.30953/tmt.v1.62

27. Paruk F, Pillay U, Rech D, et al. : Telehealth opportunities for South Africa have been brought into 
focus by the COVID-19 pandemic. South African Med J. 2022; 112(4): 251–251, DOI: 10.7196/
samj.2022.v112i4.16382.

28. Edwards MA, Patel AC: Telemedicine in the State of Maine: A Model for Growth Driven by Rural 
Needs. Telemed J e-Health. 2003; 9(1): 25–39. DOI: 10.1089/153056203763317620. [PubMed: 
12699605] 

29. Franken EA, Whitten P, Smith WL: Teleradiology services for a rural hospital: a case study. J 
Telemed Telecare. 1996; 2(3): 155–160. DOI: 10.1258/1357633961929989. [PubMed: 9375050] 

30. Kesler C, Balch D: Development of a Telemedicine and Distance Learning Network 
in Rural Eastern North Carolina. J Telemed Telecare. 1995; 1(3): 178–182. DOI: 
10.1177/1357633×9500100308. [PubMed: 9375139] 

31. Scott RE: Future proofing telehealth in developing countries. J Telemed Telecare. 2007; 
13(3_suppl): 70–72. DOI: 10.1258/135763307783247437.

32. Heinzelmann PJ, Lugn NE, Kvedar JC: Telemedicine in the future. J Telemed 
Telecare. 2005; 11(8): 384–390. DOI: 10.1177/1357633X0501100802. Available at: https://
www.ncbi.nlm.nih.gov/pubmed/16356311. Accessed October 19, 2022. [PubMed: 16356311] 

33. Brownsell SJ, Williams G, Bradley DA, et al. : Future systems for remote health care. J Telemed 
Telecare. 1999; 5(3): 141–152. DOI: 10.1258/1357633991933503. [PubMed: 10628028] 

He et al. Page 6

Am J Disaster Med. Author manuscript; available in PMC 2023 July 03.

A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript

https://www.ncbi.nlm.nih.gov/books/NBK207141/
https://www.ncbi.nlm.nih.gov/books/NBK207141/
https://www.ncbi.nlm.nih.gov/pubmed/16356311
https://www.ncbi.nlm.nih.gov/pubmed/16356311


A
uthor M

anuscript
A

uthor M
anuscript

A
uthor M

anuscript
A

uthor M
anuscript

He et al. Page 7

Table 1.

TECHS concerns: Main five issues for telehealth

Technology Software technology should be simple, intuitive, and easy to use with minimal training requirements.
Self-guided platforms can be particularly useful when the platform workflow involves direct patient contact.

Equity and 
accessibility

Telehealth software should be made to be accessible by the largest patient populations, which often include non-
English speakers and elderly people.
Telehealth platforms should also be deployed in-conjunction with local officials to allow for individualized solutions 
to humanitarian situations.

Cybersecurity

Cybersecurity should be designed in order to meet the legal and ethical requirements of the country in which the 
software is being deployed.
Building a reliable physician and security infrastructure to prevent hacking, phishing, and other illegal activities is 
essential to making telemedicine a well-trusted way of receiving healthcare.

Healthcare 
regulations

Many telehealth platforms across the world do not meet the privacy regulations for health information from the 
United States Health Insurance Portability and Accountability Act (HIPAA) and the European Union's General Data 
Protection Regulation (GDPR).
Furthermore, credentialing, licensing and liability requirements vary by country, location, state and hospital.

Standardization There should be an increasing focus on the standardization of clinical protocols, treatments and healthcare delivery 
methods through telemedicine.
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