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A B S T R A C T

Objectives

This is a protocol for a Cochrane Review (qualitative). The objectives are as follows:

To explore the views, experiences, and practices of healthcare workers, managers and other professionals working in healthcare services
regarding their informal, innovative uses of mobile devices to support their work.
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B A C K G R O U N D

This review focuses on healthcare workers’ informal use of
mobile phones to support their everyday work. Countries are
increasingly implementing digital interventions, including through
mobile phones and other mobile devices, in an eEort to increase
access to healthcare, enhance health workforce performance,
and strengthen health systems (WHO 2021). However, it can be
challenging to implement these strategies, and they may have
mixed success (Agarwal 2018; Agarwal 2020; Agarwal 2021; Ames
2019; Gonçalves-Bradley 2020; Gonçalves-Bradley 2018; Odendaal
2020; Palmer 2020; Palmer 2020a; Vasudevan 2021). At the same
time, individual healthcare workers are increasingly using mobile
phones to find their own solutions to the challenges they face in
their daily work and to address gaps in the system (Hampshire
2021). These informal and sometimes innovative solutions can
represent approaches that health systems can learn from, but
they can also create challenges of their own. This review aims to
explore what we can learn from healthcare workers' own solutions
by exploring their views, experiences, and practices regarding
informal mobile phone use. We will use these review findings to
discuss the implications of these solutions for formal practice,
policy, and governance.

The review covers all types of mobile devices such as mobile
phones, laptops, and tablets. However, as the most common type
of mobile device is the mobile phone, we will use these two terms
interchangeably.

Description of the topic

Formal digital health strategies

Over the past few decades, digital technologies have increasingly
been adopted to address health needs and are now a common
part of most healthcare systems. In the World Health Assembly
Resolution on Digital Health from 2018, ministries of health were
urged to consider the use of digital technologies as a means of
promoting equitable, aEordable, and universal access to health
for all (WHO 2018). The World Health Organization (WHO) was
also given the task of providing guidance on the use of these
technologies (WHO 2018).

In response to this call, WHO published its first guidelines on
digital technologies for health systems strengthening in 2019
(WHO 2019a). The guidelines focused on digital interventions
accessible through healthcare workers’ mobile devices, including
tools and channels that enabled them to communicate with
patients and other healthcare workers, receive training and
decision support, manage drug stocks and other commodities,
and notify births and deaths. To inform the guidelines, Cochrane
prepared a series of Cochrane Reviews exploring the eEectiveness,
acceptability, and feasibility of these interventions (Agarwal 2018;
Agarwal 2020; Agarwal 2021; Ames 2019; Gonçalves-Bradley 2020;
Gonçalves-Bradley 2018; Odendaal 2020; Palmer 2020; Palmer
2020a; Vasudevan 2021). Several co-authors of the current review
(TT, CG, SL, SA) were closely involved in the guideline process and
in the preparation of the related Cochrane Reviews.

When preparing the guidelines, WHO’s focus was on formal
rather than informal digital health interventions, a distinction
explained more fully below. Similarly, most of the studies
identified through the Cochrane Reviews for the guideline

focused on strategies initiated by government departments, non-
governmental organisations or by research teams, rather than
by healthcare workers (although this was not a requirement
of the reviews). These reviews highlighted many research gaps.
Where research did exist, it indicated mixed results regarding the
eEectiveness and the acceptability of these types of strategies, as
well as a range of implementation challenges, many with equity
implications (Agarwal 2018; Agarwal 2020; Agarwal 2021; Ames
2019; Gonçalves-Bradley 2020; Gonçalves-Bradley 2018; Odendaal
2020; Palmer 2020; Palmer 2020a; Vasudevan 2021). Common
challenges included healthcare workers’ out-of-pocket expenses
(e.g. for the costs of phones, electricity, mobile phone data and
airtime), poor access to electricity and the internet, and limited
literacy or digital literacy. In addition, as underlined by WHO when
publicising the guidelines, digital strategies cannot replace other
strategies that aim to foster functioning health systems, including
ensuring suEicient healthcare workers, drugs, and supplies (WHO
2019). While acknowledging these challenges, the guideline panel
chose to recommend most of the interventions, at least in settings
where specific health system and infrastructure components were
in place. Their decision to recommend these interventions was
based on a belief in the potential of digital interventions to
strengthen health systems and increase access to health services
(WHO 2019a).

While formal implementation of digital interventions has many
challenges, we were aware anecdotally that healthcare workers
were using mobile phones and other mobile devices informally to
develop their own solutions. We were therefore keen to explore
these informal practices and to assess whether formal systems
could learn any lessons from these on-the-ground initiatives. This
led to the establishment of the mHEALTH-INNOVATE project, which
received funding from the Norwegian Research Council in 2021, and
of which this systematic review is a central part.

Healthcare workers’ informal use of mobile devices to address
infrastructural and health system bottlenecks

In many settings, healthcare workers face infrastructural and health
systems challenges including lack of adequate transportation to
reach their communities, limited training opportunities, workforce
shortages, inadequate financing, drug stock-outs, and problems
with referral pathways. These challenges are oMen exacerbated by
a lack of supervisory support, undermining healthcare workers’
roles and the development of learning health systems (Karimi-
Shahanjarini 2019; Sheikh 2020). Events such as natural and
man-made disasters, conflicts, and, most recently, the COVID-19
pandemic, add additional challenges that health systems may
not be prepared for. To overcome these challenges and deliver
the services expected of them, healthcare workers and managers
may take the initiative to develop their own informal solutions
(Alwy 2020; Munabi-Babigumira 2019). These solutions increasingly
involve the use of mobile devices (Anstey 2018; Hampshire 2021).

At the beginning of the mHEALTH-INNOVATE project, we carried
out several rounds of discussion and feedback to create a working
definition of informal mobile device use. This was based on existing
research and on input from project members, the international
advisory group, and a stakeholder discussion (Glenton 2022). We
define informal mobile device use as healthcare workers’ use of
mobile phones and other mobile devices to support their work,
using approaches that are initiated by the healthcare workers
themselves, and that are not initially standardised, regulated, or
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endorsed by the health system or organisation to which they
belong.

Informal digital solutions can vary in the amount of work that
has gone into their development and the number of people they
involve. Some may be simple solutions implemented by individual
healthcare workers. For instance, healthcare workers may use their
own phones to communicate directly with patients, colleagues,
or specialists (Glenton 2022), to retrieve test results, or to gain
information (Anstey 2018; Hampshire 2021). Healthcare workers
may see this direct communication as quicker and more convenient
than the health system’s formal systems. Other solutions may
require more planning and involve larger numbers of people.
For instance, healthcare workers may establish private WhatsApp
groups that healthcare workers and managers use to contact each
other about clinical and practical matters (Anstey 2018; Glenton
2022; Hampshire 2021). They may also design their own digital
applications, for instance to improve referral processes or specialist
consultations (Anstey 2018). Finally, in some cases, solutions that
may start oE as simple, spontaneous, and individualised responses
to everyday challenges may evolve into something larger.

Informal approaches are developed in direct response to a felt need
by the people who go on to use them. This may diEer from formal
digital strategies that are sometimes designed by groups working
at a distance from people’s actual needs and expectations and
without a good understanding of contextual realities (van Niekerk
2017). Since such approaches evolve organically by healthcare
workers, they are also more likely to have addressed the challenges
that have been identified within formal digital programmes
(Odendaal 2020). In other words, they may be low-cost, easier
to learn and to use, and work well within the given ecosystem
with possible infrastructural challenges such as poor electricity
or internet access. Informal approaches can therefore remove
bottlenecks, create opportunities, and empower and enable health
workers.

Challenges when healthcare workers adopt (informal) mobile
device solutions

Informal approaches can, however, also lead to challenges. Some
of these challenges are also found in formal strategies, but may
be exacerbated by informal approaches. For instance, an increased
use of mobile phones, particularly when these phones are the
healthcare worker’s own, could push the burden ofcost from
the health system on to healthcare workers (Odendaal 2020). In
addition, the use of digital channels or tools that are not available
to all healthcare workers or citizens, for example because of poor
access to electricity, the internet, or mobile phones or because of
lower literacy and digital literacy levels, could increase access for
some but worsen inequities for others (Odendaal 2020).

Other challenges may be particular to informal approaches. For
instance, private WhatsApp groups could improve communication
for some healthcare workers, but could also exclude others as
groups may be based on social rather than organisational ties.
In addition, the sharing of information via unregulated digital
communication channels can have implications for data security
and patient privacy and can breach medical ethics standards.

Informal digital systems can also undermine the goals that formal
digital systems are designed to address, particularly if they are
used instead of formal systems. The digitisation of healthcare

systems is oMen motivated by a desire to gather information
in more eEicient ways, monitor staE performance, streamline
decision-making, and increase standardisation (Alshallaqi 2022).
Healthcare workers’ transfer of information away from these formal
systems can lead to the development of other parallel systems
and weaken governments’ and organisations’ opportunities
to gain oversight, learn, and improve. The limited oversight
of devices and information flows also poses concerns for
cybersecurity, particularly in situations where data may be hacked
or compromised beyond the control of the health worker and
requires timely resolution through a formal institution.

Theoretical perspectives relevant to the development and
uptake of work practices such as digital strategies

Several theoretical perspectives may be helpful when studying the
development and uptake of work practices such as the informal use
of mobile devices. In this protocol, we will focus on three theories
that we consider to be of relevance for the topic area. We discuss
these three theories briefly below. However, we recognise that
other theories may be equally or more relevant, and may revisit this
issue aMer becoming more familiar with the included study data.

Social innovation theory

The concept of social innovation has been defined by Phills and
colleagues as "any novel and useful solution to a social need
or problem, that is better than existing approaches (i.e., more
eEective, eEicient, sustainable, or just) and for which the value
created (benefits) accrues primarily to society as a whole rather
than private individuals" (Phills 2008).

In our review, we plan to explore healthcare workers’ development
of useful and sometimes novel solutions to their work-related
needs and problems, in many cases motivated by a desire to benefit
their patients (and thereby society) and not only themselves. One
possible diEerence between our topic and the social innovation
literature is that much of this literature is framed in terms of
a business model that aims to achieve social value and is a
response to the ‘for-profit’ business model which focuses on
personal or shareholder wealth (Phillips 2015). In this literature,
social innovators do not only respond to their own individual
challenges. They also proactively search for problems to solve, and
the solutions they develop are designed with wide scale uptake in
mind. While some of the healthcare workers that are the focus of
our review may have similar ambitions, many are likely to have
goals that are more modest and limited to their own practice.
Nevertheless, the social innovation literature may help us frame
our analysis of healthcare worker initiatives, consider what the
healthcare workers’ goals of these initiatives are, and the extent of
their uptake.

Normalisation Process Theory

So-called Normalisation Process Theory (NPT) aims to explain
how individuals and groups ‘normalise’ interventions so that they
become part of routine practice (May 2007; Murray 2010). In
NPT, several processes need to take place for an intervention or
practice to be successfully embedded in routine practice. These
are described in four components: (1) coherence – where the
new practice ‘makes sense’ to the people involved; (2) cognitive
participation – where they are engaged and invested in its
implementation; (3) collective action – where they are able to work
together to make it function; and (4) reflexive monitoring — where
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they consider the impacts of the practice aMer using it for a while
(Murray 2010). These four components do not make up a linear
process. Instead, the theory emphasises how each component is
in a relationship with the others as well as with the wider context
of the intervention. This context can include characteristics of the
health system, such as organisational structures and processes, as
well as broader issues such as social norms (Murray 2010).

Normalisation Process Theory focuses on interventions that aim to
"introduce new, or modify existing, patterns of collective action in
health care" (May 2007). This theory is therefore similar to social
innovation theory in that both aim to understand the planned
and widespread uptake of an innovation, as opposed to more ad
hoc and individualised approaches. However, as opposed to social
innovation theory and to the focus of our own review, NPT has oMen
focused on the processes by which ground-level staE normalise
interventions that are institutionally sanctioned (May 2007).

Despite these diEerences, NPT is still likely to be a useful
perspective. It can help us think through why formal systems
are not always used routinely and why informal systems may be
preferred. It can also help us consider the extent to which informal
approaches initiated by individual healthcare workers are likely to
be taken up by other healthcare workers. The emphasis placed in
NPT on group processes and on the impact of the wider context
is also a helpful reminder that even highly individualised informal
practice is likely to be dependent on interactions with others and
on the broader setting within which they work.

Street-level bureaucracy

Lipsky’s ‘street-level bureaucrat’ concept is also concerned with
the interpretation and adoption of practices that are directed from
higher levels of the system (Lipsky 1980). However, in contrast
with NPT, the focus here is on street-level providers’ adaption of
these practices rather than on their successful (or unsuccessful)
implementation. Lipsky describes how people working at the
interface between citizens and government – including healthcare
workers – and who are expected to deliver policies and practices

established elsewhere, create their own interpretations, routines,
and strategies to deliver the services required of them. Most street-
level providers deal with situations that are far more complex than
policies and guidelines can account for and that involve many
human dimensions. Provider discretion is therefore necessary
(Lipsky 1980). In addition, providers are usually dealing with high
caseloads and a lack of resources. Providers therefore develop their
own routines and simplifications as necessary coping behaviours
(Lipsky 1980).

Street-level bureaucrats’ oMen ad hoc and individual solutions
contrast with social innovators who spend time designing solutions
and planning the broader uptake of these solutions (van Niekerk
2017). In addition, while social innovators are portrayed as
motivated by a desire to benefit society, street-level bureaucrats are
oMen described in negative terms. Some may use their discretion
to limit client’s access to services, or to negatively impact the
client’s experience in other ways (Lipsky 1980). However, recent
applications of the theory have emphasised how this discretion
can be exercised in a variety of ways as providers attempt to serve
a variety of needs, including those of the clients, the providers
themselves, the health system, and the broader setting (Buchely
2015; Finlay 2009; Harris 2013). When considering healthcare
workers’ informal mobile device practices, it is useful to consider
the challenges and demands this practice is trying to address and
the impacts such practices may have on patients.

How can these theories help us explore informal practice?

Although we have developed a working definition of informal
mobile device use for the purposes of this review, this topic is still
underexplored. This review will help improve our understanding of
the topic and possibly also help us to refine our working definition.
The theories described above can support this process.

As illustrated in Figure 1, the three theories portray providers and
the development and uptake of work practices in diEerent ways.
These diEerent perspectives can help us to think through several
aspects of informal practice.
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Figure 1.   Theoretical perspectives relevant to the development and uptake of practices.

 
• One such aspect involves the healthcare workers’ motivations

when using informal solutions and the extent to which they are
driven by the needs and demands of patients, of colleagues, of
management, or of others.

• A second aspect is the amount of time and e ort that healthcare
workers spend planning the practice. This might range from
quick, ad hoc solutions to carefully designed strategies.

• A third, and related, aspect is the extent of uptake and whether
widespread uptake is a goal at the start, later on, or at all. Is this
practice primarily carried out by individuals or small groups, or
is it part of a larger ‘community of practice’? And to what extent
do healthcare workers actively disseminate their solutions to
others?

• A fourth aspect concerns the relationship to formally sanctioned
policy and practice. Is the informal practice clearly distinct
from the formal system, or is it an adaptation of this system?
It may be helpful here to distinguish between ‘shadow IT’
and ‘non-prescribed use’. In a ‘shadow IT’ approach (Wikipedia
2022), the systems, devices, soMware, or applications that
healthcare workers are using are not standardised or regulated
or endorsed by the health system or organisation. On the other
hand, with ‘non-prescribed use’ (Schwartz 2013), the systems,
devices, soMware, or applications are standardised or regulated
or endorsed, but the manner in which healthcare workers are
using them is not.

• A fiMh aspect concerns why formal systems are not used and why
healthcare workers may prefer their own solutions.

• And finally, a sixth, related aspect concerns the influence of
the wider context and how informal approaches are shaped
by structures, processes, events, and norms both within the
workplace, the wider healthcare system, and society in general.

O B J E C T I V E S

To explore the views, experiences, and practices of healthcare
workers, managers and other professionals working in healthcare
services regarding their informal, innovative uses of mobile devices
to support their work.

M E T H O D S

When preparing this protocol, we used Cochrane EEective Practice
and Organisation of Care (EPOC’s) Protocol and Review Template
for Qualitative Evidence Synthesis (Glenton 2022a).

Review co-production with relevant stakeholders

When developing the protocol, we collaborated with a range
of stakeholders to explore the topic and define the scope of
the review (see below). We will continue to collaborate with
stakeholders during the later stages of the review process,
when considering study sampling, interpreting the findings,
and developing implementation considerations. To inform these
processes, we have used guidance from the Cochrane training
resources on involving people, Pollock 2022, and the TRANSFER
approach (Munthe-Kaas 2020).

Developing a working definition for ‘informal use’ of
mobile devices: To inform the scope of the review and the
broader mHEALTH-INNOVATE project, we organised a stakeholder
discussion on the Healthcare Information For All (HIFA) online
forum on health workers’ informal use of mobile devices (Glenton
2022). We also asked HIFA forum participants, international
advisory group members, and project group members to share
relevant studies on the topic. We used the results of the HIFA
discussion, published research on the topic, and input from experts
within our research team and its international advisory group, to
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develop our working definition of health workers’ informal mobile
device use.

Informing the design of the review: We will continue to involve
other stakeholders in the design of the review. We will begin by
organising a meeting among partners in the larger mHEALTH-
INNOVATE project group to discuss the types of stakeholders that
are important to consider. We will do this by discussing the topic
of the review, the type of healthcare decisions the review might
inform, and the type of individuals and groups who might be
aEected by these decisions and by the results of the review.

We will then invite these stakeholders to participate in a structured
discussion using the TRANSFER conversation guide (Munthe-Kaas
2020). During this discussion, we will ask the stakeholders to
identify contextual factors they believe are likely to influence the
review findings. These could be factors tied to, for instance, the
healthcare workers themselves, their age, gender, profession or
digital competence; their setting; and the context and the age of the
study.

We will use these factors as a basis for study sampling strategies
and subgroup analyses. We will also consider these factors
when assessing the 'relevance' component of our GRADE-CERQual
assessment (see below) and when carrying out our analysis.

Interpreting the review findings: We have described how we will
involve stakeholders in this part of the review in the section on
‘Implications for practice’.

Criteria for considering studies for this review

Types of studies

We will include primary studies that use qualitative study designs
such as ethnography, phenomenology, case studies, grounded
theory studies, and qualitative process evaluations. We will include
studies that use both qualitative methods for data collection
(e.g. focus group discussions, individual interviews, observation,
diaries, document analysis, open-ended survey questions) and
qualitative methods for data analysis (e.g. thematic analysis,
framework analysis, grounded theory). We will exclude studies that
collect data using qualitative methods but do not analyse these
data using qualitative analysis methods (e.g. open-ended survey
questions where the response data are analysed using descriptive
statistics only).

We will include both published and unpublished studies and
studies published in any language (see also 'Language translation'
section below).

We will include mixed-methods studies where it is possible to
extract data that were collected and analysed using qualitative
methods.

We will not exclude studies based on our assessment of
methodological limitations. We will use information about
methodological limitations to assess our confidence in the review
findings.

Topic of interest

• We will include studies that focus on healthcare workers’ views,
experiences, and practices regarding mobile phones and other

mobile devices, and that include data about healthcare workers’
informal use of these devices.
◦ For the purposes of this review, we define informal mobile

phone use as healthcare workers’ use of mobile phones and
other mobile devices to support their work, using approaches
that are initiated by the healthcare workers themselves and
that are not initially standardised, regulated, or endorsed by
the health system or organisation to which they belong (see
‘Review co-production with relevant stakeholders’ section
above for more information on how this definition was
developed).

• We will include studies that describe informal use of mobile
devices that fall under the category of ‘shadow IT’. In a ‘shadow
IT’ approach, healthcare workers use devices, soMware, or
applications instead of or in addition to those provided to them
by their workplace. This could include, for instance, use of the
healthcare workers’ own mobile phones or the use of digital
programs or apps that are not initially standardised, regulated,
or endorsed by their workplace.

• We will also include studies that describe informal use of mobile
devices that fall under the category of ‘non-prescribed use’. In a
‘non-prescribed use’ approach, healthcare workers use devices,
soMware, or applications provided to them by their workplace,
but in ways that have not been standardised, regulated, or
endorsed.

• In both cases, we will include studies where healthcare workers
use these tools and channels:
◦ to communicate with any other person about service delivery

or service management, including for instance the exchange
of information or decision support about patient treatment
or care, work processes, or resources needs;

◦ to manage data related to service delivery or service
management, including the collection, storage, or analysis
of patient information, logistical information, or any other
information regarded as relevant for performing their work;

◦ for any other task in ways that are self-initiated, and not
standardised, regulated, or endorsed by the health system or
organisation.

Types of mobile device

• We will include studies of any type of mobile device, including
mobile phones of any kind (but not analogue landline
telephones) in addition to, for example, laptops and tablets. Our
search strategy uses search terms specifically linked to the most
common type of mobile device, that is the mobile phone. We
have also used search terms linked to mobile devices and mobile
health more generally. These search terms are also likely to
identify studies of other types of mobile devices such as laptops
and tablets, in which case these studies will be included.

• We will include studies that explore healthcare workers’ use
of their own private mobile devices as well as mobile devices
provided by their workplace, as long as they use the device to
support their work.

Types of participants

We will include studies that focus on the views, experiences, and
practices of:

• any type of healthcare worker, including lay or community
health workers, and health facility administrators or managers;
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• students in training to be healthcare workers if the study
describes their use of mobile devices while delivering health
care.

Types of setting

We will include studies from any country, and in any setting where
health care is delivered.

Exclusion criteria

We will exclude studies that:

• focus on healthcare workers’ informal use of mobile devices
for personal and non-work-related activities (e.g. healthcare
workers using their phones for personal conversations with
friends or lending their work phones to their children);

• focus on the use of mobile devices to support pre-service
training or continuing professional development;

• have social media as their primary subject. This includes studies
where the main aim is to analyse the contents of social media
accounts or studies where the main aim is to explore how
health workers use social media. As the focus of these studies
is on social media behaviour rather than behaviour linked to
service delivery or management, much of this information is not
directly relevant. This includes descriptions of activities outside
health workers’ professional work (e.g. descriptions of leisure
activities); and behaviour that is of professional relevance
(e.g. posting comments about the healthcare sector, sharing
information about new research) but that is not directly linked
to service delivery or management.

Search methods for identification of studies

Electronic searches

The EPOC Information Specialist will develop the search strategies
in consultation with the review authors.

We will search Epistemonikos (www.epistemonikos.org) for related
reviews to identify eligible primary studies for inclusion in the
review.

We will also search the following electronic databases:

• MEDLINE, Ovid;

• CINAHL (Cumulative Index to Nursing and Allied Health
Literature), EBSCOhost;

• Scopus, Elsevier;

• Embase, Ovid (conference proceedings).

We will develop search strategies for each database. We will not
apply any language limits. We have chosen a cut-oE date of 2008,
as this date reflects when mobile phones became widely used in
many settings worldwide. The International Telecommunication
Union calculates that low- and middle-income countries had a
roughly 50% mobile phone coverage rate by 2008 (ITU 2022). We
will limit the search to studies published in 2008 and onwards.
We will include a methodological filter for qualitative studies. See
Appendix 1 for the MEDLINE search strategy, which we will adapt for
other databases.

Grey literature

We will consider conducting a further grey literature search if our
database searches listed above do not identify relevant studies. If
so, we will search in the following source:

• BASE (www.base-search.net/).

Searching other resources

We will conduct a search in citationchaser (estech.shinyapps.io/
citationchaser/) for all included studies and carry out a backward
and forward search for citations.

We will contact the authors of included studies to clarify published
information and to seek unpublished data.

Selection of studies

We will upload the results of our search into EPPI-Reviewer
(Thomas 2010). We will then remove any duplicate records. Two
review authors (CG, EP) will independently assess the titles and
abstracts of the identified records to evaluate eligibility. We will
retrieve the full text of all papers identified as potentially relevant
by one or both review authors. Two review authors will then
independently assess these papers. Any disagreements will be
resolved by discussion or by involving a third review author if
required. Where appropriate, we will contact the study authors for
further information.

We will include a table listing studies that were excluded only aMer
considerable discussion within the review team (‘near misses’).

Where the same study, using the same sample and methods, is
presented in diEerent reports, we will collate these reports so that
each study (rather than each report) is the unit of interest in the
review.

Machine learning

To maximise eEiciency, we will use machine learning functions in
the systematic review soMware EPPI-Reviewer (Thomas 2010), in
the screening and study selection processes.

• We will initiate priority screening in EPPI-Reviewer. Priority
screening is a ranking algorithm that continuously learns from
researcher decisions of screening based on title and abstract
text and pushes relevant studies to the front of the screening
queue. It allows relevant studies to be identified and included
almost immediately by researchers in the screening process;
conversely, studies reserved for the end of the queue are very
likely irrelevant (Gates 2019; Muller 2021).

• Once we include no studies at title and abstract level in the last
200 studies screened, we will stop screening.

We will include a PRISMA flow diagram to illustrate our search
results and the process of screening and selecting studies for
inclusion, including any machine-assisted decisions (Page 2021;
Page 2021a).

Language translation

For titles and abstracts published in a language in which none of
the review team are proficient (i.e. languages other than English,
Norwegian, Swedish, Danish, French, Afrikaans, and Persian), we
will carry out an initial translation through a freely available online
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translation service (Google Translate). If this translation indicates
inclusion, or if the translation is inadequate to permit a decision,
we will retrieve the full text. We will then ask members of Cochrane
networks or other individuals that are proficient in that language
to assist us in assessing the full text for inclusion in the review. If
this cannot be done, the paper will be listed as a study awaiting
classification to ensure transparency in the review process.

Sampling of studies

Qualitative evidence synthesis aims for variation in concepts rather
than an exhaustive sample, and large amounts of study data
can impair the quality of the analysis. Once we have identified
all eligible studies, we will assess whether their number or data
richness is likely to represent a problem for the analysis, and will
consider selecting a sample of studies.

If we decide to sample, we will use a purposive sampling approach
to achieve the broadest possible variation within the included
studies (EPOC 2017). We will identify three to five sampling criteria
to help us capture data that will best answer our review objectives.
These criteria will be based on key areas of variation within the
included studies and on discussions with stakeholders. The criteria
could include the type of health worker, the type of setting, or other
contextual factors identified as important. Another criterion is likely
to be the richness of the data, that is information that is detailed
enough to allow the researcher or reader to interpret the meaning
and context of what is being researched (Popay 1998), and assessed
using a data richness scale (EPOC 2017).

Data extraction

We will use a data extraction form designed specifically for the
review. We will extract descriptive information about first author,
publication date, study language, country, healthcare setting (e.g.
nursing home or primary healthcare clinic), type and number
of healthcare workers, and type of informal use. We will also
extract descriptive information about how the study was designed,
conducted, and funded. Finally, we will extract all data relevant to
the review objective, including author interpretations as well as
illustrative quotes (see further details in 'Data synthesis' section
below).

One review author will extract data from all the (sampled) studies.
An additional review author will double-check the data extraction
performed by the first review author and verify that all relevant
data have been extracted. Where review authors are authors of an
included study, they will not extract data from that study.

Assessing the methodological limitations of included
studies

Our inclusion criteria specify that studies need to use qualitative
methods both for data collection and analysis. This criterion
also constitutes a basic quality threshold. In addition, at least
two review authors will independently assess methodological
limitations for each study using a list of criteria used in previous
Cochrane Reviews (Glenton 2021). This list was originally based on
the Critical Appraisal Skills Programme (CASP) tool (CASP 2018),
but has since gone through several iterations. For instance, we
will not include questions about the appropriateness of qualitative
methodology or the specific research design used, as this is already
covered in our inclusion criteria.

We will assess methodological limitations according to the
following domains.

• Were the settings and context described adequately?

• Was the sampling strategy described, and was this appropriate?

• Was the data collection strategy described and was this
appropriate?

• Was the data analysis described, and was this appropriate?

• Were the claims made/findings supported by suEicient
evidence?

• Was there evidence of reflexivity?

• Did the study demonstrate sensitivity to ethical concerns?

• Any other concerns?

Where any of the review authors are also authors of included
studies, they will not be involved in the assessment of the study’s
methodological limitations. Any disagreements will be resolved by
discussion or by involving a third review author when required.

We will report our assessments in a Methodological Limitations
table. We will use these assessments to support our GRADE-
CERQual (Confidence in the Evidence from Reviews of Qualitative
research) assessment of our confidence in the review findings.

Data synthesis

At a minimum, this review will lead to a set of descriptive findings
about a relatively unexplored topic, that is the informal use of
mobile phones. We also hope to develop a more conceptual
understanding that can help us interpret and explain healthcare
workers’ use of informal digital solutions. We therefore aim to
use a meta-ethnographic approach, drawing on the analytical
steps outlined originally by Noblit and Hare (Noblit 2019), and
the eMERGe meta-ethnography reporting guidance (France 2019),
and following stages described by Cooper in her recent Cochrane
qualitative evidence synthesis (Cooper 2021).

Meta-ethnography is an interpretive qualitative evidence synthesis
approach that is well-suited to producing new concepts or theories
(France 2019; Noyes 2018). A possible limitation of the meta-
ethnographic approach is that it may be best suited to topics where
there are already a number of in-depth studies with rich data. Meta-
ethnography involves the translation and synthesis of ‘second
order’ conceptual findings from existing studies in order to develop
higher-level ‘third order’ conceptual findings. However, topics that
are relatively under-researched (and also therefore more likely to
be in need of conceptual development) may be challenging to
address through meta-ethnography because of a lack of existing
studies.

Healthcare workers’ use of mobile devices is an established
research topic. Odendaal’s recent Cochrane Review on this topic
identified a large number of studies, and many more underway
(Odendaal 2020). Nevertheless, studies that focus on healthcare
workers’ informal use of mobile devices are far fewer in number. Our
review may therefore need to include data from studies that have
a diEerent or broader focus than our own, and we may therefore
only have access to data on the topic that are thinner and far less
conceptual. In such a case, we may need to limit ourselves to a
thematic framework analysis. We will make this decision once we
have familiarised ourselves with the study data.
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Developing the 'Implications for practice' section

Once we have finished preparing the review findings, we
will examine each finding, identify factors that planners and
policymakers working in the field of mobile health should consider
when considering informal uses of mobile devices, and present
these as prompts (Glenton 2019). These prompts will be presented
in the 'Implications for practice' section. These prompts are not
intended to be recommendations, but will be phrased as questions
to help implementers consider the implications of the review
findings within their context. We will send this section to a selection
of stakeholders identified at the beginning of the review process to
gather their feedback about the relevance of these prompts and the
manner in which they are phrased and presented (see ‘Review co-
production with relevant stakeholders’ section above).

Assessing our confidence in the review findings

At least two review authors will use the GRADE-CERQual approach
to assess our confidence in each finding (Lewin 2018). GRADE-
CERQual assesses confidence in the evidence based on the
following four key components.

• Methodological limitations of included studies: the extent to
which there are concerns about the design or conduct of the
primary studies that contributed evidence to an individual
review finding.

• Coherence of the review finding: an assessment of how clear and
cogent the fit is between the data from the primary studies and a
review finding that synthesises those data. By cogent, we mean
well-supported or compelling.

• Adequacy of the data contributing to a review finding: an overall
determination of the degree of richness and quantity of data
supporting a review finding.

• Relevance of the included studies to the review question:
the extent to which the body of evidence from the primary
studies supporting a review finding is applicable to the context
(perspective or population, phenomenon of interest, setting)
specified in the review question.

AMer assessing each of the four components, we will make a
judgement about the overall confidence in the evidence supporting
the review finding. We will judge confidence as high, moderate,
low, or very low. The final assessment will be based on consensus
among the review authors. All findings start as high confidence,
and will then be downgraded if there are important concerns
regarding any of the GRADE-CERQual components. We will use
the interactive Summary of Qualitative findings (iSoQ) tool when
managing the data needed to make an assessment of confidence in
the evidence, undertaking the final GRADE-CERQual assessments
and preparing summary of qualitative findings tables and evidence
profiles (GRADE-CERQual 2022).

Summary of Qualitative Findings table(s) and Evidence
profile(s)

We will present summaries of the findings and assessments of our
confidence in these findings in the Summary of Qualitative Findings
table(s). We will present detailed descriptions of our confidence
assessment in an Evidence profile(s).

Integrating the review findings with Cochrane
intervention reviews

There are no Cochrane Reviews assessing the eEectiveness of
informal mobile health (mHealth) interventions, nor are we aware
of other non-Cochrane reviews on this topic. (This is perhaps not
surprising, as it would be challenging to develop and assess the
eEectiveness of ‘informal’ interventions.)

Review author reflexivity

In keeping with quality standards for reflexivity within qualitative
research, we will maintain a reflexive stance throughout all stages
of the review process. We will consider how our individual and
collective views, beliefs, and experiences could influence the
choices we make in terms of the scope of the review and our review
methods; our interpretation of the data; and our interpretation of
our own findings.

This review is the first stage of a larger research project that
will also include primary research and deliberative dialogues
with policymakers (the mHealth-Innovate project). To support
the broader project and develop a shared understanding of
the topic, we have decided to involve all members of the
mHealth-Innovate project team as co-authors of this review. The
review team is therefore large, with 18 co-authors. These co-
authors also represent a range of backgrounds and perspectives,
including as patients and healthcare users; health information
advocates; healthcare workers, managers, and administrators;
policymakers; researchers in the fields of digital health, health
systems, epidemiology, and the social sciences; and employees
of universities, a public health institute, a non-governmental
organisation, and the World Health Organization. Most of the co-
authors have clinical or researcher experience, or both, in low- and
middle-income settings, in particular from Uganda.

The review team has spent considerable time discussing and
reaching agreement about the scope of the review and definitions
of the topic. As part of this process, each co-author also prepared
a reflexivity statement describing their own perspectives and
experiences. An agreed-upon summary of these statements is
presented below.

Although the review team have a range of backgrounds and
perspectives, we share the same broad views regarding healthcare
workers’ informal use of mobile devices. We see these approaches
first and foremost as a response to gaps and weaknesses in
the formal healthcare system. We believe that many healthcare
workers find themselves ‘between a rock and a hard place’,
committed to meeting the needs of their patients and their
workplace while working with the oMen limited resources available
to them, particularly if they work in low-income settings. Several
of the co-authors have experienced healthcare workers’ informal
uses of mobile phones in these settings. One co-author with clinical
experience from a high-income setting has also experienced how
healthcare workers turn to informal systems because they lack
formal systems for communicating with colleagues or because
formal systems are overly cumbersome and time-consuming.

We are sympathetic to the challenges that healthcare workers face
and their eEorts to overcome these challenges through informal,
unregulated approaches. We believe that these approaches can
help healthcare workers address some of the immediate needs
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of their patients and may help relieve healthcare worker stress.
We suspect that these approaches may be particularly well-
suited to healthcare workers’ local needs and settings, in contrast
to solutions that have been developed elsewhere or that are
developed commercially. We also admire approaches that we
believe illustrate healthcare workers’ creativity and ingenuity.

At the same time, we are concerned about the possible harms
and disadvantages of informal digital approaches. One of our main
concerns is the possibility of harm to patients through breaches in
patient privacy and confidentiality. We are also concerned about
the cost of informal approaches to healthcare workers who may
feel under pressure to use their own personal phones, airtime,
and data. Finally, we are concerned that healthcare workers who
access, collect, and share information through informal channels
may inadvertently undermine the formal healthcare system’s
opportunity to learn, co-ordinate, and improve.

By exploring healthcare workers’ informal behaviour in relation to
mobile digital technology, we may be inadvertently encouraging
government authorities to regulate this behaviour. We agree that
some level of regulation may be necessary, for instance to protect
patient confidentiality. At the same time, we believe that regulation
alone is not the answer, and that health system gaps that may
explain this behaviour also need to be addressed. Even where these
gaps have been addressed, we believe that healthcare workers
need some level of independence and flexibility in order to develop
locally relevant solutions, to thrive and feel empowered, and to
deliver quality healthcare services.
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# Searches Results

1 Cell Phone/ 9718

2 "Cell Phone Use"/ 352

3 Smartphone/ 8080

4 Mobile Applications/ 10415

5 Medical Informatics Applications/ 2550

6 Text Messaging/ 4191

7 Internet-Based Intervention/ 996

8 Social Media/ 13940

9 (mobile device* or mobile phone* or mobile telephone* or cellphone* or cell*
phone* or smartphone* or smart phone*).ti,ab,kf.

38403

10 (mobile adj (app or apps or application*)).ti,ab,kf. 8418

11 (mobile technolog* or short messag* or text messag* or texting or electronic
messag* or social media*).ti,ab,kf.

33168

12 (mobile health or mhealth or m-health or electronic health or ehealth or e-
health or digital health).ti,ab,kf.

49626

13 or/1-12 [Mobile device] 123504

14 health personnel/ or allied health personnel/ or community health workers/ or
dental auxiliaries/ or dental assistants/ or dental hygienists/ or dental techni-
cians/ or denturists/ or emergency medical technicians/ or home health aides/
or licensed practical nurses/ or medical record administrators/ or medical sec-
retaries/ or medical receptionists/ or nursing assistants/ or psychiatric aides/
or operating room technicians/ or pharmacy technicians/ or physical therapist
assistants/ or physician assistants/ or ophthalmic assistants/ or pediatric as-
sistants/ or anatomists/ or anesthetists/ or anesthesiologists/ or nurse anes-
thetists/ or audiologists/ or caregivers/ or case managers/ or "coroners and
medical examiners"/ or dental staE/ or dental staE, hospital/ or dentists/ or
dentists, women/ or endodontists/ or "oral and maxillofacial surgeons"/ or or-
thodontists/ or doulas/ or emergency medical dispatcher/ or epidemiologists/
or health facility administrators/ or hospital administrators/ or chief executive
officers, hospital/ or infection control practitioners/ or medical laboratory per-
sonnel/ or medical staE/ or medical staE, hospital/ or hospitalists/ or nurses/
or nurse administrators/ or nurse practitioners/ or family nurse practitioners/
or pediatric nurse practitioners/ or nurse specialists/ or nurse clinicians/ or
nurse midwives/ or nurses, pediatric/ or nurses, neonatal/ or nurses, commu-
nity health/ or nurses, international/ or nurses, male/ or nurses, public health/
or nursing staE/ or nursing staE, hospital/ or nutritionists/ or occupational
therapists/ or optometrists/ or personnel, hospital/ or hospital volunteers/ or
pharmacists/ or physical therapists/ or physician executives/ or physicians/
or allergists/ or cardiologists/ or dermatologists/ or endocrinologists/ or gas-
troenterologists/ or general practitioners/ or geriatricians/ or nephrologists/
or neurologists/ or occupational health physicians/ or oncologists/ or radia-
tion oncologists/ or ophthalmologists/ or osteopathic physicians/ or otolaryn-

557519
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gologists/ or pathologists/ or pediatricians/ or neonatologists/ or physiatrists/
or physicians, family/ or physicians, primary care/ or physicians, women/ or
pulmonologists/ or radiologists/ or rheumatologists/ or surgeons/ or barber
surgeons/ or neurosurgeons/ or orthopedic surgeons/ or urologists/ or psy-
chotherapists/

15 Health Workforce/ 14214

16 ((health* or health care or medical) adj (personnel* or practitioner* or profes-
sional* or provider* or staE or worker*)).ti,ab,kf.

226922

17 ((health* or health care or medical) adj (administrator* or assistant* or aux-
iliar* or manager* or receptionist* or technician* or technologist* or secre-
tar*)).ti,ab,kf.

8547

18 (dental adj (personnel* or practitioner* or professional* or provider* or staE or
worker*)).ti,ab,kf.

9734

19 (dental adj (administrator* or assistant* or auxiliar* or hygienist* or manager*
or receptionist* or technician* or technologist* or secretar*)).ti,ab,kf.

6034

20 (laboratory adj (assistant* or personnel* or staE or technician* or technolo-
gist* or worker*)).ti,ab,kf.

5653

21 ((hospital or health facility) adj (administrator* or manager* or officer* or per-
sonnel* or staE or volunteer* or worker*)).ti,ab,kf.

13407

22 ((health* or health care or medical) adj (manpower or man power or workforce
or work force)).ti,ab,kf.

7356

23 (case manager* or clinical officer* or chief executive officer*).ti,ab,kf. 5034

24 (physician* or doctor* or clinician* or practitioner* or hospitalist*).ti,ab,kf. 948606

25 (nurse or nurses or nursing assistant* or nursing staE).ti,ab,kf. 303669

26 (midwife or midwives or doula* or birth attendant* or childbirth attendant* or
birth assistant* or childbirth assistant*).ti,ab,kf.

22681

27 (paraprofessional* or paramedic or paramedics or paramedical worker* or
paramedical personnel* or emergency medical dispatcher*).ti,ab,kf.

8656

28 (allergist* or anatomist* or anesthetist* or anesthesiologist* or audiologist* or
cardiologist* or caregiver* or coroners examiner* or dentist* or denturist* or
dermatologist* or endocrinologist* or endodontist* or epidemiologist* or gas-
troenterologist* or geriatrician* or gyn?ecologist* or h?ematologist* or home
health aide* or medical examiner* or medical record administrator* or neona-
tologist* or nephrologist* or neurologist* or neurosurgeon* or nutritionist* or
obstetrician* or oncologist* or operating room technician* or ophthalmic as-
sistant* or ophthalmologist* or optometrist* or orthodontist* or otolaryngol-
ogist* or pathologist* or paediatric assistant* or pediatric assistant* or paedi-
atrician* or pediatrician* or pharmacist* or pharmacy technician* or psychi-
atric aide* or physiatrist* or psychiatrist* or psychologist* or physiotherapist*
or pulmonologist* or radiologist* or rheumatologist* or surgeon* or therapist*
or urologist*).ti,ab,kf.

828515

29 or/14-28 [Health personnel] 2238108

  (Continued)
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30 ((("semi-structured" or semistructured or unstructured or informal or "in-
depth" or indepth or "face-to-face" or structured or guide*) adj3 (discussion*
or questionnaire*)) or (focus group* or qualitative or ethnograph* or fieldwork
or "field work" or "key informant" or interview*)).ti,ab,kf. or interviews as top-
ic/ or focus groups/ or narration/ or qualitative research/ [Based on a Qualita-
tive filter from University of Texas]

689441

31 13 and 29 and 30 6899

32 limit 31 to yr="2008 -Current" 6775

  (Continued)
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