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Abstract
Background On May 14, 2021, a criminal cyberattack was
launched against the Irish public healthcare system, the Health
Service Executive, resulting in a complete shutdown of all na-
tional healthcare computer systems, including the IrishNational
Orthopaedic Register (INOR). Cyberattacks of this kind occur
sporadically, and postevent analyses can inform future pre-
paredness efforts, but few such analyses have been published.
Question/purpose What was the impact of the cyberattack
in terms of (1) registry downtime, (2) harms to patients, and
(3) costs to the INOR for data contingency and reconciliation?
Methods All nine hospitals using the INOR were included
for data collection. Since establishment in 2014, the INOR
has been rolled out to all eight public elective hospitals,

capturing all hip and knee arthroplasty procedures. One pri-
vate hospital was also captured, with plans to expand the
private sector coverage. Individual institutional records and
central INOR records were queried with respect to downtime,
potential harms to patients (including intraoperative compli-
cations because of a lack of data on existing implanted
components and complications directly attributed to delayed
or canceled procedures), and costs related to additional
person-hours addressing data reconciliation. Objective data
directly related to the uncontrolled INOR downtime were
collected, including duration of downtime, contingency
methods employed, quality of contingency data collected,
adverse patient events, methods of data salvage and recon-
ciliation, and the cost of data contingency and reconciliation
measures. Costs were estimated by the additional person-
hours of work completed, multiplied by the hourly rate of that
employee. Employees at each of the nine hospitalswere asked
to provide their additional person-hours of work performed
because of the attack. These hours were corroborated by
observing the time taken at each unit to reconcile data for
single cases multiplied by the number of cases at that unit.
Employees included nurses, clinical nurse specialists, and
doctors of various grades. Person-hour rates were calculated
using the Health Service Executive’s published salary scales.
Results The INOR suffered a median downtime of
134 days (range 119 to 272 days) across nine sites. No
serious adverse patient events were identified. The imme-
diate implementation of a paperwork fallback method for
the INOR successfully resulted in 100% case capture
during the downtime. However, 2850 additional person-
hours were required for data reconciliation at an estimated
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cost of USD 181,000 to USD 216,000. More subjectively,
as reported by interviews with INOR leads at each hospital,
the cyberattack negatively impacted operating room effi-
ciency with delays between procedures because of addi-
tional paperwork data collection, disrupted patient flow for
paperwork data collection on the ward level and in the
outpatient clinics, and disrupted resource allocations and
staff capabilities because of additional paperwork re-
quirements during the contingency period.
Conclusion Disruptions to data collection and data ac-
cessibility after this cyberattack were successfully coun-
tered by a contingency plan; however, substantial financial
costs and additional resources were required for data con-
servation and reconciliation.
Clinical Relevance In addition to robust preventative se-
curity measures, national registers and other healthcare
systems should have secondary data backup facilities and
reliable fallback procedures prepared for such events.

Introduction

OnMay 14, 2021, the Irish public awoke to the global news
that the Irish public healthcare system, the Health Service
Executive (HSE), was the target of an ongoing, large-scale
cyberattack through the criminal infiltration of its in-
formation technology (IT) systems with “Conti” ransom-
ware (an advanced ransomware tool observed to be used by
criminals since 2020 that uses a unique encryption routine to
encrypt users files, blocking access to data until a decryption
key is provided). This resulted in a complete shutdown of
virtually all national public healthcare IT systems, including
the Irish National Orthopaedic Register (INOR) [12, 15]. In
response to the attack on the state, a Critical Incident Process
was invoked. Consequently, 70,000 devices across 4000
locations were disconnected from the National Healthcare
Network to control the spread of the ransomware virus
through the thousands of IT systems integrating across the
HSE network, including electronic patient medical records,
telephone and email systems, payroll, laboratory and radi-
ology systems, and national databases such as the INOR.

Cyberattacks on healthcare systems saw a sharp increase
during the Coronavirus-19 pandemic [3]. A similar attack by
the Conti ransomware group occurred in the United States on
the Colonial Pipeline in May 2021 and on the United
Kingdom’sNationalHealthcare Service in the sameyear [14].
The National Healthcare Service had also previously suffered
massive disruptions to service after a similar style of attack
with the 2017 WannaCry ransomware virus [11].

With the cessationof virtually allHSE IT systemsovernight,
widespread organizational chaos and disruptions to patient care
resulted in serious andprolonged clinical consequences, such as
disrupted patient flow and canceled or postponed procedures
and appointments. The return of systemswas a slow and costly

process, with various locations and systems returning on a
phased basis over the following year. On the day of this attack,
the Irish government confirmed that it would not pay a ransom
of USD 20,000,000 in bitcoin to the attacker, whose aims were
to “disrupt health services, steal data, and demand a ransom for
the non-publication of stolen data” [12, 15].

Cyberattacks on large healthcare systems and registries
are well documented [3, 5, 8, 11]. Despite similar attacks
on healthcare systems abroad, the HSE was largely un-
prepared and lacked the structures to deal with this incident
[12]. In contrast, however, we observed that one system in
the HSE’s National Healthcare Network, the INOR,
maintained overall function using contingency methods
and avoided adverse patient events. To help inform future
preparedness efforts, this study examined the effects of this
cyberattack on the INOR and its function during this time.

We therefore performed a postevent analysis in which
we asked: What was the impact of the cyberattack in terms
of (1) registry downtime, (2) harms to patients, and (3)
costs to the INOR for data contingency and reconciliation?

Patients and Methods

Study Design and Setting

We performed a retrospective analysis of the events that
followed the cyberattack at each INOR-enrolled hospital.

National Office of Clinical Audit and INOR

The National Office of Clinical Audit established the
INOR in 2014; the primary objective was to monitor the

Fig. 1 This map shows the nine Irish hospitals enrolled in the
INOR: Red indicates public hospitals (n = 8) and purple indi-
cates the private hospital evaluated in this study (n = 1). A color
image accompanies the online version of this article.
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quality and safety of arthroplasty in Ireland. The INOR is
currently live in all eight public elective arthroplasty
hospitals and one private hospital (Fig. 1). There are plans
to extend the rollout to all public and private hospitals in
Ireland [9]. It is not known what proportion of arthro-
plasty procedures nationally are captured by the INOR
because private hospital data are not available. The reg-
ister captures all patients undergoing elective hip and
knee arthroplasty, both primary and revision procedures
[9]. No INOR data are stored at local institutions, and
healthcare workers use a secure online portal to access a
central database for data input to the electronic register.
The INOR is an exclusively electronic database using
both manual (typed) electronic data entry and automated
(barcode) data entry, reporting excellent data accuracy
and completeness [13].

A national service-level agreement exists between the
Quality Improvement Team of Ireland’s publicly funded
healthcare system, the HSE, and the Royal College of
Surgeons in Ireland. Under this agreement, the Royal
College of Surgeons in Ireland provides the clinical, ad-
ministrative, and technical resources necessary for INOR
implementation and maintenance [9]. However, the pri-
mary IT servers and associated INOR patient database are
located in the HSE IT infrastructure. Secondary data
backup is maintained by a private third party. Before the
cyberattack, standard IT security procedures were used
according to local hospital and HSE policies. Patient data
collection and processing were General Data Protection
Regulation–compliant [7, 10]. Contingency methods in the
event of unplanned downtime included reversion to printed
paper forms capturing identical data to the electronic form.
These paper forms were used for all stages of data capture:
preoperative assessments, operative notes, component
logs, and postoperative assessments at various patient
pathway timepoints. Contingency forms were pro-
spectively maintained and stored locally for later recon-
ciliation with the central electronic database. Arthroplasty
clinical nurse specialists in each unit were trained in con-
tingency methods in the event of unplanned downtime for
any cause.

Interviews and Records

At each of the nine hospitals using the INOR, we inter-
viewed arthroplasty clinical nurse specialists and examined
local institutional data. We also examined central INOR
records. Local institutional data consisted of an electronic
datasheet held by each arthroplasty clinical nurse special-
ist, which included data such as a record of adverse patient
events, records of missing forms for patients, if any, and the
volume of paper forms that required electronic reconcilia-
tion once the INOR was restored (for each stage of the

patient’s journey, the INOR uses a separate form for data
input: two preoperative, two intraoperative, and two for
each postoperative visit).

Endpoints of Interest

We included the following for data collection:

Objective Data

Objective data included the duration of INOR downtime,
methods of data collection during the contingency period,
quantification of inaccurate or incomplete data, adverse pa-
tient events caused by the attack, methods of data reconcili-
ation or salvage, and the overall financial cost of contingency
procedures and data reconciliation. Two observers (SPR and
EF) examined data provided by the arthroplasty clinical nurse
specialist from the locally held, prospectively maintained
datasheet. We cross-referenced each hospital’s operating
room records and outpatient attendance records to identify
potential missing episodes. In this way, completeness of
procedures was measurable; however, completeness or ac-
curacy of data within procedures was not measurable because
no control forms existed for comparison. Costs were esti-
mated by the additional person-hours of work completed,
multiplied by the hourly rate of that employee. Employees at
each of the nine hospitals were asked to provide their addi-
tional person-hours of work performed because of the attack.
These hours were corroborated by observing the time taken at
each unit to reconcile data for single procedures,multiplied by
the number of procedures at that unit. Employees included
arthroplasty clinical nurse specialist and senior house officer
doctors of various paygrades. Person-hour rates were calcu-
lated using the HSE’s published salary scales.

Subjective Data

Second, we collated nonquantifiable reports of opportunity
costs, resource costs, staff workload, impaired patient flow,
and patient dissatisfaction for review. During the interview,
each arthroplasty clinical nurse specialist was asked to
comment on these qualitative areas. Comments that were
consistent among interviewees, of interest to surgeons and
other healthcare professionals, and relevant to describing
the effects of a cyberattack were included and collated for
subjective reporting only.

Results were assigned to one of four phases of disaster
response: preparation, response, recovery, and mitigation
[6]. Staffing costs were estimated using the HSE’s pub-
lished salaries [4]. Additional person-hours spent
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reconciling hardcopy data to electronic data were multi-
plied by that person’s hourly rate before overall
summation.

Primary and Secondary Study Outcomes

Our primary study goals were to quantify the duration of
INOR downtime at each site and describe the efficacy of
the contingency methods used during that period. To
achieve this, we collected data from local hospital records
as described.

Our secondary study goals were to identify any harms to
patients caused by the INOR downtime, attempt to quantify
the cost of data maintenance and data reconciliation be-
cause of the downtime, and report on any other adverse
effects of the INOR downtime as reported by local staff. To
achieve this, we collected data from local hospital records
and interviewed each of the INOR local hospital leads.

Statistical Analysis

We used Microsoft Excel (Microsoft Corp) for database
management and descriptive statistical analysis.

Results

Registry Downtime

The median downtime for the registry after the cyberattack
was 134 days (range 119 to 272 days). The one private
hospital was a statistical outlier at 272 days of downtime
because of additional IT security requirements by that
hospital. No hospital had access to the INOR database for
upload during the downtime. Limited data download ca-
pabilities became available to units on a sporadic and
interrupted basis approximately 8 weeks after the attack as
IT personnel worked to restore systems.

Data capture using the hardcopy contingency methods
resulted in 100% capture of all patients visiting the hospital
for surgery, outpatient assessments, or virtual appointments
compared with local institutional electronic or hardcopy
records (the procedure capture rate during normal operation
has been reported by one INOR hospital to be 100% [13]).

Harms to Patients

No adverse patient events because of INOR downtime
were recorded at any site. Because there were duplicate
hardcopy operating room logbooks or hardcopy medical

charts, historical component data were available for all
revision surgeries needing component explantation.

Costs of Data Contingency and Reconciliation

Approximately 2850 additional overtime hours were re-
quired of hospital staff, and in some units, data reconcili-
ation was achieved by the employment of additional
nurses, medical staff, and retired staff during weekend
hours at a total estimated healthcare worker overtime cost
of USD 181,000 to USD 216,000 (Supplemental Table 1;
http://links.lww.com/CORR/B80).

Discussion

In May 2021, the Irish public healthcare system was sub-
jected to a devastating cyberattack, resulting in the imme-
diate and sustained unplanned downtime of all HSE IT
systems, including the INOR’s electronic database.
Although cyberattacks on other healthcare systems have
been reported, no in-depth analysis we are aware of has
described how systems such as large registries were af-
fected by an attack of such scale. To help inform future
preparedness of other healthcare systems, this study ex-
amined the effects of that event on the INOR by describing
the duration of downtime and the data contingency and
reconciliation methods used during that time, describing
whether patients were harmed by the attack and providing a
cost analysis for data reconciliation.

We found there was a prolonged period of registry
downtime during which a contingency plan provided ex-
cellent data capture, that no patients were directly harmed
because of the INOR downtime, and that data reconcilia-
tion was a painstaking and costly process. Surgeons and
those working in healthcare registries will be keen to im-
plement robust preventative security measures, ensure data
are appropriately backed up, and ensure effective contin-
gency plans are in place in the event of future attacks.

Limitations

Although we initially aimed for objective data reporting,
this study encountered a number of limitations. Although
the immediate fallback to contingency methods resulted in
the uninterrupted capture of data at equivalent points in the
patient pathway, the accuracy of the data in these episodes
remains under investigation. An audit is underway of
component log accuracy and completeness using hardcopy
operating room logbooks as a standard; however, no such
standard exists for patient-reported outcome measures. It
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will not be possible to retrospectively compare these entries
against a control.

In addition, we were unable to precisely quantify the
increased employer costs as a direct result of the attackers’
actions because of innumerable immeasurable variables for
example, the increased work rate during routine working
hours and the exact salary of employees on a chronologi-
cally incremental pay scale. However, we believe a rea-
sonable conservative estimate was made for overtime
expenses after interviewing each unit and using published
pay scales for calculation.

This study found that data reconciliation was a costly
process in terms of overtime billing to the employer.
However, the overall price of the attack on the INOR is
immeasurable because areas such as opportunity costs and
increased workloads are virtually impossible to calculate.
In addition, unbundling the technical restoration costs of
the INOR from the HSE overall was not possible.

This cyberattack occurred during the global
Coronavirus-19 pandemic. Staff shortages, resource real-
locations, patient satisfaction, and reduced planned elective
procedures, among other changes because of the disruption
by the pandemic, may all have influenced our findings.
Further studies would be needed to compare, for example,
volumes of operations being performed, staff workloads,
and operating room efficiency during the pandemic com-
pared with during both the pandemic and the cyberattack.

Discussion of Key Findings

The cyberattack on the INORwas disruptive and expensive
but not disabling to the INOR’s function, and no patients
were harmed. Preparedness for cyberattacks by large
healthcare databases such as orthopaedic registers is es-
sential. We found that a contingency plan was immediately
implemented and no patient data were left uncaptured.
However, the duration of downtime resulted in a mass of
paper forms that required manual upload to the electronic
database once the system was restored. We emphasize that
meticulous data capture and maintenance of records is of
utmost importance because datapoints left uncaptured may
not be acquirable at later dates.

Although we found that no patient harms were recorded
during the downtime, patients were certainly disadvan-
taged by canceled procedures and appointments. However,
quantifying the patient experience during the attack was
not a primary endpoint of this study, and we recognize that
future studies are needed to report on this.

This study identified a costly overtime bill for data
reconciliation. In the event of future attacks requiring mass
data reconciliation, we suggest exploring the option of
recruiting clerical or third-party labor for the task, which
may reduce costs and allow healthcare workers to return to

normal duties sooner. The final financial cost of the attack
on the HSE overall will be largely immeasurable because
of innumerable, incalculable variables; however, conser-
vative estimates of at least USD 119,000,000 have been
made [1]. Although the attackers provided a decryption key
6 days after the attack, it is unknown how this impacted
recovery of the INOR database or influenced costs.
Additionally, there is no way to know whether paying the
USD 20,000,000 ransom would have resulted in reduced
overall costs to the HSE [2].

An independent postincident report commissioned by
the HSE concluded that (referring to the HSE overall) there
was “a lack of structures and processes in place to deal with
this incident” [13]. In contrast to this finding of the HSE,
this current study highlights the resilience of one sub-
system within the HSE against such an attack: the INOR.
Although major disruptions to the delivery of patient care
were endured at a high financial and resource cost and the
effects of the attack are being felt today, the immediate
introduction of containment and contingency measures
resulted in no breach of INOR patient data, no loss of
existing patient data, and no serious adverse patient events
during an extended period of electronic downtime.

Healthcare systems are attractive targets for cyber
criminals. They are well documented to have underfunded
cyber security defenses compared with other industries.
They are underwritten by states and therefore capable of
paying large ransoms. They are technology-saturated in-
dustries. Finally, disruption of healthcare systems causes
widespread political and emotional chaos because of ces-
sation of healthcare delivery and, moreover, fear of sensi-
tive personal data publication [5, 8, 15]. The described
Conti ransomware attack on the HSE was technically ex-
tremely similar to recent attacks on its neighboring
healthcare system, the United Kingdom’s National
Healthcare Service. Although the 2017 WannaCry attack
and 2021 Conti attack on the National Healthcare Service
resulted in substantial disruptions to services, the devas-
tation caused by the describedMay 2021 attack on the HSE
was more widespread across systems and was of a far
longer duration.

Conclusion

This study described the effects of a large-scale criminal
cyberattack on a national orthopaedic register. Our results
described the duration of unplanned downtime and dem-
onstrated how the immediate implementation of a contin-
gency plan resulted in no uncaptured cases by the register
and how no patients were harmed as a direct result of
register disruptions. Finally, we provided a cost analysis
for data reconciliation after system restoration. Those
working with registers should ensure appropriate

Volume 481, Number 9 Consequences of the INOR Cyberattack 1767

Copyright © 2023 by the Association of Bone and Joint Surgeons. Unauthorized reproduction of this article is prohibited.



preventative security measures are in place to prevent such
attacks by following professional cybersecurity advice, use
secure data backup facilities, and have an effective con-
tingency plan prepared. Further studies are required to
examine the quality of data collected during the contin-
gency phase and to examine patient experiences and
quality of care provided during and after such attacks.
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