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Abstract Background and Objective Recent external factors—the 21st Century Cures Act and
the coronavirus disease 2019 (COVID-19) pandemic—have stimulatedmajor changes in
the patient portal landscape. The objective of this state-of-the-art review is to describe
recent developments in the patient portal literature and to identify recommendations
and future directions for the design, implementation, and evaluation of portals.
Methods To focus this review on salient contemporary issues, we elected to center it
on four topics: (1) 21st Century Cures Act’s impact on patient portals (e.g., Open
Notes); (2) COVID-19’s pandemic impact on portals; (3) proxy access to portals; and (4)
disparities in portal adoption and use. We conducted targeted PubMed searches to
identify recent empirical studies addressing these topics, used a two-part screening
process to determine relevance, and conducted thematic analyses.
Results Our search identified 174 unique papers, 74 were relevant empirical studies
and included in this review. Among these papers, we identified 10 themes within our
four a priori topics, including preparing for and understanding the consequences of
increased patient access to their electronic health information (Cures Act); developing,
deploying, and evaluating new virtual care processes (COVID-19); understanding
current barriers to formal proxy use (proxy access); and addressing disparities in portal
adoption and use (disparities).
Conclusion Our results suggest that the recent trends toward understanding the
implications of immediate access to most test results, exploring ways to close gaps in
portal adoption and use among different sub-populations, and finding ways to leverage
portals to improve health and health care are the next steps in the maturation of
patient portals and are key areas that require more research. It is important that health
care organizations share their innovative portal efforts, so that successful measures can
be tested in other contexts, and progress can continue.
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Background and Significance

Patient portals are a web- and smartphone-based technology
that is typically linked to a health care organization’s (HCO’s)
electronic health record (EHR) system to offer patients access
to theirmedical records and, often, to support communication
(e.g., secure messaging) and administrative needs (e.g.,
appointment management, bill pay).1,2 As a result of the
Health Information Technology for Economic and Clinical
Health (HITECH) Act of 2009, most HCOs now offer patient
portals. Patient adoption of portals has been increasing since
they became available.3 However, two major recent events
have significantly changed the landscape. First, the coronavi-
rus disease 2019 (COVID-19) pandemic has catalyzed in-
creased patient portal adoption and use—from viewing
COVID-19 test results to the rapid deployment of telehealth
through portals to enable care while adhering to social dis-
tancing measures. Second, key provisions of the 21st Century
CuresAct (CuresAct) of2016went into effect in early 2021and
made more electronic health information (EHI) immediately
available to patients through portals. These external factors
have created the critical need to understand current state of
the art in patient portal functionality and use, as well as likely
future directions.

Existing literature reviews have established that portal use
can have benefits such as improved patient adherence to pro-
vider recommendations and patient–provider communica-
tion4–15 and that there are numerous barriers to patient
adoption and use, such as limited access to technology or
low digital literacy, that could prevent portals from achieving
their intendedoutcomes.4,14,16–23Despite the significantexist-
ing knowledge, major gaps remain, including little being
known about effective solutions to: (1) the well-known socio-

demographic disparities in portal adoption and use24 and (2)
increasing and optimizing the utility of proxy portal access—
when someone the patient has authorized (either informally
through sharing login credentials or formally) accesses the
portal on behalf of the patient.

Given the recent changes and gaps in current research, we
conducted a state-of-the-art literature review focused on
contemporary portal topics, issues, and future directions to
provide suggestions for evidence-based use. We specifically
focus on four topics: the impact of the Cures Act’s rule on
information blocking on patient portals; how the COVID-19
pandemic has affected patient portal design, governance,
adoption, and use; proxy access to portals; and how to
address disparities in portal engagement.

Objective

The objective of this state-of-the-art review article is to
describe recent developments in portal research and to
identify recommendations for patient portal design, imple-
mentation, and evaluation, as well as future trends and gaps
in the literature.

Methods

We performed a state-of-the-art review25 of the recent
literature focusing on our four topics. We present our de-
tailed search strategy in ►Table 1. These searches were
developed iteratively through testing and review of the titles
and abstracts of the results. All searches were restricted to
2020 to 2022 except the proxy access topic. The proxy access
search was expanded to cover the last 5 years (2017–2022)
because unlike the other topics it was an emerging area of

Table 1 Search strategy for identifying studies that align with our four topics: 21st Century Cures Act, COVID-19, disparities in
portal adoption and use, and proxy access to portals

Topic PubMed search strategy Other identified Search results

21st Century
Cures Act

• Title and abstract
• Search limited: 2020–2022
• Search string: (((“patient portal”) OR (“personal health
record”)) AND ((“opennotes”) OR (“open notes”) OR
(“open result”) OR (“open results”) OR (“21st century
cures act”)))

2 • Total number of results: 26
• Total included: 18

COVID-19 • All fields
• Search limited: 2020–2022
• Search string: (((“patient portal”) OR (“personal health
record”)) AND (“covid”))

0 • Total number of results: 55
• Total included: 28

Disparities in
adoption
and use

• All fields
• Search limited: 2020–2022
• Search string: (((“patient portal”) OR (“personal health
record”)) AND ((“healthcare disparities”) OR (“health
care disparities”) OR (“health disparities”) OR (“health
equity”)))

2 • Total number of results: 27
• Total included: 12

Proxy access • All fields
• Search limited: 2017–2022
• Search string: (((patient portal) OR (personal health

record)) AND (“proxy”))

1 • Total number of results: 78
• Total included: 16
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research prior to the COVID-19 pandemic and was not
directly affected by the two recent phenomena.

Our study selection approach involved an expert-driven
selection of patient portal articles along our four topics. We
included original research with all types of study designs. We
excluded papers that were not an empirical study (e.g., litera-
ture review, perspectives, editorials), experimental research
onpresenting portal data, studies focusedona technology that
did not meet our patient portal definition (e.g., national
portal), and studies in which the portal was used only as a
means to an end (e.g., identifying study participants). In the
first stage of selection, at least two authors reviewed titles and
abstracts of all papers identified through our search strategy,
with any disagreements resolved through discussion. In
the second stage, one author reviewed full texts, applied the
inclusion and exclusion criteria, and extracted predetermined
information from included papers such as organizational
setting, patient population, methods employed, relevant
results, and limitations. We did not perform a formal quality
assessment but did extract information on methodological
weaknesses from each included study. We then performed a
thematic analysis,26 identifying themes within each topic to
surface salient recommendations and emerging trends.

Results

We identified 174 unique papers. We excluded 88 based on
title and abstract, with the most common reasons being not
thematically relevant and not an empirical study. After
reviewing the full text of the remaining 86 articles, we
excluded an additional 12 for not being an empirical study,
not meeting our definition of patient portal, or not aligning
with any of the topics. Ultimately, 74 articles on our four
topic areas were included. Of note, investigating and
addressing disparities in uptake and use of patient portals
were studied across categories; we report these results in the
“Digital Health Disparities” subsection.

The 21st Century Cures Act
The Cures Act includes the information blocking rule, which
stipulates that HCOs must make EHI available to patients
immediately upon their request, except in rare cases when
exceptions apply. For most health systems, the only feasible
way to accommodate the information blocking rule is to place
EHI preemptively in the patient portal, even prior to a patient
request. While the Office of the National Coordinator for
Health Information Technology (ONC) has clarified that this
is not required from a policy standpoint,27 real-world com-
mercial patient portal software and clinical workflows pro-
hibit other modes of capturing and responding in a timely
fashion to patient requests for EHI. The reviewed literature
lacks clear evidence about how HCOs are accommodating this
rule, but ample anecdotal evidence suggests that Cures Act
compliance is being achieved by making all visit notes
(referred to as Open Notes) and laboratory and imaging test
results (referred to as Open Results) immediately accessible to
patients through portals. Prior to the Cures Act, some HCOs
released visit notes and many released test results through

portals, but with delays based on the sensitivity and risk of
misinterpretation.28 We identified 18 papers that reported
results relevant to this topic and three themes within this
literature: (1) preparing for increased patient access to their
EHI; (2) assessing consequences of increased patient access;
and (3) leveraging Cures Act compliance to engage patients
(results summarized in ►Table 2). Overall, the research pub-
lished in the past 2 years has tended to focus more on notes
release rather than test data release and has often been
conducted in U.S. institutions that launched Open Notes or
Open Results in advance of the April 2021 Cures Act deadline.

Preparing for Increased Patient Access
Some HCOs had been preparing for increased patient access
to their EHI prior to implementing these changes, specifically
understanding patients’ and clinicians’ preimplementation
attitudes and preferences to immediate access to test results
and making visit notes available for the first time29,30 and
developing and employing organizational change manage-
ment strategies.31–34 The preimplementation literature sug-
gests that patients generally welcome these changes.29,30

However, Bruno et al suggest that this may be nuanced—
when asked about hypothetical scenarios andpast diagnoses,
patients tended to prefer immediate release of low-sensitiv-
ity results such as cholesterol, but contact from a clinician for
more sensitive results.30 In addition, Janssen et al found that
clinicians were apprehensive about the idea of sharing visit
notes with patients, with their greatest concerns being
patient confusion and emotional distress.29

We identified a number of strategies targeting clinicians to
support changes related to making notes more readily avail-
able to patients; there was little mention of proactive patient
preparations.31–34 Clinician-focused efforts included educat-
ing clinicians, often by distributing informational materials,
and maintaining awareness of changing policies.33 HCOs also
developed a new confidential visit note type to handle sensi-
tive information in specific care contexts (e.g., pediatric34 and
mental health31) that defaults to not being shared with
patients or caregivers. Two HCOs have employed, or plan to,
more active strategies focused on improving the readability of
visit notes for patients, including through online education
modules and/or functionality in the EHR (e.g., learning
mode).32,35 To date, limited literature suggests that clinicians
appear resistant to changing their documentation practices,
with the readability of notes sometimes remaining unchanged
postimplementation.29,35

Consequences of Increased Patient Access
The literature on the positive or negative consequences of
increased patient access fell into two groups: (1) evidence
from early adopters of Open Notes that has only recently
been published and (2) evidence of consequences when
there is immediate access to EHI.

Open Notes
There is a significant body of evidence fromOpen Notes early
adopters that has beenpublished in the last 2 years and offers
insights relevant to Cures Act compliance. Most of these
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papersdonot specify the timingof the releaseofvisit notes and
are largely based on self-report (e.g., surveys) with a high risk
ofbias (e.g., responsebias).However, thisbodyof literaturehas
assessedmanyoutcomes: disparities in uptake35; understand-
ing patient, informal caregiver, and clinician perceptions of
access to notes31,36–38; effect on patient or caregiver engage-
ment35–41; and effect on the patient–clinician relation-
ship.38,40 The postimplementation literature shows similar
patient and clinician perceptions as the preimplementation
literature. Specifically, studies have found that patients and
caregivers who view their notes are generally positive about
Open Notes, citing perceived benefits such as supporting care
coordination and decreasing caregiver stress.36–38 Clinicians,
on theotherhand, often focuson theproblems, citingconcerns
such as patient wellbeing, damaging the patient–clinician
relationship, and increasing clinician workload.31

Many HCOs have evaluated patient engagement with Open
Notes, particularly patient comprehension and use of their
data. The studies exploring the former generally show that
patients do not report difficulties understanding their notes,
but that reading notesmaymotivate some patients (e.g., those
with two ormore chronic conditions37) to put forth additional
efforts such as information seeking.35,37,38,40 Patients and
their caregivers have also reported using Open Notes to better

engage in their care in numerous ways such as preparing for
appointments36,37; postappointment, for example, as a mem-
ory aid for care plans and medication regimens and making
decisions36–38,40; sharing the datawith others such as a family
member (including across geographic locations)36,37; coordi-
nating care with other doctors,36 and in safety-related con-
cerns such as identifying errors in care documentation.40,41

While there is some evidence of particular benefit among
underserved populations (e.g., patients with lower education
levels tended to report higher engagement),40 there is also
evidence of disparities based on race and health status inwho
reported the errors.41

Finally, OpenNotes seems tohavehad a positive impact on
the patient– and/or caregiver–clinician relationship, espe-
cially among non-white patients.38,40 However, Lam et al
found that concern for harming their relationship with their
clinician kept some patients from reporting perceived errors,
suggesting that in order for the Cures Act to achieve some of
its intended benefits, patients may need to be reassured that
their relationship with their doctor will be preserved.41

Immediate Access to Electronic Health Information
There has been less focus in the recently published literature
on the consequences when there is immediate access to EHI

Table 2 21st Century Cures Act topic thematic analysis results summary table

Across themes, research has tended to:
1. Focus on Open Notes more than the immediate release of laboratory test results (i.e., Open Results)
2. Be conducted at U.S. institutions that launched the changes in advance of the April 2021 deadline

Theme Description Key points

Preparing for
Increased patient
access

Focuses on the preparations
that some health care
organizations (HCOs) have
done prior to providing
patients with increased
access to their electronic
health information (EHI).

• Preimplementation patients are generally positive about increased
access, especially to low-sensitivity EHI results such as cholesterol
test results.29,30 Clinicians tend to be more skeptical.29

• Literature focuses on clinician-targeted implementation strategies,
including education and communication around changing
policies.31–34

• Despite some efforts to improve the readability of visit notes for
patients,32,35 limited existing research suggests that the readability
of notes postimplementation sometimes remains unchanged.29,35

Consequences
of increased
patient access

Positive and negative
consequences of increased
access to EHI, including
studies after Open Notes and
other Cures Act Compliance
efforts have been
implemented.

• There are few recently published studies of direct consequences of
immediate access to EHI (e.g., incidence of patients viewing test
results before clinicians28).

• Postimplementation, patients remain positive about increased
access36–39 and clinicians remain concerned.31

Existing literature overwhelmingly suggests that increased access to
EHI supports patient engagement without harming the patient–
provider relationship, but there is significant risk of bias in this body
of literature.33,35–38,40–43

• There is some evidence that Open Notes may be particularly
beneficial to underserved populations, but there is also evidence of
disparities in who accesses and uses their notes.33,35,40,41

Leveraging
the Cures Act to
engage patients

Research considering how to
further engage patients by
providing additional
opportunities for collaboration
and technical supports using or
building upon the
infrastructure being
implemented to comply with
the Cures Act.

• The few published studies focused on how to improve
representation, understandability, and utility of EHI have been
promising but have been experimental and limited by low
uptake.44–46

• Patients and caregivers have many suggestions for improving
engagement through increased access to EHI such as increasing
patient awareness (e.g., advertising availability and utility,
notifications, and reminders) and increased clinician training
(e.g., using nonjudgmental language in notes).36,41,45,46
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and, importantly, even fewer studies of the direct conse-
quences of that immediate access. Oneof thefewexceptions is
a study conducted by Steitz et al who reported a fourfold
increase in the proportion of test results reviewed by patients
first (i.e., before their clinician).28 Another post-Cures Act
compliance study found that patients overwhelmingly pre-
ferred immediate access to their test results, even when
receiving abnormal results; however, although it was aminor-
ityof patients, thosewith abnormal resultsweremore likely to
report increased worry as a consequence of reviewing their
results before being contacted by a health care provider.39

Other outcomes that have been assessed when patients have
had immediate access to their personal health information
(PHI) include disparities in access,33 patient or caregiver
engagement,33,42,43 and patient–clinician relationship.43 The
results from these studies are similar to those from early
adopters of Open Notes, showing that patients and caregivers
have used the immediate access to their EHI to engage in their
care (e.g., identifying potential errors) and that it has not hurt
their relationship with their clinician.33,42,43

Leveraging Cures Act Compliance to Engage Patients
The few published studies in this area have focused on ways
to improve the representation, understandability, and utility
of notes and results to support patient engagement that
require no or little clinician effort.44–46 For instance, Kemp
et al found that patients who chose to view a patient-
centered, interactive radiology report that included lay
language and diagrams through a portal were more engaged
with this report than thosewho chose to view their plain text
report.44 Despite the paucity of research since the deadline
for Cures Act compliance, these studies offer promising
directions for empowering patients in the context of in-
creased transparency and “Open Everything” and some
papers report that similar efforts are underway.35

Other studies have also documented patient and caregiver
suggestions for improving engagement such as advertising
the availability and utility of visit notes,36 providing
reminders when notes are available,36 training clinicians to
adjust their documentation practices (e.g., using nonjudg-
mental language),36 offering communication guid-
ance,36,45,46 and providing clear mechanisms for reporting
patient-identified errors.41

COVID-19 Pandemic
The COVID-19 pandemic has disrupted health care in many
ways and has led to major shifts in service delivery and
resources, with patient portals playing a central role partic-
ularly in the delivery of telehealth. We identified two prima-
ry themes in the 28 papers that published relevant results:
(1) developing, deploying, and evaluating newcare processes
and (2) developing and deploying portal tools for COVID-19
(results summarized in ►Table 3).

Developing, Deploying, and Evaluating New Care
Processes
New care processes and workflow changes involving many
different stakeholderswere needed to successfully transition
to telehealth, including changes to scheduling, the additional
preparations needed prior to virtual visits (e.g., patient
portal enrollment, virtual processes for previsit question-
naires), conversion of in-person processes to the virtual
context (e.g., “rooming”), and postvisit follow-up,47–53 as
well as increased remote disease monitoring and virtual
patient education programs.54 To achieve these changes,
HCOs also needed to employ implementation strategies to
encourage acceptance among the various stakeholders. We
found that existing literature was more likely to describe
health care professional-facing implementation strategies
to encourage acceptance of virtual visits than patient-

Table 3 COVID-19 pandemic topic thematic analysis results summary table

Theme Description Key points

Developing, deploying, and
evaluating new care
processes, especially for
telehealth delivery

Providing health care during
the COVID-19 pandemic while
complying with public safety
measures required
developing new virtual care
processes, which have been
documented in the literature.

• New virtual care processes were required for all stages of a
visit—previsit such as patient portal enrollment, during such
as “rooming,” and postvisit follow-up—as well as remote
disease monitoring and patient education.47–54

• The literature describes a wide variety of clinician-facing,
sociotechnical implementation strategies, including
securing and organizing human resources (e.g., clinician
champions); developing guidelines, standard scripts, and
best practices; offering trainings and clearly communicating
evolving processes and resources; and leveraging
technological resources.47–53,55

• The patient-facing initiatives reported in the literature are
limited to technological training and support, with an
emphasis on mitigating the risk of digital health
disparities.47–50,52,55–62

Developing and deploying
portal tools to respond to
COVID-19

The portal was leveraged as
key infrastructure for
deploying tools to respond to
COVID-19 such as triage.

• Limited literature suggests that portals may successfully be
used for triaging, scheduling, and monitoring patients with
suspected or confirmed COVID-19.63–65

• Offering multimodal (e.g., portal and telephone)
approaches was important to avoid disparities.65
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facing strategies. Successful implementation or scaling-up
of virtual care was a sociotechnical endeavor requiring multi-
ple initiatives, including securing and organizing human
resources (e.g., clinician champions, front-line staff working
groups)47–50,52,53,55; developing an optimization methodolo-
gy (e.g., using data-driven processes to map out workflows,
identify areas for improvement, and design and evaluate
interventions) and/or using an established implementation
science framework48,50; clearly defining the roles and
responsibilities for different members of the clinical
team49,51,53; developing guidelines, standard scripts, and
best practices48–50,52,53,55; offering regular trainings and edu-
cationalmaterials47–50,52,53; developing a robust communica-
tion strategy for disseminating evolving processes and
resources47,48,52,55; and leveraging technological resources
to support humans where possible (e.g., automating
processes).49,51,53

While the literature generally shows that patients are
receptive to virtual health care services,48,58,60,61 patients
may also need support to adopt virtual care. The two main
approaches in the existing literature focus largely on technical
support: offering multiple opportunities for one-on-one pa-
tient portal and video visit support (e.g., technical support
hotline)47–49,52,55,56 and providing training and educational
resources, sometimes in multiple languages, especially
leveraging existing communication modalities (e.g., appoint-
ment reminders).49,50,52,55,57 Only one publication reported
efforts to address structural issues like the digital divide, such
as providing tablets to patients lacking technological resour-
ces.49 Finally, of note, few studies described including patients
in the planning anddecision-making stages of the transition to
telehealth. While this was likely a function of the emergency
context, as the COVID-19 pandemic ends, it will be critical to
engage patients in the next stage of telehealth’s evolution.

Research has evaluated the effectiveness of these organiza-
tional efforts based on metrics such as wait and exam times,
proportion of patients completing forms previsit, patient
satisfaction, portal enrollment, and portal use (e.g., secure
message [SM] volume).47,48,52,53,58,66–70 Early evidence shows
high levels of satisfaction with virtual visits among patients,
especiallywith the time savings (e.g., no travel, decreasedwait
times).47,66Additionally, many studies documented increased
portal adoption and use during the pandemic, which is likely
the result of a combination of the aforementioned HCO efforts
and necessity of the pandemic.48,52,53,58,66–70 However, stud-
ies also documented disparities in patient portal enrollment
and virtual visits through the portal during the pandem-
ic,56,58,69,71–73 with one potential factor being that remote
portal enrollment appears less effective than in-person work-
flows for underserved populations.56,59

Deploying Tools for COVID-19 Response
Three studies investigated how the portal, as important
virtual care infrastructure, could be used in the COVID-19
response, particularly for triage and remote monitoring of
those diagnosed with COVID-19.63–65 For instance, Judson
et al developed and deployed a COVID-19 self-triage and self-
scheduling tool through their portal and early evidence

showed significant use by patients, high sensitivity for
patients with severe disease requiring emergency care, and
reduced triage time for patients with less severe disease.64

Offering multimodal opportunities may be critical to reduc-
ing the risk of disparities in uptake and use of COVID-19
response tools.65

Proxy Portal Access
Proxy portal access provides a formalmechanism that allows
trusted care partners (hereafter referred to as caregivers) to
access key EHI about a patient. For example, spouses and
parents often serve as proxies for their spouses and children,
respectively. Patient portals commonly support proxy access
—in one study of the availability of shared access to patient
portal accounts in 20 health care systems, all offered shared
access for parents or legal guardians of children (most often
defined as <12 or 13 years old), and almost all offered some
shared access for adolescents and adults (although it tended
to be more limited).74 However, the literature suggests that
while formal proxy portal account use in the pediatric
context can vary (e.g., 45% of patients <18 years33 vs. 90%
of logins for 12-year-old patients75),33,75,76 it has been
almost universally low among different adult patient cohorts
(e.g., less than 3% of patients with serious illness77)76–79

despite being recommended as a way to address eHealth
literacy concerns.80 It has been hypothesized that informal
proxy use (share credentials to a patient’s portal account) is
relatively more common for adult patients. We discovered
three themes in the 16 relevant papers: (1) who are portal
proxies and howdo they use the portal, (2) barriers to formal
proxy use, and (3) identifying informal proxies and under-
standing the patients who share their account information
(results summarized in ►Table 4).

Who Are Portal Proxies and How Do They Use the Portal?
Patients often select family members (e.g., spouse, child),
close friends, or even neighbors to have formal or informal
proxy portal access,36,56,81–83 but sometimes chose (or also
chose) paid home caregivers or clinicians that document in a
different EHR to help close the gap in care coordination
caused by a lackof interoperability in clinical systems.56,81,83

Meanwhile, Jackson et al found that 78% of proxies saw the
patient daily, suggesting that proximity may be a consider-
ation when choosing a portal proxy.36

Existing studies also provide insights into the roles that
caregivers play in patients’ health and wellbeing and how
they use the portal to support these roles. Caregivers assist
patients in both health care tasks, including providing in-
strumental support in getting patients to medical appoint-
ments, gaining digital access (e.g., assisting the patient to
activate their portal account), reminding them to take med-
ications, and communicating with clinicians,56,81 and in
everyday life tasks such as cooking.81 Qualitative studies
have found that proxy portal access supports some of care-
givers’ tasks, including communicating with clinicians and
others (e.g., members of the patient’s social support system),
especially during times of transition78,81,83; managing
appointments and medications83; checking laboratory test
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results83; decoding information for the patient (e.g., explain-
ing test results)81; advocating for the patient84; and provid-
ing access to key information during emergencies.81,83

Importantly, limited existing research also suggests that
many portal proxies try to respect patients’ agency and
privacy by only accessing the medical information necessary
for a given task.81,83

Barriers to Proxy Portal Use
While HCO leadership (and proxies themselves83)mayprefer
that caregivers set up formal proxy accounts when they are
available for security reasons, there appear to be a number of
barriers to proxy use particularly through formal accounts,
including some HCOs not offering proxy accounts (or not
offering them for all patient groups such as adolescents),74,85

institutional policies (in accordance with state laws) that
limit parental access for adolescents,87,88 insufficient or
unclear communication around proxy accounts (e.g., HCO
personnel endorsing password sharing),85,86 challenges with
setting up an account (e.g., poor usability),86 and fewobvious
incentives to set up a formal account (compared to sharing
login credentials).74,85 For example, among HCOs that offer
proxy access, the published literature suggests that 20% or

fewer offer patients control over the data their proxies are
able to access.74,85 This lack of granular control can be a
major barrier to providing caregivers with proxy access
outside of an emergency, particularly for stigmatized
conditions.81

Identifying Informal Proxies and Understanding the
Patients Who Share Their Account Information
We define informal portal proxies as those caregivers who
access a patient portal account on behalf of a patient through
the sharing of the patient’s login credentials. Informal prox-
ies circumvent organizational security precautions about
access to PHI. Being able to identify when informal proxies
exist is an important first step for targeting interventions to
decrease this practice. There is not currently a published
method for large-scale informal proxy identification. How-
ever, we identified three studies that approached this prob-
lem by directly asking participants through surveys or
interviews36,43,81 and three studies basing their estimates
on language used in SMs, such as referring to patients in the
third person.78,79,82 In the former, estimates of informal
proxies range from 2.1% (150/7,058 survey respondents43)
to 40% (4/10 interview participants81). Among the latter, two

Table 4 Patient portal proxy access topic thematic analysis results summary table

Theme Description Key points

Who are proxies and how do
they use the portal?

Research characterizing proxy
portal users and seeking to
understand how they
currently use, or may want to
use, the portal.

• Patients usually choose lay-individuals close to them
(in terms of physical proximity and/or social
connection),36,56,81–83 but sometimes choose health
care professionals (home caregivers or clinicians with a
different EHR) to address gaps in care
coordination.56,81,83

• Proxies use portal access to support their caregiving
role such as communication (with clinicians and
others), especially care coordination; managing
appointments and medications; decoding information
for the patient; and advocating for the
patient.78,81,83,84

Barriers to formal proxy use Understanding the barriers to
formal proxy use, which is
critical to decreasing informal
proxy use and increasing
formal proxy account
creation.

• There are several sociotechnical barriers to establishing
formal proxy accounts, including insufficient or
ineffective communication around creating proxy
accounts; technical challenges with setting up accounts
(e.g., poor usability); and few obvious incentives for
creating a formal account (e.g., granular control over the
information to which formal proxies have
access).74,81,85–88

Identifying informal proxies
and understanding the
patients who share their
account information

Identifying informal proxies
(those who log-in to a
patient’s account using the
patient’s credentials) and
investigating whether certain
patient populations are more
likely to share their log-in
credentials than others. This
could be useful for targeting
interventions to increase
formal proxy account use.

• There are direct (i.e., asking study participants) and
indirect (e.g., using linguistic indicators in secure
messages) strategies for identifying informal
proxies.36,43,78,79,81,82 Indirect, natural language
processing-based strategies could be useful for
large-scale identification of “hidden proxies.”79

• Patients who are older, non-white, male, married, with
lower education levels, and indicators of worse health
have been found to be more likely to share their patient
portal log-in credentials with a care partner (i.e., have an
informal proxy). It could be efficient to target messaging
about formal proxy accounts to these patient
populations.78,79,82

Abbreviation: EHR, electronic health record.
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studies were based on manual review78,82 and one study
developed a computational mechanism that identified a
similar percentage of patients with likely proxy-authored
SMs as a manual review did (45.7% of 9,856 patients79 vs.
54.1% of 1,254 patients78).

Research suggests that informal proxy-authored SMs are
more likely for patientswho are older79; non-white79;male82;
married82; have lower education levels79; and have indicators
of worse health (e.g., more comorbidities, more advanced
disease) or conditions that affect cognition (e.g., Alzheimer’s
disease).78,79,82 Similarly, Semere et al also found that patients
with a high proportion of predicted proxy-authored SMswere
more likely to be older, non-white, and have indicators of
communication barriers (e.g., lower health literacy) andworse
health (e.g., more comorbidities).79

Digital Health Disparities
Twenty-five included articles covered disparities related to
patient portal adoption and use, with two themes emerging:
(1) identifying disparities and barriers to adoption and use
and (2) addressing disparities (summarized in ►Table 5).

Identifying Disparities and Barriers to Adoption and Use
Research demonstrates consistent disparities in portal adop-
tion and use through studies of the general population (i.e.,
Health Information National Trends Survey [HINTS]),89–91

within specific HCOs,56,58,69,71–73 and among specific sub-
populations (e.g., palliative care patients).77,92,93 These stud-
ies have found that disparities remain in who is offered
portals, who accesses them, and who uses certain features,
particularly Open Notes and video visits. The recently pub-
lished literature shows that portal engagement is less likely
among patients who are older35,56,73,77 or younger in the
context of telehealth during the COVID-19 pandemic,56,58

men35,56,72,90 or women in the case of serious illness,77

nonmarried,35 and non-White,33,35,73,77,89,92,93 as well
as those with limited English-language proficien-
cy,33,58,71,72,90,92,93 indicators of lower socioeconomic sta-
tus,33,35,72,73,90,92,93 better health,35,58,77,93 lower
technological engagement,55,58,71–73 and less access to
health care (e.g., without a regular doctor).73,90 Two analyses
of HINTS datasets found conflicting results from existing
HCO-based studies: among those who access portals, there
do not appear to be disparities in feature use. This difference
in findings may reflect methodological differences between
studies (e.g., self-report vs. audit logs, the specific features
investigated).89,90

Research has also identified barriers among underserved
populations and especially surrounding certain, often stig-
matized, health conditions, including perceived lack of need
to access EHI,91 privacy concerns,91,94,95 usability issues (e.g.,
too many links overwhelming patients),94 and perceived
negative effect on patient–care team communication (e.g.,
extra step to contact care team).84

Addressing Disparities
Numerous telehealth studies suggest the importance of
offering multimodal opportunities for remote patient en-
gagement, including telephone calls and text messages, to
mitigate the risk of disparities.58–62 For example, Davis et al
reported on their telephone outreach efforts to augment
their patient portal process for remote symptommonitoring
among cancer patients, finding that they were able to
increase the number of completed screens, identify addi-
tional needs, and capture a higher percentage of black and
older adult (61–80 years) patients through telephone
outreach.59

Outside of the telehealth context, few studies published
within our timeframe evaluated strategies for addressing
disparities in portal engagement, with two exceptions.89,96

Table 5 Digital health disparity topic thematic analysis results summary table

Theme Description Key points

Identifying disparities and
barriers among specific
populations or people with
specific conditions

Recent studies have
continued to monitor for
disparities in patient portal
adoption and use.

• Current data suggest that portal adoption and use is still
less likely among several groups, includingmen and black
and Hispanic patients, as well as those with limited
English-language proficiency, lower levels of education,
and less access to health care.56,58,69,71–73,89–91 Similar
disparities are seen in special care contexts such as
palliative care.77,92,93

• There is some evidence that, among those who access,
there may be few differences in feature use,89,90 but this
may depend on the study methodologies, features
evaluated portals, and care contexts.

• There is also some evidence that perceived need, privacy
and security concerns, usability issues, and perceived
negative effect on patient–care team communication are
driving some of the disparities in portal
engagement.84,91,94,95

Addressing disparities Developing, deploying, and
evaluating strategies for
addressing disparities in
portal adoption and use.

• Clinicians play an important role in encouraging or
discouraging portal engagement.89

• Addressing the digital divide96 and offering multimodal
mechanisms58–62 to engage in one’s care can mitigate
the risk of digital health disparities.
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Through their analysis of a nationally representative survey,
Richwine et al found evidence that clinicians play an impor-
tant role in black and Hispanic patient engagement with
portals.89 Griffin et al found an association between provid-
ing tablets to veteranswith access barriers and an increase in
portal adoption and use, although the biggest increase was
among thosewhowere already active users of the portal and
lowest among nonusers, suggesting that other interventions
are still needed to improve the initial engagement with
portals.96 Other studies provide recommendations based
on their results such as: EHR vendors should (1) remove
technological barriers to enrollment (e.g., email address
requirements)97 and (2) include safety net patients in their
user experience testing to identify issues earlier in the design
process,97 and (3) HCOs should improve their portal market-
ing (e.g., clearly articulate the portals’ everyday utility,
targeted messaging).97,98

Discussion

The findings of this state-of-the-art review point to ongoing
and emerging sociotechnical challenges with portals, espe-
cially the rapid evolution of portal policies, processes, and
features in response to the external environment and signif-
icant implementation efforts by many HCOs. These efforts
seem to have effectively increased patient engagement with
portals during the pandemic, providing patients access to
video visits and key resources (e.g., remote screening and
monitoring programs). However, the literature also shows
that portals do not seem to be the most effective way to
interact with all patient populations and that flexible, mul-
timodal delivery of care is crucial to avoid creating barriers to
health care access. While there have been noteworthy efforts
to make patient portals more user-friendly and empowering

for patients, the extent towhich these efforts extend beyond
single HCOs (and especially academic institutions) is largely
unclear. Ultimately, it is critical to learn from and build upon
the experiences of innovative HCOs.

Toward this end, we drew on our findings on HCO expe-
riences and successes, as well as other relevant literature, to
develop several recommendations for HCOs, EHR vendors,
and researchers to continue improving the design and im-
plementation of patient portals. Box 1 contains the full list of
recommendations by the stakeholder group. We discuss a
selection of these recommendations, specifically the need for
multistakeholder commitment to addressing disparities in
portal adoption and use and to supporting patient and
caregivers when they view EHI, as well as more research to
understand how newer mechanisms for accessing and
leveraging EHI will affect patient portal adoption and use.

HCOs, EHR vendors, and researchers all have a role to play
in the continued work to (1) address disparities in portal
adoption and use and (2) better support all patients and
caregivers as they view EHI with little support from clini-
cians. First, patient portals are integral to many HCOs’
infrastructure and can be leveraged in many ways both
during a crisis and in everyday contexts. For example, while
outside of the scope of this review, we identified several
studies that have leveraged portals as critical infrastructure
for purposes outside of direct patient care, often research
(e.g., delivering surveys).99–106 Investing in the continued
improvement of portals has the potential for benefits to
patient care and beyond. However, it also means that
addressing the well-established disparities in uptake and
use56,58,69,71–73,107–111 is critical for equitable access to these
benefits. HCOs should develop, evaluate, and disseminate the
results of innovative portal efforts to equitably engage
patients; suggestions from the literature include screening

Box 1 Recommendations for health care organizations, electronic health record vendors, and researchers to continue improving
the design and implementation of patient portals based on the findings from this state-of-the-art review

Health care organizations

• Continue to invest in the infrastructure necessary to virtual services, including offering flexible, multimodal options that
can meet the preferences and needs of diverse patient populations.

• Better support patients, especially through transitions in access to EHI and engagement in their health care.
• Understand and address clinician concerns and resistance to changing visit note documentation practices to better

communicate with patients.
• Develop, evaluate, and disseminate the results of innovative portal efforts to equitably engage patients.

Electronic health record vendors
• Make it easier to create a proxy account and offer patients more control over what formal proxies can access.
• Engage diverse patients in the design and testing of portals and features.

Researchers

Future research directions include the need for more evidence to understand

• How to better support patients as they view their EHI, especially test results, outside of interactions with health care
professionals (e.g., understanding the potential role of artificial intelligence tools such as chatbots).

• Direct consequences of immediate access to EHI, and especially test results, for patients across health care contexts
(e.g., safety net).

• How newer mechanisms for viewing and leveraging one’s clinical data will affect patient portal engagement.
• How to address persistent disparities in the uptake, use, and effectiveness of portals.
• How proxy accounts could be improved to better support caregiver needs and how to increase proxy account creation.
• How to build on the progress in portal engagement made during COVID-19 for sustainability outside of the public health

crisis.

Abbreviation: EHI, electronic health information.
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for eHealth literacy,80,112 ensuring that portal accounts are
automatically created for all patients upon registration,113

leveraging care settings with high proportions of vulnerable
patients and significant wait down-times (e.g., emergency
department),114 using innovative methods to improve the
understandability of EHI in portals,115 providing targeted
training and support,80,112 and promoting formal proxy
users.80,116 Additionally, and as Casillas et al97 and others49

have recommended, EHR vendors should include diverse
patient populations (e.g., non-English speaking patients) in
the early phases of portal design, re-design, and feature
development to ensure that they meet the needs of these
users. Researchers should focus on how to sustainably ad-
dress structural barriers to portal engagement. With the
exception of initiatives that provide tablets to
patients,96,117,118 existing solutions have largely focused
on patient education or have bypassed portals altogether,
instead using other modes of communication such as tele-
phone. While telephone communication may be acceptable
in some cases, video visits have advantages such as allowing
for some visual assessments.119 There continues to be a need
to identify organizational and societal strategies that enable
equitable access to patient portals.

Second, as others have noted,120 overall, clinicians should
feel reassuredaboutearlyevidenceon increasedpatient access
to EHI; however, that does not mean that patients do not need
more support and preparation. The few existing efforts to
prepare patients for increased access to their EHI have tended
to focusonpatienteducation.While this is an important tool, it
is not the only one that could be employed. More socio-
technical solutions that leverage the existing technological
infrastructureand limit additional burdenon clinicians should
be developed and evaluated.121,122 For example, portal-inte-
grated artificial intelligence tools such as chatbots and GPT
(Generative Pretrained Transformer) could be explored for
addressing commonpatient questions or providing lay-person
summaries. Given the high proportion of patient portal users
accessing their test results108,110,123–143 and the existing
research showing that many patients have questions about
their results and sometimes seek information outside of the
formal health care system (e.g., online health communi-
ties),121,144–147 researchers should especially focus on devel-
oping effective tools for helping patients understand their test
results at thepointof viewing.HCOs should focus onpreparing
patients prior to key transitions in access to EHI. The two
transitions highlighted in our reviewwere increased access to
EHI among all patients and autonomous viewing of medical
records during adolescence. Finally, similar to the findings
from another recent review,148 EHR vendors should develop
mechanisms to prevent inappropriate account creation and
access (i.e., caregivers of adolescents),149 make it easier to
create a formal proxy account, and offer patientsmore control
over what formal proxies can access, as the existing research
suggests that caregivers support patients in decoding their EHI
(among many other tasks).

Another key future research direction is understanding
how newer mechanisms for viewing and leveraging one’s
clinical data will affect patient portal engagement. Specifi-

cally, another key aspect of the Cures Act was the provision
that certified EHRs must provide standards-based applica-
tion programming interface (API) access to EHI. This creates
the potential for patients to access and leverage their data
using new mechanisms such as non-HCO affiliated mobile
applications (apps). This could affect portal engagement in
the future if the more modular approach offered by an
interconnected mobile health app ecosystem provides sig-
nificant relative advantage for patients. However, given that
this is currently a one-way transfer of information (EHI
pushed to apps), the slow uptake of existing apps,150 and
relatively limited number of apps with the capability to
download data via a standards-based API in the open app
marketplace,151 it is far from certain whether this will be a
viable alternative to patient portals.

Limitations
This state-of-the-art review has several limitations. First,
while we used a systematic approach for this review, it was
not intended to be a systematic review and, thus, we cannot
claim comprehensive coverage of the literature. Second, given
the plethora of existing reviews, we chose to maximize our
efforts and focused on a narrow timeframe and set of topics. It
is important to note that many of the unaddressed problems
highlighted in previous literature reviews are likely to still be
problems despite being out of the scope of this review. For
instance, many prior studies have cited usability issues with
portals,124,152–163 but it was not amajor finding in our review.
This does notmean that problemssuch as inconsistencyacross
platforms are not still issues, especially considering that a
recent survey of U.S. adults found that 44% of those with a
portal accountweremanaging twoormore accounts.164Third,
althoughmultiple researchers performed the initial screening,
collaboratively refinedthe inclusionandexclusioncriteria, and
built consensus around decisions, a single researcher was
primarily responsible for the full-text screening (based on
the first-round discussions), data extraction from included
papers, and thematic analysis. However, it should be noted
that most papers were excluded in the first stage of screening
(88%, 88/100). Fourth, we chose to include articles where the
research was conducted far in advance of the 2020 to 2022
publication date criterion (sometimes several years), which
was particularly common in the 21st Century Cures Act
research, because we felt that the results were still relevant
to the topic. Finally, the authors acknowledge that there are
othermodelsofpatient-accessibleEHI, suchasnationalportals
which are commonoutside of theUnitedStates, that havebeen
widely studied, and may include some results that are also
relevant to portals, but given that there may be somewhat
different levels of access to data (i.e., summary record vs. raw
EHI), drawbacks, and benefits, these technologies are outside
of the scope of this review.

Conclusion

While the COVID-19 pandemic and the Cures Act have
catalyzed progress in providing more of what patients
want in portals (e.g., video visits, faster access to test results),
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and consequently increased uptake and use inmanyplaces, it
remains to be seen whether this progress is sustainable
postpandemic. The recent trends toward understanding
the implications of increased access to EHI and how to
best support patients as medical records become more
transparent without corresponding increased support from
health care professionals, closing gaps in portal adoption and
use among different sub-populations, and finding innovative
ways to leverage portals to improve health and health care
are important steps in the maturation of patient portals and
are areas that will likely continue to be explored. It is crucial
that HCOs share their innovative portal efforts, so that
successful measures can be tested in other contexts, and
progress can continue.

Clinical Relevance Statement

Patient portals are a critical part of the health care infra-
structure. While several literature reviews focusing on pa-
tient portals have been previously published, recent external
factors (i.e., the Cures Act and COVID-19 pandemic) aswell as
open questions and gaps from previous reviews call for a
targeted investigation of the recent literature. This state-of-
the-art review offers HCO examples of how to prepare for,
thoughtfully implement, and evaluate major changes in care
revolving around the patient portal infrastructure. Key find-
ings include the importance of building and maintaining a
strong sociotechnical infrastructure for virtual care (includ-
ing the people, policies, workflows, and technologies) that
can be adapted based on changing HCO needs and providing
multimodal opportunities for patients to access care remote-
ly. Based on these results, we offer several recommendations
to HCOs such as better supporting patients through changes
in clinical information management (e.g., from parent-man-
aged information to adolescent-managed) and work to un-
derstand and address clinician resistance to visit note
documentation changes to improve the utility of these
data for patients.

Multiple-Choice Questions

1. What strategies havehealth care organizations deployed to
prepare for major externally driven changes to care such as
increased patient access to their EHI and telehealth?
a. Having a test period prior to full implementation.
b. Offering regular trainings and educational materials.
c. Developing guidelines, standard scripts, and best

practices.
d. Leveraging technological resources to support humans

where possible (e.g., automating processes).
e. All the above.

Correct Answer: The correct answer is option e. Murugan
et al reported their experience with having a test period
prior to the 21st Century Cures Act going into effect
(referred to as “learning mode”) to offer clinicians the
opportunity to prepare for this change and get feedback
on their visit note practices. Several papers credited the

remaining answer options (b–d) for the successful launch-
ing or scaling up of virtual care at the beginning of the
COVID-19 pandemic. With that said, most of the evidence
for these practices is anecdotal and lacks an implementa-
tion science approach to evaluating their effectiveness.

2. Which of the following is a key barrier that could affect
formal proxy account registration?
a. Adult patients are not interested in having care partners.
b. Lack of granular patient control over what proxies can

access.
c. It is impossible to identify informal proxy use.

Correct Answer: The best answer is option b. The litera-
ture has proposed this as a barrier, and it is possible that,
without some obvious benefit such as enabling more
control over the data and services for which proxies
have access, patients do not see a reason to formally grant
a care partner access. However, more research is needed
to test the effectiveness of this feature. Adult patients are
indeed interested in having care partners and the litera-
ture suggests that many are willing to grant care partners
at least some access to their data. Finally, although it is
challenging to identify informal proxy use of portals,
there are promising mechanisms such as algorithms for
identifying messages with linguistic indicators such as
referencing themselves in the third person. More impor-
tantly, though, this has not been identified as a key barrier
to formal proxy account registration in the literature.
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