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Abstract

With expanding data availability and computing power, health research is increasing relying on 

big data from a variety of sources. We describe a state-level effort to address aspects of the 

opioid epidemic through public health research, which has resulted in an expansive data resource 

combining dozens of administrative data sources in Massachusetts. The Massachusetts Public 

Health Data Warehouse is a public health innovation that serves as an example of how to address 

the complexities of balancing data privacy and access to data for public health and health services 

research. We discuss issues of data protection and data access and provide recommendations 

for ethical data governance. Keeping these issues in mind, the use of this data resource has the 

potential to allow for transformative research on critical public health issues.

Précis:

We review issues of data protection and provide recommendations for ethical data governance for 

a state administrative data warehouse created to address the opioid epidemic.

Availability of data and accompanying computing power have expanded health research in 

all areas – basic science, biological basis of disease, precision medicine, clinical care, and 

public health.1–6 In public health research, much of the data related to health care use, health 

insurance coverage, and use of social services has historically been siloed in individual 

health systems, individual state agencies, or individual insurers, and are not available for 

research purposes despite broad public support for data sharing for research.7 However, with 

expanded interest in use of these data and nationwide efforts to improve interoperability 

for both ongoing clinical care and data availability for research,8,9 there are an increasing 

number of private, local, state, and federal data providers who are interested in the use of 
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data for research purposes including for those with substance use disorder (SUD).10 We 

describe a state-level effort to address aspects of the opioid epidemic through public health 

research, which has resulted in an expansive statewide data resource in Massachusetts.

Massachusetts Public Health Data Warehouse – A statewide data resource 

in Massachusetts

In Massachusetts, the Massachusetts Public Health Data (PHD) Warehouse is a public health 

innovation that serves as an example of how to address the complexities of balancing data 

privacy and access to data for health services research. Established by legislative mandate 

in 2015 and constructed and managed by the Massachusetts Department of Public Health 

(MDPH), the PHD Warehouse is a novel US example of using “administrative big data” 

from a variety of state government sources for policy-relevant research on health services 

utilization and health outcomes, including measures such as mortality and out of hospital 

non-fatal overdoses.11,12

Among the many strengths for advancing research,11 the PHD Warehouse is comprised 

of individually linked administrative data from more than twenty state sources on all 

Massachusetts residents aged 11 and older with public or private health insurance. The 

legislation that initiated the creation of the PHD Warehouse prioritized the analysis of fatal 

and non-fatal opioid overdoses.13,14 Thus, events recorded in the PHD Warehouse include 

treatment for opioid and other substance use disorders and overdose events, along with 

information from the prescription drug monitoring program and cash purchases of opioid 

prescriptions. However, other individual-level demographics and events are included as well, 

such as diagnosis and treatment for physical and mental health conditions, public welfare 

benefit receipt, and mortality. At a contextual level, the PHD Warehouse also includes data 

from the U.S. Census, the MDPH Naloxone Distribution Program, Drug Seizure data, and 

neighborhood level measures of privilege and deprivation.

Over the past five years, PHD Warehouse data have been used extensively to generate a 

significant and growing body of policy-relevant public health and health services research 

related to opioid use disorder. For example, studies using PHD Warehouse data have 

documented: (1) prevalence of opioid use disorder and variation in prevalence rates by 

specific factors including changes over time, population characteristics, and geographic 

location15,16; (2) potentially inappropriate opioid prescribing practices by individual 

characteristics17–19; (3) information about treatment with medications for opioid use 

disorder (MOUD)20,21; and (4) prevalence of fatal and non-fatal overdoses by vulnerable 

populations, including known (e.g., Veterans, pregnant people, and adolescents)16,22,23 and 

newly-identified (e.g., construction workers).24 These and other findings have been used to 

design health surveillance efforts, allocate resources, conduct community outreach, and plan 

interventions.25–27

Currently, the PHD Warehouse is earmarked for research on new and emergent public health 

issues for priority populations with opioid use disorder, including maternal health equity 

research and research on the health impacts of COVID-19.26 As a notable example, these 

data are critical to evaluating the implementation, outcomes, and costs of providing access 
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to medications to treat opioid use disorder in jail settings,28 a major policy change that is 

currently underway in Massachusetts.

Leveraging administrative big data for research purposes – data protection 

and data access

This volume of research activity has been made possible by the policies and procedures 

that MDPH established to create the PHD Warehouse and manage it for research purposes. 

Immediately following passage of the legislative mandate, MDPH worked to form the 

necessary legal, contractual, and data use agreements with multiple data contributors to be 

able to receive data. Critically for data privacy and security, the legislative act mandating the 

creation of the PHD Warehouse noted “Such information or data shall not be considered 

a public record, shall be exempt from disclosure under section 10 of chapter 66 and 

shall not be subject to subpoena or discovery or admissible as evidence in any action of 

any kind in any court or before any other tribunal, board, agency or person.”13 MDPH 

also developed with its partners a plan for the computing environment and for the data 

architecture.29 MDPH planned for the PHD Warehouse “backbone” to be built on the 

Massachusetts all‐payer claims database (APCD), to which state datasets were to be 

linked.29 Massachusetts has near universal health insurance coverage, which means that 

the APCD – at the time of creation of the initial PHD Warehouse – was a near-complete 

census of the state’s population. The decision to use APCD as the “backbone” allowed 

for a uniquely comprehensive view of the opioid crisis. MDPH created processes to link 

individual-level data through deterministic match protocols that required exact identifier 

matches, followed by validity checks and then deidentification of the data for analysis while 

avoiding redisclosure.

Innovative solutions were used to protect data privacy, even beyond the standards set by 

federal and state law, and to create mechanisms for data sharing with researchers. Plans 

included a secure analytic environment through which only de-identified data would be 

made available to qualified researchers for analysis. As additional technical safeguards, the 

individual level data are stored in separate datasets and linked only temporarily for analysis, 

with resultant datasets automatically destroyed at the completion of an analytic session; 

small cell sizes are automatically suppressed.26,29 A year after the legislative mandate went 

into effect, MDPH had executed the needed data use agreements and received and linked 

data provided by various state agencies.29,30

Also critical to the successes of the PHD Warehouse have been the mechanisms that MDPH 

has used to solicit research proposals and review and approve them for implementation 

(see https://www.mass.gov/public-health-data-warehouse-phd). MDPH hosts community-

engaged forums to generate topics and set priorities for the analyses to be conducted. MDPH 

also established a data governance structure and shared several resources to facilitate the 

processes for submitting data proposals and conducting data analysis. These included, for 

example, a PHD User Manual, a webinar, a list of questions and answers regarding approval 

processes and protocols for PHD data projects, and a forum for data users to share statistical 

code and solutions to data challenges. These protocols and resources have created the ability 
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to access, integrate, and cooperatively use these data in a coordinated way. However, as 

noted below, expansion of topics that could be studied could substantially improve the utility 

of the PHD Warehouse.

Recommendations for ethical data governance

While a valuable research resource, the PHD Warehouse also presents ethical concerns 

which, if unaddressed, may undermine its benefits.12 We have documented how concerns 

regarding administrative big data on opioid use are rooted in potential privacy infringements 

due to linkage of previously distinct data systems, increased profiling and surveillance 

capabilities, the limitless lifespan of data, and the lack of explicit informed consent.12 Also 

problematic is the inability of affected groups to control how big data are used, the potential 

of big data to increase stigmatization and discrimination of those affected despite data 

anonymization and uses that ignore or perpetuate biases.12

Given these concerns, we examined the perspectives of big data stakeholders (which we 

defined as patient advocates, researchers, and data gatekeepers) with knowledge of the 

PHD Warehouse to identify critical aspects of ethical big data governance.12 Based on 

this work, ethical big data governance should offer ways to narrow the big data divide. 

This might include, for example, prioritizing research addressing health equity among racial/

ethnic groups and/or geographic areas, setting off-limits topics/methods, and recognizing 

blind spots in the data. Regarding blind spots, one important limitation of these data is 

that they generally omit detailed information on criminal-legal-carceral experiences, thereby 

precluding full assessment of the relationship between these experiences and opioid use 

disorder treatment and outcomes.31 Such omissions contribute to significant “blind spots” in 

our understanding of how to address the opioid overdose epidemic.

Additionally, as data quality changes among different data contributors, attention should 

be paid to how this changes the population and conclusions drawn. For example, with the 

Supreme Court ruling in Gobielle v Liberty Mutual,32 self-insured employers were not 

required to report data to the MA APCD as of 2016. This has resulted in changes to the 

composition of the included population over time; if these changes are not accounted for 

in the analysis and description of results, specific populations could be disproportionately 

impacted by this omission. Additionally, deidentification of the data to protect privacy to a 

higher level than state and federal standards may result in some loss of detail needed for 

specific types of research questions.

As another recommendation for ethical data governance, ways to enact shared data 

governance are needed, for example via community advisory boards. This shared data 

governance is important for the cultivation of public trust, which is needed to earn social 

license for big data uses. This includes, for example, instituting technical safeguards and 

other data stewardship responsibilities, engagement of the public, and communication of the 

greater good. In the case of the PHD Warehouse, expansion of research topics beyond those 

with opioid use disorder could result in a substantially better understanding of public health 

priority areas. Although the legislation mandating its creation gave some discretion to the 

use of the constructed data set for “additional priorities for the reduction of morbidity and 
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mortality,”13 additional topics have not been available for research. Shared data governance 

could allow for broader use of such a dataset with appropriate checks and balances to 

achieve the primary goals while expanding research use appropriately over time.

A final recommendation is to refocus ethical approaches. This means an examination of 

protection from presumed harms, consent, and individual control of data uses, as is typically 

done as a part of usual regulatory review, and also a consideration of respect for patients 

and society, issues of equity and justice, and methods to cultivate patient and public trust in 

public institutions. Finally, it also means giving primacy to community engagement, which 

extends concerns beyond individual-level health to also consider population health and the 

public’s interests.

Other settings can learn from Massachusetts

The PHD Warehouse is similar to the comprehensive nationwide population-based registries 

that have been used to conduct public health research for decades in other countries.33,34 

New insights can be generated by connecting multiple data sources, thereby offering 

invaluable data and tools for identifying what is working and for whom.35,36 MDPH’s has 

effectively communicated findings generated from this resource to researchers, clinicians, 

the legislature, and the general public. Lessons from Massachusetts can be used by other 

settings, including states, regions, and nations to build similar administrative big data 

warehouses on population health and use them to advance research for the public good. One 

key takeaway is that having a dataset such as a true all-payer claims dataset or equivalent 

that includes health care interactions for the full population of interest is a useful starting 

point. Other administrative datasets that provide a census (e.g., tax records) that could be 

linked with other individual level data providing key indicators could be an alternate strategy 

in the absence of such health encounter data.

Conclusion

Focusing on the PHD Warehouse from Massachusetts, we note that although major 

initiatives such as this require intense focus on technical security for data safeguards and 

the ethical production and use of data, they may result in expansive new knowledge at the 

intersection of health and social welfare that could not be gained otherwise. This knowledge 

has the potential to transform public health initiatives and expand the capacity of public 

health and health systems to identify high impact targets for change.
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Highlights:

1. Increasing data and computational availability means that clinical, public 

health, and health services research is increasingly relying on big data, 

including for questions related to care for populations with substance use 

disorder (SUD).

2. We describe a state-level effort to address aspects of the opioid epidemic 

through public health research through the construction of the Massachusetts 

Public Health Data Warehouse, discuss issues of data protection and data 

access, and provide recommendations for ethical data governance.

3. Major initiatives such as this require intense focus on technical security for 

data safeguards and the ethical production and use of data and may result in 

new knowledge at the intersection of health and social welfare that could not 

be gained otherwise.
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