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Abstract Objective Despite the benefits of the tailored drug–drug interaction (DDI) alerts and
the broad dissemination strategy, the uptake of our tailored DDI alert algorithms that
are enhanced with patient-specific and context-specific factors has been limited. The
goal of the study was to examine barriers and health care system dynamics related to
implementing tailored DDI alerts and identify the factors that would drive optimization
and improvement of DDI alerts.
Methods We employed a qualitative research approach, conducting interviews with a
participant interview guide framed based on Proctor’s taxonomy of implementation
outcomes and informed by the Theoretical Domains Framework. Participants included
pharmacists with informatics roles within hospitals, chief medical informatics officers,
and associate medical informatics directors/officers. Our data analysis was informed by
the technique used in grounded theory analysis, and the reporting of open coding
results was based on a modified version of the Safety-Related Electronic Health Record
Research Reporting Framework.
Results Our analysis generated 15 barriers, and we mapped the interconnections of
these barriers, which clustered around three entities (i.e., users, organizations, and
technical stakeholders). Our findings revealed that misaligned interests regarding DDI
alert performance and misaligned expectations regarding DDI alert optimizations
among these entities within health care organizations could result in system inertia in
implementing tailored DDI alerts.
Conclusion Health care organizations primarily determine the implementation and
optimization of DDI alerts, and it is essential to identify and demonstrate value metrics
that health care organizations prioritize to enable tailored DDI alert implementation.
This could be achieved via a multifaceted approach, such as partnering with health care
organizations that have the capacity to adopt tailored DDI alerts and identifying
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Background and Significance

Drug–drug interactions (DDIs) are highly prevalent in the
United States1,2 and are associated with 5 to 14% of adverse
events among inpatients,3,4 most of which are preventable.
Patients are exposed to potential DDIs throughout their
health care journey, from outpatient encounters to the
time of hospital admission, during hospitalization, and at
discharge.1,5 To mitigate risks, the Committee on the Quality
of Health Care in America advocates using Health Informa-
tion Technology (e.g., clinical decision support [CDS]) to
identify possible errors, such as potential adverse drug
interactions.6 The Centers for Medicare and Medicaid Ser-
vices also included DDI screening as part of the “meaningful
use” criteria of electronic health records (EHRs) in light of the
Health Information Technology for Economic and Clinical
Health Act.7 Recent systematic reviews8,9 show that DDI
alerts can reduce medication errors and potential adverse
drug interactions.10 However, despite the benefits, the over-
all performance and implementation of DDI alerts are less
than satisfactory.4

Alert fatigue has become a widely recognized symptom
associatedwith the use of DDI decision support.11,12 It can be
attributed to two core problems of DDI alerts: low alert
importance (i.e., clinical relevance) and high alert burden.13

First, DDI alerts have low clinical relevance because DDI
alerts are generated with poorly tiered DDI knowledge bases
that have inconsistent or inappropriate classifications of
interaction severity.12,14 For example, different knowledge
base vendors use different approaches to classify the inter-
action severity15 and studies show high variation in DDI
alerts across institutions and EHRs.2,14 Second, DDI alerts did
not account for other factors such as patient-specific data and
user knowledge and specialty.13 The high alert burden (e.g.,
low signal-to-noise ratio and override rates as high as 96%
16–21) is due to (1) poor usability that results in low prescrib-
ing efficiency and alert effectiveness22; and (2) limited
consideration of the alert frequency, clinical workflow
(e.g., DDI alerts are commonly interruptive23), and clinical
context.13

To increase clinical relevance and reduce the volume of
alerts, several studies have recommended improving DDI
alert specificity through the inclusion of patient-specific and
context-specific characteristics into DDI alerts.4,24–27 With
this goal, our research group (i.e., the Meaningful Drug
Interaction Alerts team) consisting of pharmacists, clini-
cians, drug interaction experts, and medical informaticians
used a systematic process2 to develop and maintain a set of
contextualized, evidence-based, patient-specific, and inter-
operable DDI alerts.28 For example, we developed a tailored

DDI alert for colchicine and inhibitors of both cytochrome
P450 3A4 and P-glycoprotein that not only triggers when a
patient is at risk for an adverse event from the relevant drug
combinations but also uses data about the patient’s kidney
function in the EHRs to better communicate the risk of
patient harm.29 The tailored DDI alert algorithms are pre-
sented in logic flow diagrams and are hosted on a public-
facing website28 along with implementation guides and CDS
artifacts. They were also disseminated through a series of
educational webinars to pharmacy informaticists, informa-
tion technology analysts, pharmacists, and clinicians, and via
targeted outreach to health systems. Despite the broad
dissemination strategy and the benefits of tailored DDI
alerts, the uptake of our tailored DDI alert algorithms has
been limited. Among 200 surveyed seminar participants, we
received only two affirmative responses that their health
care organizations implemented our tailored DDI alerts.

Objective

In this study,we aimed to understand the challengeswith the
adoption of tailored DDI alerts and identify factors that
would increase the implementation of tailored DDI alerts.
We sought to answer the following research questions:

• What are the barriers to the implementation of tailored
DDI alerts?

• What are the inherent dynamics within health care orga-
nizations that limit DDI alert optimization?

Methods

In this study, we employed a qualitative research approach,
specifically conducting interviews guided by Proctor’s taxon-
omy of implementation outcomes30 and the Theoretical
Domains Framework (TDF).31 Our data analysis was informed
bygrounded theory analysis techniques32 and the reporting of
open coding results was based on a modified version of the
Safety-Related EHR Research (SAFER) reporting framework.33

All procedures in this studywere approvedby the Institutional
Review Boards at the University of Arizona and the University
of Utah.

Theoretical Approach to Study Drug–Drug
Interactions Clinical Decision Support Implementation
The Translating Research into Practice (TRIP) model34 was
initially used to guide the implementation of our tailoredDDI
alerts in clinical practice. TRIP emphasizes that adoption
occurs as users within a social system analyze and accept
innovation. Based on Roger’s diffusion of innovations,35 the

specialists who know users’ needs, liaise with organizations and vendors, and facilitate
technical stakeholders’ work. In the future, researchers can adopt the systematic
approach to study tailored DDI implementation problems from other system perspec-
tives (e.g., the vendors’ system).
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TRIP model inspired us to deliver a series of webinars as a
communication strategy to disseminate the tailored DDI
alerts. Yet, the adoption was still low, based on the survey
among our seminar participants. When we encountered
significant barriers to adoption that were not explained by
TRIP and diffusion of innovations, we shifted our focus to
sociotechnical systems theory36 and theoretical foundations
from learning health systems.37 Specifically, we examined
Proctor’s taxonomy of implementation outcomes30 and
probed the TDF31 to develop an interview guide
(►Supplementary Appendix A, available in the online ver-
sion) for mapping barriers to DDI alert implementation.

Participants
We identified the following stakeholders as critical to the
successful DDI alert implementation based on a previous
study38: chief medical informatics officers (CMIOs), pharma-
cy informaticists, other clinical informaticists involved in the
implementation and/or maintenance of DDI CDS, and infor-
mation technology analysts. Participants were recruited
through purposive snowball sampling. Each participant
was compensated with a nominal value gift card, although
two individuals declined compensation.

Data Collection
All interviews were led by a senior investigator (D.C.M.),
along with two other researchers (V.S. and S.G.), beginning
with an overview of the DDI CDS project and followed by
questions from an interview guide. Interviews were struc-
tured to allow participants to think about and describe DDI
CDS implementation aspects. Interviewswere recordedwith
permission from participants. Each interview was approxi-
mately 60minutes long. Interview recordings were tran-
scribed using rev.com and otter.ai. The transcripts were
proofread by researchers (T.Z. and V.S.) and archived with
corresponding recordings.

Data Analysis
Our analysis was initially conducted by a researcher (T.Z.)
who was not involved in the interviews or interview guide
construction. This individual led the open coding to mini-
mize potential bias from preconceived explanations and
frameworks.39 Transcripts were read several times and
meaning units were tagged with codes annotated in
Microsoft Word. Every set of initial codes generated from
individual interviews was constantly compared with previ-
ously analyzed data, discussed and validated with another
researcher (S.G.), triangulated with previous DDI alert per-
formance and implementation studies,4,14,40,41 and later
categorized into subthemes. Three researchers (T.Z., S.G.,
and V.S.) then discussed and came to a consensus on the
resulting subthemes (see ►Table 1). Furthermore, research-
ers (T.Z., S.G., and V.S.) also identified relationships and
interconnections between subthemes and examined how
these subthemes directly or collaterally impact the imple-
mentation of tailored DDI alerts. The reporting of barriers
was based on a modified version of the SAFER Reporting33

framework (see Supplementary Appendix B and Supple-

mentary Appendix C, Supplementary ►Tables S1–S8, avail-
able in the online version).

Results

A total of 14 structured interviews were conducted online
via Zoom with 17 participants (24% female and 76% male)
from 14 different U.S. health systems recruited through
purposive snowball sampling as well via contact lists from
educational webinars related to DDI CDS (see ►Fig. 1).
Interviews were conducted over a 4-month period in
2021. Of the 14 organizations, 10 of them represented large,
integrated health systems including inpatient acute and
ambulatory health care delivery. Participants’ professional
backgrounds included CMIOs (47%), pharmacy informati-
cists or informaticists (41%), and information technology
analysts (12%).

System Barriers
The barriers codebook provided a comprehensive view of
relevant DDI alert implementation issues related to 8 themes
and 15 subthemes (see ►Table 2).

Hardware and Software
All participants in this study were from health systems that
were using either Epic or Cerner EHR systems. Several issues
were raised in the context of these systems including the

Table 1 Theme and subthemes of DDI CDS implementation
barriers

Themes Subthemes

Hardware and
software

Maintenance issues

Technical adoption issues

Security issues

Proprietary issues

Clinical content Pitfalls of algorithmizing DDI

Human–computer
interaction

Usability issues

Suboptimal CDS user
experience

Workflow and
communication

Insufficient training
and education

People Insufficient social capital
and capacity

Varied DDI alerts exposure
among users

Internal
organizational
features

Organizational inertia

Monetary inertia

Lengthy governance process

External features,
rules, and regulations

Legal barriers

Measurement
and monitoring

Lack of actionable metrics

Abbreviations: CDS, clinical decision support; DDI, drug–drug
interaction.
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proprietary nature of EHR software, technical adoption,
maintenance, and security.

1. Proprietary issues: due to the proprietary interests of
these information systems, there is limited ability to
customize current DDI alerts or incorporate new/different
DDI alerts. For example, one participant stated that
“implementing tailored DDI alert algorithms in Epic is
technically feasible but [it] can’t be done in a clean and
easy way.”While Epic and Cerner provide open platforms
(e.g., in the medication alert realm, First Databank (FDB)
has offered organizations the ability to develop best
practice advisories (BPAs) via FDB AlertSpace, made avail-
able via the Epic AppOrchard), third-party CDS is typically
difficult to implement (e.g., “interoperability is always a
challenge,” “FDB can’t accommodate some custom interac-
tion warnings and we are reliant on FDB to update alert
changes”).

2. Technical adoption issues: efforts to program a new DDI
alert in their current information system and ensure it
performs as intended is challenging because there are
limited off-the-shelf or plug-and-play approaches to CDS
customization (e.g., “it requires lots of effort for setup and
accuracy check[ing], and we are not sure how to implement
a new DDI alert algorithm,” “the ease of implementation is
sort of a huge hurdle”). To implement any new CDS
algorithms, participants indicated the need for (1) an
implementation roadmap that initiates and streamlines
the implementation process (e.g., “use a process approach
to provide suggestions on implementation”); (2) a toolkit
such as “a scoring system with rules that someone could
turbocharge into their system to fire BPAs…” to “make DDI
alert algorithms turnkey in terms of initial implementation
and maintenance”; or (3) a prebuilt Application Program-
ming Interface (API) that follows standards such as Health
Level Seven Fast Health care Interoperability Resources
(HL7 FHIR) and “packages DDI algorithms for direct and

seamless consumption into the EHR systems” while mini-
mizing the role of vendors in the process.

3. Maintenance issues: the implementation of customized
DDI CDS often comes with additional requirements for
maintenance and management (e.g., “The maintenance
part can be very difficult… especially with BPAs because
of the maintenance of…value sets”). To meet the manage-
ment and maintenance requirements, outsourcing main-
tenance to an external third party could be a favorable
option yet it incurs more cost. For example, one partici-
pant stated that “If it is something that requires quite a bit
of management and upkeep…[like] pulling new literature
and evaluating, we’ll have somebody do this for us.”

4. Security issues: concerns about patient privacy and infor-
mation security are a barrier (e.g., “It is hard to securely
process and share data. It’s way easier for us to pull things in
than it is for us to send things out for security reasons”)
because of additional safeguards that may need to be
implemented and the need to have a technical review
board involved in overseeing customization. For example,
a participant shared that “to connect with an external
system, like a web service or something externally where
we’re sending data, it does have to go through our architec-
tural review board where they assess security, privacy,
[and] all those other kinds of things.”

Clinical Content
Pitfalls of algorithmizing DDIs: based on our interviews, we
found that the difficulty of developing rules-based DDI CDS
can be due to (1) the multitude of drugs and DDIs (e.g., “it’s
impossible for us to get down into the weeds”); (2) the
difficulty to find universally agreeable thresholds to catego-
rize DDI severity levels (e.g., “it is hard to find a happy alert
threshold…[with] agreement from clinical review and local
clinical experts…with DDI CDS”); (3) the delineation between
clinical consequences of DDIs is not well-defined (e.g., “there

Fig. 1 Overview of participating health systems in the study.
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is rare delineation between drug interactions,” “not enough
level of evidence…[for] what can be turned on and off”).
Furthermore, translating clinical guidelines into algorithms
is challenging (e.g., “the problem that’s always been around
when implementing CDS - how do you translate…clinical
guidelines into actual code”) and requires multifaceted ex-
pertise (e.g., experts that know DDI CDS development and
implementation and also possess the knowledge of DDIs)
that was rare among the health systems who participated.

Human–Computer Interface
Suboptimal CDS user experience: multiple participants indi-
cated that “DDI alerts are the top complaint about CDS.” They
described DDI alerts as cumbersome, boring, interruptive,
useless, and annoying. Despite suboptimal presentation, DDI
alerts were still perceived as useful (e.g., “DDI CDS may be
helpful, but alerting may not be helpful”). Participants also
reported high override rates associated with DDI alerts that
were difficult to reduce (e.g., “We’ve done a lot of work to

reduce the alert volume but have not seen much of a difference
in our override”).

Usability issues: usability issues associated with the current
DDI alerts are manifested in how they alert as well as the
alert content they present. Some common complaints
reported by participants were the end-users’ perception of
difficulty to customize (e.g., modifying the off-the-shelf drug
warnings), low transparency (e.g., absence of explanation of
why the alert is triggered and what the risk factors are), and
lack of actionable instruction (e.g., no alternative options
provided). These problems could be attributed to low user
involvement in the development process, leading to an
interaction experience that is not user centered (e.g., “DDI
alerts makers don’t understand users’ needs and [alerts] are
not usefully designed [to fit] into clinicians’ decision-making
process”). Some characteristics of ideal DDI alerts identified
by the participants are (1) providing explanations of why
alerts are fired as well as a comprehensive ensemble of

Table 2 Excerpt from barriers codebook

Themes Subthemes Barriers

Hardware
and software

Maintenance issues Hard to maintain; lots of maintenance

Technical
adoption issues

Requires lots of effort for setup and accuracy check; not sure how to
implement a new DDI algorithm

Security issues Challenging to securely process and share data

Proprietary issues Challenging to import algorithms into the current system; interoperability
issue; high dependency on the current system

Clinical content Pitfalls of
algorithmizing DDI

The rare delineation between drug interactions; challenging to categorize
levels; not enough level of evidence; challenging to find a threshold

Human–computer
interaction

Usability issues Perception of the inability to modify the off-the-shelf drug warnings; high
override rate; need more reasons in the dropdowns; DDI alerts don’t provide
alternative options; overuse of interruptive alerts; people lack tools to change
DDI alerts

Suboptimal CDS
user experience

DDI alert is cumbersome, annoying, interruptive, and useless; DDI alert
fatigue

Workflow and
communication

Insufficient training
and education

No training; training program is antiquated and not extensive; lots of
self-training

People Insufficient social
capital and capacity

People like pharmacy coordinators and local champions who can drive DDI
alerts implementation are occupied; challenging to find people with all
clinical, operational, and technical knowledge

Varied DDI alerts
exposure among
users

Immediate and severe alerts are fired to attendings and residents, while other
alerts are fired to pharmacists; residents experience a lot more than attend-
ings and see them much more annoying; DDI alerts overwhelm attendings

Internal
organizational
features

Organizational inertia Low priority; limited resource; difficult to get through backlogs; pushback
from risk management; safety events don’t usually drive the implementation
of DDI algorithm

Monetary inertia Cost prohibitive; difficult to justify cost benefit

Lengthy
governance process

The approval process is challenging and time-consuming

External features,
rules, and regulations

Legal barriers Rarely encountered legal barriers that need a legal team to review; the legal
barrier is minimal; more conservative with implementation at top litigations
areas

Measurement
and monitoring

Lack of actionable
metrics

Lack of value quality measure; lack of a systematic process of analyzing alerts
and retooling them

Abbreviations: CDS, clinical decision support; DDI, drug–drug interaction.
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clinically relevant information (e.g., “Make it as transparent
as possible and pull in additional information, so they don’t
have to go searching through the chart”) ; (2) suggesting
direct, functional, actionable alternatives (e.g., “make the
alerts as actionable as possible and ensure the next steps are
clear,” “make sure you’re not just tellingme what not to do, but
make sure you’re also telling me what a better option would
be”); (3) supporting feedback mechanisms for users’ input
(e.g., “have a feedback button” or “have feedback tools that look
for cranky comments”); (4) being well-integrated into the
workflow so that they are less interruptive in general, yet
purposefully interruptive when required (e.g., “[An] alert is
not always necessary, but if you are going to interrupt them in
their workflow, then try to explain why it’s so important that
you interrupted them and what the risk factors are”).

Workflow and Communication
Insufficient training and education: participants indicated
that there was limited to no training and education about
medication alerts to facilitate the adoption of DDI alerts (e.g.,
“I doubt our training contains anything extensive”). When
training programs were available, participants described
them as often antiquated and limited (e.g., “training program
based off of screenshots, modules and quizzes for walking you
through workflows is antiquated,” “[for] general medication
alerts [we have] almost no education…maybe for the phar-
macy department on a small scale”). A participant stated that
“[DDI alert users] have to provide a lot of self-training” as a
workaround solution.

People
Varied exposure to DDI alerts among users: DDI alerts appear
to various end-users, ranging from trainees (e.g., new resi-
dents and fellows) to expert clinicians and pharmacists,
whose extent of DDI alert exposure often conflicts with their
user needs and interests (e.g., “our residents might see them
as much more annoying because they’re experiencing [them] a
lot more often,” “Attendings wanted to see them and believe
that they’re beneficial [to residents],” “EHR only sends imme-
diate and severe [alerts] to clinicians for better attention.
The other ones go to pharmacists.”). Currently, providers
receive an overwhelming amount of medication alerts,
most of which are perceived as having little value and seldom
read, because the current DDI alerts do not account for the
level of clinical experience or job function (e.g., “As a physi-
cian, I get so many alerts on all of the medicines I order and
most of them are annoying.”). One participant suggested that
there is a need for “stratifying about who should be receiving
DDI alerts” based on roles (e.g., pharmacists versus physi-
cians, attending physicians versus residents) to providemore
meaningful and personalized DDI alerts. Although providers
have different needs and interests regarding DDI alerts
compared with pharmacists (e.g., “pharmacists want the
[DDI] alerts for safety reasons and physicians want to reduce
[DDI] alerts that they find annoying”), clinicians are not well-
represented in the DDI alert development or optimization
process. For example, one participant stated that “all the
change that comes with any drug alerting is driven through

pharmacy and not too many that come from physicians or
nurses.”
Insufficient social capital and capacity: multiple leaders
within health care organizations (e.g., medication safety
officers, patient safety officers, CMIOs, etc.) are generally
supportive of CDS that improves patient outcomes and
organizational outcomes (e.g., “Pharmacy leadership and
CEO office show encouragement to adopt advanced systems
that improve CDS.”). Some participants reported the lack of
expertise and knowledge in their organizations to analyze
and implement tailored DDI alerts (e.g., “We have rich data
but few people know how to interpret it,” “It’s hard to find local
champions to implement something this complex,” “It’s chal-
lenging to find clinical people that may have tech interests.”).
Among a few individuals that could drive changes to improve
DDI alerts, their time and capacity are limited (e.g., “It’s hard
to find people who can implement and drive change and
actually have time,” “IT team is willing to work on things
but no bandwidth to act on anything.”).

Internal Organizational Features
Several internal organizational barriers to tailored DDI alerts
implementation were identified by participants including
monetary inertia, lengthy governance processes, and orga-
nizational inertia.

1. Monetary inertia: organizations are mindful of the cost
aspect and are “always looking at balancing capital and
benefit, and trying to make sure that we’re always allocat-
ing our funds to the most beneficial thing for our patients
and their care.” The benefit of implementing tailored DDI
alerts should justify the cost; otherwise, it would be cost-
prohibitive. A few participants indicated that till date
there is no evidence of cost-benefit to justify implement-
ing tailored DDI alerts (e.g., “We’ve looked into alert space
several times, but we haven’t found the cost-benefit for it to
justify the cost for right now”).

2. Lengthy governance process: a lengthy and time-consuming
CDS approval process can be a barrier to initiating the
implementationof tailoredDDIalerts.Participants indicated
that the review process can take months due to the large
volume of reviews (e.g., “DDI [alert] algorithm build-review-
finalization process is challenging and time consuming,”
“review process can take up to 4 months”).

3. Organizational inertia: health care organizations lack the
momentum to implement tailored DDI alerts because it is
not prioritized (e.g., “the challenge for most healthcare [is
that] we have these strategic imperatives but DDI alerting is
not a strategic imperative.,” “There is a need [to tailor DDI
alerts] but falls to lowest priority.”). The lackofmomentum
can be attributed to several reasons: (1) different depart-
ments within health care organizations have conflicting
interests regarding reducing DDI alerts (e.g., “over alert
[ing] makes people in the medication and patient safety
world happy,” “we get a lot of pushback from risk manage-
ment [for] turning off CDS, or we get mandates from quality
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safety and risk prevention”); (2) changes to DDI alerts are
preferred from the user level to ensure the clinical and
operational buy-in but the implementation relies on
support from the leadership (e.g., “It’s very grassroots-
bottom up. We’ll get requests from prescribers, from people
in pharmacy, from a bunch of different groups, and then
we’ll evaluate it as a group and make a decision”); and (3)
safety-related events do not usually drive the implemen-
tation of DDI alerts. Even though patient safety was
emphasized as the core value of health care organizations
in our interviews (e.g., “patient safety is the organization’s
north star, any CDS tool that aligns with patient safety got
full support from the leadership”), it was perceived as the
less compelling argument compared with productivity
and efficiency. For example, one participant suggested,
“convince CMIOs or CDS committees from a productivity
efficiency standpoint (e.g., EHR fatigue and resilience for
clinicians) but not from a safety perspective.”

External Rules and Regulations
Legal barriers: external legal or regulatory barriers to the
implementation of CDS were reported to be minimal. One
participant postulated that organizations in areaswhere past
litigation has occurred may have a more conservative atti-
tude towards tailored DDI alerts implementation; however,
others did not report legal or regulatory barriers, given
regulations like the federal “meaningful use” criteria that
encourage CDS adoption (e.g., “we get pushback from some
regulatory body, but for the most part, we haven’t involved
legal and risk management,” “we hardly encountered legal
barriers that need a legal team to review.”).

Measurement and Monitoring
Lack of Actionable Metrics: according to participants, their
health care organizations primarily use readily available
metrics (e.g., acceptance rate, override rate, the volume of
alerts, or ratio of alerts fired for individuals over a certain
amount of time) to monitor alert performance and they are
“mostly ad hoc analysis of DDI alerts for small tweaks” (e.g.,
severity level change). Nevertheless, these metrics do not
provide compelling arguments in terms of productivity and
efficiency that health care organizations prioritize to drive
decisions related to tailored DDI alert implementation at the
organizational level. Multiple participants suggested using
value metrics that measure effectiveness, efficiency, and
productivity (e.g., “trying to have some data about the effec-
tiveness of the intervention,” “structuring your return on
investment (ROI) and making sure that the return on that
investment is high enough”).

System Barriers
By mapping the interconnections between subthemes, we
uncovered the system dynamics enabled by the interaction
of these barriers. The first cluster is about end-users (e.g.,
attending physicians, residents, and pharmacists). Subopti-
mal DDI alert user experience was attributed to proximal
factors such as insufficient training, usability issues, and
various levels of DDI alert exposure aswell as the distal factor
such as the pitfalls of algorithmizing DDIs. The second cluster
(i.e., the organization) included multiple factors that would
contribute to the organizational inertia of navigating
through the lengthy governance processes to implement
tailored DDI alerts (e.g., insufficient social capital and

Fig. 2 Coding paradigm of implementation barriers (users: residents, attendings, pharmacists; organization: administrative and the leadership;
technical stakeholders: IT team, DDI CDS developers, cybersecurity experts, vendors).
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capacity, monetary inertia, lack of actionable metrics, and
legal barriers). The last cluster centers on technical stake-
holders (e.g., IT team, DDI alert developers, cybersecurity
experts, and vendors) showing that technical adoption can
be complicated by proprietary issues, security issues, and
maintenance issues (see ►Fig. 2).

At the organizational level, lengthy governance processes
are the bottleneck of tailored DDI alert implementation. The
lack of actionable value metrics limits the assignment of
monetary value as well as the social capital and capacity
allocation, making it challenging to establish evidence (e.g.,
effectiveness, efficiency, and productivity) for implementing
tailored DDI alerts. These barriers could form a vicious cycle
that amplifies organizational inertia of prioritizing and
navigating through the lengthy governance process. The
issues associated with users are found not directly causing
implementation inertia, and instead, their issues could be a
driver of the adoption of tailored DDI alerts when they are
well-represented at the organizational level, which is not the
case currently. Technical barriers (e.g., proprietary issues,
security issues, and maintenance issues) only become con-
cerns to health care organizations when they lack value
metrics that align with organizational interests to justify
the effort to overcome these technical barriers.

Discussion

In this study, through interviews with 17 participants from
diverse stakeholder groups, we identified 15 barriers regard-
ing tailored DDI alert implementation. The findings of this
study provided a comprehensive view of the barriers and
health care system dynamics that hinder the implementation
of tailored DDI alerts. Some findings are consistent with
previous studies.4,40 For example, our study revealed nuanced
perceptions regarding DDI alerts, highlighting that while the
interaction experience was suboptimal, the DDI alerts them-
selveswere still found useful. Another study also corroborated
the usability issues uncovered in our study, such as lack of
customizability and lack of actionable instructions.40

Multiple barriers identified in our study have been focal
areas of many DDI alerts studies and efforts have been
dedicated to improving the experience (e.g., recommenda-
tions to improve the usability of DDI alerts,23 recommenda-
tions for selecting DDI alerts,2 recommendations for
reducing alert burden,11 and strategic recommendations
for drug alert implementation and optimization42). These
studies focused on showing how to improve drug alert
experience and reduce alert fatigue, but mostly ignore dis-
cussions of the actuators—health care organizations—that
potentiate these improvements: why would health care
organizations want to implement these recommendations
to optimize DDI alerts? This question is important because
our study suggests that, while technical adoption issues
associated with the EHR vendors were the common com-
plaints about implementation inertia, it was the health care
organizations that primarily impact the implementation of
DDI alerts, which is consistent with previous studies.14,41 As
health care organizations emphasize DDI alerts’ impact on

costs, productivity, and efficiency, it is imperative to have
value metrics that health care systems prioritize (e.g., higher
ratings from external quality organizations) to gain the
momentum for implementing tailored DDI alerts. However,
defining and quantifying these value metrics is challenging
and there are no agreed-upon value measures,11 which
presents opportunities for further studies.

With the diverse participants that included a higher
percentage of organizational level participants (e.g., CMIOs)
as compared with end-users, we were able to delve into
organizational factors and unveil underlying mechanisms
related to tailored DDI alert implementation inertia. Our
study fills a research gap identified in the previous system-
atic review and gaps analysis43 that existing studies exam-
ining factors influencing CDS implementation mostly
focused on human and technological factors but much less
on organizational factors because their study participants
were mostly end-users such as physicians. Our results dem-
onstrate that different entities (e.g., users, organizations, and
technical stakeholders) within health care organizations
have different foci of interest regarding DDI alert perfor-
mance and different expectations regarding DDI alert opti-
mization. The misaligned interests and expectations have
resulted in health care organizations’ inertia in implement-
ing tailored DDI alerts at the system level. Future research
can continue using a systematic approach to studying the
problems associated with tailored DDI alert implementation
from other system perspectives such as the vendors.

Limitations

Our study has some limitations common to other qualitative
studies, including the reliance on a small sample of interview
participants which mostly included CMIOs, pharmacy infor-
maticists, and information technology analysts. Therefore, the
generalizabilityofourfindings toother populationsandhealth
care organizations using other EHR systems may be limited.
For example, the legal barrierswere reported to beminimal at
our participants’ health care organizations; however, other
organizations may perceivemore legal barriers as one partici-
pant postulated that organizations in areas where past liti-
gation has occurred may have a more conservative attitude
toward tailored DDI alerts implementation. In addition, our
studymostly focusedon factors that affect the implementation
of tailored DDI alerts that reduce alert volume and alert
fatigue. It relies on the precondition that DDI alerts have
been implemented and the health care systems are already
at a relatively higher stage of the CDS implementation pro-
cess.44 Therefore, our findings may not be generalizable to
lower stages of the DDI alerts implementation process. For
example, riskmanagement can be a facilitator in theprocess of
DDI alert implementation as they regard these alerts as an
effectiveway to control risk; however, riskmanagementmight
become a barrier if onewere to reduce alerts by implementing
tailored DDI alerts because they prefer over-alerting. Another
example is thatmanyexternal regulations suchas “meaningful
use” criteria provide incentives for CDS implementation and
usebut they donot provide enough incentives to reduce alerts.

Applied Clinical Informatics Vol. 14 No. 4/2023 © 2023. Thieme. All rights reserved.

Drug–Drug Interaction Alerts Adoption Barriers Zhang et al.786

T
hi

s 
do

cu
m

en
t w

as
 d

ow
nl

oa
de

d 
fo

r 
pe

rs
on

al
 u

se
 o

nl
y.

 U
na

ut
ho

riz
ed

 d
is

tr
ib

ut
io

n 
is

 s
tr

ic
tly

 p
ro

hi
bi

te
d.



Conclusion

Health care organizations primarily determine the implemen-
tation and optimization of DDI alerts. To drive the uptake of
tailoredDDIalerts, it is imperative to identifyanddemonstrate
value metrics that health care organizations have prioritized,
which are different from the most readily available metrics
such as override or acceptance rates. This couldbeachievedvia
a multifaceted approach, such as partnering with health care
organizations that have the ability and capacity to uptake
tailored DDI alerts and identifying appropriate multifaceted
specialists that can connect the bottom-up demands and top-
down supports by amplifying end-users’ voices to the health
care leadership and convincing the health care leadership that
tailored DDI alerts are of value.

Clinical Relevance Statement

It is widely recognized that excessive DDI alerts lead to alert
fatigue, and there is a need to tailor DDI alerts by factoring in
patient-specific and context-specific characteristics. Despite
the benefits of tailored DDI alerts and the broad dissemina-
tion strategy, the uptake of our tailored DDI alerts has been
limited thus far. This article examined the implementation
barriers and system dynamics and proposed possible solu-
tions from a system perspective that would potentially drive
tailored DDI alerts implementation in the industry.

Multiple-Choice Questions

1. When implementing DDI alerts, especially tailored DDI
alerts that factor in patient-specific and context-specific
characteristics, which of the following entities have the
most impact on the implementation inertia?
a. EHR vendors
b. Health care organizations
c. End-users, such as pharmacists, physicians, and

residents
d. Technical stakeholders

Correct Answer: The correct answer is option b. Although
technical adoption issues related to EHR vendors are often
raised as barriers to implement tailored DDI alerts, our
study shows that the implementation inertia is mostly
caused by the unaligned system dynamic within health
care institutes.

2. Which of the following valuemetric(s) is/are important to
health care organizations in their decisions of implement-
ing tailored DDI alerts?
a. Efficiency
b. Effectiveness
c. Acceptance Rate
d. A and B

Correct Answer: The correct answer is d. Health care
organizations prioritize efficiency, effectiveness, and pro-

ductivity in their decisions rather than the most readily
availablemetrics such as acceptance rate and override rate.
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