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Abstract 

Scientific resear c h communities pursue dual imperatives in implementing str ate gies to share their data. These communities attempt 
to maximize the accessibility of biomedical data for downstream resear c h use , in further ance of open science objecti v es. Sim ulta- 
neousl y, such comm unities safeguard the interests of resear c h participants through data stewardship measures and the inte gr ation 

of suita b le risk disclosur es to the informed consent process. The Canadian Open Neuroscience Platform (CONP) convened an Ethics 
and Governance Committee composed of experts in bioethics, neuroethics, and law to develop holistic polic y tools, or ganizational 
approac hes, and tec hnological supports to align the open governance of data with ethical and legal norms. The CONP has adopted 

no vel platform go vernance methods that favor full data openness, legitimated through the use of robust deidentification processes 
and informed consent practices. The experience of the CONP is articulated as a potential template for other open science efforts to 
further build upon. This experience highlights informed consent guidance, deidentification practices, ethicolegal metadata, platform- 
level norms, and commercialization and publication policies as the principal pillars of a practica b le appr oach to the governance of 
open data. The governance approach adopted by the CONP stands as a via b le model for the broader neuroscience and open science 
communities to adopt for sharing data in full open access. 
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Introduction 

Open science promotes the open dissemination of data, software,
materials , manuscripts , and other outputs of scientific r esearc h 

to make them more transparent, accessible, and reproducible. A 

br oad cr oss section of international bodies, including the OECD 

and UNESCO, have recognized the potential for open science to 
benefit both the general public and scientific r esearc h comm uni- 
ties [ 1–3 ]. The justifications for open science pr actices ar e wide- 
ranging and multidimensional and remain subject to ongoing 
community debate and elaboration. Oft-cited considerations in- 
clude enabling public participation in defining r esearc h questions 
and performing scientific r esearc h, r educing the barriers to ac- 
cessing r esearc h materials, and ensuring scientific accountability.

The siloed stor a ge of biomedical r esearc h data hinders the pur- 
suit of accessible , inclusive , and r epr oducible r esearc h. Gr eater 
openness in the sharing of data enables community-wide collab- 
oration to improve the reproducibility of findings, conduct large- 
scale a gglomer ation of data that enhance statistical po w er, and 

impr ov e the r epr esentation of underserved populations [ 4 ]. The 
Canadian Open Neuroscience Platform (CONP) is among an in- 
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reasing number of international initiatives working to develop 

olic y standar ds for the open and unrestricted sharing of human
iomedical r esearc h data. Other examples of organizations that
av e foster ed the de v elopment of policies , standards , and tools
hat facilitate the inter oper able sharing of neuroscience data in-
lude the Personal Genome Project, the GigaScience GigaDB, the 
uman Cell Atlas, the Global Alliance for Genomics and Health

GA4GH), and the International Neuroinformatics Coordinating 
acility (INCF) [ 5–12 ]. The CONP has de v eloped policies, pr actices,
nd technological tools for the open-access sharing of neuro- 
cience data. Its a ppr oac h r ests on international bioethics norms,
esponds to regulatory requirements, and builds upon principles 
f open science , neuroethics , and privac y b y design. The CONP
merged in Canada, but it proposes approaches to open data shar-
ng that can nonetheless be translated to other jurisdictions and
ther data types. 

In recognition of the value of sharing results and lessons
earned with a growing community that is facing similar and sub-
tantiv e c hallenges in de v eloping and implementing open data-
haring practices, this article details the open-data governance 
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olicies of the CONP and the tools that enable concordant prac-
ices. Part 1 describes the technical aspects of the CONP Portal
data- and tool-sharing infr astructur e) and the pr emises underl y-
ng its submission policies. Part 2 states the CONP’s governance
rinciples and the tools used to ensure that data submission is
erformed in a manner that respects established bioethics prin-
iples. 

art 1: CONP Data- and Tool-Sharing 

nfrastructure and Its Governance 

 he CONP P ortal is a purpose-built data- and tool-sharing plat-
orm that allows data to reside on different infrastructures
hrough its flexible distributed management system. Portal users
an choose among different methods of hosting their data, in-
luding third-party stor a ge pr ovided by the OSF, Zenodo, or stor-
 ge nativ e to the CONP technical infrastructure (via its “Commu-
ity Server”), and can benefit from even greater flexibility in data
osting location through the combined use of the DataLad dis-
ributed data management system [ 13 ] and the GitHub open soft-
ar e r epository to host the dataset metadata. (Persistence poli-

ies for repositories such as GitHub can change at any moment.
or this and other r easons, suc h as facilitating pr ov enance tr ac k-
ng, metadata are also stored locally on the CONP Portal’s servers
nd accompan y e v ery dataset, whether thr ough br owser-based or
ataLad access .) T his enables the CONP to host data residing on
oth its own tec hnical infr astructur e and external data reposito-
ies, with the distinction being tr anspar ent to the user who can
ro wse, sear ch for, and access data irrespective of storage site.
hese design choices also give data depositors greater flexibility
y not obligating them to upload their data to a single, central-

zed point, which may not be possible because of technical or
egal impediments. Further features provide both browser-based
nd command-line access to data, as well as a pathway to high-
erformance computing via the CBRAIN interface [ 14 ]. 

T he CONP P ortal’s technical design has implications for data
tew ar dship. The CONP requires data contributors that host their
ata dir ectl y on CONP infr astructur e to adher e to the ste w ar dship
tandards that are detailed in its Consent Guide and its Privacy
nd De-Identification Guide [ 15 ]. Curr entl y, CONP-hosted data ar e
ade available in full open access and are therefore available to

ll members of the public. 
For data that are findable and accessible through the CONP

ortal but not stored on its Comm unity Serv er, it is sufficient for
ontributors to respect their local legal and biomedical r esearc h
thics r equir ements and the data ste w ar dship policies of the se-
ected host repository. In this latter case, adherence to the CONP
ata stew ar dship guidance is recommended but not r equir ed as,
rom a data governance standpoint, it is the stew ar dship prac-
ices of the host repository that ensure that externally hosted
ata are subject to appropriate oversight, and it is unnecessary
or the CONP to also mandate compliance with its own data stew-
rdship practices . Con versely, the CONP requires adherence to its
ata governance standards for data it hosts nativ el y and for whic h

t ther efor e takes on the r ole of primary data ste w ar d. 
This combination of technical and policy design enables the

ONP to stipulate hosting conditions for all data residing on its
wn infr astructur e while enabling external r e positories to mak e
heir data discov er able and downloadable thr ough the CONP, de-
pite such data being held according to distinct data governance
tandards, including in r egister ed or contr olled access . T his en-
ures that data that are useful for common research purposes can
till be found and accessed through a singular data portal with the
enefit of harmonized metadata. 

In sum, the CONP’s technical infrastructure allows it to span
unctionality that ranges between a tr aditional centr alized data
epository and a decentralized discovery tool that operates across
ultiple distinct repositories . T he stew ar dship practices of the

ONP align with and support its choice of technical architecture,
nable centralized hosting and access to similarly permissioned
ata, and allow discovery and download of externally hosted and
istinctly permissioned data (see Fig. 1 ). This ac hie v es a compr o-
ise between competing policy imper ativ es: incentivizing data

ontributors to adopt similar data conditions of data governance
nd enabling data that are not subject to harmonized data gover-
ance conditions to be discov er ed thr ough a single platform [ 16 ].

art 2: Conceptualizing Data Governance 

ractices for Open-Access Data Sharing 

he shift from holding coded human biomedical data in con-
rolled access to full open access requires a correlative change
n the governance measures that are used to safeguard the rights
nd interests of individuals who consent to have their data hosted
n the concerned repositories. Declining costs in information pro-
essing, data stor a ge, and data analysis have made viable large-
cale, data-intensiv e biomedical r esearc h that le v er a ges existing
ata fr om m ultiple r epositories . T his has produced a concomitant
hift in the pr actical a pplication of international biomedical re-
earch ethics principles. In the past, informed consent materials
nd data gov ernance pr actices r estricted the use of r esearc h data
o the r esearc h pr oject in whic h they wer e gener ated and narr owl y
imited reuse to other closely related research efforts [ 17 ]. This re-
ected the high costs of and limited technical prospect for repur-
osing data outside the r esearc h pr oject for whic h it was originall y
ener ated. As the cost-effectiv e a ggr egation of lar ge quantities of
iomedical r esearc h data became tec hnicall y possible, tools and
areer specializations to support data interoperability proliferated
e.g., dedicated personnel trained to perform data harmonization
nd data management, stakeholder forums dedicated to elaborat-
ng and refining shared ontologies, file formats, and other interop-
r ability standards) [ 18–20 ]. Corr esponding c hanges in biomedical
 esearc h ethics practice and data-sharing policies followed. 

International biomedical r esearc h ethics instruments, suc h as
he World Medical Association’s Declaration of Taipei, increas-
ngly legitimate the indefinite stor a ge of biomedical r esearc h data
n databases and repositories for long-term r euse. Researc h com-
 unities hav e started to shift from obtaining purpose-limited and

ime-limited consent to securing broad consent to the ongoing use
f data, conditional on its continued stew ar dship [ 21 ]. This gover-
ance a ppr oac h is often r ealized thr ough the use of a contr olled-
ccess mec hanism, thr ough whic h r esearc hers obtain informed
onsent or other authorizations to r emov e the most conspicu-
us individual identifiers from the data to mitigate privacy risks
i.e., the data are coded) and subsequently deposit the deidentified
ata in repositories for their long-term retention and future use.
ata stew ar ds bring together r ele v ant bioethics and legal exper-

ise, scientific knowledge of the concerned field of r esearc h, and
ec hnical skills r ele v ant to the oper ation and mana gement of the
ost database . T hese actors perform o v ersight and de vise gener al
olicies that determine how that data can be used. Accredited re-
earchers can then submit applications to these governance bod-
es for access to data for a specified period of time and for a spec-
fied purpose. 
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Figure 1: CONP Data Portal Technical Infrastructures (comparison). 
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Controlled access mechanisms leverage data deidentification
nd ongoing control of downstream data use to minimize the
esidual risks of privacy infringement and information misuse.
he administr ativ e burdens associated with the submission and
versight of data access requests, ho w ever, can prevent the scal-
ble use of data across multiple biorepositories, as well as greatly
educing the likelihood of wider and deeper exploration of valu-
ble existing data by the scientific comm unity. Furthermor e, be-
ause instituting and maintaining access committees is labor- and
 esource-intensiv e, the c hoice to hold data according to contr olled
ccess can create challenges for the long-term financial and op-
rational sustenance of such repositories [ 22 ]. 

Navigating controlled access processes creates considerable
dministr ativ e burdens for r esearc hers, especiall y those in low-
nd middle-income countries or outside traditional academic re-
earc h or ganizations (e.g., small and medium enterprises (SMEs)
r citizen scientists) [ 23 , 24 ]. In decreasing the transaction costs
nherent to accessing data, open access makes it possible for
 broader community of researchers to perform studies with
reater statistical po w er. Relative to controlled access, the deposit
f data in full open access also aligns with the wishes of many re-
earch participants and communities to do so, maximizing their
ontribution to science. Open access may also hold the potential
o reduce disparities in access to the benefits of r esearc h to the
egree that it maximizes accessibility to data from underrepre-
ented subpopulations. 

Though the sharing of data subject to controlled access mech-
nisms and other restrictions on data use will remain a standard
ata stew ar dship pr actice for the for eseeable futur e, demand on
he part of r esearc hers and r esearc h participants, as well as the in-
reasing benefits of data use at scale , fa vors the creation of data
epositories dedicated to sharing biomedical research data in full
pen access as a default practice . T he gr eatest c hallenge ther eto
s to create data stew ar dship processes that are suitable to data
hat will be held for long-term future use in open, public repos-
tories, for which no oversight of the case-specific uses made of
pen-access data can be performed. 

The CONP enables full open access to r esearc h data by le v er a g-
ng participants’ informed consent and the use of data deidentifi-
ation r equir ements to further mitigate the risk of individual rei-
entification or harmful data use . T his shifts the core of the gov-
rnance a ppr oac h fr om postingestion activ e ste w ar dship to rig-
r ous pr eingestion informed consent and data deidentification.
 his go v ernance model r esponds to pr e v ailing legal par adigms
nd applicable ethics requirements to enable the open sharing of
euroscience data that are consented or otherwise permissioned

or open release . T he mitigation of population-specific or group-
pecific harms is mediated through the involvement of r esearc h
thics boards (REBs) that ov ersee r esearc h or through other stake-
olders, such as patient communities and population-specific re-
earc h or ganizations, prior to the upload of individuals’ deidenti-
ed data to the CONP. These actors mitigate such risks in oversee-

ng the drafting of informed consent materials, determining how
ata can be collected, deidentified, and released, and assessing
hether a particular data repository is suitable for the deposit of
ata. 

In the futur e, collabor ation with stakeholders fr om r ele v ant
opulations will be r equir ed for the CONP to tailor its gover-
ance a ppr oac h to concerns that ar e specific to certain vulner-
ble groups or communities of patients with unique needs. For
xample, the CONP can seek to engage with indigenous communi-
ies to explore the degree to which open-access a ppr oac hes might
lign with community interests and data so vereignty. P opulation-
pecific governance modifications could include adjusting data
overnance and consent procedures to account for population-
pecific concerns, for example, to enable data contribution from
hose who do not have legal capacity to provide informed con-
ent on their own behalf (e.g., pediatric populations or patients
ith neur odegener ativ e diseases), or implementing population-

pecific deidentification or data manipulation processes that mit-
gate r ele v ant gr oup-le v el harms . T his will further enable the dis-
emination of data r elativ e to populations underr epr esented in
 esearc h datasets through the CONP Portal. 

he CONP Ethics and Data Governance 

ommittee 

he CONP Ethics and Governance Committee, composed of ex-
erts in bioethics , neuroethics , and la w, has produced a CONP Gov-
rnance Fr ame work [ 25 ] that establishes the central concepts and
rinciples that inform CONP go vernance policies , as well as guid-
nce to translate these principles into immediate practice and
ong-term objectives for the governance of open data that require
dditional deliberation to implement. The F ramew ork’s guiding
rinciples are (i) researcher integrity, (ii) autonomy, (iii) privacy,

iv) scope of data access and use, (v) capacity to consent, (vi) par-
icipant health, (vii) community engagement, and (viii) trust and
ccountability. T he Go v ernance Fr ame work incor por ates detailed
ubpoints articulating each principle and translating them into
pplicable rules or expanding upon the values that each reflects. 

Dr awing fr om the Gov ernance Fr ame work, the CONP has de-
eloped consent and privacy and deidentification guides detailing
thics and data gov ernance r equir ements that a ppl y to pr ospec-
ive data contributors. Together, these latter 2 documents form
he CONP Ethics Toolkit. As discussed abo ve , respect thereof is re-
uired for data contributors that store their data on CONP servers.
he CONP has further innovated in creating metadata elements
hat can be associated to datasets to describe the conditions of use
ssociated thereto in a manner that will trail the data as they are
ownloaded from the CONP. Below, we describe these elements

n detail. In addition to performing the foregoing functions, the
thics and Data Governance Committee provides ad hoc guidance
o the operational staff of the CONP and to researchers who in-
end to deposit data on the CONP Portal, responding to governance
hallenges as these arise . T his includes tailoring the CONP guid-
nce tools to respond to new risks or requirements and provid-
ng counsel on their application. The Ethics and Data Governance
ommittee further monitors for potential risks associated to the
pload of specific categories of data, specific populations, or cir-
umstances of data upload that might r equir e the imposition of
dditional governance controls on a contextual basis, especially
her e comm unities indicate that data pertaining to their mem-
ers r equir e additional gov ernance safeguards to mitigate the po-
ential for public data dissemination to lead to gr oup-le v el harms
 15 , 26 , 27 ]. 

he CONP Consent Guide 

btaining informed consent is a precursor to performing scien-
ific r esearc h involving human participants and their identifiable
ata. T he information pro vided to participants during the in-
ormed consent process often determines the conditions accord-
ng to which acquired data can be used for futur e r esearc h pur-
oses. Reusing data in a manner outside the scope of an existing

nformed consent often r equir es consider able inv estment in ei-
her obtaining confirmation from an REB that it is ethical to pro-
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ceed absent a new consent or seeking a new informed consent 
from the concerned individuals. 

The CONP Consent Guide provides guidance for r esearc hers ob- 
taining informed consent to the collection of data for the pur- 
pose of submitting it to the CONP Portal’s Comm unity Serv er or 
in determining whether an existing informed consent is suitable 
for such a submission. It has 3 main components. First, it con- 
tains a list of core consent elements that must be reflected in 

the informed consent materials of r esearc h studies that intend to 
contribute data to the CONP Portal’s Community Server. Second,
the guide contains a r etr ospectiv e consent filter. This is a self- 
assessment tool that enables r esearc hers to determine whether 
they have included the necessary elements for open data sharing 
in their study’s informed consent form (ICF) and their data can be 
contributed to the Community Server as-is, or if additional steps 
might be r equir ed befor e suc h data ar e suitable for contribution 

to the CONP. Other biomedical r esearc h consortia, suc h as the Hu- 
man Cell Atlas (HCA) and the International Cancer Genome Con- 
sortium (ICGC), have used retrospective consent filters to guide re- 
searchers in depositing data in open access [ 28 ]. Third, the CONP 
Consent Guide also contains template clauses that reflect the 
for egoing cor e consent elements, whic h r esearc hers can ada pt to 
meet local regulatory requirements or institutional demands. 

The CONP Core Consent Elements are as follows: 

1. Generation of participant data for research purposes 
2. Data deidentification (i.e., coding, anonymization, or syn- 

thetic data generation) 
3. Sharing of deidentified data via the CONP Portal, an open- 

access platform that r esearc hers the world over may access 
4. Deidentified data that can be used for commercial purposes 
5. Not possible to withdraw data that have already been shared 

6. Low risk that the participant could be reidentified in the fu- 
ture 

These core consent elements contain broad permissions that 
allow data to be stored in open platforms that scientists and the 
general public can use for research purposes without imposing 
major limitations on how data may be used. Further, the infor- 
mation provided enables research participants to understand the 
risks inherent to their data being used and to a ppr eciate the limits 
on a potential withdrawal of the submitted data. These elements 
ar e deriv ed fr om the gener alist clauses of the GA4GH and, ther e- 
fore, can be used in a manner that is inter oper able with other 
data that have been collected according to GA4GH standards or 
close deri vati ves thereof [ 29 ]. This approach builds on the imple- 
mentation of broad consent to data sharing in other large-scale 
biomedical r esearc h consortia, le v er a ging a ppr opriate risk disclo- 
sur e, consent to br oad data sharing, and data deidentification to 
disclose and mitigate the potential privacy risks associated with 

data sharing [ 21 ]. The gov ernance str ategy of the CONP consists in 

using risk disclosures and data deidentification to communicate 
and mitigate risks of individual r eidentification, r ather than per- 
forming ongoing governance of data access requests . T he forego- 
ing consent guidance ther efor e r equir es r esearc hers to inform the 
r esearc h participants that their data will be shared with the public 
to enable open r esearc h and that there remains a small residual 
risk that their data could be reidentified in the future. In contrast 
to the pairing of broad consent and use-specific access controls,
the CONP’s a ppr oac h to data governance emphasizes risk com- 
munication and data deidentification as its principal data stew- 
ardship mechanisms. 
he CONP Privacy and Deidentification Guide 

he deidentification of data can often be an ethical or legal pre-
ondition to its continued use or its transmission to third parties.
eidentification is a context-specific pr ocedur e that r equir es data
ontributors or data stew ar ds to remove or transform (e.g., gener-
lize) the features of a dataset that could enable individual reiden-
ification and those that are highly sensitive and potentially detri-

ental to the individual. The CONP has de v eloped a Priv acy and
eidentification Guide that helps r esearc hers establish how data
hould be deidentified prior to their submission to the CONP Por-
al’s Comm unity Serv er. It r equir es data contributors to reduce the
isk of individual reidentification to a low residual likelihood prior
o submitting data to the CONP for public disclosure . T his guide
s also intended to propose standard mechanisms for assessing 
ata identifiability and for performing data deidentification that 
ther open neuroscience communities can adopt. It restates k e y
oncepts from Canadian research ethics guidance, concepts from 

he regulatory guidance of Canadian privacy commissioners, and 

oncepts established in data protection law. 
To help scientists reduce the risk of individual reidentification 

s m uc h as possible while maintaining the scientific utility of the
ata, the CONP Privacy and Deidentification Guide provides links 
o resources that are tailored to neuroscience data, including dei-
entification guidance or algorithms that r emov e identifying in-
ormation, such as names or birthdates from data-file headers or
acial featur es fr om ma gnetic r esonance ima ges. It also r ecom-

ends tools that enable the generation of synthetic data and help
 esearc hers assess whether their data are best held in controlled
ccess, r egister ed access, or open-access repositories according to
heir sensitivity and associated risk of reidentification [ 30 ]. 

thics provenance metadata and the data upload 

rocess 

latforms that host data for secondary use are required to com-
unicate to data contributors their responsibility to obtain re- 

uired authorizations prior to depositing data and for compliance 
ith the platform’s data submission policies. More onerous meth- 
ds of managing data submission include the use of contracts and
ata contribution forms that are subject to expert r e vie w prior to
he upload of data to a platform, sometimes requiring attestations 
nd signatur es fr om authorized r epr esentativ es of the submitting
nstitution. Less oner ous mec hanisms include the use of “clic k-
r a p” a gr eements that r equir e data contributors to assert their
nderstanding of and compliance with the preconditions of data 
ubmission, which pop up on the screen of the contributor as part
f the data submission process [ 31 ]. 

The data upload form r equir es (i) an attestation that 1 of 4 ac-
eptable conditions for data upload has been satisfied (including
articipants have provided a valid informed consent to the dei-
entification and deposit of their data in an open-access portal, a
aiver or other authorization to deposit these deidentified data in
n open-access portal was obtained from a research ethics body
r esearc h ethics board (REB), institutional r e vie w board (IRB), r e-
earch ethics committee (REC), etc.], local law or a relevant in-
titutional authorization otherwise enables the deposit of these 
ata in an open-access portal, or these data are not derived from
uman participants), (ii) the parties uploading the data to spec-

fy which open intellectual property license has been applied to
heir data, and (iii) uploaders to stipulate whether the data are
eld in open access, r egister ed access, or contr olled access. For
ata hosted dir ectl y on the CONP’s tec hnical infr astructur e, open
ccess is curr entl y the onl y option. Last, for those datasets that
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ttest that an REB has performed the oversight of their data, the
 pplicable REB a ppr ov al number is also pr ovided as a measur e of
vidence that their data have genuinely been subject to an REB
 v aluation. 

T he CONP P ortal data submission pr ocedur e r equir es data con-
ributors to provide a minimal set of metadata (implemented in
he form of the standard Data Tags Suite model) [ 32 ] along with
heir dataset. A subset of these metadata collects information
bout the conditions of use applicable to the data and ensure that
he preconditions to hosting data on the CONP Portal are satisfied,
her eby pr ompting contributors to hold themselves accountable
or their use of data. 

onclusion 

he CONP’s data governance policies and tools emphasize pre-
ubmission informed consent pr actices, r obust data deidentifica-
ion tools, and the inclusion of ethicolegal metadata with shared
ata. The CONP ther efor e enables r esearc hers to submit datasets

n full open access in compliance with their ethical, legal, and in-
titutional commitments . T his allows for incr eased plur alism in
 ppr oac hes to data stew ar dship represented among biomedical
ata r epositories. Its a ppr oac h pr ovides a gr eater r ange of options
o r esearc h participants and r esearc hers in selecting the combina-
ion of data access contr ols, deidentification pr actices, and com-

unity rules that best align with their preferences and the eth-
cal and legal commitments of their local institution. It is hoped
hat the CONP’s a ppr oac h to data stew ar dship might also serve
s a model for other open neuroscience initiatives in Canada and
lse wher e. 
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