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ABSTRACT
Objective: To review the literature that has examined stigma in relation to the design,
impact, and ways web apps can alleviate or aggravate sexual health-related stigma.
Methods: Six databases were searched and 17 studies met the inclusion criteria. Results:
While two studies were randomized controlled trials, most studies were descriptive or quali-
tative. Stigma may be alleviated in web apps through sharing stigma-related experiences,
receiving emotional support, and providing anonymous virtual connections Yet, stigma may
be aggravated by implied disclosure, inappropriate content, and stigma by association.
Conlcusions: While web apps were able to address stigma to some extent, some strategies
employed inadvertently aggravated stigma.
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Introduction

The growth of web-based applications, henceforth
called web apps, such as websites, mobile apps,
and social networking sites, has fundamentally
changed the way health information is accessed,
analyzed, and utilized (Guse et al., 2012). Recent
estimates indicate that half of all adults across
Europe and the United States, and approximately
70% of all Canadians rely on digital technologies
for health-related information before visiting a
health professional (Beck et al., 2014; Hesse et al.,
2010; Statistics Canada, 2013; Tonsaker et al.,
2014). The number of people utilizing technol-
ogy-based interventions may be greater for sexual
health problems that are often perceived as
embarrassing, stigmatizing, and difficult to dis-
cuss (Berger et al., 2005; Redston et al., 2018).
The accessibility, anonymity, and confidentiality
of web apps present an incredible opportunity for
developing health interventions for people who
are otherwise disconnected from conventional
health services (Broaddus et al., 2015). More par-
ticularly, the privacy and anonymity of web apps
may be appealing to people who may experience
stigma deriving from a sexual health-related

condition (Magee et al., 2012). According to
Goffman, stigma dates back to the Greeks and is
defined as “an attribute that is deeply discrediting
and reduces a person from a whole and a usual
person to a tainted and discredited one”
(Goffman, 1963). More recently, stigma research-
ers have identified two main types of stigma:
public/enacted stigma and internalized stigma.
Public or enacted stigma is the implicit and/or
explicit negative reaction toward people with a
condition that is considered by some members of
society to be abnormal, while internalized stigma
generally consists of individuals’ personalized
acceptance of stigma as part of their value system
and self-concept (Bos et al., 2013; Fuster-
Ruizdeapodaca et al., 2014). Modified labeling
theory offers a useful framework for explaining
the relationship between public/enacted stigma
and internalized stigma. According to this theory,
when a person is publicly labeled with a stigma-
tized attribute, such attributes become salient to
the person and he/she could internalize the stig-
matizing ideas (Link, 1987). The individual may
then withdraw socially because they expect others
to reject them based on their attributes
(Rosenfield, 1997). According to modified
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labeling theory, public stigma perpetuates inter-
nalized stigma.

Although both types of stigma affect people
with sexual health-related conditions, internalized
stigma is the most challenging form of stigma to
be addressed in the context of sexual health
(Hood & Friedman, 2011). This can be attributed
to the fact that, unlike public stigma, the hidden
feelings of shame, blame, and guilt that accom-
pany people with sexual health-related conditions
are not immediately apparent, and therefore, may
be difficult to directly address. Indeed, people
with sexual health-related conditions may be har-
boring feelings of anxiety, depression, isolation,
and hopelessness in anticipation of a possible
(accidental) disclosure of status. As Goffman
(1963, p. 87) argued, people who live with invis-
ible marks of stigma may ultimately “pay a high
psychological price, a very high level of anxiety,
in living a life that can be collapsed at any
moment” if their status is revealed.

Due to the effect of stigma on peoples’ lives,
web apps may be used as plausible alternatives to
the predominantly conventional-based onsite
services such as sexual health or STI clinics,
school health programs on STI, and sexual health
campaign programs at designated locations. As
web apps are increasingly designed to comple-
ment, and in some cases replace, face-to-face
services (Jones & Lacroix, 2012), many posit that
web apps may have an inherent benefit of assuag-
ing public stigma and possibly reducing internal-
ized stigma among people living with sexual
health-related conditions. Indeed, various tech-
nology-based interventions have demonstrated
effectiveness in reducing sexual health-related
stigma by promoting virtual connections, improv-
ing peoples’ knowledge and coping skills, and
eventually reducing or completely removing the
need for people to attend sexual health clinics in-
person (Chaudoir et al., 2012; Kerr et al., 2015).

Although web apps are recognized as import-
ant tools for promoting engagement in care and
potentially alleviating the stigma of sexual health-
related conditions (Wadham et al., 2019), limited
published research exists on the relationship
between stigma and the design and impact of
web apps on sexual health-related conditions.
Therefore, it is not known whether current sexual

health-related web apps would indeed alleviate
stigma or may inadvertently exacerbate stigma.
The design of sexual health-related apps is
important because the issues of stigma, shame,
and embarrassment are major concerns among
people with sexual health-related conditions, yet
very little consideration is given to addressing
these concerns during technology design (Baker
et al., 2002). Almost all sexual health web apps
are designed by software engineers and human-
factor specialists for whom technical considera-
tions such as usability and functionality have
been the most paramount considerations (Vaes,
2019). However, it has been demonstrated that
emotional design considerations including shame
and stigma may be critical to a product’s success
than its utilitarian features (Norman, 2004).

The purpose of this review was to explore,
identify, and summarize the current state of the
literature that has examined stigma in relation to
the design and impact of web apps on sexual
health conditions and the ways web apps can
alleviate or aggravate stigma. The research ques-
tions that guided this review were: 1) What is the
state of the literature on stigma in relation to the
design of sexual health-related web apps?, 2)
What is the impact of web apps on sexual health-
related stigma?, and 3) How do web apps allevi-
ate or aggravate sexual health-related stigma?. By
“design”, we mean the main features or charac-
teristics of web apps that are employed to address
stigma, and “impact” indicates the effect web
apps have on alleviating or perpetuating stigma
(public/enacted or internalized). We focused on
web apps because they: 1) have a standalone user
interface that facilitates user interaction, 2) could
enable people to access and share information
both publicly and anonymously, and 3) can be
used to obtain information anytime and any-
where. Text messaging was excluded because it
does not have a user interface with a specific
focus, is not anonymous, and typically does not
provide users with specific information/feedback
in a given time.

Materials and method

Given that the use of web apps for alleviating
sexual health-related stigma is a relatively new
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area with scarce research evidence, a scoping
review methodology was considered suitable for
identifying and mapping the key concepts and
issues. The review followed the methodology of
Arksey and O’Malley (2005) by: 1) Identifying
the research question; 2) Identifying the relevant
studies; 3) Selecting the relevant studies; 4)
Charting the data; and 5) Collating, summarizing,
and reporting results. While Arksey and O’Malley
suggested a possible phase of consultation with a
core group to whom the topic is of interest, we
omitted that phase because we plan to carry out
consultation in a future study. The research ques-
tions provided the roadmap for the subsequent
stages of the review.

Search strategy (identifying the studies)

Due to the multidisciplinary nature of the topic,
we examined a variety of information sources in
medicine, nursing, allied sciences, computer sci-
ence/engineering, and psychology. Six electronic
databases including CINAHL, PubMed, Embase,
Compendex Engineering Village, Medline, and
PsychINFO were searched for literature up to
April 25, 2021. We identified gray literature by
searching up to ten pages of Google and Google
Scholar each, however, only 7 pages were
retrieved for Google. An additional manual
search was conducted by reviewing reference lists
of included articles to identify relevant publica-
tions that were not returned through the database
searches. The search strategy was developed by
two authors (AA, LC) and the related search
terms were divided into three categories compris-
ing digital health/eHealth, stigma, and sex-
ual health.

In line with the Joanna Briggs Institute (JBI)
guidelines for scoping reviews, we outlined the
population, concepts, and context to guide our
search strategy. The population for our study
includes people of all age groups and sexual iden-
tities who use sexual health technologies. The
concept includes stigma, sexual health-related
conditions, and web apps. Context includes ori-
ginal research articles using surveys, experimen-
tal, observational, and qualitative designs as well
as review articles such as scoping reviews, sys-
tematic reviews, and meta-analyses conducted in

all settings across the globe. With the JBI frame-
work as a guide, we used a different combination
of search terms for each database to ensure the
search results reflected the population, concepts,
and context of our topic. Given that web apps
and sexual health-related conditions are some-
times inconsistently defined, we used broader
search terms that would maximize a full scope of
articles returned in each domain. The search
strategy includes (sex� edu�cation/OR sexuality/
OR sex� health OR sexually transmitted disease/
Infect� OR sexual dysfunction/OR sexual behav-
ior/behavior) AND (Internet OR web� OR app�
OR internet searching OR web development OR
worldwide web OR eHealth OR mHealth OR tele-
health OR telenursing OR ubiquitous health OR
digital health OR Website OR web technology OR
informatics) AND (Stigma� OR Social Stigma�
OR, de-stigma� OR stereotype). Where possible,
database-specific terms including CINAHL head-
ings and MeSH headings in PubMed were used
to supplement the search terms.

Inclusion and exclusion criteria

For the purpose of this review, web apps include
digital technologies such as websites, mobile
apps, and patient portals that people use to access
and share information. Sexual health-related con-
ditions include sexually transmitted infections
(STIs) (e.g., HIV/AIDS, genital herpes, gonorrhea,
and chlamydia) as well as conditions/disorders
that affect sexual health functioning (e.g., endo-
metriosis, infertility, sexual dysfunctions). Articles
were included if they, 1) were focused on patient-
facing web apps, 2) were web interventions
designed for alleviating stigma OR described
stigma management strategies OR described how
stigma impacted the use of web apps, 3) were
original studies with empirical data, and 4) were
web apps that have a user-interface specifically
designed for sexual health-related conditions.
Articles were excluded if they, 1) were web apps
that involved only text messaging, 2) were web
apps that focused on changing the behavior of
health professionals or healthcare institutions, 3)
not available in English, and 4) theory papers,
review papers, posters, and abstracts. All retrieved
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articles were screened based on the title, followed
by abstract screening, and finally, full-text review.

Data extraction and categorization

General and specific information from the
included articles was extracted and summarized
using a spreadsheet to categorize and compare
studies and to identify related themes.
Information extracted included title of the article,
year of publication, authors’ names, geographical
location, research methodology, type of web app,
type of sexual health-related condition, sample
size, study purpose, and main findings/conclu-
sion. To answer the research questions, two
reviewers (AA, LC) independently screened the
papers against the inclusion and exclusion criteria
and highlighted patterns across each paper.
Following JBI methods of qualitative synthesis
and qualitative content analysis described by Elo
and colleagues (Elo et al., 2014; Elo & Kyng€as,
2008), codes were inductively generated and
assigned to the highlighted text, and initial cate-
gories related to our research questions began to
emerge. Related categories were clustered into
initial themes and then again into major themes
that represented a slightly higher level of abstrac-
tion of the narrative in each paper. The catego-
ries and the grouping into themes were reviewed
by all authors and revised through ongoing team
discussions.

Results

The search strategy yielded 1,017 articles, and all
were exported to Endnote X9 (ClarivateTM, 2020)
software. Google and Google Scholar results were
manually added. Endnote was used to remove
251 duplicates. Five hundred and forty-eight
(548) articles were removed based on title screen-
ing, and 179 were removed based on an abstract
review. This resulted in 39 articles that received a
full-text review. A manual search of the reference
lists of the articles that received full-text review
added three articles that were not returned by the
search strategy. Thus, a full-text review was con-
ducted on 42 articles. Twenty-five articles were
excluded because they did not fully meet the

inclusion criteria. Seventeen articles were
included in the review. (See Figure 1.)

Summary of study characteristics

The 17 studies were original peer-reviewed
research articles, published between 2012 and
2019. Ten studies used qualitative data collection
methods including focus group discussions (3),
interviews (2), needs assessment interviews (1),
and analysis of participants’ posts in online
forums (4). Three studies used quantitative meth-
ods, including randomized control designs (2)
and a cross-sectional design (1), and four (4)
studies used mixed-method designs.
Measurement instruments used in the quantita-
tive studies were largely researcher-developed
survey tools. The validity and reliability of these
instruments were not reported. The participants
in the studies were mostly younger than 30 years
old, with sample sizes ranging from 31 to 935.
Most studies were from the United States (10).
Other countries of origin were Canada (2),
Australia (2), United Kingdom (1), China (1),
and Russia (1). The findings revealed that the use
of web apps for sexual health-related stigma was
solely focused on the stigma of STIs. No study
was found that utilized web technologies in
addressing the stigma of disorders that affects
sexual functioning including sexual dysfunctions
and endometriosis. Six studies were explicitly
focused on HIV/AIDS, one on genital herpes,
and ten were related to general sexual health and
combined STIs (e.g., HIV/AIDS, genital herpes,
gonorrhea, and chlamydia). Among ten studies,
five were explicitly focused on STIs among peo-
ple who also identified as Lesbian, Gay, Bisexual,
Transgender, or Queer (LGBTQ). Only two stud-
ies used a theoretical model of stigma to guide
the research: Kang and An (2013) used a theoret-
ical model of stigma to guide their study design,
while Noltensmeyer et al. (2016) used a theoret-
ical model of stigma as an approach to design the
technology. Only two studies reported on the
design and development process of web apps
(Klein & Lomonaco, 2016; Noltensmeyer et al.,
2016). Table 1 shows the details of each study.
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Research question 1: what is the state of the
literature on stigma and the design of web apps?

The studies involved varying web apps including
websites (10 studies), websites integrated with
social media (4), mobile app (1), YouTube (1),
and a gaming website (1). Digital platforms such
as “Get Yourself Tested” (https://www.cdc.gov/
std/sam/gyt/default.htm) and “It Starts With Me”
(https://itstartswithme.com/) are specific examples
of web apps that were analyzed by studies to
understand how their design can address sexual
health-related stigma (Karamouzian et al., 2018;
Witzel et al., 2016). The main strategies to
address stigma in eight of the studies involved
mostly interactive features, and educational

content. For instance, the studies reported that
interactive features including messaging boards and
patient forums enable users to access information,
express stigma-related concerns, and engage with
their peers for social support as ways of addressing
sexual health-related stigma (Bauermeister et al.,
2019; Dudina & Tsareva, 2018; Flickinger et al.,
2018; Ho et al., 2017; Israel et al., 2019;
Karamouzian et al., 2018; Noltensmeyer et al.,
2016; Payton & Kvasny, 2016; Witzel et al., 2016).
Two studies explored healthcare providers’ interac-
tions with web app users (Ho et al., 2017;
Noltensmeyer et al., 2016), while one study pro-
vided participants an opportunity for engagement
through customized avatars deployed via a gaming

Figure 1. Prisma flow diagram.
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technology (Christensen et al., 2013). Other studies
were based on social media platforms integrated
with humorous videos and messaging boards/
forums as a way of addressing stigma among young
people (Byron et al., 2013; Witzel et al., 2016).
However, in web apps that used social media plat-
forms, the messaging boards and forums were
viewed by participants as non-secure, non-anonym-
ous, and could potentially result in accidental dis-
closure of status (Payton & Kvasny, 2016; Witzel et
al., 2016). Five of the studies were based on educa-
tional websites that only enabled users to access
information on various stigma management strat-
egies without the ability for interpersonal engage-
ment or interaction (Davis et al., 2012; Israel et al.,
2019; Kang & An, 2013; Magee et al., 2012; Shearer
et al., 2012). While educational messages may pro-
vide credible and reliable information on web apps,
how those messages were crafted to specifically
address stigma was not explicitly examined in any
of the studies. The majority of the studies were
centered on web apps that were used in various
ways to connect and engage with others through
online discussion threads, messaging boards, online
forums, and for forming online community support
groups. Although the main purpose of the web
apps analyzed in the studies was meant to manage
sexual health-related conditions and address stigma,
only four studies explicitly mentioned stigma man-
agement strategies for addressing sexual health-
related stigma (Davis et al., 2012; Kang & An,
2013; Noltensmeyer et al., 2016; Shearer et al.,
2012). Other studies recommended other strategies
such as testimonials and conveying sexual health-
related information in a humorous manner as ways
of controlling the public narratives that surround
sexual health-related conditions (Bauermeister et al.,
2019; Dudina & Tsareva, 2018; Noltensmeyer et al.,
2016; Shearer et al., 2012).

Research question 2: what is the impact of web
apps on sexual health-related stigma?

Addressing/alleviating stigma
Nine studies reported on how web apps either
have a positive or a negative impact on sexual
health-related stigma. Among the nine studies,

six were focused on addressing public stigma
(Bauermeister et al., 2019; Dudina & Tsareva, 2018;
Flickinger et al., 2018; Ho et al., 2017;
Noltensmeyer et al., 2016; Shearer et al., 2012), two
focused on addressing internalized stigma
(Christensen et al., 2013; Israel et al., 2019), while
one study was meant for addressing both internal-
ized and public stigma (Karamouzian et al., 2018).
Three of the studies that focused on public stigma
were found to have a positive impact by showing
some reduced levels of stigma (Bauermeister et al.,
2019; Flickinger et al., 2018; Noltensmeyer et al.,
2016), while three studies found that the web apps
inadvertently worsened public stigma (Dudina &
Tsareva, 2018; Ho et al., 2017; Shearer et al., 2012).
Two studies that had a focus on internalized stigma
also had a positive impact by showing some mar-
ginal reduction in internalized feelings of shame
and stigma (Christensen et al., 2013; Israel et al.,
2019). One study (Karamouzian et al., 2018) found
a reduction in public stigma, but not internalized
stigma. The other 8 studies were focused on stigma
in general, and four of these studies reported a
negative impact on stigma (Davis et al., 2012;
Magee et al., 2012; Payton & Kvasny, 2016; Witzel
et al., 2016), while four reported no impact (Byron
et al., 2013; Chen et al., 2019; Kang & An, 2013;
Klein & Lomonaco, 2016).

Among the studies that were focused on public
stigma, two sought participants’ views on how web
apps could alleviate or might aggravate stigma
(Karamouzian et al., 2018; Shearer et al., 2012a),
while the other four investigated only how web
apps could alleviate stigma but did not evaluate
how web apps might aggravate stigma. Interestingly,
many of the studies that focused on public stigma
also happened to be web apps that enabled people
to connect online through forums and messaging
boards. In summary, six studies had a positive
impact on stigma, four reported no change, while
seven studies however reported an increase in
stigma attributed to web design. See Table 1 for a
summary of the impact of web apps on stigma.

Research question 3: how do web apps alleviate
or aggravate stigma?

Three overarching themes were identified that
represented ways in which web apps may
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alleviate or aggravate stigma. These include shar-
ing stigma-related experiences via web apps (9
studies), the display of appropriate/inappropriate
sexual health-related content (7 studies), and
implied disclosure/stigma-by-association (8 stud-
ies). The studies were not mutually exclusive to
the themes as most studies addressed more than
one thematic area. Table 1 shows a summary of
the articles together with their respective themes.

Sharing stigma-related experiences via web apps
Nine studies (53%) reported on how the use of
web apps functionalities such as online forums,
message boards, and the expression of stigma-
related experiences or stigma management strat-
egies on web apps could address/aggravate stigma
(Bauermeister et al., 2019; Byron et al., 2013;
Chen et al., 2019; Dudina & Tsareva, 2018;
Flickinger et al., 2018; Ho et al., 2017; Magee et
al., 2012; Noltensmeyer et al., 2016; Payton &
Kvasny, 2016). This theme is directly related to
how the various web apps were used to connect
people online. Three studies reported that engag-
ing in online forums and messaging boards could
address stigma by promoting virtual connections
and boosting emotional support while allowing
people affected by similar conditions to engage in
anonymous discussions on stigma-related con-
cerns (Bauermeister et al., 2019; Magee et al.,
2012; Noltensmeyer et al., 2016). Chen et al.
(2019) specifically indicated how people who
have high perceived threats and high perceived
stigma were likely to post emotional-support-
seeking messages on web apps as a way of
addressing the threats and stigma inherent in
HIV. According to Noltensmeyer et al. (2016),
emotional support and anonymous virtual con-
nections are essential in managing sexual health-
related stigma for people who may be worried
about stigma in onsite spaces. Aside from con-
necting people through forums and messaging
boards, three studies also reported that sharing
testimonials, documentaries, and biographies of
well-known people via web apps could reduce
internalized feelings of stigma and promote a
sense of shared experiences (Bauermeister et al.,
2019; Dudina & Tsareva, 2018; Noltensmeyer et
al., 2016). Although testimonials have been rec-
ommended, no studies were located that

empirically evaluated how and if the integration
of these stories reduced stigma.

While sharing supportive messages via online
forums and messaging boards can promote
engagement in care, four studies argued that stig-
matizing behaviors can still occur in online
forums despite these forums tending to be rela-
tively anonymous (Bauermeister et al., 2019;
Flickinger et al., 2018; Ho et al., 2017; Magee et
al., 2012). These studies reported on how sharing
experiences, testimonials, or stories via web apps
may give people the chance to share negative
expressions and promote online bullying that
could eventually (re)produce, perpetuate, and
exacerbate stigma. Magee et al. (2012) for
instance argued that the face-to-face stigma peo-
ple experience could be transferred into online
spaces. The potential for re-stigmatization was
noted to be particularly common in web apps
with social media platforms because the mere act
of “liking” or “sharing” web content could expose
someone to ridicule or online bullying (Payton &
Kvasny, 2016; Witzel et al., 2016).

Display of appropriate/inappropriate sexual health-
related content
Seven articles highlighted how the display of
positive or negative sexual-health related content
could alleviate or aggravate stigma, respectively
(Davis et al., 2012; Karamouzian et al., 2018;
Klein & Lomonaco, 2016; Magee et al., 2012;
Payton & Kvasny, 2016; Shearer et al., 2012;
Witzel et al., 2016). The studies specifically indi-
cated how inappropriate or vulgar images such as
explicit medicalized images, sexualized images of
people kissing, or messages such as having
“having a fuck buddy” or other sexualized body
diagrams on web apps could potentially aggravate
stigma. While the intent of displaying explicit
sexual images may be to communicate in a way
that resonates with the target users, it is import-
ant to note that such efforts could inadvertently
(re)produce and perpetuate stigma among users
who may find such content undesirable (Davis et
al., 2012).

Some studies further reported on how some
web interventions employ stigmatizing/embar-
rassing images and messages in a satirical or
ironic format (Witzel et al., 2016; Davis et al.,
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2012), and how some interventions use humor in
a stigmatizing manner to convey sexual health
information (Shearer et al., 2012). According to
these studies, such strategies may not only fail to
resonate with the intended users but may reintro-
duce stigma and stifle general care and preven-
tion efforts. Three studies reported that the use
of sexually explicit images or satirical messages
could aggravate internalized feelings of stigma
and could further widen the barriers to the use
of web apps (Davis et al., 2012; Magee et al.,
2012; Shearer et al., 2012). Despite the possibility
of explicit images to exacerbate stigma, Kang and
An (2013) suggested that web apps that displayed
biological organs, and symbolic medical diagrams
of disease conditions in a positive manner may
have the potential of addressing stigma. However,
the impact of the display of such images was not
explicitly measured in any of the
included studies.

Implied disclosure and stigma-by-association
A theme identified in eight of the studies related
to how web apps could lead to accidental/implied
disclosure of status and the likelihood of stigma-
by-association (Byron et al., 2013; Chen et al.,
2019; Davis et al., 2012; Dudina & Tsareva, 2018;
Magee et al., 2012; Payton & Kvasny, 2016;
Shearer et al., 2012; Witzel et al., 2016).
Participants were generally concerned about the
potential for, and experiences of stigma based on
their engagement with web apps. For instance,
Witzel et al. (2016) and Byron et al. (2013) indi-
cated that using a sexual health-related web app
could be interpreted by others as having the con-
dition – a form of stigma generally referred to as
stigma-by-association. The act of stigmatizing
people by mere usage of a web app could further
increase privacy concerns among users of web
apps. This stigma-by-association may not only
worsen stigma but could further limit the use of
web apps by both people with and without the
condition (Witzel et al., 2016). While accidental
disclosure and stigma-by-association could occur
in all apps that enable people to connect online,
it was more of a concern to participants using
web apps that did not permit anonymization,
including social media platforms (Payton &
Kvasny, 2016; Witzel et al., 2016). Stigma via

accidental disclosure may be higher on social
media platforms because social media sites may
be more “porous” or non-secure than web apps
designed solely for a specific condition (Byron et
al., 2013).

Discussion

This review focused on studies that explored
stigma in relation to the design and impact of
sexual health-related web apps on stigma. The
results suggest that although many web apps are
designed to manage and address sexual health-
related stigma, such platforms may also
perpetuate stigma through sharing stigma-related
experiences, displaying inappropriate sexual
health content, accidental disclosure of status,
and stigma-by-association.

Web app strategies and stigma

Although the main purpose of the studies was to
address sexual health-related stigma, many of the
studies did not report on any specific strategies
that could have been taken to address stigma via
web interfaces. Instead, the main web strategies
for addressing stigma tend to be largely technical
considerations such as web forums, messaging
boards, and tailored educational content. Few
studies reported on web apps that specifically
adopted an anti-stigma approach in designing the
user interfaces (Kang & An, 2013; Noltensmeyer
et al., 2016). This suggests that many web inter-
ventions do not adopt anti-stigma-specific strat-
egies in their approach despite stigma-reduction
being a major concern.

Proper integration of the various web strategies
on web apps may help address stigma. According
to Bauermeister et al. (2019), web forums and
messaging boards, when properly integrated with
appropriate educational content in web apps
could be very helpful in managing the stigma of
conditions such as HIV/AIDS. The integration of
patient forums and messaging boards in the vari-
ous web apps could also be beneficial to people
who may otherwise be disconnected from, or
unwilling to use conventional health services
(Broaddus et al., 2015). However, other studies
suggest that such design features could
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inadvertently foment stigma among its users,
especially when the people’s identity or status are
accidentally disclosed via such forums (Dudina &
Tsareva, 2018; Flickinger et al., 2018; Ho et al.,
2017; Magee et al., 2012; Noltensmeyer et al.,
2016; Payton & Kvasny, 2016). Furthermore,
other studies relied on or evaluated web apps
that used educational information, integrated
with online engagement as the main strategies of
addressing stigma. While this could promote
understanding of the disease condition while
ensuring emotional support, the content could
also aggravate internalized stigma if not properly
designed or displayed on the web app. In other
words, educational content, if not properly con-
veyed on web platforms may rather foment
instead of addressing stigma.

One important strategy for addressing stigma
was through the use of an online community of
support groups. For instance, web apps that sup-
port online collaboration offer an opportunity for
like-minded people who might experience stigma
in conventional health contexts (e.g., attending
an HIV clinic) to form online community sup-
port groups and offer emotional supports to
members (Kang & An, 2013; Payton & Kvasny,
2016; Witzel et al., 2016). Although the details of
the online community support groups were
beyond the focus of this review, the use of patient
forums and messaging boards as a form of stigma
management strategy was evident in eight of the
studies (Bauermeister et al., 2019; Dudina &
Tsareva, 2018; Flickinger et al., 2018; Ho et al.,
2017; Israel et al., 2019; Karamouzian et al., 2018;
Noltensmeyer et al., 2016; Payton & Kvasny,
2016; Witzel et al., 2016). Despite the importance
of support groups in web platforms, the sensitive
nature of sexual health issues may also raise priv-
acy and security concerns among people who
engage in online activities. According to Kim et
al. (2018), this form of engagement may further
inhibit what people are willing to discuss or dis-
close on online platforms.

The impact of web apps on sexual health-
related stigma

Some of the studies suggest that web apps with
combined educational and engagement/online

connectivity functions were successful to some
extent in addressing public stigma (Noltensmeyer
et al., 2016; Shearer et al., 2012). Only three stud-
ies evaluated web apps that were focused on
internalized stigma. Two out of the three studies
found a marginal reduction in internalized feel-
ings of shame and stigma (Christensen et al.,
2013; Israel et al., 2019). Although few web apps
might have been developed for addressing inter-
nalized stigma, the results demonstrate a signifi-
cant positive impact of web apps on internalized
stigma. This suggests that web apps may be a
favorable platform for addressing the internalized
feelings of shame, blame, and guilt that may
accompany people with sexual health-
related conditions.

Overall, the findings show that studies that
demonstrated a reduction in some levels of
stigma were largely limited to web apps that pro-
mote two-way communication through online
collaboration functions such as discussion boards
and patient forums (Bauermeister et al., 2019;
Christensen et al., 2013; Flickinger et al., 2018;
Karamouzian et al., 2018). Standalone educational
web apps (i.e., apps without forums, messaging
boards, or patient portals) may have a limited
capacity to engage people because of their general
unidirectional nature. Findings from the studies
in this review suggest that apps without two-way
communication could perpetuate internalized
stigma through an inappropriate choice of words
and images in their content design (Davis et al.,
2012; Shearer et al., 2012). For instance, Davis et
al. (2012) specifically reported how explicit or
vulgar sexual images and words such as sexual-
ized images and derogatory statements on web
apps could aggravate sexual health-related stigma
and deter potential users. In effect, the way
words, images, and videos are used to convey a
sexual health message in a web app could in itself
amplify sexual health-related stigma. This is not
to suggest that sexual images or videos would
automatically aggravate stigma. On the contrary,
sexual images and videos that conform to socially
acceptable norms may assuage internalized
stigma, as people are more likely to view images
that are socially acceptable to them (Hood &
Friedman, 2011). The use of socially acceptable
images may address stigma because according to
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R€usch et al. (2005), understanding the causes of
disease as biological processes depicted via images
may help reduce the blame and shame associated
with such conditions.

Health providers’ moderation of web apps

While online collaboration functions may enable
people to connect with others virtually, profes-
sional moderation and links to health professio-
nals in forums and messaging boards remained
largely missing in the majority of the apps ana-
lyzed by the studies. Only Noltensmeyer et al.
(2016) recommended some professional moder-
ation of messaging boards. The involvement of
healthcare professionals as web moderators may
mitigate bullying and online stigmatization by
peers, regulate the posting of misleading informa-
tion, and offer additional stigma management
strategies to people most vulnerable to online
stigmatization (Bauermeister et al., 2019;
Flickinger et al., 2018). More specifically, health-
care professional moderation may improve online
discourse by allowing users to discuss negative
emotions more candidly, and mitigate issues in
web apps that participants viewed as insecure
and non-anonymous (Payton & Kvasny, 2016;
Wadden et al., 2020; Witzel et al., 2016).
However, many of the studies analyzed in this
review did not involve or consider health pro-
vider moderators on the web apps. Despite the
benefits of provider moderation, the “presence”
of providers may also inhibit participants’ expres-
sions in forums. In a worst-case scenario, pro-
vider moderation may prevent the use of web
technologies because of the “discomfort” with
relaying information to unknown health pro-
viders and the limitations of computer-mediated
communication channels including misrepresen-
tation by unscrupulous people (Van Uden-Kraan
et al., 2008; Witzel et al., 2016).

Recommended design considerations to
address stigma

The limitations of web apps in alleviating stigma
suggest that web developers need to adopt design
strategies that can guarantee the safety of the
user in online spaces. Web designers may

consider integrating online support groups and
social networking functionalities that facilitate
anonymous identification with the stigmatized
group, promote social identification and social
support. Social identification and social support
are particularly important because they are
hypothesized to increase resistance to stigma and
the rejection of negative stereotypes (Crabtree et
al., 2010). It has also been demonstrated that
online support groups provide opportunities that
facilitate social support from a network of people
living with sexual health-related conditions as
well as empowering them to reject and overcome
stigma (Heijnders & Van Der Meij, 2006; Lee &
Craft, 2002). Furthermore, strategies including
testimonials or humorous stories of well-known
people on web apps could help change the public
narrative and people’s attitudes toward sexual
health-related stigma (Heijnders & Van Der Meij,
2006). Also, as many people may resort to web
apps for fear of being stigmatized in healthcare
settings (Arkell et al., 2006; Nyblade et al., 2019),
providing credible, reliable, and accurate health
information may also dispel the myths and mis-
conceptions that often fuels sexual health-related
stigma, promote trust, normalize, and destigma-
tize such conditions (Hirsch et al., 2017;
Kwakernaak et al., 2019; Meisenbach, 2010; Sbaffi
& Rowley, 2017). These strategies were particu-
larly emphasized in studies that analyzed web
apps that relied predominantly on educational
content. More importantly, strategies that ensure
appealing and comfortable web content are
needed to alleviate internalized stigma. This
means the framing of sexual health language
including the use of nonsensational language and
images, and non-embarrassing content should be
considered when designing web-based interven-
tions (Davis et al., 2012). These strategies may
prevent depicting sexual health-related conditions
in a negative, flattering manner on digital plat-
forms (Davidson & Wallack, 2004; Smith, 2007).

While these strategies might have already been
adopted or recommended by some of the studies
reviewed, there is little empirical evidence to sup-
port or refute their use. Therefore, further studies
are needed to examine how the integration and
use of these design considerations on web apps
could address sexual health-related stigma.
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Limitations of scoping review

Studies were limited to English language publica-
tions. Given that stigma is context-specific (Link
& Phelan, 2001), studies that were not in English,
yet could be quite relevant to this review, might
have been excluded. Also, conference abstracts
that might be relevant to the topic may have
been excluded. Finally, as web interventions for
sexual health stigma are still in their infancy,
many interventions may not yet have been pub-
lished or evaluated.

Quality of the studies

While it is beyond the expectations of a scoping
review to examine study quality, the wide variety
of study designs demonstrates that this is an
emerging topic. Despite showing results for
improved or worsened levels of stigma in six
studies, only two of the studies were based on
randomized control trials (Christensen et al.,
2013; Israel et al., 2019). The rest were based on
either self-report or an analysis of stigma-related
posts on web platforms – methods that are at the
bottom of the evidence hierarchy. Therefore,
although participants or the web-related forum
posts might have revealed some level of stigma
reduction or worsening of stigma, such findings
may be subject to study biases. Secondly, most of
the claims made with regards to stigma-reducing
components on various web platforms were sub-
jected to little empirical evaluation. Therefore, it
is difficult to ascertain whether such strategies
will indeed address stigma when implemented on
web apps. Due to the weaknesses of the studies,
further studies are needed to empirically test the
effectiveness of the stigma-reduction claims made
in the studies before a conclusion can be drawn
on their effectiveness in addressing stigma.

Conclusion

The review revealed that web apps with online
collaboration functions such as patient forums
and messaging boards provide an opportunity to
alleviate public stigma by promoting engagement
in care and offering emotional support to people
living with sexual health-related conditions. Two
web apps demonstrated a modest reduction in

internalized stigma. Educational web apps with-
out online collaboration functions may inadvert-
ently provoke stigma by exposing users to
inappropriate sexual health-related content or by
accidentally disclosing their (supposed) sexual
health conditions. These findings have consider-
able implications for how sexual health-related
technologies could be designed and deployed to
reduce stigma. Web content that inadvertently
exacerbates stigma, including the use of profane
language should be minimized (Davis et al.,
2012). The design of web apps should include
appropriate content that is thoughtfully displayed
to be less stigmatizing to users. The use of appro-
priate sexual content and how that content is dis-
played could have a de-stigmatizing effect on
people with sexual health-related conditions.
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