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Abstract
Objective: To update psychiatrists and trainees on the realised risks of electronic health record data breaches.
Methods: This is a selective narrative review and commentary regarding electronic health record data breaches.
Results: Recent events such as the Medibank and Australian Clinical Labs data breaches demonstrate the realised risks
for electronic health records. If stolen identity data is publicly released, patients and doctors may be subject to
blackmail, fraud, identity theft and targeted scams. Medical diagnoses of psychiatric illness and substance use disorder
may be released in blackmail attempts.
Conclusions: Psychiatrists, trainees and their patients need to understand the inevitability of electronic health record
data breaches. This understanding should inform a minimised collection of personal information in the health record
to avoid exposure of confidential information and identity theft. Governmental regulation of electronic health record
privacy and security is needed.
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‘It is impossible to completely mitigate cyber threats:
“Today it has become a question of “when,” and “at what
level”” systems such as [MyHealthRecord or electronic
health records] will be breached (p. 574)’.1
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Australian public healthcare services have embraced
the enhanced centralisation and accessibility of
electronic health record systems (EHRs). The

prevalence of these systems creates new privacy risks that
are especially important in psychiatric care. Private
healthcare services have also increasingly adopted similar
digital systems.

Such digital systems have been compromised by external
attackers through the exploitation of technical vulner-
abilities. In 2018, the Victorian Auditor-General’s Office
conducted digital penetration testing, using basic hacking
tools, and was able to access health data systems in four
audited health organisations.2

Data breaches of digital healthcare systems and records in
Australia1 and internationally,3 including publication of
personal healthcare data for extortion or ransom, have
occurred, such as for Medibank Private4 and Australian
Clinical Labs5 customers.

These data breaches are particularly salient for EHRs that
contain sensitive information on the mental health of
patients. Apart from the usual medical and demographic
history, these EHRs contain details of psychiatric and
substance abuse diagnoses, which were specifically tar-
geted for extortion to prevent publication in the recent
Medibank Private data breach.6,7

To date, Australia does not have legislation similar to the US
Health Insurance Portability and Accountability Act (HIPAA)
which, in addition to legislating forhealth insurance coverage,
provides governmental regulatory guidance regarding the
privacy and security of EHRs.8,9 Despite the best cybersecurity
measures,10 the authors of a systematic reviewhave concluded
it is inevitable that EHRs will be compromised by malicious
attackers resulting in a loss of confidentiality of healthcare
data.1 It has therefore been recommended that regulation of
EHRs and healthcare data is necessary in Australia and could
follow the model of the HIPAA.1

In this context, patients, trainees, psychiatrists and
healthcare networks need to be informed about the risk of
EHR data breaches involving psychiatric records and
supported for adverse consequences.

Informed consent and a minimum dataset
Perhaps the simplest approach is to assume that a pa-
tient’s EHR will eventually be breached, and to thus limit
the personal and confidential information that is re-
corded in the form of a minimised dataset. There needs to
be careful discussion of the substantial likelihood of a data
breach with patients and carers, and that any consequent
reduction in the amount of data recorded may therefore
limit EHR usefulness.

The key areas that might be minimised include those
personal or health historical details that are likely to cause
complications if publicly available through a data breach.
This may include, among other matters, interpersonal
disputes in which others are named, historical details of
abuse or trauma and even family histories.

It will be important to seek the patient’s view on what
data should be recorded, based on the patient’s capacity to
do so. A very minimal dataset might be restricted to
certain details (see section below) but will reduce utility,
and effectiveness to personalise care.

There are also privacy implications for psychiatrists,
trainees and other healthcare workers (HCWs) from EHR
data breaches. The personal details for the digital iden-
tities of staff and patients will likely be exposed in
breaches. In addition, once a digital system such as an
EHR is compromised, it may be possible for a malicious
attacker to pivot (https://csrc.nist.gov/glossary/term/
pivot) to other systems to access financial and person-
nel records that present further identity theft risks for
patients and HCWs. As the psychosocial safety and
wellbeing of patients and HCWs can be adversely affected
by data breaches, there is a responsibility for health sys-
tem administrators and health governance boards to in-
form and support those affected (see further below).

Suggestions for an EHR database sufficient
for clinical purposes but without
unnecessary personal details
We suggest some considerations towards a minimum
patient EHR dataset for psychiatry and addiction medi-
cine, as follows, although practical implementation of
such changes will be complex and challenging:

· Purpose of consultation or entry.

· List of current medication.

· Medication changes.

· Risk assessment.

· Therapy changes, including limited details on psy-
chosocial supports.

· Limit details of personal events, and interpersonal
information, including full names, to that necessary
to support the above. For example, a sibling might
be designated ‘the patient’s brother Michael’ with-
out using the full name, and similarly for
a genogram.

· For statements about other people made by the
patient, it is suggested this may take the form of
‘…the patient stated that their manager has shouted
at them….’, without including names.

· Psychotherapy notes may need to be stored securely
offline due to the sensitive nature of the material
and, instead, a brief procedural summary included
in the EHR. For example, a summary might be as
follows: ‘We explored trauma issues related to the
initial childhood exposure’.

· The most sensitive issues will relate to safety, in-
cluding the necessary documentation of self-harm,
risky, suicidal and threatening behaviour. It may be
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better to describe the behaviours neutrally, to avoid
the perception of value judgements if data is
breached. For example, ‘…the patient stated she had
cut her arm to relieve distress…’.

· There may be important exceptions, such as in fo-
rensic or medico-legal matters, where all names and
details must be recorded. This would include pa-
tients who are under psychiatric treatment orders
according to governmental mental health
legislation.

This list cannot be exhaustive and what material is re-
corded should be discussed in a collaborative care
framework with the patient. There may be a necessary
exception to such discussion, regarding documenting
threats by patients against HCWs and others.

Given the privacy implications for psychiatrists, trainees
and other HCWs from EHR data breaches as discussed
above, consideration should be given to essential HCW
identity information to be stored in EHRs. HCWs should
also ensure that records are neither defamatory nor
stigmatising.

Aftercare for psychiatric health record data
breaches and other access
For patients seeking psychiatric care, there is a special
responsibility for providing psychological support in the
event of an EHR data breach. Based on current in-
ternational healthcare data breach trends, extortion and
ransom of healthcare organisations is most likely, and the
healthcare sector has incurred the most costs from data
breaches worldwide compared to other business sectors.3

Cyber-criminals published the health records of people
with potentially embarrassing or private medical histories
(such as termination of pregnancy, mental health and
substance abuse treatment), in order to extort the Medi-
bank Private health insurance provider.6,7 For example,
the breached personal details for ‘…100 people [were]
singled-out for havingmedical diagnoses of psychological
disorders and drug addiction’.7

In addition, there may have been attempts to directly
contact insured people and extort funds to prevent
publication of their personal data,7 which would be dis-
tressing and particularly challenging for people with
mental illness and substance use problems. It was noted:
‘Blackmail, fraud, identity theft and targeted scams are the
three most obvious options for the hackers now in pos-
session of Medibank customers’ data’.7

Apart from the specific advice from experts cited above,7

there appears to be little specific guidance on aftercare for
patients with personal data exposed via EHRdata breaches
available from the governmental, industry and NGO-
sponsored IDCARE support site (https://www.idcare.
org/). Medibank Private data-breach-affected customers
were provided access to counselling support for distress
arising from the breach.7 For public sector healthcare

records, the most appropriate psychological support
would be provided by patients’ existing psychiatrists and
HCWs. If, however, the HCWs themselves are compro-
mised by the same data breach through exposure of
personal information, there may be limited capacity to
respond.

HCWs are also likely to be exposed to the same risks of
‘Blackmail, fraud, identity theft and targeted scams….’7 as
patients. Publication of health professionals’ personal
data may expose them to risks from cyber- 11 or personal
stalking or bullying.12 This can include ‘doxing’ or the
publication of personal details such as address and contact
details with malicious intent to facilitate targeting of
individuals, which is a form of cyberbullying.13

Personalised cybersecurity insurance, identity cyberse-
curity advice and psychological support are therefore
necessary for patients, psychiatrists and HCWs, in addi-
tion to that extended to healthcare organisations. For
psychiatrists and other HCWs, professional indemnity
insurance might need to be expanded to provide cy-
bersecurity coverage of workers’ personal data held in
healthcare data systems, and also identity cybersecurity
and psychological support.

Conclusions
There remains a clear and present danger fromdata breaches
of EHRs. Patients with mental illness and substance abuse
disorders have been specifically targeted for extortion in the
recent Medibank Private data breach7 and similar cyber-
threats internationally.3 In this context, governmental
regulation of health data privacy and security standards,
such as legislation similar to the US HIPAA,8,9 is necessary.1

It is essential that healthcare organisations, HCWs and
governments remain informed, active and disclose to pa-
tients these realised data breach risks. Minimising sensitive
psychiatric and substanceuse disorder information inhealth
records, unfortunately limits the usefulness of the records.
This will be challenging to realistically implement due to the
size and complexity of EHRs and health data systems.
Planned psychological care pathways and cybersecurity re-
sources are needed to support patients and HCWs for these
inevitable data breaches.
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