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Public Health Methodology

Public health surveillance is defined as the continuous and 
systematic collection, analysis, and interpretation of data.1 
Although public health reporting laws vary by state, tribal, 
local, and territorial jurisdiction, laws exist that give public 
health agencies (PHAs) broad authority to collect data, includ-
ing case reports from health care providers, to prevent and 
control disease.2 Historically, case reporting has been done 
manually, which is often slow, results in incomplete data, and 
places a substantial burden of work on health care providers 
and PHAs.3-6 For example, manual reporting resulted in only 1 
in 10 identified cases of Lyme disease being reported by health 
care providers to PHAs from 2010 to 2018.7

An innovation in case reporting is electronic case report-
ing (eCR), the automated generation and transmission of 

case reports from electronic health records (EHRs) to PHAs 
for review and action.8 eCR operates behind the scenes 
within EHRs to identify potential reportable events and 
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Abstract

Introduction: The COVID-19 pandemic highlighted the need for a nationwide health information technology solution that 
could improve upon manual case reporting and decrease the clinical and administrative burden on the US health care system. 
We describe the development, implementation, and nationwide expansion of electronic case reporting (eCR), including its 
effect on public health surveillance and pandemic readiness.

Methods: Multidisciplinary teams developed and implemented a standards-based, shared, scalable, and interoperable eCR 
infrastructure during 2014-2020. From January 27, 2020, to January 7, 2023, the team conducted a nationwide scale-up effort 
and determined the number of eCR-capable electronic health record (EHR) products, the number of reportable conditions 
available within the infrastructure, and technical connections of health care organizations (HCOs) and jurisdictional public 
health agencies (PHAs) to the eCR infrastructure. The team also conducted data quality studies to determine whether 
HCOs were discontinuing manual case reporting and early results of eCR timeliness.

Results: During the study period, the number of eCR-capable EHR products developed or in development increased 11-
fold (from 3 to 33), the number of reportable conditions available increased 28-fold (from 6 to 173), the number of HCOs 
connected to the eCR infrastructure increased 143-fold (from 153 to 22 000), and the number of jurisdictional PHAs 
connected to the eCR infrastructure increased 2.75-fold (from 24 to 66). Data quality reviews with PHAs resulted in select 
HCOs discontinuing manual case reporting and using eCR-exclusive case reporting in 13 PHA jurisdictions. The timeliness 
of eCR was <1 minute.

Practice Implications: The growth of eCR can revolutionize public health case surveillance by producing data that are 
more timely and complete than manual case reporting while reducing reporting burden.
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create case reports, confirms the reportability of conditions 
through the application of rules, and securely transmits infor-
mation to the appropriate PHA(s).9 By automating these 
tasks, eCR can decrease the clinical and administrative bur-
den associated with manual reporting.10,11 For example, a 
1-year internal time–cost study showed that using eCR saved 
more than $4 million in health care provider time when com-
pared with manual case reporting.12 Additionally, eCR and 
its Health Level Seven (HL7) standards,13 including the elec-
tronic initial case report (eICR), have shown the ability to 
substantially improve data completeness.14-16

eCR can play an important role in pandemic readiness. 
As the COVID-19 pandemic unfolded, the Council of State 
and Territorial Epidemiologists (CSTE) developed a 
national surveillance case definition and added COVID-19 
to the list of national notifiable conditions.17,18 Around that 
time, the Centers for Disease Control and Prevention (CDC) 
and the Association of Public Health Laboratories (APHL) 
developed and launched the eCR Now initiative for health 
care organizations to implement eCR.19,20 With COVID-19 
added to the list of reportable conditions and the rapid 
expansion of eCR from pilot sites,21-25 health care organiza-
tions could send COVID-19 case data electronically, and 
PHAs could conduct contact tracing and disease monitor-
ing activities.26

As part of pandemic readiness, eCR may also identify 
trends in clinical presentations and diagnoses associated with 
novel conditions. COVID-19 eCR data contained information 
about associated conditions that could only be identified 
through clinical diagnosis, such as multisystem inflammatory 
syndrome in children.27 For example, the Idaho Department 
of Health and Welfare used eCR data to identify cases of mul-
tisystem inflammatory syndrome in children who had a recent 

history of COVID-19 (K. Turner, Idaho Department of Health 
and Welfare, email communication, October 28, 2021).

In this article, we present (1) the development and imple-
mentation of the eCR infrastructure during 2014-2020, (2) 
early results of eCR implementation and nationwide expan-
sion across health care and public health during 2020-2023, 
and (3) the impact of eCR on the quality of public health 
surveillance and pandemic readiness for a novel condition 
such as COVID-19.

Background and Methods

The nationwide development, implementation, and expan-
sion of eCR in the United States have involved a collabora-
tion among CDC, CSTE, APHL, PHAs, health care 
organizations and their EHR/health information technology 
industry partners. The shared and scalable components of 
eCR were developed by numerous multidisciplinary teams, 
which are hereinafter referred to collectively as the eCR team.

Description of eCR and eCR Data and Context

Electronic case reports include data that are reportable to 
states by virtue of state laws and considered necessary 
according to CSTE position statements.28 Some of these data 
are used for reporting to CDC through the National Notifiable 
Diseases Surveillance System,29 after direct identifiers have 
been removed. eCR is a component of the larger public 
health case surveillance process (P. Yoon, CDC, email com-
munication, May 24, 2022) (Figure 1). Direct identifiers are 
data that contain personally identifiable information and are 
removed by jurisdictional PHAs before the notifiable disease 
data are sent to CDC.30
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Figure 1.  Description of jurisdictional case reporting and national case notification. Person-based case reports flow electronically from 
health care organizations to state, tribal, local, and territorial (STLT) public health agencies (PHAs). Derived data, with direct patient 
identifiers removed, are then shared by STLT PHAs with the Centers for Disease Control and Prevention (CDC) through the National 
Notifiable Diseases Surveillance System (NNDSS). Electronic case reporting (eCR) supports bidirectional data exchange between health 
care organizations and STLT PHAs. NNDSS supports receipt of notifiable disease information from STLT PHAs to CDC.
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The eCR team developed and implemented a standards-
based, shared, scalable, and interoperable infrastructure. The 
eCR team created a trust framework, which addresses the 
policy and legal practices, to help enable a “hub-and-spoke” 
architecture for public health reporting from many health 
care organizations to many PHAs.31 In a hub-and-spoke 
architecture, many data connections or “spokes,” such as 
from many health care organizations, connect to a single 
connection point or “hub.” In eCR, many PHAs are also con-
nected to a single hub. This architecture makes for a single, 
consistent method of connection. Multiple steps were 
required for health care organizations to report cases elec-
tronically to PHAs using eCR (Box).

Components of eCR Development, 
Implementation, and Expansion

The eCR architecture comprises multiple components 
(Figure 2) that were involved in achieving eCR prototyping, 
rapid scaling of COVID-19 eCR implementation during the 
pandemic, and expansion of eCR to include 173 reportable 
conditions.

Electronic initial case report (eICR) standard.  Efforts to develop 
the HL7 eICR standard began in 2015. A CSTE eCR task-
force convened to recommend the necessary data elements 
for an all-conditions, all-jurisdictions case report.32 These 
data elements were used to develop the HL7 eICR stan-
dard.33,34 The eICR data elements capture patient and clinical 
data on demographic characteristics, comorbidities, immuni-
zations, medications, and treatments. PHAs require use of 
the eICR standard by health care organizations that are con-
necting to the eCR infrastructure. The eICR standard imple-
mentation guide R1.1 was first published in 2017.35 Wherever 
possible, the eICR data elements were based on, and continu-
ously harmonized with, HL7 Consolidated Clinical Docu-
ment Architecture templates, the US Core Implementation 
Guide, and the United States Core Data for Interoperabil-
ity.36-38 The eCR team collaborated with the HL7 Public 

Health Workgroup to ballot (ie, vote on) and publish the 
eICR standard and subsequent updates.39,40

Reportability response standard.  For every eICR that is sent, 
the health care organization receives a reportability response 
with information from the PHA and the reporting process. 
The eCR team developed and published the HL7 reportabil-
ity response standard in 2018.41 The reportability response 
includes the status of reporting, which conditions were 
reported, information about the condition(s) reported, and to 
which PHA(s) it was reported.42 The reportability response 
may also contain information from the PHA, including treat-
ment guidelines or fact sheets about the condition. This pro-
cess enables the bidirectional exchange of information 
between health care organizations and PHAs.

Electronic reporting and surveillance distribution (eRSD) stan-
dard.  The HL7 Fast Healthcare Interoperability Resources 
(FHIR) eCR standard includes FHIR eICR, reportability 
response, and specifications for the eRSD.43 The eCR team 
developed the eRSD standard through HL7 to convey to 
EHR industry partners and health care organizations the eCR 
trigger codes and reporting guidance used to trigger and 
report eICRs. The eRSD standard was released in 202040 and 
the latest version of the eRSD specification is eRSDR2.44 
The eRSD is intended to be electronically consumable by 
EHRs, and this specification is a core part of the eRSD 
shared service described hereinafter.

eCR Now FHIR Application (App)

The eCR team developed the eCR Now FHIR App using the 
HL7 FHIR application programming interface version R4 to 
connect to any EHR.45,46 The app uses timed queries based 
on health care organization patient encounters to retrieve 
specific data in the EHR. When those data match trigger 
codes, the app automatically generates and transmits eICRs 
to APHL and, when reportable, on to PHAs. The app was 
built on the HL7 FHIR application programming interface 

Box.  Steps health care organizations can take to perform electronic case reporting (eCR)a

1. � Use of eCR HL7 data exchange standards: (1) electronic initial case report (eICR), (2) reportability response, and (3) electronic 
reporting and surveillance distribution (eRSD).

2. � Use of an electronic health record (EHR) industry partner that has developed an eCR-capable EHR or is using the eCR Now FHIR 
app in conjunction with its EHR.

3.  Leverage of an appropriate chain of trust for data exchange using the eCR trust framework.
4. � Connection to the “hub and spoke” eCR infrastructure using direct secure messaging or the XDR standards. Public health agencies 

are also connected to that eCR infrastructure.
5. � Use of eCR shared services: the eRSD helps trigger eICRs, and the Reportable Conditions Knowledge Management System confirms 

reportability to public health agencies in accordance with jurisdictional laws and practices.
6.  Performance of data quality and validation processes.

Abbreviations: app, application; FHIR, Fast Healthcare Interoperability Resources; HL7, Health Level Seven; XDR, Cross-Enterprise Document Reliable 
Interchange.
a After completing the steps, health care organizations can send case reports electronically using eCR to state, tribal, local, and territorial public health 
agencies.
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that is required of EHR industry partners to meet regulations 
included in the 21st Century Cures Act.47 The initial version 
of the eCR Now FHIR App and its source code were released 
on May 1, 2020.

eCR Trust Framework

Health care organizations need to use an appropriate chain of 
trust to provide data-sharing authorities for users that are 
exchanging electronic health information.48-51 The eCR team 
established a trust framework to share identifiable patient 
information that complied with the Health Insurance 
Portability and Accountability Act (HIPAA) of 1996 and rel-
evant jurisdictional laws.52-54

The trust framework provides an efficient chain of trust 
for APHL to act on behalf of health care providers to carry 
out required reporting using existing agreements with health 
care organizations.55 The framework works with 2 secure 
data transport standards: (1) the Direct Simple Mail Transfer 
Protocol for encrypted health information through 
DirectTrust and (2) the Nationwide Health Information 
Network Cross Enterprise Document Reliable Interchange 
using the eHealth Exchange hub.56,57 EHR industry partners 
are expected to support these transport standards as part of 
the EHR certification process.58 When appropriate standards 
are in use, the trust framework can apply to numerous techni-
cal data exchange networks even when data are not physi-
cally exchanged through the participating health information 
networks.

Hub-and-Spoke eCR Infrastructure

The objective of the eCR infrastructure is to enable the auto-
mated, secure transport of patient case reports from health 
care providers to PHAs. eCR is constructed using a hub-and-
spoke architecture that allows multiple health care organiza-
tions to connect to multiple PHAs through a single interface 
and shared infrastructure. The hub of the eCR infrastructure 
is hosted on the APHL Informatics Messaging Services 
(AIMS) platform, a Federal Information Security 
Management Act Moderate Impact cloud-based platform.59 
Electronic case reports automated through eCR are securely 
sent from health care organizations to PHAs. The single 
interface allows for consistency of the connection that health 
care organizations and their EHR industry partners need to 
connect to. The shared infrastructure supports eCR shared 
services including confirming reportability and the routing 
and distribution of eICRs and reportability responses to 
appropriate PHAs.

Shared Services

The hub-and-spoke eCR architecture also allows for the pro-
vision of other shared services to support health care organi-
zations and PHAs.

eRSD shared service.  The eCR team developed the eRSD 
shared, web-based distribution service to provide trigger 
codes and trigger code guidance to health care organizations. 

Figure 2.  Electronic case reporting (eCR) architecture. Using eCR-capable electronic health reporting (EHR) products or the eCR 
Now FHIR app, electronic initial case reports (eICRs) are triggered, created, and transmitted before, during, or after patient encounters, 
and then EHRs and health care providers receive and process the related reportability responses. Created in collaboration with 
health information networks, a trust framework provides authorities for the appropriate sharing of identifiable patient information 
with the Association of Public Health Laboratories (APHL) and public health disclosures to public health authorities. The “hub” 
of the eCR infrastructure is the APHL Informatics Messaging Services (AIMS) platform and includes an electronic reporting and 
surveillance distribution (eRSD) system and Reportable Conditions Knowledge Management System (RCKMS), which help EHRs/
health care organizations report in accordance with jurisdictional laws and practices. eICRs are then delivered to public health 
agencies. Abbreviations: app, application; CDC, Centers for Disease Control and Prevention; CSTE, Council of State and Territorial 
Epidemiologists; FHIR, Fast Healthcare Interoperability Resources.
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The eRSD shared service distributes the eRSD specification 
to facilitate and guide the triggering and reporting of eICRs 
from EHRs and contains reportable conditions trigger 
codes—a list of codes related to reportable conditions that 
can match against patient data in the EHR. When health care 
providers record or update data (eg, diagnoses, laboratory 
data) in the EHR, the data are checked against a series of 
codes. If the data match a code, then an eICR is triggered to 
be sent. The triggers identify diseases and conditions with 5 
triggering EHR data categories (Table).44,60-64 Once the eICR 
is triggered and generated, it is then transmitted to the shared 
eCR infrastructure.

Trigger codes are created and managed by the Reportable 
Conditions Knowledge Management System (RCKMS) con-
tent team. When an update for the trigger code appears, the 
value sets are added to an eRSD loader application and 
joined with a template that includes guidance for trigger and 
report timing. The resultant eRSD specification is posted to 
the eRSD distribution system, and users of the system are 
notified that an updated version is available.

RCKMS shared service.  The eCR team created a shared deci-
sion support tool, RCKMS,65-68 to apply jurisdictional report-
ability laws. It confirms reportability and routes the case 
report to the appropriate jurisdiction(s).

The default rules are refined or “authored” to align with 
reporting laws for each jurisdiction relevant for the PHA. 
The rules can then be applied for the PHA where care was 
provided and, if different, the PHA of the patient’s residence. 
The authored rules are then published in the Open Clinical 
Decision Support (OpenCDS) engine so they can be used to 
process incoming eICRs. PHAs can choose jurisdiction-spe-
cific reporting criteria. PHAs update reporting criteria in the 
centralized authoring tool regularly.

Health Care Organizations Leveraging Trust 
Agreements

The method of health care organizations using the eCR trust 
framework is either using (1) health information network 
partners, eHealth Exchange, or Carequality for trust or (2) 
the APHL participation agreement. The eCR team tracked 
this information using Smartsheets version 11.6.1 
(Smartsheet, Inc) and compared data over time.

Number of Health Care Facilities and PHAs 
Connected to the eCR Infrastructure

When health care organizations connect to the eCR infra-
structure, they are required to provide a list of all their 

Table.  Triggering of an electronic initial case report (eICR) by the electronic reporting and surveillance distribution (eRSD) shared 
servicea

EHR data category (coding standardb) Primary triggering scenario

Laboratory orders (LOINC) An eICR will be triggered when a laboratory order is placed in the EHR that matches a 
value within the eRSD “Lab_Order_Test_Name”c value set. Because this trigger handles 
reporting on suspicion of a condition to meet related laws, this triggering should occur 
before laboratory results are available.

Diagnoses and suspected diagnoses 
(SNOMED, ICD-10 CM)

An eICR will be triggered when a diagnosis is recorded in the EHR (in the problem list or 
diagnosis fields) that matches a value within the eRSD “Diagnosis_Problem” value set. An 
eICR will be triggered when a suspected diagnosis is recorded in the EHR that matches a 
value in the eRSD “Suspected_Disorder”c,d value set. The suspected diagnosis triggering 
may be used to replace laboratory order triggering for EHRs that cannot do laboratory 
order triggering.

Laboratory results (SNOMED) An eICR will be triggered when a laboratory result is received by the EHR that matches a 
value within the eRSD “Organism_Substance” value set.

Laboratory result test names (LOINC) An eICR will be triggered when a laboratory result is received by the EHR that matches a 
value within the eRSD “Lab_Observation_Test_Name” value set.

Medications (CVX, RxNorm, SNOMED) An eICR will be triggered when a medication is administered or prescribed in the EHR 
that matches a value within the eRSD “Medication” value set.

Abbreviations: EHR, electronic health record; ICD-10-CM, International Classification of Diseases, Tenth Revision, Clinical Modification; LOINC, Logical 
Observation Identifiers Names and Codes; SNOMED, Systematized Nomenclature of Medicine.
a The trigger codes contained in the eRSD specification are related to reportable diseases and can be matched against patient data in EHRs. If the data 
in an EHR match 1 or more of these codes, then an eICR is “triggered” to be sent to the Association of Public Health Laboratories (APHL) Informatics 
Messaging Services (AIMS) platform for confirmation of reportability in the Reportable Conditions Knowledge Management System.59 The triggers identify 
diseases and conditions based on 5 EHR data categories that are related to 6 primary triggering scenarios.
b The trigger codes in the eRSD shared service tool are based on the following coding standards: LOINC,60 SNOMED,61 ICD-10 CM,62 Vaccine 
Administered Code Set (CVX),63 and RxNorm.64

c The “Lab_Order_Test_Name” and “Suspected_Disorder” value sets are both intended to meet public health needs for the reporting of a certain set of 
conditions when they are only suspected.
d The “Suspected_Disorder” trigger codes are all SNOMED “suspicion of” diagnosis codes and are recorded in the eICR diagnosis template.
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facilities. Facilities that do not generate an eICR, such as 
laboratories and physical therapy clinics, are not included. 
Facilities are then deduplicated so that only 1 facility is listed 
at each address. The eCR team used the final list of facilities 
to determine the number of health care facilities connected to 
the eCR infrastructure. Similarly, after a PHA has connected 
to the eCR infrastructure, has successfully received an eICR, 
and has a reportability response, the name and location of the 
PHA are added to the platform tracker, which is then used to 
determine the number of eCR-connected PHAs.

Scalability: Determining the Number of 
Reportable Conditions in RCKMS

The eCR team compared the number of reportable condi-
tions available in RCKMS69 over time to track progress.

Timeliness

Timeliness of eCR is defined as the time it takes from the trig-
ger code match in the EHR until the time the eICR is made 
available to the PHA. Most PHAs receive eICRs immediately 
from AIMS. On January 24, 2023, the eCR team assessed the 
timeliness of eCR by analyzing 13 eICR transit times from 13 
health care organizations captured within AIMS from the trig-
ger code match in the EHR until the eICRs were available to 
PHAs. The eCR team obtained the following information 
from the 13 eICRs accumulated during this period: (1) eICR 
unique identification number, (2) health care organization 
name, (3) EHR/health information technology industry part-
ner, (4) data transport method, (5) trigger date/time, and (6) 
PHA delivery date/time. Additional methods are available in 
the supplement (eSupplement).

Institutional Review Board Review

This activity was reviewed by CDC and was conducted con-
sistent with applicable federal law and CDC policy (45 CFR 
part 46, 21 CFR part 56; 42 USC §241[d]; 5 USC §552a; 44 
USC §3501 et seq). Institutional review board determination 
was not required because the study did not involve research 
among human subjects and was conducted as part of public 
health surveillance.

Results

eCR-capable EHR Products

In January 2020, there were 3 EHR/health information tech-
nology industry partners, each with a single eCR-capable 
product developed or in development. As of January 7, 2023, 
a total of 18 EHR/health information technology industry 
partners were in the process of developing or had developed 
eCR capability in 33 EHR and/or health information technol-
ogy products. Of the 33 EHR/health information technology 
products, 23 were using the eCR FHIR Now App, which they 
hosted and connected to their EHR/health information tech-
nology product using the FHIR application programming 
interface, and 10 were developing or using a custom-devel-
oped eCR solution in their products. In 2021, approximately 
60% of hospitals were using an EHR industry partner with an 
eCR-capable product or the eCR FHIR Now App, including 
Epic and Oracle Cerner.70 In addition, 33% of hospitals were 
using an EHR industry partner that was actively developing 
eCR capabilities in its products.

Figure 3.  Health care facilities and state, tribal, local, and 
territorial public health agencies (PHAs) connected to the 
electronic case reporting (eCR) infrastructure. (A) The dots on 
the maps indicate the location of health care facilities connected 
to the eCR infrastructure. On January 27, 2020, 153 facilities 
representing 2 health care organizations were using eCR to send 
COVID-19 case reports to PHAs. On January 7, 2023, more 
than 22 000 facilities representing 223 health care organizations 
were using eCR to send COVID-19 case reports electronically. 
(B) Shaded PHAs were connected to the eCR infrastructure 
and unshaded PHAs were not connected. In January 2020, 
only 24 PHAs were connected to the eCR infrastructure. 
As of January 7, 2023, 66 PHAs were connected to the eCR 
infrastructure, including all 50 states, Washington DC, Puerto 
Rico, and 14 large local jurisdictions (Chicago, Illinois; Contra 
Costa County, California; Dallas County, Texas; Houston, 
Texas; Los Angeles County, California; New York, New York; 
Philadelphia, Pennsylvania; Rockland County, New York; St. Louis 
County, Missouri; San Diego County, California; Solano County, 
California; Southern Nevada Health District, Nevada; Santa Clara 
County, California; and Tarrant County, Texas).
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Health Care Organizations Leveraging Trust 
Agreements

In January 2020, 2 health care organizations representing 
153 health care facilities were using the eCR trust frame-
work. As of January 7, 2023, the trust framework supported 
223 health care organizations representing more than 22 000 
health care facilities. Of these 223 health care organizations 
that implemented eCR, 217 (97%) were using health infor-
mation network partners, eHealth Exchange, or Carequality 
for trust and 6 (3%) were using the APHL participation 
agreement.

Health Care Organizations and PHAs Connected 
to the Hub-and-Spoke eCR Infrastructure

As of January 7, 2023, a total of 223 health care organizations 
were representing more than 22 000 health care facilities that 
were technically connected to the hub-and-spoke eCR infra-
structure. The number of health care facilities using eCR for 
COVID-19 case reporting increased 143-fold, from 153 in 
January 2020 to >22 000 in January 2023 (Figure 3A). As of 
January 7, 2023, 57 of 64 cooperative agreement–funded 
jurisdictional PHAs and 9 additional nonfunded jurisdictions 
were connected to the eCR infrastructure, resulting in a total 
of 66 eCR-connected jurisdictions (Figure 3B).

Scalability of RCKMS

RCKMS content was available for reporting 6 conditions, 
including COVID-19, in January 2020, and increased to 173 
conditions, including opioid overdose, sexually transmitted 
infections, and Parkinson’s disease, in January 2023. This 
total represented a 28-fold increase in the number of condi-
tions that could be reported from health care organizations to 
PHAs electronically using eCR. Moreover, a CSTE RCKMS 
community of practice is now available for all PHAs to 
encourage interaction and share knowledge about reportable 
conditions.

Electronic Data Timeliness, Quality, and 
Validation Outcome Measures

The eCR team reviewed 13 eICR transit times from the trig-
ger code match in the EHR until the eICRs were processed 
and made available for PHAs. The eICR transit times varied 
by data transport methods: (1) direct secure transport times 
ranged from 45 to 55  seconds and (2) nationwide health 
information network cross-enterprise document reliable 
interchange transport times ranged from 8 to 10  seconds. 
Among the 13 records evaluated on a single day from 13 
health care organizations, all were <1 minute.

In a review of eICRs versus manual case reports sent by 
health care organizations for quality, which included 

validation of eCR data completeness, 13 PHAs (Alabama, 
Florida, Hawaii, Idaho, Kansas, Massachusetts, Minnesota, 
North Carolina, Rhode Island, Tennessee, Vermont, Virginia, 
and Wisconsin) informed health care organizations in their 
jurisdictions that clinicians could stop sending manual case 
reports for COVID-19 as of January 7, 2023, based on eICRs 
meeting data quality requirements. Also as of January 7, 
2023, a total of 2725 health care facilities had turned off 
COVID-19 manual case reporting and were exclusively 
using eCR for COVID-19 reporting.

Discussion

From January 2020 to January 2023, a rapid scale-up 
occurred in the development, implementation, and expansion 
of eCR in the United States. It involved 2.75- to 143-fold 
increases in eCR-capable EHR development, health care 
organization leveraging of trust agreements, reportable con-
ditions in RCKMS, and connection to the eCR infrastructure 
by health care facilities and PHAs. Work is also underway to 
connect tribal health care and tribal public health authorities 
to eCR.71

The timeliness of eCR was <1  minute in our study, 
whereas the median timeliness of health care provider 
report submissions to PHAs using manual case reporting 
was 5  days in 2017.5 Pandemic readiness depends upon 
timely and complete information flowing from health care 
organizations to PHAs that is scalable during an emergency 
response.72 Once COVID-19 became a reportable condition 
in January 2020, the eCR team worked with health informa-
tion technology and EHR industry partners, health care 
organizations, and jurisdictional PHAs to enable electronic 
reporting of COVID-19 case reports through eCR within 
6 days. Furthermore, mpox was updated during June 2022 
in RCKMS, enabling eCR to support the CDC mpox 
response.73 In just 4 days, health care facilities were able to 
send mpox patient case reports electronically using eCR. 
The utility of eCR for reporting emergent conditions in 
4-6 days demonstrated substantial advancement in automa-
tion, interoperability, scalability, and support for disease 
outbreak management.

The assessment of timeliness was limited to 1 day and 13 
health care facilities. A more robust assessment would 
involve using a random sample of eICRs across multiple 
days and health care facilities to ensure representativeness. 
Despite this limitation, the findings support evidence that 
eCR is improving the quality of public health surveillance 
for reportable conditions and pandemic readiness for a novel 
reportable condition such as COVID-19.

Practice Implications

As eCR expands nationwide, it is delivering on its promise8 
to improve the quality of public health surveillance through 
(1) reporting quality case data in near-real time for public 
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health action, (2) supporting earlier detection of cases for 
earlier intervention, (3) diminishing the clinical and adminis-
trative reporting burden for both health care and public 
health, (4) offsetting the costs and resources associated with 
manual reporting, and (5) providing an interoperable and 
scalable infrastructure that supports rapid reporting to 
improve outbreak detection and response.

Additional work remains to be done to connect more 
health care organizations and PHAs to the eCR infrastruc-
ture, evaluate and address data quality issues, and provide 
ongoing technical assistance to PHAs to ingest and integrate 
eCR data into their surveillance systems. A need also exists 
to increase the number of reportable conditions from 173 to 
the approximately 339 possible reportable conditions to 
which eCR is capable of scaling.

This core data modernization program demonstrated rapid 
and promising growth. It has the potential to revolutionize 
public health case surveillance by producing data that are 
timelier, richer, and more complete than manual case report-
ing, while also reducing the reporting burden on health care 
and jurisdictional PHAs.
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