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ABSTRACT
Enhancing digital health governance is critical to 
healthcare systems in low- income and middle- income 
countries. However, implementing governance- enhancing 
reforms in these countries is often challenging due to the 
multiplicity of external players and insufficient operational 
guidance that is accessible. Using data from desktop 
research, in- depth interviews, focus group discussions and 
three stakeholder workshops, this paper aims to provide 
insights into Georgia’s experience in advancing digital 
health governance reforms. It reveals how Georgia has 
progressed on this path by unpacking the general term 
‘governance’ into operational domains, where stakeholders 
and involved institutions could easily relate their 
institutional and personal roles and responsibilities with the 
specific function needed for digital health. Based on this 
work, the country delineated institutional responsibilities 
and passed the necessary regulations to establish better 
governance arrangements for digital health. The Georgia 
experience provides practical insights into the challenges 
faced and solutions found for advancing digital health 
governance in a middle- income country setting. The 
paper highlights the usefulness of operational definitions 
for the digital health governance domains that helped 
(a) increase awareness among stakeholders about 
the identified domains and their meaning, (b) discuss 
possible governance and institutional arrangements 
relevant to a country context, and (c) design the digital 
health governance architecture that the government 
decreed. Finally, the paper offers a broad description of 
domains in which the governance arrangements could be 
considered and used for other settings where relevant. The 
paper points to the need for a comprehensive taxonomy 
for governance domains to better guide digital health 
governance enhancements in low- middle- income country 
settings.

INTRODUCTION
One strategic objective of the WHO’s Global 
Strategy for Digital Health is to strengthen 
digital health governance at national levels. 
This objective proposes that countries 
strengthen digital health governance by 
leveraging existing structures and creating 
robust governance arrangements, including 
regulatory frameworks and the capacity to 

implement evidence- based digital health solu-
tions.1 While WHO advocates for enhanced 
governance, current guidance on how this 
has to be operationalised at a country level 
is rather general, lacking the operational 
details that countries need, particularly in 
low- income and middle- income countries 
(LMICs).2–4 Therefore, this paper focuses on 
learning how WHO’s guidance on enhancing 
digital health governance can be operational-
ised before global guidance emerges.

We use WHO’s definition of digital health, 
which is ‘the field of knowledge and prac-
tice associated with developing and using 
digital technologies to improve health… The 
following areas are commonly understood 
as part of or related to digital health: artifi-
cial intelligence (AI), big data, blockchain, 
health data, health information systems, the 
infodemic, the internet of things, interop-
erability and telemedicine’.5 Consequently, 
digital health encompasses integrating digital 
technology and data into all areas of life and 
health. It involves changes and advancements 
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brought by this integration, significantly impacting how 
we live and work.6 Digital health requires governance 
grounded in core Health for All values of democracy, 
equity, solidarity, inclusion and human rights. This will 
help ensure digital technologies enable health benefits, 
improve universal coverage and access to quality health 
services, and effectively prevent and manage public 
health crises.2

The digital transformation in the healthcare of 
LMICs heralds a great promise. It could help improve 
service delivery quality and health outcomes. Yet, this 
promise has been harmed by systemic inefficiencies and 
numerous misalignments. Namely, decades of invest-
ment in multiple donor- funded projects focused on 
singular health issues without aligning with (or without) 
a broader digital health development strategy has often 
resulted in isolated and/or siloed information systems 
and frequently caused investment waste.7 The frag-
mented nature of these digital systems poses a significant 
barrier to capitalising on the transformative potential of 
digital health data due to a pervasive need for interop-
erability. Such systemic isolation hinders the holistic 
management of health services and impedes the strategic 
pooling of data critical for advanced analytics.8–10 More-
over, the proliferation of multiple stand- alone isolated 
systems, data collected that is not used and the increasing 
administrative burden at the health facility level demand 
more streamlined and holistic approaches to planning 
and managing digital health transformation.11–13

Compounding this issue is the inadequate focus on 
cybersecurity and data privacy, which are foundational to 
the integrity and trustworthiness of digital health data. As 
LMICs begin to explore the burgeoning field of AI—with 
its vast potential to leverage digital data for predictive 
analytics and tailored health interventions12 14 15—these 
inadequacies in data protection amplify the risk to 
patients and undermine trust. Moreover, the inability to 
interoperate within the digital ecosystem severely limits 
the possible benefits of AI for public health.10 15 Thus, 
the challenges for developing digital health systems of 
the future are numerous, but their weak governance lies 
at the nexus of these challenges.1 16

There is a need to transition from the landscape char-
acterised by predominantly project- driven, externally 
financed and isolated initiatives towards sustainable, inte-
grated digital health systems that are locally owned and 
managed.3 For this to happen, a more practical, action-
able approach to establishing and institutionalising 
digital health governance arrangements informed by the 
evidence emerging from the literature and experiences 
of other settings is needed.

Confronted with Georgia’s weak digital health gover-
nance, we sought practical solutions. Our work focused 
on advancing the governance arrangements by regulating 
institutions in the digital health ecosystem. This practice 
paper elucidates our experience of seeking digital gover-
nance solutions in a middle- income country—Georgia, 
with a setting that features similarities with the global 

digital health landscape for developing countries. By 
describing the operationalisation of the governance 
mechanisms in this country, we aim to contribute action-
able insights to inform and support governance enhance-
ment for digital health in LMICs.

METHODS
The study combined qualitative methods with partic-
ipatory research17 to develop this practice paper. The 
desk research focused on two domains: (a) the study 
of country- specific papers (including grey literature) 
looking at national information systems and (b) a 
purposeful search of international peer- reviewed jour-
nals for articles on governance functions in digital health 
or reform experiences, using previously recommended 
search terms.3

Desk research was complemented with in- depth inter-
views (IDIs) and focus group discussions (FGDs). On 
securing written informed consent, IDIs were conducted 
with purposefully selected individuals representing 
providers, technical and expert institutions, the policy- 
making field and patients. Similar groups were involved 
in FGDs to validate the findings.

Three stakeholder workshops were conducted to 
present documented weaknesses of Georgia’s digital 
governance arrangements and system deficiencies, share 
evidence and experiences emerging from the literature 
and develop solutions for Georgia, described later in this 
paper, with the help of the cocreation workshop.18

CHALLENGES OF GEORGIA
Recent assessments of the digital health system of Georgia 
carried out by WHO and the Asian Development Bank 
revealed numerous weaknesses (similar to many LMICs) 
along with some significant strengths. They include a 
lack of patient- centricity and provider medical needs 
consideration in data collection modules, where mana-
gerial imperatives prevail; an absence of feedback loops 
to providers to support improvements in quality of care; 
the existence of about 90 siloed digital modules with little 
integration or interoperability; focus on data collection 
versus analysis, largely reinforced by limited integration 
across the data modules and constrained by data access 
limitations; multiple and often duplicated data entries 
negatively affecting data quality, limited data quality 
assurance and data protection mechanisms, imposing a 
significant burden on healthcare providers with ‘useless’ 
data collection requirements, and inadequate data use 
for public health and policy- making. The greatest impor-
tance is placed on meeting management needs in data 
collection versus meeting patients’, providers’ or public 
health needs.19 Thus, Georgia ended up in a similar 
place, with challenges similar to those faced in many 
developing countries.7 While this is not an exhaustive list 
of challenges, it is sufficient to reveal the need for a call to 
action. Finally, the system evolved with inadequate regu-
lations because regulatory frameworks face challenges in 
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keeping up with the rapidly evolving digital transforma-
tion. Consequently, Georgia lacks necessary regulations 
and requirements for data or exchange standards, and 
critical registries necessary for a digital system are either 
missing or not adequately developed; service quality 
monitoring regulations are also missing, to name a few 
other regulatory shortcomings.20

Several factors explain the noted challenges, and they 
include (1) a lack of appropriate governance arrange-
ments compounded by weak (or lack of) coordination 
across entities involved in digital health, (2) unclear roles 
and responsibilities concerning functions essential for 
adequate governance, (3) inadequate legal and regulatory 
framework governing data collection, storage, exchange, 
access and use of personal health data for primary and 
secondary processing and (4) lack of adequately trained 
human and shortage of financial resources, hampering 
further development necessary for the system. This paper 
will reveal how aspects under (1) and (2) were addressed 
in Georgia.

SEARCH FOR SOLUTIONS
In general, digital health governance involves estab-
lishing and deploying authority in political, administra-
tive and technical spheres to oversee the entirety of a 
digital health information system within all sectors of a 
nation’s health framework.21 This governance structure 
includes a variety of methods, procedures and organi-
sations through which stakeholders express their inter-
ests, perform their legal responsibilities and monitor the 
information system’s functionality.22 To operationalise 
the governance arrangements in Georgia, we embarked 
on a four- step process.

Identified digital health governance domains
First, with the help of a literature review, we identified 
the list of domains that collectively could be termed as 

governance domains for digital health. The identified 
list is detailed in figure 1; while for some settings, this 
list may not be exhaustive, indeed, for Georgia, it served 
the purpose. Unfortunately, there is no global agree-
ment on this list, which would have been highly instru-
mental, but based on the literature review, the team 
created this list and used it for the next steps described 
later.

Next, we tried to find a description of each domain 
to understand better the specific functional areas they 
embody.

Domain for formulating policy and strategic plans 
usually assigned to the Ministry of Health (MoH), entails 
creating clear, actionable policies that outline digital 
health goals, principles and standards within a healthcare 
system or organisation.3 These policies set the foundation 
for decision- making, prioritising initiatives, guiding the 
ethical use of digital health data and technologies, and 
developing strategic plans that detail the objectives, strat-
egies and actions required to achieve the digital health 
vision. This includes identifying key digital health initia-
tives, setting timelines, allocating resources and defining 
metrics for evaluating progress. This domain also entails 
establishing a regulatory framework supporting digital 
health policies and strategic plans. It includes creating 
regulations for data privacy and security, standards for 
interoperability and guidelines for the ethical use of 
digital technologies in healthcare.

Health information security and privacy is primarily 
concerned with safeguarding patient data privacy and 
ensuring the protection required by national laws. This 
includes establishing data privacy, security standards, 
patient consent procedures and security requirements 
for interoperability to ensure that digital systems can 
communicate and exchange information securely and 
efficiently across different healthcare providers and 
settings without infringing on individual rights.2 23 24

Formulating policy 
and strategic plans

Health Information 
Security and Privacy Patient Summary

Health Information 
Exchange (HIE)

Telehealth and 
Remote Monitoring

Standards and 
Interoperability

Infrastructure and 
Connectivity

Health Analytics and 
Insights

Figure 1 Digital Health Governance Domains.
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Patient summary, according to the available litera-
ture,14 25–27 a patient summary (also frequently called 
an electronic health record) is a means to exchange 
digital information about the patient’s health and care 
that is provided primarily between providers, including, 
if necessary, across borders and importantly with the 
patient her/himself. The current version of patient 
summaries encompasses several mandatory, recom-
mended and optional components.26 Therefore, it seems 
important to define which elements to mandate in the 
patient summary, which obviously would need to be 
exchanged and, subsequently, how data for each compo-
nent have to be collected per government- established 
data standards and shared. Several possibilities exist for 
making these decisions. For example, to adopt ‘Business 
Requirements for Health Summary Records,’ described 
in ISO/TR 12773- 1:2009, which provides a framework 
to support the effective use of health summary records 
in various healthcare settings, or alternatively, to refer 
to European Commission Guidelines.27 In any case, 
patient summary development requires determining 
which national authorities are tasked to define manda-
tory elements of the patient summary and the data stan-
dards to be used, such as, for example, International 
Classification for Diseases codes for recording diagnosis, 
or Systemized Nomenclature of Medicine–Clinical Terms 
for standardising a core set of clinical terminology used 
in digital health records, or International Classification 
of Health Interventions that can be used as a tool for 
collecting information on what services is being provided 
to a patient by various providers of the healthcare system, 
or the ISO Identification of Medicinal Products for stan-
dardising medicinal products prescribed to a patient, 
etc. Due to the broad diversity of the listed standards 
that require different expertise, knowledge and skills, 
the organisations responsible for the standard setting are 
expected to be different. Therefore, charging one entity 
with standard- setting responsibility seemed not feasible, 
and it was recommended that the roles and responsibili-
ties be ascribed and delineated, depending on organisa-
tional mandates and capacity/expertise.

Health information exchange and interoperability 
standards require a designated institutional authority. 
Several standards exist, which were included in the work-
shop materials for government consideration, and they 
included Consolidated Clinical Document Architecture 
standards that provide a framework for creating elec-
tronic clinical documents, allowing the capture, storage 
and exchange of structured and unstructured informa-
tion. Health Level Seven is a set of international standards 
that allows the transmission and sharing of data between 
various healthcare providers and healthcare systems. Also, 
the Fast Healthcare Interoperability Resources (FHIR) 
standard enables the electronic transmission of health-
care information across modern web- based exchanges. 
In recent years, FHIR has gained significant traction and 
is widely adopted for patient access to medical records, 
interoperability initiatives and healthcare application 

development. Under proper governance arrangements, 
defining a national entity responsible for deciding and 
regulating which standards to use and how they must be 
enforced in a marketplace where both public and private 
actors operate seemed critical.

Telehealth and remote monitoring are critical compo-
nents of digital health that leverage technology to 
provide healthcare services and monitor patients’ health 
status from a distance. In digital health governance, these 
elements require a comprehensive framework to ensure 
they are used effectively, ethically and securely. Without 
adequate security and privacy protections for under-
lying telehealth data and systems, providers and patients 
will lack trust in the use of telehealth solutions.28 29 
Furthermore, the COVID- 19 pandemic has highlighted 
the importance of regulating payments for telehealth 
services that would be required to broaden the avail-
ability and access to these services.29 Thus, entities under 
the MoH are required to elaborate and develop the regu-
latory requirements addressing these important aspects 
covered under this domain,

Infrastructure and connectivity should either be the 
responsibility of a single entity or be a collaborative effort 
among various public and/or private stakeholders, neces-
sitating clear designation and coordination.

Finally, health analytics and insights need a clear defi-
nition of the data access rules. Therefore, identifying 
entities authorised to grant these access rights to state 
institutions, universities or research entities, civil society, 
etc, seemed necessary to ensure that collected data 
delivers value to patients, providers, policy- makers and 
society. Such clarity would guarantee that health analytics 
and insights from the data are effectively used primarily 
during care provision to a patient and then in decision- 
making and serve the nation’s best interests.

Ascribing the institutions to governance domains
After identifying and defining the domains, we mapped 
the institutions under the MoH that are (or should be) 
involved in digital health governance to the identified 
functions. This entailed a detailed review of the insti-
tutional bylaws to understand the mandates assigned 
to each entity under the national legislation. Next, we 
looked at how these mandates align (or do not) with the 
identified domains. This mapping exercise was instru-
mental in uncovering gaps, duplications and/or incon-
sistencies, or instances of inadequately defined roles and 
responsibilities in the bylaws.

The insights gained from the literature review and insti-
tutional mapping were then used as inputs in cocreation 
workshops. Through these workshops, conducted in an 
inclusive and participatory manner, we determined or 
refined the responsibilities of specific institutions within 
the identified governance domain. We also discussed how 
coordination among these entities should be structured 
to ensure efficient governance in the future. The discus-
sions and agreement on the role definition and distribu-
tion across the entities under the MoH were eventually 



Gotsadze G, et al. BMJ Glob Health 2024;9:e015589. doi:10.1136/bmjgh-2024-015589 5

BMJ Global Health

embodied in a ministerial decree (a regulatory act within 
Georgia’s legal system).

Regarding institutional arrangements for digital gover-
nance, Georgia, guided by the Broadband Commission 
for Sustainable Development30 and national legislation, 
positioned digital health governance within the MoH 
rather than opting for a separate digital agency. This led 
to the formation of a steering group within the MoH for a 
unified digital health strategy. However, this model is not 
universally applicable, as the best arrangement for each 
country will depend on its specific laws and needs.

While establishing and clearly delineating institutional 
roles and responsibilities is a crucial initial step, it alone 
is insufficient. These institutions must also implement 
mechanisms and tools to fulfil their roles effectively. This 
includes designing the data flow and exchange system, 
developing regulations for setting and enforcing stan-
dards with the help of incentives and sanctions, and 
fostering collaboration and coalition- building within 
the health sector and with other sectors and external 
partners. As a next step, adequate governance will also 
necessitate establishing an accountability framework and 
structure(s), rules and mechanisms for independent 
oversight to allow for transparency and scrutiny by polit-
ical representatives and civil society. Unfortunately, in 
Georgia, we did not yet succeed in creating such an over-
sight mechanism requiring a lengthy legislative process. 
However, these actions could be taken as subsequent 
steps over the coming years.

CONCLUSIONS
Countries are expected to enhance their digital health 
governance, but more international guidance is required 
to do this effectively. Therefore, breaking down the broad 
concept of digital governance into specific operational 
domains has proved highly beneficial for Georgia. It 
allowed stakeholders to grasp their roles, responsibilities 
and place in the digital ecosystem more clearly, fostering 
active participation in cocreation discussions, connecting 
their roles to specific areas and offering pertinent solu-
tions. This approach significantly aided the national 
consultation process by engaging stakeholders construc-
tively and promoting consensus.

Furthermore, the detailed definitions of governance 
domains facilitated a targeted search for evidence, illu-
minating the scope of each area. Despite the challenge of 
scant published research in this field, the effort in Georgia 
moved forward under these limitations. It is important 
to view the identified governance areas not as fixed 
domains but as starting points for further exploration. 
Developing a comprehensive taxonomy for governance 
areas will be instrumental for countries to better address 
operationalisation challenges, and most likely, this will 
demand a collaborative effort to pool experiences from 
various countries and disciplines, suggesting the creation 
of a multicountry, multidisciplinary research network to 

delve into best practices of digital health governance and 
produce practical/operational guidance for states to use.

LIMITATIONS
The paper acknowledges certain limitations. It 
concentrates on digital health governance, not encom-
passing the broader governmental and cross- sectoral 
involvement due to resource and time constraints. 
Under the MoH, the focus is on the health sector to 
solidify governance and link with external entities 
as needed. The study does not assess the outcomes 
or effectiveness of governance reforms, noting that 
substantive impacts will be observable after several 
years and further systemic changes. It details imme-
diate outputs like defining roles and responsibilities, 
updating regulatory documents and enhancing stake-
holder awareness about digital governance. Lastly, it 
does not evaluate the institutional strength, as deci-
sions were based on existing institutional bylaws and 
relevant national laws.
X George Gotsadze @GotsadzeG
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