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Abstract 

Cancer remains a significant global challenge, and despite the numerous strategies developed to advance cancer 
therapy, an effective cure for metastatic cancer remains elusive. A major hurdle in treatment success is the ability 
of cancer cells, particularly cancer stem cells (CSCs), to resist therapy. These CSCs possess unique abilities, includ-
ing self-renewal, differentiation, and repair, which drive tumor progression and chemotherapy resistance. The resil-
ience of CSCs is linked to certain signaling pathways. Tumors with pathway-dependent CSCs often develop genetic 
resistance, whereas those with pathway-independent CSCs undergo epigenetic changes that affect gene regulation. 
CSCs can evade cytotoxic drugs, radiation, and apoptosis by increasing drug efflux transporter activity and activating 
survival mechanisms. Future research should prioritize the identification of new biomarkers and signaling molecules 
to better understand drug resistance. The use of cutting-edge approaches, such as bioinformatics, genomics, prot-
eomics, and nanotechnology, offers potential solutions to this challenge. Key strategies include developing targeted 
therapies, employing nanocarriers for precise drug delivery, and focusing on CSC-targeted pathways such as the Wnt, 
Notch, and Hedgehog pathways. Additionally, investigating multitarget inhibitors, immunotherapy, and nanodrug 
delivery systems is critical for overcoming drug resistance in cancer cells.
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Introduction
Cancer, a heterogeneous and intricate collection of dis-
eases, presents substantial challenges to the health of 
both humans and animals on a global scale. This condi-
tion is typified by a variety of pathological phenomena, 
including unregulated cellular proliferation, transforma-
tions at both the cellular and morphological levels, angio-
genesis (the development of new vasculature to nourish 
neoplastic tissues), dysregulation of apoptosis (the pro-
grammed mechanism for cellular demise), metastasis 
(the dissemination of malignant cells to distant anatomi-
cal sites), and neoplasia, which refers to the abnormal 
proliferation or division of cells. On a global scale, cancer 
constitutes a predominant cause of mortality, accounting 
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for over eight million fatalities annually [1, 2]. This alarm-
ing statistic highlights its importance as a paramount 
public health concern. The disease is characterized by a 
multifactorial etiology, encompassing intricate genomic 
modifications that arise from the interplay between 
inherited genetic susceptibilities and various environ-
mental determinants, such as lifestyle choices, exposure 
to carcinogenic agents, and infectious agents [3]. These 
complex interactions significantly contribute to the 
pathogenesis and progression of diverse cancer types, 
rendering it a highly individualized condition that mani-
fests uniquely in each patient [4].

The management of cancer continues to face substan-
tial obstacles, particularly due to the challenges posed 
by drug resistance and immune evasion. These elements 
significantly impede the effectiveness of existing thera-
peutic interventions, resulting in treatment failure and 
exacerbation of the disease. A prominent concern in 
oncological treatment is the phenomenon of drug resist-
ance, which can be delineated into intrinsic and acquired 
categories. Intrinsic resistance pertains to the inherent 
capacity of cancer cells to endure the effects of pharma-
cological agents, often attributable to preexisting genetic 
mutations or the activation of survival pathways [5, 6]. 
For example, numerous tumors overexpress ATP-binding 
cassette (ABC) transporters, which actively eliminate 
chemotherapeutic agents, consequently diminishing 
their intracellular concentrations and therapeutic effi-
cacy [7]. Acquired resistance emerges as a consequence 
of therapeutic interventions, wherein cancer cells evolve 
mechanisms to survive in the presence of pharmaco-
logical agents. This occurrence is frequently driven by 
genetic and epigenetic modifications, such as muta-
tions in drug targets or alterations in signaling pathways 
[8]. The tumor microenvironment (TME) is integral to 
the phenomenon of drug resistance. Elements such as 
hypoxia, acidity, and nutrient scarcity create an inhospi-
table milieu for drug action and may increase the survival 
of cancer stem cells (CSCs), which are characteristically 
resistant to standard therapeutic modalities [9, 10]. The 
presence of stromal cells, immune cells, and compo-
nents of the extracellular matrix can also sequester drugs, 
thereby limiting their therapeutic effectiveness [11]. For 
example, the hypoxic TME may result in the activation of 
hypoxia-inducible factors (HIFs), which facilitate resist-
ance mechanisms such as upregulated glycolytic metab-
olism and amplified survival signaling [12]. Another 
significant obstacle is immune evasion, whereby tumors 
devise mechanisms to elude detection and eradication by 
the host immune system. Cancer cells may modify their 
antigen expression, downregulate major histocompat-
ibility complex (MHC) molecules, or secrete immuno-
suppressive factors, all of which contribute to immune 

tolerance [10, 13–15]. For example, numerous tumors 
express programmed cell death-ligand 1 (PD-L1), which 
interacts with PD-1 on T cells, inhibiting their activa-
tion and facilitating immune checkpoint evasion [10, 16]. 
This immune evasion not only permits unimpeded tumor 
proliferation but also constrains the efficacy of immune-
based therapeutic strategies, such as immune checkpoint 
inhibitors. The introduction of immunotherapy, while 
groundbreaking, has further highlighted the complexities 
associated with immune evasion. Although therapies that 
target immune checkpoints have demonstrated potential, 
their effectiveness may be curtailed by the heterogene-
ity of tumors and the differential expression of immune 
checkpoints across various cancer types [17]. Further-
more, the emergence of resistance to immunotherapy 
can transpire, with tumors discovering alternative path-
ways to circumvent immune detection even subsequent 
to initial responsiveness [18]. The integration of targeted 
therapies with immunotherapy represents a prospective 
strategy to address both drug resistance and immune 
evasion. By targeting specific pathways that facilitate sur-
vival and resistance in tumor cells, increasing the efficacy 
of immunotherapeutic agents may be feasible. For exam-
ple, the concomitant use of inhibitors of the PI3K/AKT/
mTOR pathway with immune checkpoint inhibitors has 
exhibited promise in preclinical investigations ([19, 20]. 
However, the complexity of cancer biology necessitates 
careful consideration of combination strategies to avoid 
exacerbating resistance mechanisms. In conclusion, the 
challenges of drug resistance and immune evasion sig-
nificantly complicate cancer treatment. A deeper under-
standing of the underlying mechanisms and interactions 
within the tumor microenvironment is crucial for devel-
oping more effective therapeutic strategies. Research 
aimed at identifying novel biomarkers and elucidating 
the intricacies of tumor biology is essential for improving 
patient outcomes in the fight against cancer [21, 22].

In recent years, the recognition of cancer as a hetero-
geneous entity characterized by tumors that comprise a 
variety of cellular populations exhibiting distinct char-
acteristics and behaviors has increased [23, 24]. This 
heterogeneity is evidenced by the diverse differentiation 
phenotypes that can be observed within neoplastic tis-
sues. While the predominant cellular constituents of a 
tumor may be classified as nontumorigenic, indicating 
that they do not facilitate cancer progression, a small 
yet pivotal subpopulation of cells, referred to as "cancer 
stem cells" (CSCs), is integral to the initiation, growth, 
and recurrence of neoplasms. These CSCs are believed 
to drive tumorigenesis because of their capacity for self-
renewal and differentiation, thereby establishing them 
as critical focal points for cancer research and therapeu-
tic intervention [23–26]. As our comprehension of the 
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complexities inherent in cancer continues to evolve, it 
becomes increasingly apparent that the effective treat-
ment and management of this disease necessitate a multi-
faceted strategy that addresses not only the predominant 
tumor cell populations but also the specialized subpop-
ulations, such as CSCs, that are implicated in the most 
aggressive and enduring manifestations of cancer. This 
advancing knowledge underscores the persistent chal-
lenges and emerging opportunities in the global endeavor 
to combat cancer.

CSCs are a specific population of cells within tumors 
that have the ability to self-renew and reproduce the orig-
inal tumor phenotype. They play crucial roles in tumor 
proliferation, differentiation, recurrence, metastasis, and 
chemoresistance. They are considered targets for anti-
cancer therapy, and ongoing clinical trials are testing the 
efficacy of various drugs against CSCs [27]. Understand-
ing cancer stem cells is important in the context of clonal 
genetic heterogeneity, as they possess clonogenicity and 
self-renewal capabilities. They have been identified in 
various malignancies, including leukemia, and advances 
in the field have been made through techniques such as 
lineage tracing [28].

Currently, mammalian cancer cells are the focus of sev-
eral studies [29]. For example, many studies have demon-
strated the integration of metabolic, signaling, and gene 
regulatory networks in these cells via support vector 
regression (SVR)-based three timescale models [4, 30–
32]. Similarly, there are currently mechanisms of rapid 
turnover of microRNAs (miRNAs) in cancer cells and the 
effects of target mRNAs on miRNA abundance [33, 34]. 
Moreover, a lectin called iNoL was identified as a slipper 
lobster that displays cytotoxic effects on human cancer 
cells [35]. There is compelling evidence that pharmaceu-
tical compositions comprising engineered mammalian 
cells for cancer treatment, including immunomodulators 
and immunotherapies, have been researched [4].

Notably, stem cells are the building blocks of tissues 
and organs and have been studied for their potential in 
regenerative medicine and tissue engineering [4, 36, 37]. 
These cells can be classified on the basis of their differ-
entiation potential, with totipotent stem cells being able 
to give rise to any cell type, pluripotent stem cells being 
limited to the three embryonic germ layers, and multipo-
tent stem cells being able to differentiate into one germ 
line tissue [38, 39]. They can be extracted from various 
sources, including bone marrow, amniotic cells, adipose 
tissue, the umbilical cord, and placental tissue [36].

In the context of cancer medicine, stem cell trans-
plantation, particularly bone marrow transplantation, 
is a procedure used to treat certain types of cancer 
and other diseases by replacing damaged or diseased 
bone marrow with healthy stem cells [40, 41]. The 

process of stem cell transplantation offers the poten-
tial to enhance the treatment of neurodegenerative 
disorders by replacing compromised neurons across a 
variety of neurological conditions, including multiple 
sclerosis, amyotrophic lateral sclerosis, Alzheimer’s 
disease, Parkinson’s disease, and Huntington’s disease 
[42]. These innovative therapies have undergone rigor-
ous evaluation in clinical trials to determine their effi-
cacy in addressing these incapacitating condition [43]. 
A diverse array of stem cell types, including embryonic 
stem cells, mesenchymal stem cells, and neural stem 
cells, has been scrutinized for their potential to dif-
ferentiate into neurons and glial cells, which are fun-
damental components of the nervous system [44]. The 
overarching objective of stem cell-based interventions 
is to reinstate lost or compromised neuronal cells while 
concurrently fostering a neuroprotective milieu. This 
is accomplished not only through the direct substi-
tution of cellular entities but also via the secretion of 
bioactive molecules that can increase cellular viability, 
mitigate inflammation, and facilitate tissue regenera-
tion. These therapeutic modalities exhibit significant 
promise, as they represent a comprehensive strat-
egy for the treatment of neurodegenerative diseases, 
effectively addressing both the manifestations and the 
foundational etiologies of neuronal impairment [45]. 
As scientific inquiry progresses, stem cell transplanta-
tion may emerge as a pivotal element in the manage-
ment and prospective resolution of neurodegenerative 
disorders. These therapies have the potential to provide 
tissue restoration and alleviate the symptoms of neuro-
degenerative disorders [42]. However, in the context of 
technological advancements, there is a need to refine 
cell therapy and increase its effectiveness in the human 
body as well as other animal species. Stem cells have 
the potential to revolutionize clinical treatment and are 
being explored for their role in drug development and 
toxicity evaluation [43].

Currently, drug resistance in mammalian cancer stem 
cells is a major challenge in cancer therapy, as it is driven 
by several key features. CSCs possess several mechanisms 
that allow them to survive exposure to chemotherapy 
drugs, making tumors resistant to treatment [46, 47]. Of 
course, they are a subset of tumor cells that are capable of 
multilineage progenitor expansion, and they are known 
to be intrinsically resistant to anticancer treatments [48]. 
The eradication of a tumor mass requires the complete 
removal of both tumor cells and CSCs [46, 48]. Elucidat-
ing the key features underlying drug resistance in CSCs is 
crucial for developing effective treatment strategies [49, 
50]. Common characteristics between cancer stem cells 
(CSCs) and normal cells, such as shared signaling path-
ways and markers, complicate the targeted treatment of 
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CSCs, impacting the safety and specificity of chemother-
apy. Overcoming drug resistance in CSCs is crucial for 
enhancing cancer treatment outcomes [50–52].

CSCs have unique signaling pathways and markers 
that are important for the development of new antican-
cer strategies. The Wnt, Notch, Hedgehog, TGFβ/SMAD, 
JAK-STAT, and VEGF pathways are associated with CSC 
regulation and are potential therapeutic targets  [42, 50, 
53]. Furthermore, several other markers of CSCs, includ-
ing CD133, CD44, ABCG2, and ALDH, have been identi-
fied for the development of promising pain points in the 
search for cancer treatments [34, 52, 54–56]. However, 
there is still no consensus on the characterization of anti-
gens for CSCs. In addition to these markers, the expres-
sion levels of therapeutic target proteins such as PD-L1 
and phosphorylated EGFR can also be examined in 
CSCs [44]. Identifying new markers and gaining a deeper 
understanding of CSC-specific antigens are crucial for 
developing novel therapeutic strategies against cancer.

Importantly, there is currently an immense struggle to 
explore ideal therapeutic approaches for targeting cancer 
stem cells (CSCs), including the development of treat-
ments that block CSC-related signaling pathways [52, 57, 
58]. In a similar fashion, chemical antibodies have been 
used as ligands for CSC-targeted therapeutic strategies 
[59]. These aptamers have been conjugated with various 
therapeutic cargoes, such as chemotherapy drugs, small 
interfering RNAs, and microRNAs, to kill CSCs [56, 60]. 
Natural products (NPs) have also been shown to target 
and inhibit CSCs, but their clinical translation has been 
hindered by pharmacokinetic defects and off-target 
effects [46, 50, 52, 61]. By targeting CSC-specific sur-
vival factors and interfering with CSC-selective survival 
signaling, overcoming drug resistance and enhancing the 
effectiveness of anticancer agents may be possible. This 
knowledge can inform the development of novel thera-
peutic approaches for targeting CSCs and improving 
outcomes for cancer patients. Hence, this comprehen-
sive review explores findings from the scientific literature 
and provides an update on drug resistance in mammalian 
cancer stem cells.

Concepts of drug resistance in mammalian cancer 
cells
One of the significant challenges in modern cancer 
treatment is increasing resistance to chemotherapy and 
molecularly targeted therapies, which poses a substan-
tial barrier to the effectiveness of these treatments [51]. 
Certain neoplasms demonstrate innate insensitivity to 
therapeutic modalities due to preexisting resistance 
determinants, referred to as primary or intrinsic resist-
ance, whereas other malignancies acquire resistance 
throughout the therapeutic regimen, a phenomenon 

known as acquired resistance [62]. The emergence of 
resistance to anticancer pharmacotherapies is modulated 
by an array of factors, including genetic mutations, epige-
netic modifications, and the upregulation of drug efflux 
mechanisms, among various cellular and molecular phe-
nomena. These alterations enable cancer cells to endure 
and proliferate in the presence of therapeutic measures, 
thereby diminishing the overall efficacy of treatment 
strategies [63]. The current foundational elements of 
oncological management include a diverse array of meth-
odologies, such as surgical intervention, cytotoxic chem-
otherapy, targeted therapies, radiation therapy, endocrine 
therapy, and immunotherapy. Despite the considerable 
progress achieved in these therapeutic modalities over 
recent decades, resistance to both conventional chemo-
therapeutic agents and novel targeted therapies remains 
a pivotal concern. This resistance significantly contrib-
utes to the recurrence of cancer, which remains one 
of the predominant causes of mortality among cancer 
patients [64, 65]. The persistent battle against pharma-
cologic resistance highlights the imperative for ongoing 
inquiry and innovation within the realm of cancer ther-
apy, as surmounting this obstacle is crucial for enhanc-
ing patient outcomes and mitigating the elevated rates of 
cancer-associated mortalit [66].

Mammalian cancer and its severity
Mammalian cancer involves the development of abnor-
mal cell growth in mammals and is characterized by 
genetic alterations that affect cellular fitness and can lead 
to the formation of tumors. Various methods have been 
developed for detecting and diagnosing cancer, includ-
ing the detection of specific nucleic acids and proteins 
in biological samples [67–69]. The presence, absence, 
or relative quantity of these molecules can indicate the 
presence or risk of cancer development. The spatial dis-
tribution of specific components in the cell nucleus has 
also been used to detect and grade tumors, providing a 
method for efficient diagnostics and monitoring of pro-
liferation disorders. The evolution of cancer suppression 
mechanisms across mammalian species has been stud-
ied, revealing a positive correlation between cancer gene 
copy number and longevity, as well as a strong associa-
tion between longevity and the number of germline and 
somatic tumor suppressor genes [70]. For example, chi-
meric nonhuman mammals have also been developed as 
inducible spontaneous cancer models, allowing for the 
study of different types of cancer through the introduc-
tion of genetically modified embryonic stem cells [71], as 
depicted in Table 1.

The severity of cancer in mammals varies across spe-
cies and is not directly correlated with lifespan or body 
mass. However, there is a positive association between 
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litter size and the prevalence of malignancy, suggesting a 
trade-off between reproduction and cancer defenses [72]. 
The prevalence of neoplasia and malignancy in mammals 
increases with increasing adult weight and somatic muta-
tion rate but decreases with increasing gestation time 
[73]. Certain species, such as ferrets and opossums, have 
particularly high levels of cancer, whereas others, such as 
the common porpoise, the Rodrigues fruit bat, and the 
black-footed penguin, have low levels [2]. Considering 
the different factors that contribute to these differences 
in cancer incidence may lead to improved strategies for 
cancer management and prevention (Table 1).

Area of cancer stem cell drug resistance factors
Drug resistance in cancer represents a formidable obsta-
cle to the successful administration of therapeutic inter-
ventions, frequently culminating in treatment failure 
and suboptimal patient prognoses. Among the myriad 
of factors that contribute to the phenomenon of drug 
resistance, the tumor microenvironment (TME) plays 
a pivotal role. This complex ecosystem consists of neo-
plastic cells, adjacent stromal constituents, immune cells, 
vascular structures, and the extracellular matrix (ECM), 
all of which engage in dynamic interactions that facilitate 
tumor progression and confer resistance against thera-
peutic modalities. Hypoxia, defined by an inadequate 
oxygen supply, is a prevalent condition in solid tumors 
and is attributable to rapid cellular proliferation and 
insufficient vascular development. This hypoxic milieu 
precipitates the stabilization and activation of hypoxia-
inducible factors (HIFs), particularly HIF-1α, which 
orchestrates a diverse array of adaptive responses [87]. 
HIF-1α enhances the transcriptional activity of genes 
implicated in angiogenesis, glucose metabolism, and cell 
survival, thereby augmenting the aggressive characteris-
tics of tumors. In the context of cancer stem cells (CSCs), 
hypoxia is particularly important because it promotes 
self-renewal and stemness attributes, enabling these cells 
to endure hostile environments and resist standard thera-
peutic approaches [88]. Empirical investigations have 
indicated that hypoxic CSCs exhibit increased expression 
of drug efflux transporters, such as P-glycoprotein, which 

actively extrude chemotherapeutic agents from the cel-
lular interior, resulting in diminished drug accumulation 
and therapeutic efficacy [89, 90]. Furthermore, hypoxia 
can promote epithelial‒mesenchymal transition (EMT), 
a mechanism that further amplifies the migratory and 
invasive capacities of CSCs, thereby facilitating their eva-
sion of targeted therapeutic interventions.

The stroma that envelops tumor cells is composed 
of a diverse array of cell types, including fibroblasts, 
immune constituents, and endothelial cells, which col-
lectively influence tumor behavior and drug resistance. 
Cancer-associated fibroblasts (CAFs), a significant ele-
ment of the TME, secrete a plethora of growth factors 
and cytokines that increase tumor survival, proliferation, 
and drug resistance [91]. For example, CAFs are capable 
of producing transforming growth factor-beta (TGF-
β) and hepatocyte growth factor (HGF), which activate 
signaling cascades, such as the PI3K/AKT and MAPK 
cascades, which have been shown to confer resistance to 
therapeutic agents [92]. The complex interplay between 
tumor cells and CAFs may give rise to a protective niche 
that sustains CSC viability, often mediated by the secre-
tion of extracellular matrix components that provide 
both physical and biochemical support to CSCs, which 
further complicates therapeutic strategies [93]. Target-
ing CAFs represents a novel therapeutic strategy aimed 
at overcoming drug resistance. Therapeutic agents that 
inhibit CAF activation or disrupt CAF interactions with 
tumor cells have exhibited potential in enhancing tumor 
sensitivity to chemotherapy [91, 92]. For example, the 
application of monoclonal antibodies that specifically 
target CAF markers has demonstrated efficacy in pre-
clinical models, resulting in improved drug delivery and 
therapeutic response. Nevertheless, the heterogeneity of 
CAFs, coupled with their dual roles in facilitating tumor 
progression and promoting antitumor immunity, intro-
duces challenges that necessitate careful consideration 
within clinical contexts.

The extracellular matrix (ECM) offers essential struc-
tural support to neoplasms and is pivotal in mediating 
cellular signaling processes. In the context of malignancy, 
ECM remodeling transpires as a consequence of the 

Table 1 Relative severity of common mammalian cancer stem cells

The capacity of cancer stem cells (CSCs) to start and sustain tumor growth, evade therapy, and aid in metastasis is frequently linked to the severity of the tumors they 
support. However, the particular cancer type and the properties of the implicated CSCs can affect the relative severity of disease.

Cancer Type CSC Characteristics Relative Severity References

Breast Cancer CD44 + /CD24-, ALDH1 + High [74, 75]

Colon Cancer CD133 + , Lgr5 + High [76, 77]

Lung Cancer CD133 + , CD44 + High [78–81]

Pancreatic Cancer CD133 + , CD24 + Very High [82, 83]

Brain Cancer (Glioblastoma) CD133 + , CD44 + Very High [69, 84–86]
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excessive synthesis of matrix constituents and modifica-
tions in their composition, which may affect drug resist-
ance mechanisms [94]. Elevated ECM stiffness, which is 
frequently correlated with the accumulation of collagen 
and fibronectin, has been associated with improved sur-
vival rates and enhanced drug resistance across various 
malignancies, including breast and pancreatic cancers 
[89]. Furthermore, ECM remodeling may influence the 
bioavailability and spatial distribution of therapeutic 
agents within the tumor microenvironment. For example, 
modifications in the ECM can establish physical barriers 
that obstruct drug infiltration, resulting in inadequate 
therapeutic concentrations in specific tumor locations. 
Additionally, the interplay between tumor cells and ECM 
constituents can activate signaling cascades, such as 
integrin-mediated signaling pathways, that promote cel-
lular survival and contribute to resistance against apop-
tosis-inducing pharmacological agents [94]. Approaches 
designed to target ECM components or restore the nor-
mal architecture of the ECM are increasingly recognized 
as viable strategies to combat drug resistance. The enzy-
matic degradation of particular ECM constituents, such 
as hyaluronic acid, may facilitate enhanced drug deliv-
ery and augment therapeutic efficacy [95, 96]. Moreo-
ver, the advent of ECM-targeting agents that disrupt the 
interactions between tumor cells and the ECM presents 
a promising avenue for overcoming resistance phenom-
ena. Nevertheless, the intricate nature of ECM dynam-
ics alongside the potential for unforeseen consequences 
necessitates a prudent approach in the implementation of 
these therapeutic strategies.

The immunological landscape within the tumor 
microenvironment (TME) strongly influences drug 
resistance mechanisms. Tumors can create an immu-
nosuppressive microenvironment through the recruit-
ment of diverse immune cell types, such as regulatory 
T cells (Tregs) and myeloid-derived suppressor cells 
(MDSCs), which effectively inhibit antitumor immune 
responses and facilitate the survival of cancer stem 
cells (CSCs) [93]. Furthermore, tumor cells frequently 
upregulate immune checkpoint molecules, such as 
PD-L1, thereby enabling them to evade immune sur-
veillance and contributing to resistance to immu-
notherapeutic interventions [97]. In addition, the 
presence of immune cells within the TME may mod-
ulate CSC characteristics. For example, cytokines 
secreted by tumor-associated macrophages (TAMs) 
can promote CSC self-renewal and enhance resistance 
to therapeutic modalities, including chemotherapy and 
targeted therapies [98]. Immunotherapy has emerged as 
a promising strategy to mitigate drug resistance by re-
engaging the immune system to target malignant cells. 
The combination of immune checkpoint inhibitors with 

conventional therapeutic approaches has demonstrated 
potential in enhancing patient outcomes, particularly 
in tumors characterized by elevated T-cell infiltration 
[99]. However, the existence of an immunosuppressive 
TME may constrain the effectiveness of these treat-
ments, underscoring the necessity for strategies that 
can alter the immune landscape in conjunction with 
immunotherapeutic measures.

The tumor microenvironment (TME) significantly 
influences the metabolic characteristics of neoplastic 
cells, facilitating adaptations that enhance drug resist-
ance. Neoplastic cells, including cancer stem cells 
(CSCs), frequently depend on glycolytic pathways for 
ATP generation, even in oxygen-rich conditions, a phe-
nomenon referred to as the Warburg effect [100]. This 
metabolic reconfiguration promotes rapid cellular prolif-
eration and sustains viability under conditions of nutri-
ent deprivation. Moreover, the acidic milieu produced 
by metabolic byproducts, such as lactate, can promote 
the maintenance of CSCs and confer protection against 
the cytotoxicity of chemotherapeutic agents [101]. Met-
abolic modifications also impact the susceptibility of 
tumor cells to therapeutic interventions. For example, 
CSCs characterized by altered lipid metabolism may cir-
cumvent apoptosis triggered by specific pharmacologi-
cal agents, resulting in heightened treatment resistance 
[102, 103]. Targeting metabolic pathways represents an 
innovative approach to mitigate drug resistance in onco-
logical contexts. Inhibitors of glycolytic enzymes, such 
as hexokinase and lactate dehydrogenase, have demon-
strated promise in preclinical investigations because they 
preferentially target cancer cells that have undergone 
metabolic adaptation [102, 104]. Furthermore, strategies 
aimed at metabolic reprogramming to restore oxidative 
phosphorylation could increase the sensitivity of tumors 
to chemotherapeutic agents. Nevertheless, the ability of 
tumor cells to adapt to metabolic stressors and the pos-
sibility of off-target effects warrant further exploration 
prior to clinical application, as presented in Table 2.

In conclusion, the tumor microenvironment serves as a 
pivotal factor in determining drug resistance within can-
cer, affecting multiple facets of tumor biology, including 
cellular survival, proliferation, and therapeutic respon-
siveness. Variables such as hypoxic conditions, stromal 
interactions, extracellular matrix (ECM) remodeling, 
immune cell dynamics, and metabolic changes engen-
der a complex landscape that promotes resilience against 
therapeutic interventions, particularly in the context of 
CSCs. A comprehensive understanding of these inter-
actions is crucial for the formulation of effective thera-
peutic strategies designed to overcome drug resistance. 
As research advances, concurrently targeting the TME 
alongside conventional therapeutic modalities may 
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augment treatment efficacy and enhance patient out-
comes in the ongoing struggle against cancer.

Drug resistance in cancer stem cells is influenced by a 
myriad of factors that affect the responsiveness to thera-
peutic interventions. These factors encompass both ele-
ments that impede the delivery of therapeutic agents 
to the neoplasm and those that modify the characteris-
tics of the tumor microenvironment. The manifestation 
of treatment resistance, arising from a combination of 
intrinsic and extrinsic influences, constitutes a consider-
able impediment in oncological treatment [105]. A piv-
otal factor that contributes to resistance is the presence 
of genetic mutations, which can significantly impair the 
drug’s capacity to effectively bind to its designated tar-
get. Moreover, neoplastic cells can implement various 
strategies to circumvent the effects of chemotherapeutic 
agents. Such strategies include a decrease in the influx 
of drugs into the cells, an increase in efflux pumps that 
extrude drugs from the cellular interior, the activation of 
detoxifying proteins that neutralize the pharmacological 
agent, and the enhancement of DNA repair systems that 
mitigate the damage inflicted by cytotoxic chemothera-
pies. Additionally, abnormalities in signaling pathways 
that normally react to damage induced by chemother-
apy can also significantly contribute to resistance [106]. 
Comprehending and addressing these factors that confer 
resistance is imperative for enhancing cancer therapeu-
tic efficacy. Confronting these issues necessitates an in-
depth study of the sophisticated interactions within the 
tumor microenvironment and the cellular mechanisms 
that allow for the survival and growth of cancer cells in 
defiance of therapeutic efforts. As research advances, the 
targeting of these resistance pathways may pave the way 

for the development of more effective therapeutic strat-
egies and reduce the likelihood of relapse and improve 
outcomes for cancer patients, as presented in Table 2.

Off-target effects of nanodrugs: Targeting cancer stem 
cells (CSCs) in particular has made it possible to improve 
drug delivery and overcome drug resistance owing to 
the introduction of nanotechnology in cancer therapy. 
Although the use of nanodrugs has many benefits, there 
are also several hazards, particularly with respect to 
off-target effects, that could compromise the safety and 
effectiveness of treatment. The potential for unexpected 
interactions with nontarget cells and tissues to result in 
negative side effects that could make treatment outcomes 
more difficult is one of the main concerns with nanod-
rugs [130, 131]. In the tumor microenvironment (TME), 
for example, nanoparticles intended to specifically target 
CSCs may unintentionally impact normal stem cells or 
other cell types, leading to toxicity and possibly worsen-
ing treatment resistance [132].

A number of variables, such as the size, shape, composi-
tion, surface charge, and physicochemical characteristics 
of nanoparticles, might result in off-target effects. These 
features have a major impact on the cellular absorption 
and biodistribution of nanomedicines. For example, 
whereas larger particles might not effectively penetrate 
tumor tissues, excessively small nanoparticles might 
quickly accumulate in the liver and spleen, decreasing 
their availability to target tumors [133]. Furthermore, 
the surface functionalization of nanoparticles, which is 
meant to improve targeted specificity, may inadvertently 
increase binding to cells that are not the intended target, 
which could result in cytotoxicity. Because immune cells 
may be stimulated to attack both the tumor cells and the 

Table 2 Drug resistance factors for cancer stem cell areas

An overview of the main regions and variables influencing cancer stem cell resistance is given in this table. Depending on the type of cancer, the properties of the 
cancer stem cells, and the therapeutic approaches employed, several pathways may be involved

Area Factors References

Intrinsic Properties of CSCs

Self-renewal and differentiation Ability to maintain stem cell phenotype and generate differentiated cells [107–109]

Altered metabolism Metabolic adaptations that support survival and proliferation [110, 111]

DNA repair mechanisms Efficient DNA repair pathways [112–114]

Drug efflux Expression of efflux pumps (e.g., ABC transporters) that remove drugs from cells [115–117]

Tumor Microenvironment

Hypoxia Low oxygen conditions [118, 119]

Immune suppression Suppression of immune response [110, 120]

Extracellular matrix Physical and biochemical properties of the tumor microenvironment [110, 121]

Therapeutic Interventions

Drug combinations Synergistic or additive effects of multiple drugs [122, 123]

Drug repurposing Using existing drugs for new indications [124–126]

Targeted therapies Targeting specific molecular pathways involved in cancer development and progression [127–129]
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surrounding healthy tissue, this unintentional activation 
of immune responses might further complicate the treat-
ment landscape and increase the risk of systemic adverse 
effects [134].

The possibility of changing drug release profiles from 
nanodrugs, which may affect their safety and therapeu-
tic efficacy, is another major concern. Drug stability and 
release kinetics can be affected by changes in environ-
mental factors, including pH and temperature; however, 
regulated release is essential for reducing toxicity and 
optimizing therapeutic effects [135]. A nanodrug may 
cause elevated off-target toxicity if its payload is released 
too quickly or incorrectly, which could result in high 
local concentrations of the drug in nontargeted locations.

Furthermore, persistent nanoparticle buildup in the 
body can lead to new hazards, especially in regard to 
compounds that cannot be easily eliminated. The long-
term presence of these substances may cause chronic 
inflammatory reactions, which may result in additional 
issues such as fibrogenesis or cancer [132, 136]. For 
example, certain metal-based nanoparticles can cause 
oxidative stress in tissues that are not their intended tar-
gets, leading to cellular damage that may promote the 
growth of tumors or the establishment of drug-resistant 
cell populations [137, 138].

The possible hazards associated with the use of nano-
particles are also significantly influenced by their immu-
nological response. According to Xiong et  al. [139], 
nanoparticles can trigger an immunological response 
and activate the complement system, which can either 
improve antitumor immunity or cause severe allergic 
reactions and anaphylaxis in susceptible people. The 
production of antibodies against the nanoparticles due 
to the immunogenicity of the nanocarriers may eventu-
ally diminish their effectiveness and encourage the emer-
gence of drug resistance.

Careful assessment of the safety and effectiveness char-
acteristics of nanodrugs in preclinical and clinical set-
tings is crucial to reduce these hazards. To evaluate how 
nanoparticles interact with biological systems and find 
any possible off-target effects, advanced characteriza-
tion techniques should be used [39, 132]. Furthermore, 
techniques such as employing stimuli-responsive release 
mechanisms or covering nanoparticles with biocompat-
ible materials might improve selectivity and lower the 
possibility of off-target interactions [132, 139]. Creating 
predictive models to comprehend the biodistribution and 
pharmacokinetics of nanomedicines can also help with 
design optimization for increased safety and efficacy in 
targeting CSCs.

In summary, although nanodrugs have the potential 
to prevent drug resistance in mammalian cancer stem 
cells, there are several hazards associated with their use, 

especially in regard to off-target effects. Optimizing 
the design of nanoparticles and enhancing therapeutic 
results require an understanding of how they interact 
with biological systems. To fully utilize nanotechnology 
in cancer treatment, it will be necessary to optimize nan-
odrug compositions and conduct thorough safety assess-
ments as research advances.

Extrinsic factors
With respect to mammalian cancer stem cell (CSC) 
resistance, extrinsic variables are crucial. One significant 
extrinsic element influencing CSC survival and function 
is the tumor microenvironment (TME) [47], which is an 
ecosystem in which cancer cells interact with various 
components, such as immune cells, stromal cells and the 
extracellular matrix [140, 141]. Factors within the TME, 
such as the complex network of the tumor stroma and 
epidermal microenvironment, stimulate tumor progres-
sion via CSC plasticity [142]. Furthermore, microenvi-
ronmental cues regulate the biological phenotypes of 
CSCs and impact their ability to self-renew, differentiate, 
and respond to therapy [143].

These interactions influence tumor survival, growth 
and response to therapies. Additionally, factors such as 
hypoxia, nutrient deficiency, and acidic pH in the TME 
contribute to cancer malignancy and drug resistance 
[144]. Metabolic analysis constitutes a fundamental 
component in elucidating the complexities associated 
with the tumor microenvironment (TME) and its con-
sequent effects on tumor metabolism and therapeutic 
responsiveness [145]. This analytical approach serves to 
uncover the mechanisms by which alterations within the 
TME can modulate the efficacy of cancer treatments. A 
prominent indicator of these modifications is the pro-
gressive decline in the anticancer potency of a pharma-
cological agent postadministration. This reduction in 
treatment efficacy may arise from a multitude of factors. 
A particularly salient factor is the activation of a second-
ary proto-oncogene, which has the potential to evolve 
into a novel driver gene that catalyzes tumor prolifera-
tion, thereby diminishing the drug’s overall effectiveness. 
Furthermore, mutations or variations in the expression 
levels of drug targets can significantly erode therapeutic 
outcomes, consequently diminishing treatment effec-
tiveness [61]. Additionally, alterations in the TME itself, 
which may ensue as a consequence of initial therapeutic 
intervention, can further exacerbate this attenuation in 
drug efficacy. Such alterations may encompass variations 
in nutrient availability, fluctuations in oxygen concentra-
tions, and modifications in the overall cellular architec-
ture of the TME, all of which can foster a more conducive 
milieu for tumor resilience and therapeutic resistance 
[66]. A thorough comprehension of these metabolic and 
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microenvironmental factors is essential for the develop-
ment of more effective cancer treatment strategies. By 
elucidating and targeting these mechanisms of resistance, 
researchers can strive to surmount the obstacles that 
impede the effectiveness of existing therapies, potentially 
culminating in improved clinical outcomes for patients. 
Efforts continue to target TME components, inhibit 
tumor matrix remodeling, and explore metabolic interac-
tions between cells and organelles to develop innovative 
therapeutic strategies to address the challenges posed 
by the TME [146]. Understanding how external factors 
influence cancer stem cell (CSC) behavior is crucial for 
developing strategies that effectively counter therapeutic 
resistance and improve cancer treatment outcomes.

Tumor heterogeneity: As a distinguishing feature of 
mammalian cells, tumor heterogeneity reflects the het-
erogeneous nature of malignant cells and is visible both 
in vitro and in vivo. Intertumoral and intratumoral het-
erogeneity are the two primary categories into which 
heterogeneity can generally be divided [147]. The term 
"intertumoral heterogeneity" describes the variations 
that occur when tumors from several tissues and cell 
types are combined. Tumors originating from various 
tissues, tumors of the same tissue type from different 
patients, and even different tumors within the same per-
son exhibit these differences. This type of heterogeneity 
emphasizes the individuality of every tumor by showing 
how malignancies can act significantly differently on the 
basis of their particular genetic and environmental cir-
cumstances, even when they are found in the same organ 
[148]. Conversely, intratumoral heterogeneity describes 
the variety that exists inside a single tumor. A combina-
tion of noncell-autonomous factors, such as the various 
components of the tumor stroma, and cell-autonomous 
factors, such as genomic and epigenomic variations, are 
responsible for this internal variability. The character-
istics of tumor cell populations within a single tumor 
might differ greatly, including growth rates, genetic sta-
bility, cell surface indicators, growth rates, and responses 
to treatments. Tumor cell populations are heterogeneous, 
as numerous studies have confirmed their presence [32, 
39, 149]. Because it affects how each patient responds to 
treatment and hastens the emergence of resistance to tar-
geted medicines, this variation has significant therapeutic 
ramifications. For this reason, comprehending and treat-
ing tumor heterogeneity is essential for the development 
of more specialized, targeted cancer treatments.

Even under optimal culture conditions, human and 
mouse embryonic stem cells are heterogeneous and 
include both partially committed and pluripotent cells. 
Adult organ somatic stem cells are also diverse, with 
numerous subpopulations of self-renewing cells with 
unique regeneration capacities [147]. Extrinsic factors 

that contribute to tumor heterogeneity include microen-
vironmental factors that directly impact the cell of origin 
and can potentially lead to differentiation [150]. Further-
more, the tumor immune signature, which is influenced 
by the mutational landscape and microbiome compo-
nents, plays a crucial role in determining the different cel-
lular components of the tumor microenvironment (TME) 
in different cancer types and influences patient prognosis 
and drug responses [151]. These external factors, such 
as the TME and cellular components, are essential for 
understanding the variability of drug responses between 
tumor cells, even within clonal sublineages, highlighting 
the importance of both genetic and nongenetic factors in 
tumor relapse and acquired resistance [152].

Tumor microenvironment: The tumor microenviron-
ment (TME) is a complex ecosystem that encompasses 
not only cancer cells but also a diverse array of stro-
mal cells, vascular cells, immune cells, and extracellu-
lar matrix components. These noncancerous elements 
actively participate in the cellular and molecular pro-
cesses that drive tumor invasion, metastasis, and overall 
progression [153]. Although the importance of the TME 
in cancer development and progression has been recog-
nized for many years, its influence on the tumor response 
to therapies is becoming increasingly clear. The interac-
tions occurring within the TME can profoundly affect 
the effectiveness of cancer treatments, either by fostering 
tumor growth and survival or by contributing to thera-
peutic resistance [39, 149]. Moreover, the TME is shaped 
by a variety of factors closely linked to the hallmarks of 
cancer—ten key characteristics that define the behav-
ior of cancer cells. These hallmarks include sustained 
proliferative signaling, evasion of growth suppressors, 
resistance to cell death, enabling replicative immortal-
ity, induction of angiogenesis, activation of invasion and 
metastasis, genome instability and mutation, tumor-pro-
moting inflammation, deregulation of cellular energet-
ics, and avoidance of immune destruction. Each of these 
characteristics directly influences the TME, creating a 
dynamic environment that can either support or hinder 
the success of cancer therapies [149]. Therefore, under-
standing the role of the TME in cancer biology is crucial 
for developing more effective treatment strategies. By 
targeting various components of the TME, researchers 
aim to overcome some of the barriers that currently limit 
the effectiveness of cancer treatments, ultimately leading 
to better outcomes for patients.

, as demonstrated in Fig. 1.
The tumor microenvironment (TME) is integral to the 

emergence of drug resistance in mammalian neoplastic 
cells. A significant element within the TME that exacer-
bates this resistance is hypoxia, characterized by dimin-
ished oxygen levels. The aberrant formation of blood 
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vessels within tumors frequently leads to the establish-
ment of hypoxic regions, subsequently triggering the 
activation of the transcription factor hypoxia-inducible 
factor 1-alpha (HIF-1α). HIF-1α facilitates the transcrip-
tion of genes that enable cancer cells to endure adverse 
conditions, including the acquisition of resistance to 
chemotherapeutic agents. Furthermore, it catalyzes met-
abolic reprogramming, promotes glycolysis and increases 
the expression of drug efflux transporters such as P-gly-
coprotein, which diminishes intracellular drug reten-
tion and therapeutic efficacy [154], and further stated in 
Fig. 5.

Another critical dimension of the TME involves the 
participation of cancer-associated fibroblasts (CAFs) and 
supplementary stromal cells. CAFs secrete a myriad of 
growth factors and cytokines, such as interleukin-6 (IL-
6), which activate essential signaling cascades, including 
JAK/STAT3, pivotal for tumor proliferation and drug 
resistance. These fibroblasts further accumulate extra-
cellular matrix (ECM) constituents, such as collagen, 
thereby establishing a robust, fibrotic framework that 
constitutes a physical impediment, hindering the infiltra-
tion of pharmacological agents into the neoplasm [155, 
156]. The interplay between cancerous cells and stro-
mal cells constitutes a fundamental mechanism through 
which the TME bolsters cancer cell viability and dimin-
ishes the effectiveness of therapeutic interventions. The 
immune system is similarly influenced by the TME to 
facilitate the evasion of therapeutic strategies by cancer 
cells. Immune evasion and immunosuppression are char-
acteristic features of the TME. Regulatory T cells (Tregs) 

and myeloid-derived suppressor cells (MDSCs) are fre-
quently recruited by tumors, where they attenuate the 
activity of cytotoxic T cells and natural killer (NK) cells 
through the secretion of immunosuppressive cytokines, 
including transforming growth factor-beta (TGF-β) and 
interleukin-10 (IL-10). Moreover, numerous tumors 
express immune checkpoint molecules such as PD-L1, 
which interact with PD-1 receptors on T cells, effectively 
inhibiting immune responses. This immunosuppressive 
environment poses a considerable challenge to the effi-
cacy of immunotherapeutic strategies, such as immune 
checkpoint inhibitors [157].

In addition to forming a physical barrier, the extracel-
lular matrix (ECM) actively contributes to the promotion 
of drug resistance. Compared with proteins such as col-
lagen and fibronectin, the ECM provides structural integ-
rity for the tumor and facilitates interactions between 
cancer cells and stromal cells that activate survival signal-
ing pathways, notably the PI3K/Akt pathway. These inter-
actions increase the resilience of cancer cells and impede 
the effectiveness of therapeutic modalities. The dense 
and rigid characteristics of the ECM further obstruct the 
efficient delivery of chemotherapeutic agents, thereby 
diminishing their therapeutic potential [158–160].

Another mechanism through which the tumor micro-
environment (TME) facilitates drug resistance is via 
exosomes. These diminutive extracellular vesicles, which 
are secreted by both neoplastic cells and stromal cells, 
transport a variety of molecular constituents, includ-
ing proteins, lipids, and microRNAs (miRNAs), which 
possess the capacity to modify the behavior of recipient 
cells. Exosomes have the ability to convey miRNAs that 
inhibit proapoptotic pathways in malignant cells, thereby 
diminishing their sensitivity to chemotherapy-induced 
apoptosis. In certain instances, exosomes are responsible 
for transferring proteins associated with drug resistance, 
such as drug efflux transporters, to adjacent cells, thereby 
further disseminating resistance mechanisms [161].

The TME additionally cultivates tumor heterogeneity 
and clonal evolution, which are essential catalysts of drug 
resistance. As neoplastic cells engage with various ele-
ments of the TME, selective pressures such as hypoxia, 
nutrient scarcity, and therapeutic interventions instigate 
genetic and phenotypic modifications. Over an extended 
period, these pressures culminate in the emergence of 
drug-resistant clones of cancer cells, which subsequently 
become predominant within the tumor microenviron-
ment, thereby diminishing the efficacy of treatment. This 
dynamic characteristic of tumors, shaped by the micro-
environment, presents a considerable obstacle for thera-
pies aimed at specific populations of cancer cells [162].

Finally, autophagy, a cellular process that facilitates 
the recycling of damaged or superfluous components, is 

Fig. 1 The tumor microenvironment and characteristics of cancer 
patients from Abadjian et al. [164]



Page 11 of 38Mengistu et al. Cancer Cell International          (2024) 24:406  

frequently upregulated in neoplastic cells situated within 
the TME. Autophagy confers a survival advantage to 
cancer cells under adverse conditions such as nutrient 
deprivation or exposure to chemotherapy. Within the 
TME, the activation of autophagy assists neoplastic cells 
in resisting therapeutic interventions by obstructing cell 
death, thereby establishing autophagy as a potential ther-
apeutic target for increasing the efficacy of cancer treat-
ment modalities [163].

The notion of a "niche" pertaining to cancer stem 
cells (CSCs) has attracted considerable scholarly atten-
tion, as it signifies a distinct microenvironment that is 
instrumental in preserving the unique characteristics 
of CSCs [102, 165]. This protective niche constitutes a 
pivotal element that facilitates the retention of CSCs in 
a quiescent state within various tissues, thereby effec-
tively safeguarding them from the deleterious impacts of 
chemotherapy and increasing their longevity. The niche 
delineates the particular microenvironment in which 
CSCs exist and engage with adjacent cells, encompass-
ing stromal, immune, and vascular components. In the 
case of normal stem cells, the niche is generally local-
ized within specific vascular territories that govern stem 
cell functionality during critical processes such as tissue 
regeneration, maintenance, and repair. This vasculature-
associated niche offers both physical and physiological 
safeguarding, which is essential for the preservation of 
the stem cell population and the prevention of its deple-
tion [166]. Within the framework of cancer, the tumor 
microenvironment (TME) assumes a comparable func-
tion in bolstering CSCs. It provides indispensable sig-
nals that modulate CSC maintenance and self-renewal, 
as well as homeostatic mechanisms vital for tumor sur-
vival, including angiogenesis, hypoxia, and the mainte-
nance of a mildly acidic pH. These conditions within the 
TME not only facilitate CSC survival and proliferation 
but also increase resistance to standard cancer therapeu-
tic modalities [167]. Understanding the dynamics of the 
CSC niche and its interactions within the TME is impera-
tive for the formulation of more efficacious cancer treat-
ment strategies. Targeting the specific components of the 
niche that underpin CSCs may undermine their capacity 
to circumvent therapeutic interventions, thereby leading 
to more successful cancer eradication and mitigating the 
risk of recurrence.

Intrinsic factors
Intrinsic factors that contribute to tumor heterogeneity 
include the genetic/epigenetic mutation profile of cells 
and the specific “cell of origin” within an organ[168]. 
Genomic instability caused by different mutational pro-
cesses plays a significant role in heterogeneity within 
tumors, with tumors harboring high numbers of 

mutations and copy number alterations exhibiting the 
most intrinsic heterogeneity [169]. Furthermore, cell-to-
cell heterogeneity in gene expression enables flexible cell 
fate decisions within cancer cells, with tumor-propagat-
ing and tumor-initiating cells adopting different molecu-
lar states for growth and survival [170]. The influence of 
intrinsic and extrinsic factors on cancer stem cells con-
tributes to tumor complexity, treatment resistance and 
invasive ability, highlighting the importance of under-
standing and targeting these cells for effective therapies 
[143]. The integration of these intrinsic factors is crucial 
for the comprehensive treatment of tumor heteroge-
neity and the development of personalized treatment 
strategies.

Understanding the intrinsic factors involved in tumor 
heterogeneity, such as master transcription factors 
(mTFs) and cancer stem cells (CSCs), is crucial for cancer 
research and treatment [143, 171, 172]. These factors play 
important roles in the development of cancer complex-
ity, treatment resistance and disease progression. Insights 
into the dysregulated gene expression programs con-
trolled by mTFs and the modulation of cancer stem cells 
by the tumor microenvironment provide valuable infor-
mation for the development of targeted therapies.

Intrinsic resistance refers to the innate, preexisting 
resistance to drug treatments observed in patients even 
before they receive any medication. This particular type 
of resistance frequently results in diminished efficacy of 
the treatment from the beginning [66]. Moreover, it is 
predominantly derived from the spontaneous mutation 
rate, which is characteristic of all proliferating cells and 
occurs independently of any external influences. These 
mutations emerge as a standard aspect of cellular activi-
ties and represent a significant factor contributing to 
the initial resistance noted in certain malignancies. Bio-
logically intrinsic elements, which are responsible for 
the induction of DNA mutations in humans, are immu-
table. These elements are intrinsic to the genetic con-
stitution and cellular milieu of an individual and lie 
beyond the scope of contemporary medical interven-
tion. Consequently, addressing intrinsic resistance poses 
a considerable challenge in the development of effica-
cious oncological therapies [173]. Gaining insight into 
the mechanisms underpinning these intrinsic factors is 
essential for formulating strategies aimed at augmenting 
the effectiveness of treatments for patients who display 
this form of resistance from the outset.

Moreover, recognizing distinct cell populations within 
tumors and comprehending their interactions and evo-
lution under treatment pressure can aid in the develop-
ment of more effective combination therapies and ideal 
treatment strategies. In general, addressing intrinsic fac-
tors related to tumor heterogeneity presents promising 
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opportunities to improve cancer treatment outcomes and 
patient survival.

Epithelial–mesenchymal transition (EMT)-induced 
multidrug resistance (MDR) in CSCs: Epithelial‒mesen-
chymal transition (EMT) is a developmental process that 
regulates embryonic development and involves signifi-
cant morphological and molecular changes in cells [174]. 
EMT is a cellular process involved in cancer progression 
and metastasis and is associated with multidrug resist-
ance (MDR) in cancer stem cells (CSCs) [175, 176].

Epithelial‒Mesenchymal Transition (EMT): The pro-
cess of epithelial‒mesenchymal transition (EMT) con-
stitutes a critical biological event essential for tissue 
differentiation during embryonic development, wherein 
epithelial cells undergo a phenotypic shift to a mesen-
chymal state. This transition is characterized by a com-
prehensive array of biochemical alterations that equip 
cells with increased migratory potential, increased inva-
siveness, and augmented resistance to programmed cell 
death, commonly referred to as apoptosis [177]. The 
orchestration of EMT is mediated by a multitude of sign-
aling cascades, including Wnt/β-catenin, Notch, and 
TGF-β, which are frequently disrupted throughout the 
progression of tumor apoptosis [89].

The transformation from an epithelial to a mesenchy-
mal phenotype during EMT is associated with the upreg-
ulation of mesenchymal markers and the downregulation 
of epithelial markers. This phenomenon is correlated 
with the development of drug resistance and metastatic 
characteristics within malignant cells [178]. Furthermore, 
EMT activates signaling pathways that are linked to stem 
cell-like properties, which further increase resistance to 
therapeutic interventions. Despite these advancements in 
understanding, the specific molecular mechanisms that 
govern EMT and its contribution to multidrug resist-
ance in cancer stem cells (CSCs) continue to represent 
a significant domain of ongoing investigation. Elucidat-
ing these mechanisms is imperative for the formulation 
of targeted therapeutic strategies aimed at overcoming 
treatment resistance and enhancing patient prognoses.

ATP-Binding Cassette (ABC) Transporters: ATP-
binding cassette (ABC) transporters constitute a family 
of membrane-associated proteins that are pivotal in the 
establishment of multidrug resistance (MDR) in neoplas-
tic cells. These transporters operate by actively extruding 
a diverse array of substrates, including pharmacologi-
cal agents, toxins, and metabolic byproducts, from the 
intracellular environment, consequently diminishing the 
intracellular concentrations of therapeutic compounds 
[106].

ABC transporters are implicated in several fundamen-
tal biological functions, such as the uptake of nutrients, 
lipid translocation, drug excretion, and the modulation 

of cellular volume. They play crucial roles in the efflux 
of various entities from the cell, a process driven by ATP 
hydrolysis [179, 180]. This family of transporters, encom-
passing 49 distinct protein variants, is expressed at ele-
vated levels on the surface of cancer stem cells, thereby 
contributing to their therapeutic resistance. The designa-
tion "ABC transporters" originates from the ATP-binding 
domains that are integral to their functional capacity. Bio-
chemical investigations of these transporters, including 
P-glycoproteins, have revealed conserved motifs within 
their ATP-binding regions, indicating their evolutionary 
conservation across prokaryotic and higher eukaryotic 
organisms, including Homo sapiens [106]. ABC trans-
porters utilize the energy derived from ATP hydrolysis 
to facilitate the translocation of molecules across cellular 
membranes, whether by effluxing them from the cell or 
translocating them to the outer leaflet of the membrane. 
Empirical studies have demonstrated that the expression 
and functional activity of ABC transporters are highly 
relevant at the blood–brain and blood–spinal cord barri-
ers, where they play a role in the efflux of drugs and other 
bioactive substances [181], and represented in Fig. 5.

Hypoxia and Reactive Oxygen Species: Oxygen is 
indispensable for an array of physiological functions, 
including metabolism, respiration, and cellular prolif-
eration. Nonetheless, oxygen concentrations within tis-
sues frequently fall below atmospheric levels, resulting 
in hypoxia during extended durations of inadequate oxy-
gen supply. This hypoxic state leads to diminished ATP 
levels and modified intracellular pH as a consequence 
of anaerobic metabolic processes and lactate accumula-
tion, ultimately precipitating cell death through diverse 
mechanisms, including autophagy, apoptosis, necrosis, 
and necroptosis [182]. Hypoxia represents a salient char-
acteristic of the tumor microenvironment and strongly 
influences cancer progression [106]. Through the modu-
lation of hypoxia-inducible factors (HIFs), a milieu that 
is conducive to increased tumorigenicity and the suste-
nance of cancer stem cells is cultivated. Hypoxia is a sig-
nificant characteristic of the tumor microenvironment 
and profoundly influences the progression of cancer. It 
cultivates an atmosphere that is favorable for increased 
tumorigenicity and the preservation of cancer stem cells 
(CSCs) by modulating hypoxia-inducible factors (HIFs). 
HIFs serve as transcription factors that orchestrate cellu-
lar responses to diminished oxygen availability by inhib-
iting cell differentiation, facilitating angiogenesis, and 
adjusting apoptotic processes [166].

The tumor microenvironment is defined by hypoxia, 
increased glycolytic activity, and elevated levels of reac-
tive oxygen species (ROS). Tumors rapidly exhaust 
local oxygen resources, engendering a hypoxic niche 
that promotes tumor invasion and metastasis while 
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simultaneously imparting resistance to radiation and 
chemotherapy modalities [168]. Furthermore, com-
pared with their normal counterparts, malignant cells 
exhibit increased generation of ROS, which can further 
exacerbate tumor progression and contribute to thera-
peutic resistance. ROS play a critical role in the regula-
tion of various signaling pathways and are elevated by 
hypoxic conditions across numerous cancer cell models. 
The presence of tumor hypoxia is frequently correlated 
with adverse patient outcomes because of its detrimental 
effect on the efficacy of radiation therapy, which predom-
inantly relies on ROS to facilitate the apoptosis of tumor 
cells [106].

High survival capacity of cancer stem cells: Cancer 
stem cells (CSCs) exhibit remarkable survival capaci-
ties, contributing to drug resistance in cancer treatment. 
These cells possess self-renewal abilities, strong repair 
mechanisms, and resistance to apoptosis, making them 
resilient to chemotherapy drugs [183]. CSCs, which are 
found in various cancers, including lung and bone sarco-
mas, are responsible for therapy resistance, relapse, and 
tumor dissemination. These cells express specific mark-
ers and exhibit unique biological characteristics similar 
to those of normal stem cells, enabling them to evade the 
effects of chemotherapy and survive treatment, leading to 
cancer relapse. Cancer stem cells possess many mecha-
nisms to avoid cell death, and some drugs circumvent 
all of these barriers and successfully damage CSC DNA. 
However, CSCs have other ways to overcome this dam-
age. CSCs of the lung, pancreas, glioma and breast pos-
sess highly active DNA damage response systems [106, 
183].

MicroRNAs in the Acquisition of Cancer Stem Cell Phe-
notypes: RNA plays a critical role in the development and 
maintenance of cancer stem cells (CSCs) by regulating 
gene expression and cellular processes [184, 185]. Various 
RNA modifications, such as inosine, 5-methylcytosine 
and N6-methyladenosine, have been identified as essen-
tial for the control of spatiotemporal gene expression 
during CSC fate transitions [186]. In addition, long non-
coding RNAs (lncRNAs), such as H19, are involved in the 
regulation of CSC division, reprogramming, metastasis, 
and drug resistance. The interplay between microRNAs 
(miRNAs) and signaling pathways such as Wnt/β-catenin 
and EGFR/IGF1R also influences CSC properties and 
therapeutic efficacy [185–187]. An understanding of 
these RNA-mediated pathways is essential for the devel-
opment of specific treatments aimed at eradicating CSCs 
and enhancing the efficacy of cancer therapy.

Moreover, RNA expression patterns differ significantly 
between cancer stem cells (CSCs) and their differentiated 
progeny. Studies have shown that, compared with non-
stem cancer cells, CSCs have distinct miRNA signatures, 

suggesting a role in tumorigenesis and therapy resist-
ance [44, 187]. In particular, miRNAs such as miR-21, 
miR-34 and miR-155 are differentially expressed between 
CSCs and their differentiated counterparts, suggesting 
that a unique miRNA profile in CSCs may contribute to 
tumor progression and prognosis [188]. Furthermore, the 
expression levels of certain miRNAs in CSCs are associ-
ated with self-renewal, tumorigenesis, and resistance to 
chemotherapy, highlighting the importance of under-
standing these RNA expression patterns for the develop-
ment of targeted cancer therapies [187–189].

In addition, RNAs, especially noncoding RNAs such 
as long noncoding RNAs (lncRNAs) and short noncod-
ing RNAs (miRNAs), play crucial roles in regulating the 
phenotypic acquisition of cancer stem cells (CSCs). For 
example, lncRNAs such as HOTAIR, H19, and LncTCF7 
and miRNAs such as miR-324-5p are considered key 
regulators of stemness in cancer and enable CSCs to 
acquire their characteristic properties [190–192]. These 
RNA molecules modulate CSC initiation, self-renewal, 
metastasis, and chemoresistance by targeting lineage-
related factors and influencing signaling pathways such 
as the Wnt/β-catenin, NF-κB, and EMT signaling path-
ways [185, 193, 194]. Furthermore, miRNAs regulate 
the tumor microenvironment and cellular plasticity, 
contributing to therapy resistance and poor clinical out-
comes in cancers such as head and neck squamous cell 
carcinomas (HNSCCs) [193, 195]. Gaining knowledge of 
these biological mechanisms can help develop therapeu-
tic approaches that target CSCs to improve cancer treat-
ment outcomes.

Drug resistance mechanisms in cancer and cancer 
stem cells
The phenomenon of drug resistance presents a formi-
dable obstacle in oncological treatment, wherein cancer 
stem cells (CSCs) assume a central role in this dilemma. 
CSCs possess unique abilities for self-renewal, differ-
entiation, and tumor initiation, thereby significantly 
contributing to the ineffectiveness of cancer therapies. 
Their inherent resistance to chemotherapeutic agents 
and radiation frequently culminates in treatment fail-
ure, precipitating in tumor recurrence and metastasis, 
which considerably adversely influence patient prog-
nosis and increase cancer-related mortality [106]. The 
prevalent issue of drug resistance in neoplastic cells is a 
fundamental determinant of the unfavorable prognostic 
outcomes observed in numerous patients. The survival of 
cancer cells after therapy often results in recurrence and 
metastasis, which are the principal contributors to mor-
tality among individuals afflicted with malignant death 
[196]. Drug resistance can be classified into two catego-
ries: primary resistance, which is established prior to 
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therapeutic intervention, and acquired resistance, which 
emerges throughout the therapeutic regimen. These 
mechanisms of resistance may arise from modifications 
in drug metabolism, including enhanced detoxification or 
sequestration of pharmacological agents, as well as alter-
ations in drug targets [197].

Among CSCs, the mechanisms underlying drug resist-
ance exhibit a particularly intricate and multifarious 
nature. A notable mechanism is the heightened expres-
sion of ATP-binding cassette (ABC) transporters. CSCs 
frequently overexpress these transporters, which facili-
tate the active efflux of chemotherapeutic agents from 
the cells, thereby diminishing the intracellular concen-
trations of these drugs and their therapeutic efficacy. 
Furthermore, CSCs have the capacity to activate cyto-
protective and survival signaling pathways, which fur-
ther bolster their resistance to therapeutic interventions. 
The dysregulation of signaling pathways associated with 
stemness also plays a role in drug resistance by perpetu-
ating CSC characteristics that confer treatment resist-
ance [102].

Moreover, CSCs are distinguished by their robust DNA 
repair mechanisms, which mitigate the damage inflicted 
by chemotherapeutic agents. They may also demonstrate 
increased quiescence, existing in a dormant state that 
renders them less vulnerable to drugs that target rap-
idly proliferating cells. The elevated levels of autophagy 
observed in CSCs facilitate their survival under condi-
tions of drug-induced stress. Additionally, CSCs possess 
the ability to evade immune surveillance, thereby dimin-
ishing the efficacy of immunotherapeutic approaches. 
Deficiencies in mitochondria-mediated apoptotic path-
ways and the upregulation of antiapoptotic proteins 
within CSCs further exacerbate their therapeutic resist-
ance. Finally, the activation of the PI3K/AKT signaling 
pathway in CSCs is integral to promoting cell survival 
and resistance to therapeutic modalities [102, 194]. A 
comprehensive understanding and targeted intervention 
of these diverse resistance mechanisms are imperative 
for the advancement of more efficacious cancer thera-
pies and the enhancement of patient outcomes. By con-
centrating on the specific pathways and processes that 
contribute to CSC drug resistance, researchers aspire to 
surmount some of the considerable challenges posed by 
these resilient neoplastic cells.

Other mechanisms contributing to drug resistance 
in CSCs include the expression of CSC markers, epi-
thelial–mesenchymal transition, hypoxia, intercellular 
communication in the tumor microenvironment, and 
inflammation [40, 194, 198]. CSCs also exhibit a high 
level of plasticity, quickly adapt to changes in the tumor 
microenvironment and are intrinsically resistant to cur-
rent chemotherapies and radiotherapies [199]. The 

molecular mechanism of resistance in individual tumors 
is determined by the dependence of CSCs on the targeted 
pathway. Genetically based resistance occurs in tumors 
that contain CSCs through specific pathways, whereas 
tumors with bulk tumor cells but independent of CSCs 
acquire resistance through epigenetic reprogramming 
[26, 200]. Multiple cellular and molecular mechanisms 
have been shown to contribute to multidrug resistance 
(MDR) in CSCs [200, 201]. Understanding these mecha-
nisms is crucial for developing strategies to overcome 
chemoresistance in CSCs, improve cancer treatment 
outcomes [201] and possibly eliminate CSCs, which 
are responsible for tumor initiation, maintenance, and 
metastasis (Fig. 2).

Drug inactivation
The activation of pharmaceuticals in  vivo represents 
a multifaceted process characterized by interactions 
between various chemical entities and an array of 
proteins. These interactions can alter the pharmaco-
logical properties of drugs, partially degrade them, or 
facilitate their binding with additional molecules or 
proteins, thereby culminating in their activation. For a 
considerable number of anticancer agents, the phenom-
enon of metabolic activation is paramount in attaining 
their therapeutic efficacy. Nonetheless, tumor cells have 
the potential to evolve mechanisms of resistance against 
these therapeutic modalities by attenuating the degree of 
drug activation [202].

In addition to anticancer agents, drug inactivation is a 
thoroughly documented mechanism of resistance in vari-
ous other contexts. For example, the efficacy of penicil-
lin G is compromised by the production of β-lactamases 
by penicillin-resistant bacterial strains; the therapeutic 
utility of chloramphenicol is significantly reduced by the 
action of chloramphenicol acetyltransferase in resistant 
organisms; and aminoglycosides undergo inactivation 
through enzymatic modifications such as phosphoryla-
tion, adenylation, or acetylation by aminoglycoside-mod-
ifying enzymes [203]. This exemplifies the critical role 
that drug inactivation assumes within the spectrum of 
resistance mechanisms applicable across diverse treat-
ment modalities. In the context of cancer cells, resistance 
may manifest through an array of mechanisms, which 
include the augmented efflux of drugs from the cellular 
interior, the diminished influx of drugs into the cellular 
environment, and the direct inactivation of drugs them-
selves [202, 204, 205]. A comprehensive understanding of 
these mechanisms is vital for the formulation of strate-
gies aimed at overcoming drug resistance and enhancing 
the efficacy of therapeutic interventions.

Inactivation of drugs can render them ineffective in 
fighting cancer cells, allowing the cells to survive and 
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proliferate despite treatment attempts. Understanding 
the mechanisms underlying drug inactivation is crucial 
for developing strategies to overcome resistance and 
improve treatment outcomes. Different studies highlight 
the importance of exploring novel therapies and tar-
geted agents to combat drug resistance and improve the 
effectiveness of cancer treatments [204, 206]. By study-
ing drug inactivation and other resistance mechanisms, 
researchers have aimed to develop more effective treat-
ment options and prevent the development of drug-
resistant cancer cells.

Alterations in multidrug resistance (MDR) drug targets 
in CSCs
The therapeutic efficacy of pharmacological agents is 
profoundly affected by their interactions with designated 
molecular targets, and modifications to these targets 
can lead to drug resistance. Within the sphere of onco-
logical treatment, modifications in drug targets—such 
as genetic mutations or variations in expression levels—
can drastically diminish the effectiveness of therapeutic 
interventions. For example, many anticancer pharmaco-
therapies are engineered to interact with topoisomerase 
II, an enzyme that plays a pivotal role in the regulation 
of DNA supercoiling during cellular replication. Typi-
cally, the interaction between DNA and topoisomer-
ase II is ephemeral; however, certain pharmacological 
agents stabilize this interaction, which may precipitate 
enduring DNA damage, disrupt DNA synthesis, and ces-
sation of cellular division [202]. In neoplastic cells, par-
ticularly in cancer stem cells (CSCs), these alterations in 
molecular targets can lead to the development of multi-
drug resistance (MDR). Genetic mutations in the genes 

encoding these pharmacological targets or fluctuations 
in their expression levels can undermine the efficacy of 
agents that depend on these targets for their therapeutic 
action. For example, if the expression of topoisomerase 
II is modified or if the enzyme itself experiences muta-
tions that impair drug binding, the drugs intended to 
inhibit this enzyme may exhibit diminished effectiveness. 
This situation exacerbates the overarching issue of MDR, 
wherein cancer cells, including CSCs, acquire resistance 
to an array of pharmacological agents as a result of such 
target alterations. Comprehending these modifications 
is imperative for the development of more efficacious 
therapeutic strategies and for overcoming the obstacles 
to successful oncological treatment.

As a result, drug target modification is a key mecha-
nism contributing to drug resistance in mammalian 
cancer cells. This change can be caused by various fac-
tors, such as genetic, epigenetic and microenvironmen-
tal influences [204]. Furthermore, the RNA modification 
of N6-methyladenosine (m6A) plays a crucial role in 
drug resistance by affecting drug efficacy through the 
restructuring of multidrug efflux transporters, drug-
metabolizing enzymes, and anticancer drug targets [207]. 
Furthermore, changes in the transcriptome, transcrip-
tion factors, and DNA and chromatin regulatory proteins 
have been identified as key factors driving drug resist-
ance in cancer cells, highlighting the complexity of this 
phenomenon [208]. Understanding and targeting these 
changes in drug targets is critical for developing effec-
tive strategies to overcome drug resistance in mammalian 
cancer cells.

Alterations in drug targets have been found to contrib-
ute to multidrug resistance (MDR) in cancer stem cells 

Fig. 2 Depiction of the primary mechanisms that enable cancer cells to become drug resistant; source: Housman et al. [202]
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(CSCs) [209]. Epigenetic modifications play crucial roles 
in the initiation, formation, and maintenance of CSCs; 
aberrant epigenetic reprogramming has been implicated 
in the tumorigenesis of pediatric and early-stage adult 
cancers; and the overexpression of ATP-binding cas-
sette (ABC) transporters, such as P-glycoprotein (P-gp)
[179], was initially considered the main mechanism for 
drug resistance [210, 211]. Targeting CSCs and MDR 
has become an important focus in cancer research, with 
efforts to develop drugs and therapies specifically aimed 
at overcoming MDR and eradicating CSCs [31], and 
refer Fig. 5. Studies have identified potential MDR genes 
and epigenetic alterations associated with resistance to 
therapy, providing potential therapeutic targets for treat-
ment-resistant patients [212]. Additionally, combination 
therapies involving CSC-targeting vaccines and conven-
tional chemotherapies have shown promise in suppress-
ing tumor growth, circumventing MDR, and increasing 
the efficacy of treatment [213]. These alterations lead to 
temporal intratumoral heterogeneity and clonal evolu-
tionary processes, resulting in the emergence of MDR. 
Additionally, metabolic alterations in CSCs affect extra-
cellular vesicle (EV) cargo and release, contributing to 
the acquisition of MDR. Understanding these alterations 
and their role in MDR may provide potential therapeu-
tic targets for overcoming drug resistance in CSCs and 
would be indispensable for developing targeted thera-
pies to overcome resistance, which are important areas of 
research in the field of oncology.

Existing drugs have shown promise in targeting cancer 
stem cells (CSCs) in mammals. CSCs are subpopulations 
of cancer cells that have self-renewal and differentia-
tion capacity and are thought to be key drivers of tumor 
growth and recurrence. Several intracellular signaling 
pathways, including protein kinase signaling pathways, 
have been identified as critical for CSC regulation and 
drug resistance [214]. Efforts are being made to target 
CSCs with kinase inhibitors, and preclinical and clinical 
studies have shown potential for the use of kinase inhibi-
tors alone or in combination with current therapies for 
effective cancer treatment [215]. Additionally, repur-
posed drugs, such as those used for diabetes, parasitic 
diseases, and inflammatory diseases, have shown efficacy 
in targeting CSCs [216]. However, further investigations 
are needed to evaluate the efficacy of these drugs without 
adverse effects on normal stem cells. Overall, while exist-
ing drugs have shown promise in targeting CSCs, more 
research is needed to optimize their effectiveness and 
minimize side effects.

3.3. Epigenetic alterations induced by drugs.
Epigenetic modifications play a pivotal role in the 

emergence of drug resistance within mammalian 
neoplastic cells [208, 217]. These modifications can 

profoundly influence the responsiveness of cancer cells 
to therapeutic interventions and contribute to the intri-
cate process of carcinogenesis. Among the principal epi-
genetic alterations that affect drug resistance are DNA 
methylation and histone modifications, including acety-
lation and methylation [202]. DNA methylation involves 
the covalent addition of methyl groups to the DNA mole-
cule, which may result in the silencing of gene expression 
and subsequent alterations in cellular functionality. This 
mechanism can precipitate the activation of resistance 
pathways or the suppression of genes that are critical for 
the efficacy of pharmacological agents. Conversely, his-
tone modifications modulate the accessibility of DNA 
for transcriptional processes. Acetylation of histones 
typically results in relaxation of the chromatin structure, 
thereby increasing DNA accessibility and potentially 
affecting drug sensitivity, whereas histone methylation 
can lead to more condensed packaging of DNA, dimin-
ishing gene expression and altering the cellular response 
to therapeutic strategies. These epigenetic alterations are 
implicated not only in resistance to existing therapeutic 
modalities but also in the evolution and advancement 
of malignancies. By modulating the expression of genes 
that are integral to drug metabolism, DNA repair mecha-
nisms, and cellular survival, epigenetic modifications can 
foster a more robust cancer cell phenotype. A compre-
hensive understanding of these mechanisms is imperative 
for the advancement of targeted therapeutic strategies 
that can circumvent epigenetically mediated resistance 
and enhance overall treatment efficacy.

Moreover, epigenetic changes include alterations in 
the expression of noncoding RNAs, which play a signifi-
cant role in the development of mechanisms that confer 
resistance. Modifications in the epigenome can result 
in the upregulation of particular genes, such as ABCB1, 
which facilitates resistance to multiple drugs [218].

Epigenetic dysregulation represents a prevalent fea-
ture observed in nearly all forms of human malignan-
cies. Neoplasms exhibit a dynamic epigenetic landscape 
characterized by alterations in the modifications of DNA 
promoter regions, irregular patterns of histone protein 
acetylation or methylation, and aberrant expression of 
repetitive DNA sequences. Collectively, these modifica-
tions significantly influence tumor biology and facilitate 
the onset and progression of cancer. The importance of 
epigenetic mechanisms in the context of drug resistance 
becomes particularly pronounced when resistance mani-
fests swiftly, is ephemeral, and demonstrates functional 
heterogeneity. In contrast to genetic mutations, which 
tend to be stable and enduring, epigenetic modifications 
can exhibit greater fluidity and reversibility. This vari-
ability in epigenetic states may result in the rapid emer-
gence of drug-resistant phenotypes that vary among 
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tumor cells. Comprehending these epigenetic alterations 
is imperative for elucidating the mechanisms underly-
ing resistance evolution and for formulating strategies to 
mitigate these processes in cancer therapeutics [38].

The use of epigenetic medications, such as inhibitors of 
DNA methyltransferase and histone deacetylase, has the 
potential to reverse drug resistance and increase sensi-
tivity to conventional therapies [219]. It is imperative to 
understand the epigenetic profile of cells that are toler-
ant to drugs, as they have the ability to endure treatment 
and reestablish the tumor, thereby establishing enduring 
features of resistance to drugs. In general, manipulation 
of the epigenome has emerged as a potential therapeutic 
approach for sensitizing drug-resistant cells and increas-
ing the effectiveness of treatment in cancer cells of mam-
malian origin.

3.4. Repairs of DNA damage and multidrug resistance 
(MDR) in CSCs.

DNA repair mechanisms are pivotal for preserving 
genomic integrity, especially within cancer stem cells 
(CSCs), which are often characterized by their propensity 
for multidrug resistance (MDR). During the processes of 
DNA replication and repair, DNA polymerases may inad-
vertently introduce errors that culminate in potentially 
deleterious mutations. To mitigate these events, cells 
initiate extensive DNA damage response (DDR) path-
ways, which provide the requisite temporal and mecha-
nistic resources for substrate-specific repair processes to 
mitigate damage [210, 220]. Five principal DNA repair 
pathways operate at distinct phases of the cell cycle to 
rectify various forms of DNA damage. These pathways 
include base excision repair (BER), which involves minor, 
nonhelix-distorting base lesions induced by oxidative 
stress or spontaneous hydrolysis; nucleotide excision 
repair (NER), which involves substantial, helix-distorting 
lesions resulting from ultraviolet radiation or chemical 
exposure; mismatch repair (MMR), which corrects rep-
lication inaccuracies such as base–base mismatches and 
insertion–deletion loops; homologous recombination 
(HR), which accurately restores double-strand breaks 
employing a homologous template; and nonhomologous 
end joining (NHEJ), which directly ligates double-strand 
breaks, frequently in a manner that lacks the precision 
characteristic of HR [220].

DNA damage may originate from both intrinsic and 
extrinsic factors. Endogenous damage predominantly 
arises from internal cellular mechanisms, including oxi-
dative stress attributable to reactive oxygen species (ROS) 
and hydrolytic reactions that naturally transpire within 
cellular environments [40, 220]. In the context of CSCs, 
these repair mechanisms assume a vital function in their 
capacity to withstand therapeutic measures. Augmented 
DNA repair ability in CSCs can significantly underpin 

their resistance to a multitude of pharmacological agents, 
as these cells can effectively rectify damage induced by 
chemotherapeutic agents and radiation therapy. A com-
prehensive understanding of the complexities inherent 
in these repair pathways is essential for the formulation 
of strategies aimed at overcoming MDR in oncological 
treatment and enhancing patient prognoses [28, 220].

In cancer stem cells (CSCs), DNA damage repair sys-
tems serve two distinct functions. Aggressive CSC char-
acteristics are driven by genomic instability caused by 
mutations in DNA repair genes, even though improved 
DNA repair in CSCs leads to therapeutic resistance and 
tumor progression [221]. Furthermore, genetic altera-
tions that affect tissue homeostasis and increase the risk 
of cancer can be caused by DNA damage in stem cells, 
including CSCs [222]. Inducing synthetic lethality and 
sensitizing CSCs to anticancer medicines requires target-
ing their DNA repair mechanisms. To successfully tar-
get CSCs and enhance patient outcomes, tailored cancer 
treatments must consider the complex interplay between 
DNA damage repair and CSC maintenance. Furthermore, 
CSCs are known to exhibit multidrug resistance (MDR) 
via various mechanisms, including increased DNA repair 
efficiency [221, 223]. CSCs possess properties that enable 
them to repair DNA damage more effectively than other 
cancer cells do, which contributes to their resistance to 
chemotherapy and radiotherapy [113]. This enhanced 
DNA repair can occur through increased expression and 
splicing fidelity of DNA repair genes, robust activation of 
cell cycle checkpoints, and increased homologous recom-
bination-mediated DNA repair [224]. Additionally, there 
is a relationship between MDR and autophagy in CSCs 
[200]. Understanding the DNA damage response (DDR) 
in CSCs and targeting this pathway could lead to novel 
therapeutic approaches to overcome MDR and improve 
treatment efficacy in cancer patients.

Drug efflux
A fundamental mechanism through which neoplastic 
cells acquire resistance to chemotherapeutic agents is the 
augmented efflux of pharmacological compounds. This 
phenomenon significantly curtails the intracellular con-
centration of therapeutic agents, thereby reducing their 
pharmacological effectiveness. Integral to this mecha-
nism are proteins belonging to the ATP-binding cassette 
(ABC) transporter family. These transporters are exten-
sively characterized regulatory entities situated in the 
plasma membranes of both normal and malignant cells, 
and they play pivotal roles in the translocation of various 
substances across cellular membranes [202].

ABC transporters are transmembrane proteins that are 
present not only in human cells but also throughout all 
identified biological kingdoms. Their primary role is to 
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facilitate the transport of a heterogeneous array of mol-
ecules, including pharmaceuticals, from the intracellular 
environment to the extracellular space. This process is 
driven by the hydrolysis of ATP, which supplies the req-
uisite energy for the active translocation of substrates 
against their concentration gradients. In cancer cells 
exhibiting drug resistance, particular drug efflux trans-
porters are frequently overexpressed. Prominent among 
these proteins are P-glycoprotein, breast cancer resist-
ance protein (BCRP), and multidrug resistance-associ-
ated proteins (MRPs). P-glycoprotein, in particular, is 
recognized as an ABC transporter characterized by its 
extensive substrate specificity and is acknowledged as a 
significant contributor to therapeutic resistance in the 
treatment of leukemia and various solid tumors [166], 
and demonstrated in Fig.  5. The heightened expression 
levels of these transporters in cancer stem cells (CSCs) 
further complicate the challenge of effective treatment by 
actively expelling chemotherapeutic agents prior to their 
ability to manifest therapeutic effects. Comprehending 
the function and regulatory mechanisms of these efflux 
transporters is imperative for the formulation of strate-
gies aimed at mitigating drug resistance. By targeting 
these transporters or inhibiting their activity, it may be 
feasible to augment drug retention within neoplastic cells 
and enhance the overall effectiveness of anticancer thera-
peutic interventions.

Furthermore, drug efflux, particularly that mediated 
by proteins such as MDR1, is a significant risk factor for 
drug resistance in cancer stem cells (CSCs) [102, 225]. 
CSCs, owing to their unique biological characteristics 
and resemblance to stem cells, possess mechanisms such 
as ABC protein drug pump function, which aids in coping 
with chemotherapy drug invasion. This drug efflux capa-
bility, along with other properties, such as quiescence 
and evasion of apoptosis, contributes to therapy resist-
ance in CSCs. Resistance to protein-degrading drugs, 
including those targeting key oncogenes, can be medi-
ated by MDR1 overexpression, but this resistance can be 
overcome by combination treatment with MDR1 inhibi-
tors such as lapatinib. Therefore, understanding and tar-
geting drug efflux mechanisms are crucial for combating 
CSC-mediated drug resistance in cancer therapy.

Cancer cell inhibition of drug resistance (DR) in CSCs
Autophagy plays a significant role in multidrug resistance 
(MDR) in cancer stem cells (CSCs)  [226]. It helps CSCs 
maintain stemness, adapt to changes in the tumor micro-
environment, and promote tumor survival. However, 
autophagy can also act as a double-edged sword, with 
both protumorigenic and antitumorigenic properties 
depending on the context [227]. Autophagy-related pro-
teins, such as Beclin1 and MAPLC3-II, are upregulated 

in CSCs with MDR, and inhibiting autophagy can sen-
sitize drug-resistant CSCs to treatment [41, 58, 223, 
228]. Similarly, resistance to apoptosis and multidrug 
resistance (MDR) are common characteristics of cancer 
stem cells (CSCs) [198, 229]. The development of MDR 
in CSCs involves dysregulation of apoptotic pathways, 
including the Bcl-2 superfamily, as well as overactivation 
of the PI3K/AKT pathway, and inhibitors of apoptosis 
(IAPs) family members contribute to the development 
of MDR in CSCs (Fig. 3 and Table 3). Cancer stem cells 
(CSCs) frequently exhibit increased expression of ATP-
binding cassette (ABC) membrane transporters, which 
significantly contributes to their resistance to chemo-
therapeutic agents. These transporters promote the efflux 
of pharmacological agents from the cellular interior, 
thereby diminishing their therapeutic efficacy. Moreo-
ver, CSCs often display the activation of survival signal-
ing cascades, dysregulation of stemness-related signaling 
pathways, and anomalies in DNA repair processes, all of 
which are implicated in their resistance to therapeutic 
interventions. Additionally, factors secreted by the tumor 
microenvironment, including those produced by cancer-
associated fibroblasts, can further impede CSC apoptosis 
and reduce the effectiveness of anticancer pharmaco-
therapy, consequently contributing to multidrug resist-
ance (MDR) [224, 230]. In the context of cellular demise 
mechanisms, autophagy and apoptosis frequently exert 
opposing influences; however, both are indispensable in 
the overarching process of cellular death. Apoptosis, also 
referred to as programmed cell death, transpires via two 
principal pathways: the intrinsic pathway, which is gov-
erned by mitochondrial dynamics and involves B-cell 
lymphoma 2 (BCL-2) family proteins, and the extrinsic 
pathway, which is instigated by death receptors present 
on the cell surface [202], and depicted in Fig.  5. While 
these pathways are inherently distinct, they ultimately 
converge upon the common endpoint of cellular death. 
Cancer is an extraordinarily intricate disease character-
ized by multiple hallmarks, and it represents a substantial 
threat to public health. The predominant cause of mor-
tality associated with cancer is not typically the primary 
tumor itself but rather metastatic dissemination to dis-
tant organs, which complicates both treatment and man-
agement strategies [231].

Several strategies have been investigated in the field of 
cancer research to suppress cancer cells and overcome 
treatment resistance. Research has indicated the need to 
focus on particular molecules, such as USP45, which can 
be blocked by natural substances such as α-mangostin 
and promote drug resistance, stemness, and cancer for-
mation [64]. Furthermore, the ability of PGC1α, or per-
oxisome proliferator-activated receptor-γ coactivator-1α, 
to control the viability of cancer cells under metabolic 
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Fig. 3 Schematic representation of multidrug resistance (MDR) mechanisms in cancer cells. This is a schematic representation of the different 
mechanisms that lead to the development of multidrug resistance (MDR) in cancer cells. Arrows illustrating their interactions and pathways 
are used to demonstrate the essential mechanisms, which include drug efflux, changes in drug levels, drug inactivation, EMT, the tumor 
microenvironment, DNA damage repair, cancer stem cells, and immune evasion. A mechanism is represented by each colored ellipse, 
and the linkages or signaling exchanges between these mechanisms are shown by arrows. This streamlined illustration aids in illustrating 
the intricacy of MDR in cancer [135]

Table 3 Important molecular roles and processes of resistance gene expression in mammalian cancer stem cells

Resistance Gene Key Molecular Function Mechanism of Gene Expression References

ABC Transporters (e.g., ABCB1, ABCG2) Efflux of chemotherapeutic drugs Overexpression or altered expression 
due to genetic mutations, epigenetic 
modifications (e.g., DNA methylation, 
histone modifications), or transcriptional 
regulation by signaling pathways (e.g., 
Notch, Wnt)

[115, 265, 266]

DNA Repair Genes (e.g., BRCA1, BRCA2, 
ATM)

Repair of DNA damage caused by chem-
otherapy or radiation

Overexpression or enhanced activity 
due to genetic mutations, epigenetic 
modifications, or transcriptional regula-
tion by signaling pathways (e.g., PI3K/
AKT, NF-κB)

[114, 267, 268]

Anti-Apoptotic Genes (e.g., Bcl-2, Bcl-xL) Inhibition of apoptosis Overexpression or altered expression 
due to genetic mutations, epigenetic 
modifications, or transcriptional regula-
tion by signaling pathways (e.g., PI3K/
AKT, NF-κB)

[110, 138, 269]

Stem Cell Markers (e.g., CD44, CD133, 
ALDH1)

Maintenance of stem cell phenotype 
and self-renewal

Overexpression or altered expression 
due to genetic mutations, epigenetic 
modifications, or transcriptional regula-
tion by signaling pathways (e.g., Notch, 
Wnt, Hedgehog)

[22, 107, 194, 270–273]

Epithelial–Mesenchymal Transition (EMT) 
Markers (e.g., vimentin, N-cadherin, 
Twist)

Acquisition of migratory and invasive 
properties

Overexpression or altered expression 
due to genetic mutations, epigenetic 
modifications, or transcriptional regula-
tion by signaling pathways (e.g., TGF-β, 
Wnt, Notch)

[121, 274, 275]

Metabolic Enzymes (e.g., GLUT1, LDHA) Altered metabolism to support survival 
and proliferation under stress conditions

Overexpression or altered expression 
due to genetic mutations, epigenetic 
modifications, or transcriptional regula-
tion by signaling pathways (e.g., HIF-1α, 
MYC)

[110, 111, 276]
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stress has been clarified, providing information about 
the survival strategies of resistant cells [232]. How non-
genetic adaptations, such as epithelial‒to-mesenchymal 
transition (EMT), contribute to drug resistance and how 
to successfully fight resistance, which requires a focus on 
several signaling pathways, has also been explored [180]. 
Understanding the complex interplay between autophagy 
and MDR and between apoptosis and MDR in CSCs may 
lead to the development of targeted therapeutics to over-
come MDR in CSCs and is crucial for developing effec-
tive cancer therapies. Together, these results support 
current initiatives to suppress cancer cells and address 
medication resistance in cancer cell treatment.

Heterogeneity of cancer cells
Cancer stem cells (CSCs) are distinguished by their 
capacity to undergo asymmetric cell division, a mecha-
nism that produces both CSCs and differentiated prog-
eny. This phenomenon leads to a diverse array of cell 
types within neoplasms, thereby contributing to sig-
nificant phenotypic and functional heterogeneity. This 
intrinsic variability serves as a pivotal element in the 
complexity and treatment resistance frequently observed 
in CSC-enriched metastases. Traditionally, the con-
cept of heterogeneity within a CSC population has been 
underappreciated, as it is often more convenient to con-
ceptualize CSCs as a homogeneous subset of cells. None-
theless, emerging empirical evidence indicates that CSC 
populations can exhibit substantial heterogeneity, which 
complicates clinical therapeutic approaches. This internal 
heterogeneity among CSCs plays a critical role in treat-
ment failure and relapse by facilitating the emergence 
of various drug-resistant and immune-evasive clones, 
thereby rendering the disease more challenging to man-
age and eradicate [106].

In particular, drug resistance is significantly influenced 
by the heterogeneity of cancer stem cells (CSCs) [29, 
233]. Owing to their capacity for self-renewal and dif-
ferentiation, CSCs frequently elude the effects of immu-
nological, chemo-, and radiotherapy treatments used in 
conventional cancer therapy [40]. Tumor recurrence and 
the negation of the effects of chemotherapy are greatly 
aided by the existence of diverse subpopulations of can-
cer cells, such as CSCs [234]. Research indicates that 
CSCs have a condition akin to a plastic stem, resulting 
in phenotypic variability, which is a crucial element in 
resistance to therapy [39]. Furthermore, increasing tumor 
heterogeneity, which affects therapy resistance and pro-
motes malignant characteristics in recurring tumors, is a 
result of the hierarchical organization of cancer cell pop-
ulations, especially in a scenario involving CSCs [38, 39]. 
To combat drug resistance in cancer treatment, compre-
hending the mechanisms underlying CSC heterogeneity 

and designing more potent therapeutic approaches are 
imperative.

The term "niche" describes specific microenvironments 
observed in different tissues that are home to stem cells, 
including cancer stem cells (CSCs). The control of stem 
cell processes such as self-renewal, differentiation, and 
carcinogenesis depends on these habitats. They accom-
plish this by means of an intricate interaction between 
growth factors, cytokines, short RNAs, and extracel-
lular matrix constituents, all of which are involved in 
the maintenance and operation of stem cells [106]. The 
CSC niche in cancer includes a variety of stromal cells, 
such as immune cells, fibroblasts, mesenchymal cells, 
and endothelial cells. These cells work together to form 
a milieu that promotes CSC proliferation and survival 
[235].

The CSC niche contributes significantly to treatment 
resistance in addition to helping to maintain CSCs. Stem-
related signaling pathways that lead to drug resistance 
are maintained in part by the distinct morphological and 
molecular features of the CSC niche [106]. For exam-
ple, the niche of cancer-associated fibroblasts (CAFs) 
can secrete cytokines such as interleukin-17A (IL-17A), 
which encourage CSC self-renewal and invasiveness to 
produce a chemoresistant environment [235]. Further-
more, mesenchymal stem cells (MSCs) in the niche can 
promote angiogenesis and provide an immunosuppres-
sive milieu, which can accelerate the growth of tumors. 
Because they play crucial roles in angiogenesis—the pro-
cess by which new blood arteries emerge from existing 
arteries—endothelial cells (ECs) stand out in particular 
[236]. In a similar vein, MSCs stimulate the growth of 
cancer by interacting with CSCs and creating an environ-
ment that supports the survival and spread of tumors. 
The development of ways to overcome therapeutic resist-
ance and enhance the outcomes of cancer treatment 
requires an understanding of the dynamic interactions 
between CSCs and their habitat [106].

Signaling pathways for multidrug resistance (MDR) in CSCs
The phenomenon of drug resistance associated with can-
cer stem cells (CSCs) necessitates an in-depth examina-
tion of the intricate molecular pathways that govern CSC 
behavior, the therapeutic ramifications of targeting these 
pathways, and the distinctive attributes of CSCs across 
diverse malignancies. A comprehensive understanding 
of these elements may enhance the formulation of inno-
vative therapeutic strategies designed to overcome drug 
resistance and improve patient prognosis.

Molecular Pathways in the CSC-Mediated Drug 
Resistance Notch Signaling Pathway: The Notch signal-
ing pathway serves as a pivotal modulator of cell fate 
determination, thereby influencing the preservation of 
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CSC characteristics. In the context of breast cancer, 
for example, Notch signaling is markedly upregulated 
within CSCs, thereby fostering their survival and self-
renewal capabilities [237, 238]. This pathway not only 
augments the proliferation of CSCs but also plays a 
significant role in their resistance to therapeutic inter-
ventions such as chemotherapy and radiation, as it 
facilitates the evasion of apoptosis and supports the 
survival of a quiescent population capable of repopulat-
ing the tumor after treatment [239, 240].

Hedgehog Signaling Pathway: In a similar vein, the 
Hedgehog signaling pathway is crucial for augmenting 
CSC features, particularly in malignancies such as pan-
creatic cancer and glioblastoma. This pathway governs 
cellular growth and differentiation, with its activation 
being correlated with an aggressive tumor phenotype 
and heightened drug resistance [241, 242]. Inhibitors 
directed at the Hedgehog pathway, such as vismod-
egib, have demonstrated potential efficacy in preclini-
cal models, suggesting that disruption of this pathway 
may increase the vulnerability of CSCs to conventional 
therapeutic modalities [243].

Wnt/β-catenin pathway: The Wnt/β-catenin signal-
ing cascade represents another essential pathway impli-
cated in CSC-mediated drug resistance. The activation 
of this pathway fosters self-renewal and amplifies the 
tumor-initiating potential of CSCs, thereby increasing 
the probability of tumor recurrence following thera-
peutic intervention [99, 244, 245]. Empirical investiga-
tions have indicated that inhibition of the Wnt pathway 
can diminish the CSC population across a spectrum 
of cancers, suggesting that this pathway is a promising 
target for therapeutic exploitation [246, 247].

PI3K/AKT/mTOR pathway: The PI3K/AKT/mTOR 
signaling pathway is frequently activated in CSCs and 
is associated with cellular growth, survival, and resist-
ance to programmed cell death. This pathway has been 
implicated in various cancer types, including ovarian 
and colorectal cancers, where it promotes CSC sur-
vival in the face of therapeutic challenges [248, 249]. 
Through the inhibition of components within this path-
way, investigators have observed a reduction in CSC 
viability alongside an increase in sensitivity to chemo-
therapeutic agents [250].

CSC characteristics and drug resistance in various 
types of cancer.

In the context of breast cancer, cancer stem cells 
(CSCs) present elevated expression levels of the aldehyde 
dehydrogenase (ALDH) enzyme, which correlates with 
stem cell-like characteristics and facilitates resistance to 
chemotherapeutic agents such as doxorubicin and cyclo-
phosphamide [251, 252]. The detection of ALDH + cel-
lular populations within breast tumors has led to the 

development of targeted therapeutic strategies aimed at 
eliminating these resistant cell subsets.

Colorectal cancer: In colorectal cancer, CSCs are distin-
guished by the expression of particular surface markers, 
including CD44 and CD133. These markers are associ-
ated with increased self-renewal capacity, tumor initia-
tion, and resistance to standard chemotherapy regimens 
[47, 253]. The strategic targeting of these CSC markers 
has shown promise in preclinical investigations, indi-
cating that an integrated therapeutic approach that 
addresses both the bulk tumor and CSC populations may 
augment treatment efficacy.

Lung cancer: In lung cancer, the proliferation of CSCs 
characterized by ATP-binding cassette (ABC) transport-
ers significantly contributes to the phenomenon of mul-
tidrug resistance. These transporters actively extrude 
chemotherapeutic compounds, thereby diminishing 
their therapeutic effectiveness and enabling the survival 
of the CSC population posttreatment [254]. Investigative 
efforts are currently focused on strategies that inhibit the 
functionality of ABC transporters to increase the thera-
peutic impact of existing treatment modalities, and more 
explained in Fig. 5.

Glioblastoma: Glioblastoma is widely recognized for 
its resistance to conventional therapeutic interventions, 
which is primarily attributed to the existence of CSCs 
that flourish within a hypoxic tumor microenviron-
ment. Hypoxia-inducible factors (HIFs) are instrumen-
tal in facilitating the survival and self-renewal of these 
CSCs under hypoxic conditions, culminating in treat-
ment failure [88, 255]. Targeting the HIF signaling path-
way or altering the tumor microenvironment to mitigate 
hypoxia may yield improved therapeutic outcomes.

Therapeutic implications and targeting of molecular 
pathways to CSCs
The therapeutic ramifications of comprehending the 
drug resistance associated with cancer stem cells (CSCs) 
are substantial. Focusing on the molecular pathways 
that are distinctive to those of CSCs offers an auspi-
cious approach for overcoming resistance and prevent-
ing relapse. For example, gamma-secretase inhibitors 
that specifically target the Notch signaling pathway have 
demonstrated efficacy in diminishing CSC populations 
in both breast and pancreatic neoplasms [256, 257]. This 
methodology holds significant potential for augmenting 
patient responses to traditional therapeutic interven-
tions. In parallel, the application of Hedgehog inhibitors, 
such as vismodegib, has been investigated across numer-
ous malignancies characterized by a high abundance of 
CSCs, including pancreatic and glioblastoma cancers 
[258, 259]. Through the effective targeting of CSCs within 
neoplastic masses, these therapeutic modalities may 
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contribute to enhanced overall tumor management and 
mitigate the probability of disease recurrence.

Combination therapies: The integration of conventional 
therapeutic modalities with CSC-targeted interventions 
constitutes an avant-garde strategy aimed at optimiz-
ing treatment efficacy. By amalgamating Wnt pathway 
inhibitors or PI3K/AKT/mTOR inhibitors with stand-
ard chemotherapeutic regimens, investigators aspire to 
eradicate both CSCs and their non-CSC counterparts 
within tumors, thereby addressing the challenge of tumor 
heterogeneity [260, 261]. This combinatorial approach 
has the potential not only to increase response rates 
but also to prolong survival and diminish the likelihood 
of relapse. Furthermore, immunotherapeutic strategies 
that leverage the host immune system to specifically 
target CSCs are currently under investigation. Immune 
checkpoint inhibitors, for example, have exhibited prom-
ise in amplifying the immune response directed against 
CSCs, culminating in improved therapeutic outcomes 
[262, 263]. The synergy of immunotherapy with targeted 
CSC interventions could yield a more holistic treatment 
paradigm. Drug resistance associated with CSCs is a 

complex phenomenon governed by an intricate interplay 
of molecular pathways that modulate CSC survival, self-
renewal, and proliferation. The variability in CSC charac-
teristics across different cancer types further complicates 
the development of treatment strategies. Nevertheless, 
by focusing on these pathways and incorporating inno-
vative therapeutic methodologies, there is a promising 
trajectory for overcoming resistance and enhancing the 
efficacy of oncological therapies. Ongoing research in 
this domain is imperative to translate these discoveries 
into clinical applications, ultimately improving patient 
outcomes in cancer management, as described in Table 3, 
Figs. 3, 4.

In general, signaling pathways play crucial roles in 
multidrug resistance (MDR) in cancer stem cells (CSCs) 
[200]. Dysregulation of developmental and stem cell-
specific signaling pathways, such as the Notch, Wnt/β-
catenin, Hedgehog, and STAT3 pathways, has been 
observed in CSCs [55, 165]. These pathways can regulate 
both intrinsic and extrinsic factors involved in the main-
tenance of CSCs, including drug transporter pumps, 
autophagy, apoptosis, DNA repair, and inflammation 

Fig. 4 Schematic representation of drug resistance pathways in cancer cells that are both pathway-dependent and pathway-independent. 
For example, the kinase domain and ectodomain mutation of the epidermal growth factor receptor (EGFR) or the overexpression of a truncated 
version of the target receptor can both activate a putative target receptor. These pathway-dependent (black) mechanisms work similarly. 
Furthermore, downstream pathways can multiply due to loss-of-function mutations (PTEN, a well-known downstream pathway inhibitor) 
or gain-of-function mutations in downstream components (e.g., PIK3CA, BRAF, and KRAS). Other plausible molecular mechanisms that rely 
on pathways include bypass activation, which can result in the amplification of different isoforms. Epigenetic modifications are typically involved 
in pathway-independent (red) processes. The development of resistance to cancer treatment is largely dependent on epithelial–mesenchymal 
transition (EMT) in cancer tissues and the tumor microenvironment. (M, methylation; dM, demethylation; TKI, tyrosine kinase inhibitor; RTK, receptor 
tyrosine kinase) [135, 353]
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[264]. Targeting pathway molecules that regulate CSCs, 
either through small molecule inhibitors, monoclo-
nal antibodies, or immunotherapies, provides a poten-
tial approach to overcome therapeutic resistance and 
improve patient outcomes. Further research is needed to 
fully elucidate the mechanisms underlying MDR in CSCs 
and to develop novel strategies for reversing resistance, 
as explicitly demonstrated in Fig. 5, Tables 3 and 4.

Extracellular matrix in the development of drug 
resistance in cancer cells and cancer stem cells
The extracellular matrix (ECM) has garnered increas-
ing recognition as a pivotal factor influencing the emer-
gence of drug resistance in both cancer cells and cancer 
stem cells (CSCs). Compared with a sophisticated net-
work of proteins, glycoproteins, and polysaccharides, 
the ECM not only provides structural integrity to tissues 
but also plays a fundamental role in modulating cellu-
lar behavior, affecting various processes ranging from 
cell survival to responses to pharmacological agents. A 
primary mechanism by which the ECM facilitates drug 
resistance is through mechanical signaling. The biome-
chanical properties of the ECM, including stiffness and 

density, can profoundly affect the behavior of cancer 
cells. For example, in solid tumors, the ECM frequently 
becomes rigid due to the excessive synthesis of collagen 
and other matrix proteins. This augmented stiffness can 
activate mechanotransductive pathways, particularly the 
Rho/ROCK pathway, which has been demonstrated to 
increase survival signaling in CSCs and foster resistance 
to chemotherapy [355–357]. As these mechanical altera-
tions transpire, they may also initiate epithelial-to-mes-
enchymal transition (EMT), a process whereby epithelial 
cells acquire mesenchymal traits, thereby increasing 
their invasiveness and therapeutic resistance [356, 358–
360]. The rigidity of the ECM not only affects cellular 
responses but also shapes the overall architecture of the 
tumor, rendering it a dynamic player in the biology of the 
tumor.

The composition of the ECM is an essential determi-
nant of drug resistance. In numerous tumors, signifi-
cant modifications in ECM components are observed, 
characterized by increased deposition of collagen fib-
ers and the presence of glycoproteins such as fibronec-
tin. These alterations can establish a dense, fibrous 
milieu that physically sequesters therapeutic agents, 

Fig. 5 An review of the ABC transporter, LRP, Bcl-2, and Topo ll drug resistance pathways in cancer cells. An ATP-activated transporter 
is the ATP-binding cassette (ABC) transporter. To remove foreign molecules (such as antibiotics and anticancer drugs) from the intracellular 
environment, cells express ABC transporters during general chemotherapy. The three main members of the ABC transporter family are 
P-glycoprotein (P-gp), multidrug-resistant protein 1 (MRP-1), and breast cancer resistance protein (BCRP). Lung resistance protein (LRP) is found 
in cytoplasmic vaults and aids in the exocytosis of foreign substances, such as anticancer medications. Additionally, studies have shown that p53 
loss of function, downregulation of topoisomerase II (Topo-II), and upregulation of bcl-2 (an antiapoptotic factor acted upon by anticancer agents 
that activate the normal apoptotic process) also decrease cell apoptosis to increase the resistance of cancer cells to anticancer drugs [353, 354]
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thereby diminishing their accessibility to target can-
cer cells [357, 360, 361]. Furthermore, changes in ECM 
composition can precipitate the upregulation of drug 
efflux pumps, particularly ATP-binding cassette (ABC) 
transporters, which actively extrude chemotherapeu-
tic agents from cells [362–364], and verified in Fig.  5. 
Consequently, the modified ECM not only provides 
a protective barrier for cancer cells against the effects 
of pharmacological agents but also endows them with 
augmented mechanisms for survival under therapeutic 
conditions.

Moreover, the ECM exerts substantial influence on 
the tumor microenvironment by mediating interactions 
between cancer cells and stromal cells. These interactions 
frequently culminate in the secretion of diverse growth 
factors and cytokines, which can increase cell survival 
and confer drug resistance [103]. For example, cancer-
associated fibroblasts (CAFs) within the tumor microen-
vironment (TME) are capable of releasing factors such as 
transforming growth factor-beta (TGF-β) and hepatocyte 
growth factor (HGF). These factors are associated with 
the preservation of CSC characteristics and are recog-
nized for their role in activating survival pathways that 
assist cancer cells in resisting treatment [103, 365, 366]. 
This interaction engenders a supportive niche for CSCs, 
wherein they can flourish despite the administration of 
therapeutic agents intended to eradicate them.

The existence of hypoxic zones within neoplasms, 
which are frequently associated with modifications in 
the extracellular matrix (ECM) architecture, presents 
an additional obstacle in the pursuit of mitigating drug 
resistance. Under conditions of low oxygen availability, 
hypoxia-inducible factors (HIFs) undergo stabilization, 
leading to the activation of diverse genetic programs 
that promote cellular survival and increase the stemness 
attributes of cancer stem cells (CSCs) [103, 367, 368]. The 
ECM plays a significant role in the establishment of these 
hypoxic microenvironments, thereby further consolidat-
ing the protective milieu that supports CSC persistence 
and drug resistance [360, 367, 369]. Hypoxic conditions 
not only diminish the effectiveness of numerous conven-
tional therapeutic interventions but also foster a more 
aggressive tumor phenotype.

In relation to CSCs, the ECM is particularly important 
for preserving their stem-like traits. Interactions between 
CSCs and ECM constituents, including hyaluronic acid, 
laminin, and fibronectin, have been demonstrated to 
increase self-renewal potential and confer resistance to 
therapeutic modalities [20, 357, 366, 368]. For example, 
the affinity of CSCs for specific ECM proteins can initi-
ate signaling cascades, such as integrin signaling, which 
promotes cellular proliferation and survival. This under-
scores the imperative for therapeutic strategies that not 

only directly target CSCs but also modify their ECM 
interactions to disrupt their survival mechanisms.

In light of these findings, therapeutic modalities that 
specifically target the ECM or its associated signaling 
pathways present promising prospects for overcoming 
drug resistance in oncological contexts. For example, 
therapies aimed at ECM modulation, such as those that 
facilitate collagen degradation or alter the mechanical 
properties of the ECM, could augment the infiltration 
and efficacy of chemotherapeutic agents. Likewise, strat-
egies designed to interfere with the signaling pathways 
activated by ECM components, such as Rho/ROCK or 
integrin signaling, may sensitize resistant neoplastic cells 
to therapeutic intervention [366, 370–372].

In summary, the extracellular matrix is integral to the 
manifestation of drug resistance in both cancer cells and 
cancer stem cells. Via mechanical signaling, composi-
tional alterations, interactions within the tumor micro-
environment, and adaptations to hypoxic conditions, 
the ECM not only shields tumor cells from therapeu-
tic agents but also reinforces the aggressive and stem-
like attributes of CSCs. Addressing these ECM-related 
mechanisms may yield novel therapeutic strategies that 
enhance the efficacy of existing treatment modalities and 
ultimately improve patient outcomes in cancer therapy.

Off-target effects of nanodrugs: Targeting cancer 
stem cells (CSCs), in particular, has made it possible to 
improve drug delivery and overcome drug resistance 
owing to the introduction of nanotechnology in cancer 
therapy. Although the use of nanodrugs has many ben-
efits, there are also several hazards, particularly with 
respect to off-target effects, that could compromise the 
safety and effectiveness of treatment. The potential for 
unexpected interactions with nontarget cells and tissues 
to result in negative side effects that could make treat-
ment outcomes more difficult is one of the main concerns 
with nanodrugs [130, 131]. In the tumor microenviron-
ment (TME), for example, nanoparticles intended to spe-
cifically target CSCs may unintentionally impact normal 
stem cells or other cell types, leading to toxicity and pos-
sibly worsening treatment resistance [132].

A number of variables, such as the size, shape, composi-
tion, surface charge, and physicochemical characteristics 
of nanoparticles, might result in off-target effects. These 
features have a major impact on the cellular absorption 
and biodistribution of nanomedicines. For example, 
whereas larger particles might not effectively penetrate 
tumor tissues, excessively small nanoparticles might 
quickly accumulate in the liver and spleen, decreasing 
their availability to target tumors [133]. Furthermore, 
the surface functionalization of nanoparticles, which is 
meant to improve targeted specificity, may inadvertently 
increase binding to cells that are not the intended target, 
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which could result in cytotoxicity. Because immune cells 
may be stimulated to attack both the tumor cells and the 
surrounding healthy tissue, this unintentional activation 
of immune responses might further complicate the treat-
ment landscape and increase the risk of systemic adverse 
effects [134].

The possibility of changing drug release profiles from 
nanodrugs, which may affect their safety and therapeu-
tic efficacy, is another major concern. Drug stability and 
release kinetics can be affected by changes in environ-
mental factors, including pH and temperature; however, 
regulated release is essential for reducing toxicity and 
optimizing therapeutic effects [135]. A nanodrug may 
cause elevated off-target toxicity if its payload is released 
too quickly or incorrectly, which could result in high 
local concentrations of the drug in nontargeted locations.

Furthermore, persistent nanoparticle buildup in the 
body can lead to new hazards, especially in regard to 
compounds that cannot be easily eliminated. The long-
term presence of these substances may cause chronic 
inflammatory reactions, which may result in additional 
issues such as fibrogenesis or cancer [136]. For example, 
certain metal-based nanoparticles can cause oxidative 
stress in tissues that are not their intended targets, lead-
ing to cellular damage that may promote the growth of 
tumors or the establishment of drug-resistant cell popu-
lations [137, 138].

The possible hazards associated with the use of nano-
particles are also significantly influenced by their immu-
nological response. According to Xiong et  al. [139], 
nanoparticles can trigger an immunological response 
and activate the complement system, which can either 
improve antitumor immunity or cause severe allergic 
reactions and anaphylaxis in susceptible people. The 
production of antibodies against the nanoparticles due 
to the immunogenicity of the nanocarriers may eventu-
ally diminish their effectiveness and encourage the emer-
gence of drug resistance.

Careful assessment of the safety and effectiveness char-
acteristics of nanodrugs in preclinical and clinical set-
tings is crucial to reduce these hazards. To evaluate how 
nanoparticles interact with biological systems and find 
any possible off-target effects, advanced characterization 
techniques should be used [39]. Furthermore, techniques 
such as employing stimuli-responsive release mecha-
nisms or covering nanoparticles with biocompatible 
materials might improve selectivity and lower the possi-
bility of off-target interactions [132]. Creating predictive 
models to comprehend the biodistribution and pharma-
cokinetics of nanomedicines can also help with design 
optimization for increased safety and efficacy in targeting 
CSCs, as described in Fig. 6 A and B.

In summary, although nanodrugs have the potential 
to prevent drug resistance in mammalian cancer stem 
cells, there are several hazards associated with their use, 
especially in regard to off-target effects. Optimizing 
the design of nanoparticles and enhancing therapeutic 
results require an understanding of how they interact 
with biological systems. To fully utilize nanotechnology 
in cancer treatment, it will be necessary to optimize nan-
odrug compositions and conduct thorough safety assess-
ments as research advances.

Therapeutic modalities for targeting cancer stem 
cells and future directions
Chemotherapy continues to serve as a fundamental 
component of oncological management; however, the 
emergence of resistance to these pharmacological agents 
constitutes a substantial obstacle to achieving therapeu-
tic efficacy [373]. The enduring presence of drug resist-
ance within neoplastic cells complicates therapeutic 
outcomes and highlights the need for alternative inter-
vention strategies. Contemporary oncological treatment 
protocols frequently encompass a multimodal approach, 
integrating surgical intervention, radiotherapy, and 
chemotherapy, whether administered independently 
or in succession. Surgical resection is often the primary 
intervention, particularly in the context of early-stage 
malignancies, where it has the potential for curative out-
comes. Radiotherapy is routinely utilized in localized dis-
ease scenarios and is frequently combined with surgical 
procedures to increase therapeutic effectiveness [106]. 
Despite its established status as a treatment modality for 
more than a century, the efficacy of radiation therapy is 
constrained by the incomplete comprehension of the 
comprehensive genetic response necessary for cellular 
protection against radiation-induced injury [106]. This 
lack of knowledge impedes the formulation of strategies 
aimed at mitigating normal tissue toxicity while simulta-
neously enhancing neoplastic control.

Recent innovations in oncological therapy have given 
rise to a novel class of treatments explicitly designed to 
target cancer stem cells (CSCs). CSCs are distinguish-
able from non-CSCs and bulk tumor cells by virtue of 
their unique molecular profiles. To address this differen-
tiation, high-throughput screening methodologies have 
been utilized to discover small molecules that are capable 
of selectively targeting and diminishing CSC populations 
[374]. This strategy is particularly vital for the manage-
ment of malignancies that are resistant to conventional 
treatment modalities and underscores the dynamic 
evolution of cancer therapy paradigms. As research 
advances, a deeper comprehension of CSC biology and 
interactions with therapeutic agents will be imperative 
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for formulating more effective and targeted oncological 
therapies.

As a result, various therapeutic approaches have 
been developed for targeting cancer stem cells (CSCs). 
These approaches include targeting intracellular sign-
aling pathways related to CSC functions  [57], using 
aptamers as targeting ligands for CSC-specific thera-
pies  [59], and inhibiting CSCs through monoclonal 
antibodies, signaling pathway inhibitors, and energy 
metabolism enzymes inhibitors, induce differentia-
tion therapy  [375], and utilize natural products (NPs) 

and NP-based nanoformulations (NPNs) to target and 
inhibit CSCs [60]. The further development of multi-
functional aptamer-based therapeutic strategies has 
shown promising results in recent years [59]. Addition-
ally, immunotherapy with immune cells engineered 
with a chimeric antigen receptor (CAR) has demon-
strated favorable outcomes in CSC therapy [376]. How-
ever, challenges such as pharmacokinetic defects and 
off-target effects need to be addressed for effective clin-
ical translation of these approaches [377]. Overall, tar-
geting CSCs through these therapeutic strategies holds 

Fig. 6 Diagrams A and B depict schematic representations of the off-target effects of nanodrugs on drug resistance in mammalian cancer cells
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great potential for comprehensive cancer therapy in the 
future.

In fact, targeting cancer stem cells (CSCs) is a promis-
ing approach for comprehensive cancer therapy. Several 
therapeutic approaches have been developed to eliminate 
CSCs and reduce cancer recurrence. Natural products 
(NPs) derived from various sources have shown signifi-
cant antitumor effects and have been shown to target and 
inhibit CSCs [57, 378, 379]. These NPs can inhibit crucial 
signaling pathways involved in the maintenance of CSC 
stemness and sensitize CSCs to standard chemothera-
peutic treatments [60]. Additionally, NP-based nanofor-
mulations (NPNs) have been developed to overcome the 
pharmacokinetic limitations of NPs and improve their 
targeting capabilities [60]. These NPNs have the potential 
to deliver NPs specifically to CSCs, increasing their effi-
cacy in eliminating CSCs and reducing cancer recurrence 
[60]. Furthermore, bispecific chemically self-assembled 
nanorings (CSANs) have been developed to selectively 
target CSCs and bulk tumor cells simultaneously, result-
ing in synergistic effects and complete tumor eradication 
[379]. These findings suggest that therapeutic approaches 
targeting CSCs, such as blocking signaling pathways and 
using NPs or NPNs, can be effective in eliminating CSCs 
and reducing cancer recurrence.

Current approaches to understanding the mecha-
nisms of drug resistance in mammalian cancer stem cells 
and their impact on cancer recurrence involve studying 
genetic alterations such as point mutations and gene 
amplification [380].

To address the intricate challenge of drug resistance in 
mammalian cancer stem cells (CSCs), investigators are 
concentrating on the genetic modifications that contrib-
ute to this phenomenon. Significant alterations currently 
under scrutiny include point mutations and gene ampli-
fications, which are pivotal in facilitating drug resistance 
and the ensuing recurrence of cancer [380]. Sophisticated 
methodologies, such as stochastic multitype branching 
process models, are utilized to investigate the dynam-
ics associated with tumor recurrence. These models 
assist in estimating the probabilities of tumor extinction 
and offer valuable insights into the temporal aspects of 
potential recurrences [102, 207]. By simulating a range of 
scenarios, researchers are able to ascertain how genetic 
modifications affect tumor behavior over time. A fun-
damental component of this research involves elucidat-
ing the relative influence of various genetic alterations 
on drug resistance. In particular, the ratio of recurrence 
intervals attributed to gene amplification in comparison 
to point mutations is of significant interest. This ratio 
is contingent upon the quantity of amplification events 
necessary to attain an equivalent level of resistance as 
that conferred by a single mutation event. The linear 

correlation between amplification events and mutation 
events underscores the disparate contributions of these 
genetic mechanisms to drug resistance and the relapse of 
cancer [381].

Through the integration of these methodologies, 
researchers aspire to enhance the understanding of the 
fundamental mechanisms underlying drug resistance 
in CSCs and their consequential implications for cancer 
recurrence. This comprehension is crucial for the formu-
lation of more efficacious treatment strategies and the 
enhancement of patient prognoses. Cancer stem cells 
(CSCs), which have unique biological characteristics and 
drug resistance mechanisms, such as ABC protein drug 
pump function and microenvironmental factors, have 
been identified as important factors in drug resistance in 
tumors. Understanding the role of specific markers, such 
as HMGA2, in the development and invasion of cancer 
cells, as well as their function in drug resistance mecha-
nisms in CSCs, is crucial for overcoming drug resistance 
and recurrence. Advances in technology, such as single-
cell RNA sequencing and CRISPR gene editing, have 
greatly impacted our understanding of drug resistance in 
mammalian cancer stem cells. Single-cell RNA sequenc-
ing allows for the identification and characterization of 
individual cancer stem cells, providing insights into their 
gene expression profiles and heterogeneity, which can 
contribute to drug resistance [382]. On the other hand, 
CRISPR gene editing has emerged as a powerful tool 
for studying the mechanisms of drug resistance in can-
cer cells. It enables the targeted manipulation of specific 
genes involved in drug resistance pathways, allowing 
researchers to investigate their role in conferring resist-
ance and potentially developing strategies to overcome it 
[383]. These technological advancements have the poten-
tial to revolutionize our understanding of drug resistance 
in cancer stem cells and pave the way for the develop-
ment of more effective therapies.

Achievements and constraints in mitigating 
the drug resistance of mammalian cancer stem 
cells (CSCs) in oncological therapeutics
Cancer stem cells (CSCs) have attracted considerable 
scholarly attention in oncological research owing to their 
pivotal involvement in tumor initiation, advancement, 
and recurrence. Their intrinsic characteristics, which 
include self-renewal and differentiation capabilities, sig-
nificantly contribute to drug resistance, thereby pos-
ing substantial obstacles in cancer treatment. Although 
various methodologies have been formulated to specifi-
cally target CSCs and overcome drug resistance, these 
approaches are not devoid of limitations. This study 
seeks to thoroughly investigate the achievements and 
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constraints of diverse strategies aimed at addressing drug 
resistance in mammalian CSCs.

Molecular Targeting of CSC Pathways Achievements: 
The strategic targeting of critical signaling pathways 
that sustain CSC attributes has demonstrated consider-
able promise in mitigating drug resistance. For exam-
ple, Notch signaling is essential for the survival and 
self-renewal of CSCs. Inhibitors of the Notch pathway, 
such as gamma-secretase inhibitors, have proven effec-
tive in preclinical models involving breast and pancre-
atic cancers, resulting in diminished CSC populations 
and increased sensitivity to chemotherapy [252, 257]. 
Similarly, the Hedgehog signaling pathway has been 
effectively targeted. Investigations have revealed that 
Hedgehog inhibitors, such as vismodegib, can signifi-
cantly reduce CSC populations in basal cell carcinoma 
and pancreatic cancer, thereby increasing the efficacy of 
conventional therapies [43, 259]. These findings under-
score the potential of pathway-specific targeting in over-
coming drug resistance. Constraints: Notwithstanding 
these accomplishments, the targeting of such pathways 
may be confounded by compensatory mechanisms that 
neoplastic cells exploit. For example, upon inhibition of 
the Notch pathway, CSCs may engage alternative path-
ways, such as the Wnt/β-catenin signaling cascade, which 
can preserve their stem-like characteristics and foster 
resistance [245]. Moreover, prolonged inhibition of these 
pathways could precipitate the emergence of resistant cell 
populations, thereby limiting the long-term efficacy of 
these targeted interventions [62].

Combination therapeutic achievements: Combination 
therapies that amalgamate conventional chemotherapeu-
tics with CSC-targeted agents have exhibited significant 
promise in overcoming drug resistance. For example, the 
integration of standard chemotherapeutics with PI3K/
AKT/mTOR inhibitors has proven successful in dimin-
ishing the viability of CSCs in ovarian and colorectal can-
cers, thereby improving treatment outcomes [89, 384]. 
This approach aims to concurrently target both bulk 
tumor cells and CSC populations, thereby mitigating 
the likelihood of relapse. Furthermore, the integration of 
immunotherapy with CSC-targeted strategies has yielded 
encouraging results. Immune checkpoint inhibitors have 
demonstrated efficacy in specifically targeting CSCs, 
thereby enhancing the immune response against tumors 
[245]. These combinatorial strategies offer a more holistic 
approach to cancer intervention. Constraints: Nonethe-
less, combination therapies encounter a myriad of chal-
lenges, including heightened toxicity and the potential for 
exacerbated side effects, which may restrict the feasibility 
of treatment. The synergistic interactions between agents 
could engender unforeseen complications that compli-
cate treatment protocols [261]. Additionally, the inherent 

heterogeneity of cancer may result in disparate responses 
to combination therapies, complicating the predictability 
of outcomes across various patient cohorts.

Targeting CSC Markers Successes: Elucidating how to 
target specific cancer stem cell (CSC) markers, including 
CD44, CD133, and ALDH, has emerged as a pivotal area 
in the formulation of CSC-targeted therapeutic inter-
ventions. For example, therapeutic strategies directed at 
ALDH + CSCs within the context of breast cancer have 
demonstrated promise in mitigating drug resistance and 
augmenting treatment efficacy [251]. The use of antibod-
ies or small molecules to selectively engage these markers 
facilitates more refined interventions aimed at resistant 
CSC populations. Despite the promise associated with 
targeting CSC markers, several challenges persist in the 
clinical implementation of these strategies. CSCs fre-
quently exhibit a degree of plasticity, which enables them 
to alter their marker expression in response to therapeu-
tic interventions, thereby circumventing targeted treat-
ments [271]. This inherent plasticity complicates the 
accurate identification of CSCs and may necessitate the 
formulation of novel strategies to dynamically monitor 
and adapt to these evolving changes.

Hypoxia and the Tumor Microenvironment Successes: 
The tumor microenvironment is instrumental in mediat-
ing CSC drug resistance. Hypoxic conditions prevalent 
within tumors can amplify CSC characteristics and con-
fer resistance against therapeutic agents. Consequently, 
targeting the hypoxia-inducible factor (HIF) pathway has 
emerged as a compelling therapeutic strategy. Inhibitors 
of HIF have been shown to decrease the viability of CSCs 
under hypoxic conditions, thereby increasing the efficacy 
of concomitant therapeutic modalities [88]. Nevertheless, 
efforts to target the tumor microenvironment are fraught 
with considerable challenges. The inherently dynamic 
nature of the tumor microenvironment suggests that 
therapeutic interventions may not consistently produce 
the anticipated outcomes, given that CSCs can adapt to 
hypoxic environments through a variety of mechanisms 
[241]. Moreover, HIF inhibitors may inadvertently impact 
normal stem cells and adjacent healthy tissues, resulting 
in potential adverse effects.

Gene Editing Technology Successes: The advent of inno-
vative gene-editing technologies, such as CRISPR-Cas9, 
has paved new paths for the targeted manipulation of 
CSCs. By directly altering genes that are implicated in 
CSC characteristics, researchers have effectively dimin-
ished CSC populations and improved sensitivity to 
chemotherapy in preclinical models [53, 385] Neverthe-
less, the implementation of gene editing within clini-
cal contexts is beset with numerous challenges. Ethical 
dilemmas associated with gene editing, the potential for 
off-target effects, and the technical complexities involved 
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in delivering these therapies to tumor sites must be thor-
oughly addressed prior to the widespread adoption of 
these methodologies in cancer treatment. By and large, 
substantial advancements have been achieved in the 
comprehension and targeting of CSCs to overcome drug 
resistance in cancer therapy. Methods such as target-
ing specific molecular pathways, employing combina-
tion therapies, and concentrating on CSC markers have 
exhibited efficacy in both preclinical and clinical inves-
tigations. However, limitations, including compensatory 
mechanisms, treatment-related toxicity, and the plasticity 
of CSCs, present formidable challenges that require reso-
lution. Research into the complex biology of CSCs and 
their interactions with the tumor microenvironment is 
imperative for the development of effective strategies to 
combat drug resistance. Personalized treatment modali-
ties that consider the heterogeneity of tumors and the 
distinctive characteristics of CSCs may ultimately lead to 
more efficacious cancer therapies.

Clinical implications of the current review
The clinical implications of examining drug resistance in 
mammalian cancer stem cells (CSCs) are profound and 
significantly influence the trajectory of cancer therapeu-
tics in various essential dimensions. An in-depth com-
prehension of the mechanisms underlying CSC-mediated 
drug resistance is imperative for the formulation of more 
efficacious treatment methodologies.

A primary consequence is the imperative to directly 
target CSCs. CSCs frequently contribute to the failure 
of treatment and the recurrence of tumors, as conven-
tional therapeutic modalities predominantly focus on 
rapidly proliferating bulk tumor cells while leaving CSCs 
unscathed. Consequently, approaches specifically aimed 
at the eradication of CSCs have the potential to markedly 
improve treatment outcomes [386, 387]. For example, 
inhibitors that specifically target critical signaling path-
ways associated with the maintenance of CSC character-
istics, such as the Notch and Wnt pathways, have shown 
promise in preclinical investigations and may yield 
improved therapeutic efficacy [12, 92, 388, 389]. Com-
bination therapies have other vital clinical implications. 
Insights into drug resistance linked to CSCs underscore 
the potential benefits of amalgamating traditional thera-
pies with agents that specifically inhibit CSCs. Empirical 
evidence indicates that the coadministration of chemo-
therapeutic agents alongside immunotherapeutics or 
targeted therapies that obstruct CSC pathways can effec-
tively diminish the probability of resistance while increas-
ing overall treatment effectiveness [19]. For example, 
investigations have demonstrated that the combination 
of immune checkpoint inhibitors with agents that tar-
get the PI3K/AKT/mTOR pathway results in enhanced 

therapeutic outcomes in models of breast and pancreatic 
malignancies [388, 390–393]

Personalized medicine constitutes another significant 
dimension influenced by the degree of CSC drug resist-
ance. The profiling of tumors for distinctive CSC markers 
and resistance mechanisms facilitates the development 
of tailored treatment strategies that are congruent with a 
patient’s specific tumor attributes. For example, genomic 
analyses have revealed mutations within CSC popula-
tions that can guide the selection of targeted therapies, 
thereby increasing response rates [7]. This individual-
ized approach is becoming increasingly attainable due 
to advancements in precision medicine technologies. 
The importance of the tumor microenvironment (TME) 
in sustaining CSC viability and fostering drug resistance 
further highlights its relevance in therapeutic planning. 
The modulation of the TME, including the normaliza-
tion of hypoxic conditions or the modification of immune 
cell interactions, may increase the efficacy of therapies 
directed at CSCs. Research has indicated that therapies 
targeting both CSCs and the TME can yield superior out-
comes by disrupting the protective niches inhabited by 
CSCs [255].

The identification of predictive biomarkers associated 
with CSCs and their mechanisms of resistance is crucial 
for enhancing treatment strategies. Biomarkers linked 
to CSCs can assist clinicians in stratifying patients and 
selecting the most effective therapeutic interventions. 
For example, elevated levels of aldehyde dehydroge-
nase (ALDH) activity in CSCs have been correlated with 
suboptimal responses to conventional chemotherapy, 
implying that evaluating ALDH expression could inform 
treatment decisions [251, 394]. Finally, the review of the 
mechanisms underlying drug resistance in CSCs under-
scores the need for persistent research and development. 
As our understanding of CSC biology advances, new 
therapeutic targets and innovative strategies are likely to 
arise. Ongoing investigations into the characteristics of 
CSCs and their interactions with the TME are vital for 
the progression of cancer therapy and for overcoming the 
challenges posed by drug resistance [239].

Views on overcoming mammalian cancer stem cell 
drug resistance
Advances in cancer therapy necessitate a comprehen-
sive understanding of drug resistance in cancer stem 
cells (CSCs) and their involvement in tumor recurrence. 
Crucial pathways such as the Wnt/β-catenin, Notch, and 
Hedgehog pathways play significant roles in CSC self-
renewal and tumorigenesis, rendering them attractive 
targets for therapeutic interventions. Ongoing efforts by 
researchers involve the development of multitarget inhib-
itors and the exploration of immunotherapy, autophagy, 
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hyperthermia, nanodrug delivery systems, mitochondria 
targeting, and disruption of the CSC microenvironment. 
The interplay of epigenetic modifications and molecular 
interactions plays a pivotal role in resistance mechanisms, 
with reactive oxygen species (ROS) and microRNAs 
(miRNAs) being implicated in the proliferation of CSCs. 
Therapeutic strategies based on epidrugs can render 
resistant cells more susceptible to conventional treat-
ments. Various factors, including genetic and nongenetic 
determinants, cellular diversity, and alterations in target 
molecules, collectively contribute to the development of 
resistance. Addressing this challenge requires the devel-
opment of drugs with enhanced efficacy, reduced efflux 
mechanisms, and targeted actions, alongside the utili-
zation of nanocarriers to improve specificity. Intensive 
research endeavors are imperative for the identification 
of novel biomarkers and the formulation of precise thera-
peutic approaches aimed at managing tumorigenesis and 
preventing relapse.
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