
Large language models in cancer: potentials, risks, 
and safeguards
Md Muntasir Zitu , PhD1,2, Tuan Dung Le, MS#,2, Thanh Duong, BS#,2, Shohreh Haddadan, PhD2, 
Melany Garcia , PhD1, Rossybelle Amorrortu, MPH1, Yayi Zhao , MS1, Dana E. Rollison, PhD1,  
Thanh Thieu , PhD�,2 

1Department of Cancer Epidemiology, Moffitt Cancer Center, Tampa, FL, Moffitt Cancer Center and Research Institute, Tampa, FL 33612, 
United States 
2Department of Machine Learning, Moffitt Cancer Center, Tampa, FL, Moffitt Cancer Center and Research Institute, Tampa, FL 33612, 
United States
�Corresponding author: Thanh Thieu, PhD, Department of Machine Learning, Moffitt Cancer Center, Tampa, FL, Moffitt Cancer Center and Research Institute, 
12902 USF Magnolia Drive, Tampa, FL 33612, United States (thanh.thieu@moffitt.org)
#Tuan Dung Le and Thanh Duong contributed equally to this work.

Abstract 
This review examines the use of large language models (LLMs) in cancer, analysing articles sourced from PubMed, Embase, and Ovid Medline, 
published between 2017 and 2024. Our search strategy included terms related to LLMs, cancer research, risks, safeguards, and ethical issues, 
focusing on studies that utilized text-based data. 59 articles were included in the review, categorized into 3 segments: quantitative studies on LLMs, 
chatbot-focused studies, and qualitative discussions on LLMs on cancer. Quantitative studies highlight LLMs’ advanced capabilities in natural 
language processing (NLP), while chatbot-focused articles demonstrate their potential in clinical support and data management. Qualitative research 
underscores the broader implications of LLMs, including the risks and ethical considerations. Our findings suggest that LLMs, notably ChatGPT, have 
potential in data analysis, patient interaction, and personalized treatment in cancer care. However, the review identifies critical risks, including data 
biases and ethical challenges. We emphasize the need for regulatory oversight, targeted model development, and continuous evaluation. In conclu
sion, integrating LLMs in cancer research offers promising prospects but necessitates a balanced approach focusing on accuracy, ethical integrity, 
and data privacy. This review underscores the need for further study, encouraging responsible exploration and application of artificial intelligence 
in oncology.
Keywords: large language models; natural language processing; ChatGPT; cancer; artificial intelligence; potentials; risks; safeguards; chatbots. 

Introduction 
Cancer remains a global health threat, with high mortality 
rates and increasing incidence rates.1-3 From treatment to 
survivorship, cancer care involves complex decision-making, 
requiring the integration of vast amounts of relevant data 
and germane knowledge.2,4,5 Despite progress, translating 
medical data into actionable insights remains a challenge.6,7

In recent decades, there has been a concerted effort to harness 
the potential of artificial intelligence (AI) in medicine.8,9 The 
emergence of advanced computational methods, especially 
large language models (LLMs), offers new possibilities for 
improvement and change.10,11 With their capability of data 
analysis, patient communication, and quickening the pace of 
discovery, LLMs hold promise to influence the approach to 
cancer research and patient care.11,12

Initially, language models struggled with processing medical 
texts due to the scale and complexity of the data.13,14 However, 
advancements in AI have enabled contemporary state-of-the-art 
models like GPT (generative pretrained transformer), Claude 2, 
Llama 3, and PaLM to handle large datasets and generate 
insights with greater nuance and accuracy.15-17 These models, 
built on deep learning architectures and trained on vast datasets, 
excel in various natural language processing (NLP) tasks, such 

as summarization, translation, sentiment analysis, and text gen
eration.10,15-17 Furthermore, innovations such as the attention 
mechanism, significant increases in model size, and access to di
verse training data have been critical in enabling these models 
to excel in complex tasks.18 The attention mechanism, in partic
ular, allows models to focus on relevant parts of the input, while 
larger model sizes and extensive training data enhance perfor
mance and generalization across NLP tasks.10,15-17 Despite 
these advancements, the integration of LLMs into oncology 
practice remains limited. Factors such as the need for specialized 
oncology training, concerns about data privacy, regulatory and 
ethical issues, and challenges in integration with existing health
care systems might contribute to this gap, highlighting the com
plexity of applying advanced AI in high-stake medical fields.19

Despite these challenges, AI adoption in oncology is growing, 
particularly with tools like ChatGPT and specialized chatbots. 
The integration of these technologies into cancer research and 
patient care reflects a shift in AI’s role in medical science.20-22

These tools, especially LLMs, demonstrate AI’s increasing feasi
bility and utility, enabling researchers to discover patterns and 
correlations within vast medical repositories such as scientific 
literature, patient medical records, and clinical trial data.23 This 
adaptation has supported oncologists and researchers to 
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interpret complex medical information, predict patient out
comes, and even assist in developing personalized treat
ment plans.24,25

Amid the global cancer incidence and mortality rates, there 
is a need to integrate vast medical data for informed clinical 
decisions in cancer care.1,3,26 While advanced computational 
methods, particularly LLMs, hold a transformative potential 
in oncology, there is a gap in synthesizing these develop
ments. This review seeks to bridge this gap by providing an 
overview of LLM applications in cancer research, highlight
ing technological progress, practical applications, and theo
retical perspectives. We specifically sought to profile the 
existing literature by outlining the potentials, risks, and safe
guards of LLM, categorizing relevant studies into 3 domains: 
(a) quantitative methods of LLMs, consisting of studies ap
plying LLMs to data analysis, NLP tasks, and predictive 
modelling with measurable outcomes; (b) chatbot-focused 
studies, focused on LLM-powered chatbots for patient inter
actions, treatment support, and clinical decision-making; and 
(c) qualitative discussions on LLMs’ broader impacts on on
cology, exploring ethical issues, risks, and societal impacts of 
LLMs. This approach highlights the relevance of LLMs in 

cancer care and research, exploring their potential, risks, and 
safeguards. Readers are encouraged to consult Table 1 for 
definitions of key terms used throughout the article.

Methods
Scope and purpose
Our literature review explores the diverse applications and 
implications of LLMs in oncology. Our methodology adopts 
a narrative review approach influenced by the Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) framework.27-30 Our method differs from system
atic reviews, which rigorously identify all pertinent research 
articles following a strict guideline.28-30 We sought to provide 
an overview of current knowledge and trends in LLMs within 
cancer research, addressing technological advancements, 
practical applications, and theoretical perspectives. This re
view aims to synthesize insights across various studies to bet
ter understand the potential, risks, and safeguards of LLMs 
in cancer research.

As depicted in Figure 1, the review process follows a struc
tured approach beginning with a search across multiple 

Table 1. Glossary of key terms.

Term Definition

Artificial intelligence (AI) The development of systems that can perform tasks requiring  
human-like intelligence, such as learning and problem-solving.

Natural language processing (NLP) Enabling machines to understand and process human language.
Large language models (LLMs) Advanced AI models for understanding, interpreting, and generating 

human language.
Named entity recognition (NER) An NLP task that identifies and classifies named entities in text 

into categories.
BiLSTM (bidirectional long short-term memory) A recurrent neural network that processes data in both forward and 

backward directions.
Attention mechanism A technique allowing models to focus on specific parts of input data.
Transformer models Deep learning models using self-attention mechanisms.
BERT (bidirectional encoder representations from transformers) A transformer-based machine learning technique designed to better 

understand the context of words in search queries.
GPT (generative pretrained transformer) LLM for generating human-like text.
ChatGPT A GPT variant optimized for conversational applications.
Chatbot Software simulating human-like conversation using AI and NLP.
Embedding Converting words or phrases into vectors to represent their meaning.
Zero-shot learning The ability of a model to understand and respond to tasks it has not 

been specifically trained on.
Encoder Processes input data into a richer representation in neural networks.
Token The basic unit of text processing in NLP.
Tokenization The process of converting text into tokens can be fed into NLP models.
Fine-tuning Adjusting a pre-trained model for a specific task.
Prompt engineering Creating inputs to elicit specific responses from LLMs.
Precision The measure of a model’s performance in correctly identifying only 

relevant instances
Recall Measuring a model’s performance in capturing all relevant instances.
F1 score A measure of a test’s accuracy, considering precision and recall.
AUC (area under the curve) A performance metric for classification models at various 

threshold settings.
Macro-F1 score A type of F1 score calculated by taking the average of the F1 scores per 

class, giving equal weight to each class.
Micro-F1 score An F1 score considering the total true positives, false negatives, and 

false positives.
Cross-validation A technique for assessing how a predictive model will generalize to an 

independent dataset.
ROC (receiver operating characteristic) curve A graph showing the performance of a classification model at all 

classification thresholds.
Physical component summary (PCS) A health survey score reflects a person’s physical well-being and ability 

to perform everyday activities.

This table provides a comprehensive glossary of key terms and acronyms used in the field of AI, with a focus on NLP and LLMs.
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databases, followed by a screening and selection methodol
ogy, ultimately categorizing selected articles into quantitative 
studies, chatbot-focused studies, and qualitative studies.

Eligibility criteria
We included full-text articles that focused on LLM applica
tions in text-based data relevant to cancer research. Studies 
such as vision-based models on imaging data, omics data,31

and those unrelated to cancer were excluded.

Literature search strategy
We conducted a search across 3 databases: PubMed, Embase, 
and Ovid Medline, covering a range of article types, including 
journal and conference articles. Our strategy involved key terms 
related to 3 main themes: language models (“large language 
models”, “BERT”, “GPT”, “transformers”), cancer research 
(“cancer”, “oncology”, “tumor”, “carcinoma”, “malignancy”, 
“neoplasm”, “immunotherapy”, “chemotherapy”, “radiation 
therapy”), and associated implications (“risks”, “safeguards”, 
“potentials”, “challenges”, “limitations”, “threats”, “concerns”, 
“ethical issues”, “security issues”). These terms were combined 
using “and” and “or” conditions and searched within titles and 
abstracts. The search covered publications from 2017 to 
September 2024 and was limited to English-language articles.

Study selection
Five reviewers conducted the review. Two reviewers devel
oped the selection criteria and search terms for the study and 

then performed initial screening to identify relevant articles. 
They manually reviewed articles that aligned with the scope 
of the review, narrowing the list from the 1167 initially iden
tified to the final selection. Upon manual review of the title 
and abstract section, the identified 1167 articles were classi
fied as “aligned with scope of the review” if they matched the 
eligibility criteria, “not aligned with scope of the review” if 
they were clearly outside the eligibility criteria, or 
“uncertain” if their relevance was not apparent from the ab
stract and title alone. Articles recognized as “aligned with 
scope of the review” were retained for the final full-text re
view. In contrast, those “not aligned with scope of the 
review” were excluded from subsequent analysis. The 
“uncertain” articles underwent a full-text review to assess 
their content against our eligibility criteria. Ultimately, the 
process led us to a final selection of 59 relevant articles 
aligned with the scope of our review.

All 5 reviewers participated in the detailed manual review, 
with each reviewer independently assessing assigned articles. 
Regular meetings were held to discuss findings and address 
challenges, ensuring a rigorous review.

Results
Summary of selected studies
A total of 59 full-text articles were included in our study. The 
articles were categorized into 3 distinct groups: 25 focused on 
quantitative methods of LLMs (see Table 2), 25 chatbot-focused 

Figure 1. Literature review process for LLMs in oncology. Flowchart depicting the article selection process for our review on LLMs in oncology. Initially, 
1167 articles were identified through a database search. Each article was manually assessed by title and abstract for relevance to the review scope. 
Articles were classified as “aligned with scope of the review”, “not aligned with scope of the review”, or “uncertain”. For articles marked as 
“uncertain”, a full-text review was conducted to determine their relevance to our study. Finally, our process led us to a final selection of 59 relevant 
articles aligned with the scope of the review. LLMs ¼ large language models.
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studies (see Table 3), and 9 qualitative discussions on LLMs’ 
broader impacts on oncology (see Table 4).

Potentials of LLMs in oncology
Advancements of LLMs in cancer research
The adaptability of LLMs in patient care is highlighted by 
Bitterman et al41 and Watanabe et al42 focusing on radiation 
therapy events and analysing patient concerns in breast can
cer blogs (see Table 2). Watanabe et al42 analysed patient 
concerns in 2272 breast cancer blog posts to extract and clas
sify multiple worries using the BERT (bidirectional encoder 
representations from transformers) model, with precision 
scores ranging from 0.58 to 0.82. These studies suggest the 
potential of LLMs’ in patient-centred care through deep 
insights into patient experiences. Additionally, Li et al45 and 
Li et al46 showcased notable advancements in LLM architec
ture (see Table 2). Li et al45 combined BERT with XGBoost 
to predict liver metastases in postoperative colorectal cancer 
patients, achieving an F1 score of 80.8%, while Li et al46 de
veloped CancerGPT to identify drug-pair synergies across 7 
rare tissue types, demonstrating strong AUROC (area under 
the receiver operating characteristic curve) scores, such as 
1.00 for endometrium with 2-shot learning. These models of
fer potential in integrating diverse data, aiding in predicting 
liver metastases, and identifying drug synergies. Research 
from Karlsson et al37 to Bitterman et al41 demonstrated 
LLMs’ potential for diagnostics and patient interaction (see  
Table 2). Liu et al43 and Waters et al81 presented ChatGPT as 
an effective tool in clinical decision support and radiation on
cology (see Table 4). Furthermore, Tan et al,47 Tay et al,50

Kim et al,49 and Zitu et al48 demonstrated the use of 
GatorTron and ClinicalBERT for inferring cancer disease re
sponse, automating the identification of metastatic sites from 
radiology reports, survival prediction in pancreatic cancer, 
and detecting adverse drug events, marking advancements in 
LLM technology for cancer diagnosis and treatment (see  
Table 2). Zitu et al48 assessed the generalizability of LLMs 
and achieved an F score of 0.78 to identify adverse drug 
events from clinical notes. Laios et al82 and Faraji et al83 ex
plored AI’s potential in ovarian cancer research and its 
broader implications in oncology (see Table 4). Laios et al82

discussed LLMs’ capability to process extensive unstructured 
data in ovarian cancer, while Rajaganapathy et al51 showed 
use of LLMs such as LLAMA-2 to streamline the process of 
generating synoptic reports (see Table 2). Faraji et al83 ex
tended this discussion to the utility of ChatGPT in cancer di
agnosis and radiologic decision-making, emphasizing the 
importance of ethical deployment and its role in personalized 
and precision oncology (see Tables 2 and 4).

Innovative architectures in LLMs for cancer diagnostics
PathologyBERT, developed by Santos et al,32 was a model 
specifically designed for pathology reports on Emory 
University Hospital data, demonstrated promising diagnostic 
accuracy in breast cancer classification. With 347 173 reports 
used for training, validation, and testing, the model achieved 
a 15% masked prediction accuracy of 0.73 and an F1 score 
of 0.70 for classifying non-breast cancer labels (see Table 2). 
Similarly, Zhang et al33 developed a BERT-based BiLSTM- 
Transformer network, which excelled in extracting clinical 
entities from 359 Chinese CT reports for lung cancer screen
ing and staging. The model’s performance under the exact 
match scheme yielded a macro-F1 score of 85.96% and a 

micro-F1 score of 90.67%, highlighting its potential for en
hancing clinical decision-making (see Table 2). Additionally, 
Zeinali et al52 developed specialized models like Symptom- 
BERT, demonstrating high efficacy in detecting cancer symp
toms in clinical notes with a micro-averaged F1 score 
of 0.933.

Personalized cancer care and patient-centred approaches
Lian et al35 augmented a BERT model with GPT-2, targeting 
the prediction of health-related quality of life (HRQOL) tra
jectories in thyroid cancer patients using 100 interview tran
scripts from a clinical trial at the UW Carbone Cancer 
Center. The model achieved an area under the curve of 
76.3% for predicting HRQOL accuracy, highlighting the 
trend towards more personalized and patient-centred 
approaches in cancer care (see Table 2). Complementing this, 
Nishioka et al36 employed BERT models to detect hand-foot 
syndrome (HFS) symptoms in 5492 blog entries related to 
cancer, achieving an F1 score of 0.71 for user identification 
and 0.54 for sentence classification. Zhao et al54 analysed 
data from WeChat cancer-related posts using LLMs to ex
plore patient-generated data, with F1 scores above 85 for pre
vention and treatment categories (see Table 2).

Diverse applications and management in cancer research
The range of LLM applications is illustrated by studies such 
as Karlsson et al37 who used ULMFiT and BERT for analy
sing smoking status with good accuracy in electronic health 
records (EHRs) and Chen et al38 who focused on classifying 
esophagitis severity. Yang et al56 explored the use of LLMs in 
automating clinical trial eligibility criteria, while Mou et al80

integrated LLMs into hospital data management systems to 
improve cancer diagnosis (see Tables 2 and 3). These studies 
demonstrate the versatility of LLMs in handling diverse data 
types, such as clinical notes and pathology reports, and their 
capacity to contribute to different aspects of cancer manage
ment, from lifestyle factor analysis to the management of 
radiotherapy-induced toxicities.

Medical communication and radiological decision support
Lyu et al,57 Rao et al,59 and Nakamura et al66 demonstrated 
feasibility of ChatGPT in medical communication and radio
logical decision support (see Table 3). Lyu et al57 utilized 
ChatGPT to translate complex radiology reports into plain 
language, improving understanding for both patients and 
healthcare providers. The translations achieved high accu
racy, with notable improvements noted in GPT-4 over GPT- 
3. Meanwhile, Rao et al,59 Luo et al,55 Nakamura et al66

assessed ChatGPT and other GPT models’ efficacy in auto
matic TNM (tumour, node, metastasis) staging, radiological 
decision-making, particularly in breast cancer screening, 
breast pain, and adverse event cases, where GPT-4 demon
strated notable accuracy and the potential to improve clinical 
workflow (see Table 2). For instance, ChatGPT-4 achieved 
98.4% accuracy in breast cancer screening decisions, surpass
ing ChatGPT-3.5’s 88.9%.59

Performance in specialized medical fields
The studies by Holmes et al,58 Gr€unebaum et al,61 and others 
emphasized ChatGPT’s capabilities in specialized medical 
fields (see Table 3). Holmes et al58 focused on radiation on
cology physics, demonstrating ChatGPT’s high accuracy and 
consistency in responding to complex questions. The authors 
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suggest that while ChatGPT shows potential in specialized 
knowledge areas, its role may be best suited as a knowledge
able assistant, requiring careful integration into the clinical 
workflow to complement human expertise.

Prompt engineering and processing in ChatGPT applications
Studies by Lyu et al,57 Gr€unebaum et al,61 Zhu et al,63 and 
Chen et al65 highlight the importance of prompt formulation in 
ChatGPT’s response accuracy and relevance (see Table 3). Lyu 
et al57 reported improved accuracy in radiology report transla
tions with well-crafted prompts, while Gr€unebaum et al61 found 
that prompt specificity significantly influenced ChatGPT’s 
responses in obstetrics and gynaecology queries. The work of 
Zhu et al63 on prostate cancer-related questions and Chen et 
al65 on the assessment of cancer treatment recommendations 
according to NCCN (National Comprehensive Cancer 

Network) guidelines demonstrated how prompt variations af
fect ChatGPT’s output quality. Collectively, these studies em
phasize the necessity of meticulous prompt engineering for 
precise and relevant ChatGPT responses in complex medi
cal contexts.

Additionally, Dennst€adt et al,77 Kuşcu et al,73 and Truhn et 
al67 show that ChatGPT and LLMs have the potential to access 
real-time, personalized medical information for cancer patients, 
improving patient engagement and decision-making. Gu et al71

highlight GPT-4’s ability to synthesize large datasets for person
alized oncology treatment recommendations. Truhn et al67 em
phasize GPT-4’s role in extracting structured data from 
unstructured pathology reports, reducing the workload for hu
man experts. Sushil et al68 demonstrate the use of LLMs like 
RadBERT and ClinicalBERT to automate metastatic site identi
fication in radiology reports, highlighting their scalability in 

Table 4. Overview of qualitative research articles on using LLMs, specifically ChatGPT, in various cancer research and care aspects.

Author and year Article focus Summary of findings Limitations and risks Key themes

Liu et al, 202343 ChatGPT in clinical 
support and patient care. 
Literature review 
in healthcare.

ChatGPT’s role in clinical 
decisions, documentation, 
monitoring, and predictive 
analytics integration.

Data biases, ethical issues, 
need for updates.

Accuracy, efficiency, 
ethical/data bias, chal
lenges, predictive analytics, 
integration challenges.

Waters et al, 202381 ChatGPT in 
radiation oncology

Streamlines administrative 
tasks, patient care, and 
post-visit instructions.

Clinical decision-making 
limits, PHI protection, 
HIPAA compliance.

Administrative efficiency, 
patient care,  
ethical/compliance consid
erations, clinical decision- 
making limits.

Laios et al, 202382 LLM analysis in 
ovarian cancer.

LLMs process unstructured 
data; insights into 
ovarian cancer.

Need for specific models. Data processing, 
personalized treatment, 
ethical/data privacy 
considerations, LLM 
research needs.

Faraji et al, 202383 Medical oncology 
evaluation with ChatGPT.

Assists in cancer diagnosis/ 
screening; potential in 
radiologic decisions; 
personalized medicine.

Ethical considerations, 
regulatory frameworks.

Diagnostic/screening 
assistance, radiologic 
decision support, ethical/ 
regulatory considerations.

Fanconi et al, 202384 LLMs potential analysis 
in oncology.

Enhances clinical  
decision-making, patient 
education; processes 
healthcare texts.

Ethical and data 
privacy concerns.

Clinical decision-making, 
patient education, text 
processing, ethical/ 
privacy concerns.

Lyon et al, 202385 AI evaluation in oncology 
nursing and writing.

Chatbots assist in literature 
reviews, research 
summarization, 
translations.

Ethical/legal concerns in 
scholarly AI use.

Scholarly support, ethical/ 
legal AI concerns, 
oncology nursing role.

Iannantuono et al, 202386 LLMs in cancer care Provides accurate cancer 
care information.

Accuracy limitations, data 
obsolescence, 
misinformation risk.

Information accuracy, 
ethical implications, AI’s 
future in cancer care.

Ramamurthi et al, 202387 LLM (ChatGPT-4) in 
surgical oncology.

Automating clinical report 
generation, providing 
interactive patient support, 
and aiding in 
treatment navigation

Data drift, privacy 
concerns, and ethical 
challenges associated with 
the clinical use of LLMs.

AI in surgical oncology, 
ethics, and privacy, 
collaborative innovation

Murmu et al, 202488 AI in cancer research AI models, including NLP 
and LLMs, are improving 
cancer diagnosis, treatment 
prediction, and 
personalized care

Highlights challenges such 
as data heterogeneity, 
reproducibility issues, bias, 
lack of standardized 
reporting, privacy con
cerns, ethical issues, and 
the black-box nature of 
AI models

AI for predictive models, 
imaging analysis and 
clinical data extraction. 
Challenges related to data 
complexity, reporting 
standards, and ethics. 
Importance of 
explainable AI.

This table is designed to give a concise yet comprehensive view of each study, including the article’s focus, a summary of the key findings, identified 
limitations and risks associated with using LLMs in the given context, and the primary themes explored. This format helps understand the diverse qualitative 
impacts, challenges, and considerations of using LLMs like ChatGPT in cancer research and patient care.
Abbreviations: LLMs ¼ large language models; AI ¼ artificial intelligence; NLP ¼ natural language processing; PHI ¼ protected health information; HIPAA 
¼ Health Insurance Portability and Accountability Act.
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cancer research. Rydzewski et al79 further highlight GPT-4’s 
performance on oncology-specific multiple-choice questions, 
where it achieved an accuracy of 68.7%, outperforming 
other models.

Risks (challenges, ethical, privacy)
Incorporating LLMs like ChatGPT in cancer research and 
healthcare can be met with several risks where technical limi
tations intersect with ethical and practical challenges. Studies 
by Lyu et al57 and Iannantuono et al,86 for instance, de
scribed inconsistencies in LLMs and their reliance on poten
tially outdated information, raising concerns on their ability 
to provide current and reliable data (see Tables 3 and 4). 
Holmes et al58 and Liu et al43 highlight risks such as misdiag
nosis and data biases in complex medical scenarios, as well as 
the ethical implications of misinformation (see Tables 3 and  
4). While Liu et al43 and Waters et al81 discussed LLMs’ po
tential in clinical decision-making and efficiency in adminis
trative tasks, they also cautioned against over-reliance on 
these AI models, emphasizing the need for human oversight, 
especially in safeguarding patient data privacy and adhering 
to healthcare regulations like the Health Insurance 
Portability and Accountability Act (HIPAA; see Table 4).

Laios et al82 and Faraji et al83 addressed the limitations of 
LLMs, such as their challenges in providing accurate cancer 
care information and the necessity for continuous updates to 
avoid data obsolescence (see Table 4). These studies underscore 
the need for expert verification to prevent the spread of misin
formation and the potential ethical implications of using LLMs 
in cancer care, particularly regarding the quality and reliability 
of information provided. Additionally, Sorin et al,64 Lyon et 
al,85 and Iannantuono et al86 explored the broader ethical, pri
vacy, and future implications of LLMs in oncology, focusing on 
their roles in clinical decision-making, patient education, and 
oncology nursing (see Tables 3 and 4). Iannantuono et al,86 Lee 
et al72 further ask for an accurate oncology expert-driven verifi
cation to avoid any potential error. They highlight the chal
lenges of integrating AI tools like ChatGPT in academic and 
clinical settings, where issues such as intellectual property rights 
and human subjects’ protection are present.

Dennst€adt et al77 and Huang et al76 pointed out the risk of 
“hallucinations” in LLMs, where the models produce plausi
ble but incorrect information. Kuşcu et al73 and Nakamura et 
al66 (see Table 3). also found that hallucinations can result in 
inaccuracy, which could lead to improper treatment recom
mendations. Gu et al71 and Lee et al72 discussed the overcon
fidence exhibited by LLMs in their outputs, where the models 
presented incorrect information with high certainty (see  
Table 3). Additionally, Lee et al72 and Truhn et al67 noted 
that LLMs often struggle with complex medical language and 
report formats, leading to inconsistencies in clinical data 
interpretation.

Although the capabilities of LLMs in interpreting complex 
datasets, as illustrated by Chen et al,65 can be beneficial, they 
must be carefully balanced against concerns over data accu
racy and ethical considerations, as noted by Yeo et al62 and 
Zhu et al63 (see Table 3). These insights emphasize the impor
tance of developing domain-specific LLMs and robust data
sets, as suggested by Lian et al35 and Nishioka et al,36 to 
cater to the unique requirements of oncology (see Table 2). In 
summary, these studies highlight the multifaceted risk envi
ronment surrounding using LLMs in cancer research and 
healthcare, warranting the need for informed approaches to 

integrating LLMs in these fields, ensuring accuracy, compli
ance with ethical standards, and diligent management of data 
privacy concerns.

Safeguards
Implementing safeguards for using LLMs like ChatGPT in 
cancer research and healthcare is a multifaceted endeavour, 
considering their inherent limitations and ethical implications. 
Drawing from the collective insights of studies ranging from 
Santos et al32 to Holmes et al,58 there is a clear emphasis on 
the need for specialized, domain-specific models that address 
the unique challenges of oncology (see Tables 2 and 3). These 
models, as suggested by Iannantuono et al86 and Laios et al,82

should be designed with a focus on ethical and privacy consid
erations, ensuring that patient data is handled ethnically and 
with the utmost care (see Table 3).

The studies by Yeo et al,62 Zhu et al,63 and Chen et al65 ad
vocate for a cautious application of LLMs in cancer research 
and treatment (see Table 3). They suggest leveraging ChatGPT’s 
capabilities in patient education and decision support while be
ing aware of its limitations in clinical applications. This cautious 
approach supports the importance of integrating LLMs into 
healthcare systems in a way that complements the expertise of 
medical professionals. It also highlights the importance of con
tinuously evaluating and adapting these models to ensure they 
remain effective, accurate, and ethically sound.

By establishing clear AI reporting guidelines, Murmu et al88

and Ramamurthi et al87 emphasize the importance of transpar
ency, flexibility, accuracy, representativeness, and interpretabil
ity as essential safeguards for deploying LLMs in the rapidly 
evolving cancer research domain (see Table 4). Yu et al34 illus
trate the importance of adaptable models in response to evolv
ing healthcare policies, whereas Luo et al,55 Nakai et al,53

Zeinali et al,52 Choi et al,78 and Sushil et al68 highlight the im
portance of fine-tuned model on domain-specific medical tasks, 
ensuring research data’s continued relevance and accuracy (see  
Table 2). Complementing this, Solarte-Pab�on et al39 underscore 
the role of precise annotations in maintaining the accuracy and 
reliability of models, especially in complex fields like oncology 
(see Table 2). Addressing dataset challenges, Liu et al40 high
light the downsides of imbalanced datasets, and Mithun et al44

showcase the necessity of techniques like dropout regularization 
in training models on imbalanced datasets, ensuring representa
tive and unbiased model outputs. Gu et al71 advocate for the 
use of retrieval-augmented generation systems, which allow 
LLMs to access verified external databases. Fanconi et al84 high
light the imperative for interpretable models to mitigate risk 
bias, particularly in sensitive applications like chemotherapy pa
tient care, enhancing model applications’ trustworthiness and 
clinical utility (see Table 2). Lee et al72 and Truhn et al67 under
score the value of deploying open-source LLMs within health
care institutions to safeguard patient privacy and allow for 
closer supervision during model training and application.

Discussion
Recommendation for tool usage in 
specific situations
The review highlights the diverse applications of LLM tools 
in oncology settings from the literature, describing their use 
for interpreting complex medical data. For instance, models 
such as PathologyBERT32 and BERT-based BiLSTM- 
Transformer networks33 are shown to be effective for 
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pathology report interpretation, contributing to diagnostic 
accuracy in breast and lung cancer classification. For patient 
education and decision support scenarios, GPT-4 outper
forms other models for its advanced language translation and 
comprehension capabilities, particularly useful for converting 
complex radiology reports into plain language and aligning 
treatment suggestions with guidelines, as seen in studies like 
Marchi et al,70 Gibson et al74 on head-neck and prostate can
cer. Iterative optimization of ChatGPT’s model could further 
improve its response accuracy in specific clinical scenarios, 
such as in renal oncology, where improved decision-making 
support is important.69 GPT-4 has shown improved accuracy 
in automating tasks such as TNM stage assignment from un
structured radiology reports, outperforming previous models 
in key areas like TNM classification.66 The use of ChatGPT 
in specialized fields like radiation oncology physics has also 
shown good accuracy and consistency, making it a feasible 
approach for addressing complex, domain-specific queries. 
ChatGPT’s role in processing large volumes of clinical notes 
also demonstrates its feasibility for structured data extraction 
to support clinical decision-making.75 These tailored 
approaches to tool selection, thus, based on the specific needs 
of each scenario in cancer research and treatment, optimize 
the potential of LLM technologies, thereby improving oncol
ogy care and research outcomes.

Planning for risks and safeguards when using 
LLM tools
Proactive and comprehensive strategies to manage risks and im
plement safeguards are essential when deploying LLM tools in 
cancer research. For instance, continuous updates and expert 
oversight are needed to address data biases and outdated infor
mation while also adhering to ethical standards and privacy reg
ulations in handling patient health information.57,60,86

Future research should also consider a holistic strategy that 
includes developing specialized AI tools, regular regulatory 
supervision, unwavering commitment to ethical compliance, 
and continuous evaluation and improvement. Balancing such 
approaches with stringent regulatory review, standardized 
testing, and certification of tools, as well as robust validation 
processes, is essential for harnessing AI’s transformative 
power in oncology while ensuring top-tier patient care and 
data security.89 For example, GPT-4 shows effectiveness in 
radiological feature extraction but struggles with low-quality 
scans and handwritten annotations, resulting from OCR (op
tical character recognition) errors, highlighting the need for 
rigorous validation.67 Ethical considerations are pivotal, par
ticularly adherence to data privacy laws and high ethical 
standards in AI utilization. Collectively, these measures guar
antee AI’s responsible, transparent application in healthcare, 
supported by comprehensive protocols and training for 
healthcare professionals. Such a framework would assist the 
integration of tools like ChatGPT into clinical practice, align
ing with the highest standards of patient-centred care.

Suggesting a pathway to adopt LLMs into the 
clinical workflow
Integrating LLMs into clinical workflows should be a bal
anced and dynamic process. A pathway to adoption includes 
developing specialized, domain-specific AI tools that address 
the unique requirements of oncology. Consistent regulatory 
oversight and ethical compliance are essential for safe and ef
fective use. The review also suggests that LLMs should 

complement, not replace, medical expertise to enhance pa
tient education, decision support, and administrative effi
ciency. Continuous evaluation and adaptation of these 
models are crucial to maintaining their effectiveness and rele
vance. By following these guidelines, LLMs can be effectively 
integrated into clinical settings, enhancing patient care while 
upholding the highest standards of medical practice.

Limitations and future works
Lack of systematic review guidelines and selection bias
We followed a narrative review approach influenced by the 
PRISMA framework but did not fully adhere to systematic re
view guidelines. As a result, our approach may have led to 
the omission of relevant studies. Additionally, although mul
tiple reviewers were involved, the manual screening process 
could have human bias in article selection.

Limited scope to text-based LLM applications
The focus on text-based LLM applications in cancer research 
excludes studies using other data types (eg, imaging, omics), 
limiting the generalizability of our findings. Future reviews 
should include a broad range of data modalities for a more 
comprehensive assessment.

Potential over-simplification in study classification
Our classification of studies into quantitative methods, 
chatbot-focused studies, and qualitative discussions may not 
fully capture the diversity of approaches. Additional categori
zations could provide more insights in this regard.

Lack of detailed guidelines for ethical implementation
We emphasized the need for ethical safeguards and regulatory 
oversight. However, this review may lack specific guidelines for 
responsible LLM implementation. Future research should aim 
to develop concrete recommendations for the ethical use of AI, 
especially LLMs in cancer.

Conclusion
This review of 59 articles on LLMs in cancer research highlights 
their potential and challenges in oncology. Quantitative studies 
suggest that LLM may contribute to advancements in diagnos
tics and patient care, while chatbot-focused studies, particularly 
on ChatGPT, indicate their potential utility in clinical support 
and patient communication. Conversely, qualitative analyses re
veal concerns about ethics, data privacy, and the need for tai
lored models. The integration of LLMs in cancer research and 
healthcare presents a promising avenue for improving patient 
care. Still, this pathway requires a cautious and balanced ap
proach rooted in continuous evaluation, adherence to ethical 
standards, and a strong commitment to safeguarding 
data privacy.
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