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Using personal health information in medical research
Overzealous interpretation of UK laws is stifling epidemiological research

Recent growth in the regulation of research
involving patients or their personal data in the
United Kingdom—such as research govern-

ance, the European clinical trials directive, the Data
Protection Act 1998, the Human Tissue Act 2004, the
Mental Capacity Act 2005, and guidance from the
General Medical Council—has caused delays, higher
costs, and sometimes cessation of research projects.1 2

Rules around privacy, confidentiality, and consent have
become particularly complex and confusing.

The people appointed to protect personal health
data sometimes seem to feel no need to facilitate
research. These include Caldicott guardians (board
members and senior health professionals appointed by
each health authority, NHS trust, and primary care
group to safeguard the confidentiality of patient infor-
mation) and data protection officers who often work
with medical records departments. These guardians
and officers and their organisations are averse to risk
and often restrict or deny access to personal medical
data, interpreting the Data Protection Act as insisting
that patients must consent directly to participate in
research or that patients’ data must be completely
anonymised.

This causes particular problems for epidemiologi-
cal research,3 which often requires access to routinely
collected identifiable personal data, or requires identi-
fication of research participants from such data.
Obtaining individual consent from large numbers of
patients may be onerous or simply impossible, for
example if patients have died or moved away, and par-
ticipation bias may undermine the data. Anonymising
data is difficult and expensive and greatly limits their
future value.

The information commissioner—an independent
official appointed by the Crown to oversee the Data
Protection Act 1998, the Freedom of Information Act
2000, and the Environmental Information Regulations
2004—takes a more liberal view. The commissioner has
decided that, while obtaining consent for medical
research involving identifiable personal health data is
the default position, consent is not required where
such access to the data is necessary (for example in a
research protocol approved by an ethics committee), is
considered proportionate and no more with respect to
privacy and public interest, and where there is “fair
processing” (meaning that the patient should be
informed of the data collection and have the right to
opt out).4 Even informing the patient may be waived if
the effort to do so is disproportionate, especially if
the research is “historical or statistical.” Transparency

and proportionality are also emphasised in the NHS
research governance framework.5 Many data control-
lers responsible for the implementation of the Data
Protection Act seem unaware that there are reasonable
exceptions to the general rule of consent.

The risks to the individual patient from epidemio-
logical research, subject to high standards of data han-
dling and preservation of confidentiality, are minimal
when compared with the risks in interventional
research.6 The potential benefits to the public are great
but many people have misinterpreted the regulations
to imply that both types of research have similar stand-
ards for informing patients and obtaining consent. But
proportionality of risk is a judgment, not an absolute,
and needs to be considered impartially by an
appropriate body independent of the researchers,
probably an ethics committee in most cases.

These issues are considered comprehensively in an
excellent new report from the UK Academy of Medical
Sciences, which argues strongly for a clearer frame-
work for using personal health data in research.7

Furthermore, a paper in this issue by Iversen and col-
leagues (p 165) supports the arguments of the
academy, and might almost have been written to illus-
trate the worst excess of over-regulation identified by
the academy, specifically misinterpretation of the Data
Protection Act.8 The contentious issue is less the law
than its overly conservative interpretation—although if
the Office for National Statistics can’t get it right, who
can?

One study suggests, however, that the public do not
uncritically support free access to their records by
medical researchers, though the participants in this
work seemed to have only limited understanding of the
purposes and conduct of medical research.9 The acad-
emy reports consultations with well informed patient
groups which have more palatable findings for
researchers.7 And Iversen suggests that poor response
rates in research are related more to patients’ apathy
rather than antipathy.8 Both reports argue for greater
engagement of the public and more empirical research
on these issues.

Are there legal risks for researchers? No research-
ers in the United Kingdom have been prosecuted for
misusing data in properly conducted and approved
research, but there is no case law to support the use of
data in this way. The General Medical Council’s advice,
however, seems to lack any consideration of propor-
tionality, and goes beyond the Data Protection Act
in requiring express consent for the use of personal
data in research (but not in disease registries—a fine
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distinction) in all but the most exceptional circum-
stances, where patients are unable to consent or when
they cannot be traced.10

There are encouraging signs that some thought is
going into containment of bureaucracy, better coordi-
nation of research ethics committees, and unified
documentation for ethics applications and use of NHS
data for other purposes. Recent consultation on the
NHS research and development strategy acknowl-
edges the risks inherent in research and promises “not
to over-react in ways that stifle potentially valuable
research in complex bureaucracy.”11 These matters
need urgent resolution, not least so that researchers
can mine opportunities presented by the development
of electronic data systems in the NHS information
technology programme.
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Turning around NHS deficits
It will be hard for the private sector to succeed where the NHS has failed

When the department of health’s director of
finance invokes Rudyard Kipling to urge
NHS directors of finance to “keep your

head when all about you are losing theirs and blaming
it on you” (Richard Douglas, speech to the Healthcare
Financial Management Association, December 2005)
it is a sure sign that the NHS is in trouble. With the
NHS in England overspending by £250m in the last
financial year and projected to be in deficit by around
£650m in this, finance directors have taken much
of the blame for the deterioration in NHS budgets.
Ministers and civil servants have also been criticised
for failing to cost properly the new contracts for
NHS staff. The problems of the NHS mirror
those confronting British schools three years ago,
when extra funding led to deficits because the impact
of pay awards for teachers had not been fully allowed
for.

For the public and patients the failure of the NHS
to achieve a balanced budget in the middle of the
biggest sustained increase in funding in its history
must be a source of bemusement. With resources
having grown by 7% in real terms since 2000, and
likely to revert to the historic trend of around 3% from
2008, the need to put the NHS’s financial house in
order is urgent. Ministers have therefore called in
teams experienced in bringing about turnarounds in
the private sector to work with the NHS organisations
with the largest deficits. Around two thirds of the gross
deficit is concentrated in 37 NHS organisations, and
these will receive intensive support over the next 18
months.

The rest of the NHS will be watching with interest
to see what action is taken by the turnaround teams,
and whether their intervention holds wider lessons.

With a high proportion of the NHS budget spent on
staff, redundancies and freezes on recruitment will be
among the first steps taken in the most challenged
organisations. Action to improve the use of expensive
temporary staff is also likely. The challenge for those
advising the organisations in most difficulty will be to
find ways of improving financial performance that go
beyond these tried and tested measures and offer sub-
stantial and sustainable savings without adversely
affecting patient care.

To deal with this challenge, three options suggest
themselves. Firstly, in some parts of the NHS there may
be a need to remove surplus hospital capacity to
achieve a step change in performance. Roemer’s law
states that the supply creates its own demand,1 and in
the NHS oversupply, particularly of hospital beds, may
induce overspending. If a built bed is indeed a filled
bed, then reducing the supply of beds may be the only
effective way of balancing budgets. The difficulty this
creates is that removing surplus capacity generates
controversy and takes time and is unlikely to
contribute to financial stability in the timescale
required by ministers.

Secondly, considerable potential exists to improve
the use of resources by tackling variations in clinical
performance. The secretary of state for health
indicated as much in one of her first speeches
(P Hewitt, speech to NHS Confederation Conference,
June 2005), in which she drew attention to big
differences in length of stay for the same procedures
between NHS hospitals. There are also variations in
other clinical practices, including day case rates.2

Improvements in performance are likely to be
achieved by tackling these variations, delivering
efficiency gains that will contribute to financial stability
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