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Epidemiologic Clues to Bioterrorism

SYNOPSIS

Public health investigators have successfully carried out epidemiologic investi-
gations of outbreaks of disease for many years. By far the majority of these
outbreaks have occurred naturally. With the recent illnesses resulting from
deliberate dissemination of B. anthracis on an unsuspecting population, public
health investigation of diseases must now include consideration of bioterrorism
as a potential cause of outbreaks of disease.

The features of naturally occurring outbreaks have a certain amount of
predictability in terms of consistency with previous occurrences, or at least
biological plausibility. However, with a deliberately introduced outbreak or
infection among a population, this predictability is minimized. In this paper, the
authors propose some epidemiologic clues that highlight features of outbreaks
that may be suggestive of bioterrorism. They also describe briefly the general
process of involvement of agencies at various levels of government, public
health and non-public health, depending on the extent of an outbreak or level
of suspicion.
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Beginning in 1996, the United States embarked on a
new civilian biodefense program targeted at chemical
and biological terrorism.1,2 The impetus for this pro-
gram stemmed from a combination of high profile
terrorist events in the United States, revelation of the
extent of chemical and biological weapons develop-
ment programs in Iraq and the former Soviet Union,
and fictional and non-fictional accounts describing
this threat to our civilian population.3–7 Recent events,
including those of September 11 and the cases of
anthrax resulting from the intentional release of Bacil-
lus anthracis, have accentuated the need for concerted
efforts to counter chemical and biological terrorism.8–12

The first documented deliberate use of a biological
agent on a population in the United States occurred
in 1984, when members of the Rajneesh sect contami-
nated food with Salmonella serotype typhimurium to
test their ability to influence voter turnout at an up-
coming election, causing illness in 751 people.13 It is
noteworthy that, despite suspicions of the community,
a rigorous epidemiologic investigation failed to dem-
onstrate that the outbreak was deliberately caused.
More than one year later, the criminal investigation
provided essential evidence that linked the religious
commune with the outbreak. More recently, the first
documented case of intentionally induced infection
with B. anthracis was identified in October 2001. Sub-
sequent cases of both cutaneous and inhalational an-
thrax have been identified that appear to be associ-
ated.8 These events, and the likely occurrence of
additional events, demonstrate the necessity of under-
standing the epidemiology of biological and chemical
terrorism. While the focus last fall was on B. anthracis,
and currently is on the possibility of introduced small-
pox, we need to remain vigilant for cases of any un-
usual illness as well as illness due to other critical
biological agents.14,15

Epidemiologists have routinely investigated out-
breaks of infectious and non-infectious diseases among
both human and animal populations for decades.16–18

Such investigations have frequently identified known
or at least biologically plausible risk factors or vehicles
of transmission for illness, whether the outbreak was
caused by a familiar, unfamiliar, or emerging agent.19–24

The possibility of deliberate contamination or disper-
sion of agents among populations raises questions
about possible risk factors, vehicles, and agents, most
of which are very difficult to answer. However, by evalu-
ating the list of agents thought to be weaponizable14

and considering the usual epidemiologic patterns of
illness caused by those or other agents causing similar
conditions, we have derived a list of epidemiologic

clues that identify atypical features of an outbreak that
might be suggestive of bioterrorism. We also describe
briefly the general process of involvement of agencies
at various levels of government, public health and
non-public health, depending on the extent of an
outbreak or level of suspicion.

Epidemiologic clues
There are many ways to describe the clinical, epide-
miologic, and laboratory clues suggestive of deliberate
dissemination of a biologic or chemical agent.25–29 A
version of the clues in this paper was first presented
during the satellite broadcast, “Biological Warfare and
Terrorism: The Military and Public Health Response,”
on September 21–23, 1999, and was adapted for use
by others immediately after the September 11, 2001
attacks on the World Trade Center. It was also adapted
for use in surveillance and epidemiology guidance
available to states for emergency bioterrorism fund-
ing.29–31 To generate these clues, we started with the
list of biologic agents with potential to be used as
weapons.14 From the biologic and epidemiologic fea-
tures of illness caused by these agents, we derived
epidemiologic clues of unusual illness (rare agent/
rare disease) or unusual patterns of person, place, and
time, taking into consideration routine illnesses that
these agents cause or that infection with these agents
might resemble. For example, a case of community-
acquired smallpox must be rigorously investigated as a
case of bioterrorism, while a case of inhalational
anthrax is a clue to a possible case of bioterrorism.
However, outbreaks of chickenpox among adults or
influenza-like illness during the summer are also clues
because they include individuals or a seasonality that
is unexpected.

We then listed these clues generally, from the “most
specific” (i.e., highly unusual agents) to “least specific”
for bioterrorism (i.e., large numbers of ill with unex-
plained illness, which resembles a more common out-
break) (Figure 1). The more specific clues will auto-
matically cause the public health investigator to suspect
bioterrorism, much as certain clinical data point to-
ward specific diagnoses. For example, just as erythema
migrans is pathognomonic for Lyme disease, a case of
smallpox cannot be anything other than bioterrorism.
Other examples that are more “specific” for bioterror-
ism include a case of Lassa fever without history of
travel or laboratory exposure, or anthrax and tularemia
simultaneously affecting a single person. Other less
specific clues could describe the early stages of any
routine outbreak, much like the initial stages of clini-
cal information gathering (e.g., for a complaint of
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chest pain one must consider gastrointestinal and
muscular causes, as well as cardiac disease), but should
at least ensure that bioterrorism is considered as a
possible cause. The specificity of any of these clues
also depends on the examples used and the context;
for example, one could argue that chickenpox-like
illness among adults, an example of clue #11, should
have bioterrorism included as a potential cause of an
otherwise unusual occurrence.

Thus, the clues are meaningful only in the context
of a complete epidemiologic investigation. Regardless
of presumed specificity for bioterrorism, the clues listed
here suggest only that a cluster of cases is unusual
from a public health perspective. It is critical to recog-
nize that no one of these clues may be sufficient in
itself to suggest bioterrorism and that most of these
clues, individually, were actually found at least once in
the investigation of naturally occurring outbreaks such
as Legionnaire’s disease, toxic-shock syndrome, eosino-
phila myalgia syndrome, hantavirus pulmonary syn-
drome, Lyme disease, and hypoglycemic shock syn-

drome, to name just a few recently recognized dis-
eases. Combinations of clues—especially those that
link clinical information with epidemiologic features,
such as an uncommon agent isolated from large num-
bers of patients across the country, or an unexplained
increase in the incidence of pneumonic plague—
should increase the index of suspicion that an event
may be due to bioterrorism. Epidemiologic judgment,16

like clinical judgment, will be important for determin-
ing what is unusual enough to warrant a concern re-
garding bioterrorism.

In addition, this is merely a template for consider-
ation of potential public health presentations of
bioterrorism, and not an exhaustive list of every possi-
bility. There is no list or algorithm that can replace
intelligent, sound epidemiology. The generality of this
list takes into account that we cannot truly predict
what agent will be used in a bioterrorist attack, the
route of exposure, or the number of people exposed,
as we have learned in recent B. anthracis investiga-
tions. Thus, whether or not a cluster of illness is even-

Figure 1. Epidemiologic clues that may signal a biologic or chemical terrorist attack

1. Single case of disease caused by an uncommon agent (e.g., glanders, smallpox, viral hemorrhagic fever, inhalational
or cutaneous anthrax) without adequate epidemiologic explanation

2. Unusual, atypical, genetically engineered, or antiquated strain of an agent (or antibiotic- resistance pattern)
3. Higher morbidity and mortality in association with a common disease or syndrome or failure of such patients to

respond to usual therapy
4. Unusual disease presentation (e.g., inhalational anthrax or pneumonic plague)
5. Disease with an unusual geographic or seasonal distribution (e.g., tularemia in a non-endemic area, influenza in the

summer)
6. Stable endemic disease with an unexplained increase in incidence (e.g., tularemia, plague)
7. Atypical disease transmission through aerosols, food, or water, in a mode suggesting deliberate sabotage (i.e., no

other possible physical explanation)
8. No illness in persons who are not exposed to common ventilation systems (have separate closed ventilation

systems) when illness is seen in persons in close proximity who have a common ventilation system
9. Several unusual or unexplained diseases coexisting in the same patient without any other explanation

10. Unusual illness that affects a large, disparate population (e.g., respiratory disease in a large population may suggest
exposure to an inhalational pathogen or chemical agent)

11. Illness that is unusual (or atypical) for a given population or age group (e.g., outbreak of measles-like rash in adults)
12. Unusual pattern of death or illness among animals, (which may be unexplained or attributed to an agent of

bioterrorism) that precedes or accompanies illness or death in humans
13. Unusual pattern of death or illness among humans, (which may be unexplained or attributed to an agent of

bioterrorism) that precedes or accompanies illness or death in animals
14. Ill persons who seek treatment at about the same time (point source with compressed epidemic curve)
15. Similar genetic type among agents isolated from temporally or spatially distinct sources
16. Simultaneous clusters of similar illness in noncontiguous areas, domestic or foreign
17. Large numbers of cases of unexplained diseases or deaths
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tually determined to be due to bioterrorism, these
clues are intended to spur rapid investigations and
early implementation of control measures for any un-
usual outbreak, a goal that is consistent with that of
the routine public health response to an outbreak.16–18

INVESTIGATION AND NOTIFICATION CRITERIA

While heightened awareness exists that clusters or even
unusual single cases of illness could represent biologi-
cal or chemical terrorism, without the discovery of a
dissemination device such as a letter or other definitive
clue, the criteria for notification of law enforcement
authorities are not well defined. No one would argue
with immediate notification of the Federal Bureau of
Investigation upon notification from an individual or
a group that a terrorist attack has occurred or will
occur, or upon discovery of a suspicious dispersal/
delivery device. However, for anything less blatant, an
initial public health evaluation of illness or injury in
the community is crucial to assess the possibility of
bioterrorism and the need to notify law enforcement
authorities.

We grouped the epidemiologic clues from Figure 1
into two additional lists to suggest criteria for graded

Figure 2. Recommendations for level of public health involvement for investigation of
potential biologic or chemical terrorist attack

Initial investigation at the local level

a. Higher morbidity and mortality than expected, associated with a common disease or syndrome
b. Disease with an unusual geographic or seasonal distribution
c. Multiple unusual or unexplained disease entities coexisting in the same patient.
d. Unusual illness in a population (e.g., renal disease in a large population which may be suggestive of toxic exposure

to agent such as mercury)
e. Ill persons seeking treatment at about the same time
f. Illness in persons suggesting a common exposure (e.g., same office building, meal, sporting event, or social event)

Continued investigation with involvement of the State Health Department and/or
Centers for Disease Control and Prevention

a. At least a single, definitively diagnosed case(s) with one of the following:
—Uncommon agent or disease
—Illness due to a genetically altered organism.

b. Unusual, atypical, or antiquated strain of agent
c. Disease with an unusual geographic, seasonal or “typical patient” distribution
d. Endemic disease with unexplained increase in incidence
e. No illness in persons not exposed to common ventilation systems
f. Simultaneous clusters of similar illness in non-contiguous areas, domestic or foreign
g. Cluster of patients presenting with similar genetic type among agents isolated from temporally or spatially distinct

sources

levels of public health involvement (Figure 2), and
considerations for when to notify the Federal Bureau
of Investigation, which has the lead responsibility for
operational response to terrorist events (Figure 3).
The general schema for the preliminary public health
evaluation (Figure 2) will not look new to most prac-
ticing public health professionals. A preliminary inves-
tigation by local health officials will generally take
place if any of the clues suggest that such an outbreak
is underway in the community. Any outbreak that has
more unusual features based on the epidemiologic
clues will likely be further investigated with notification
and/or involvement of state health officials and the
Centers for Disease Control and Prevention (CDC).
For certain events or investigations where suspicion
for terrorism is high and no natural cause for the
outbreak is found, law enforcement should be involved
(Figure 3).

DISCUSSION

The events of September 11 and the recent cases of
anthrax have underscored the susceptibility of the U.S.
population to bioterrorism. While the vast majority of
cases and outbreaks of infectious disease will be natu-
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rally occurring, clinicians and public health officials
must maintain a heightened suspicion of possible
bioterrorism. Just as the clinician’s ability to recognize
a suspected case of anthrax and to report it to the
local health department is critical to our recognition
of current bioterrorist events, local and state public
health agencies need to suspect certain outbreaks may
be due to bioterrorism, investigate them, and report
them to the appropriate authorities. This list provides
a mechanism to evaluate clues accumulated during
the course of an investigation, and should serve as a
reminder to at least consider bioterrorism as a cause.

Identifying the cause of outbreaks as due to bio-
terrorism is now as important as excluding bioterrorism
as the cause of an outbreak of unknown etiology. The
outbreak of West Nile-like virus-associated encephali-
tis in New York highlighted the impact of concerns
about bioterrorism even with naturally occurring dis-
ease.32 Media reports suggesting that West Nile virus
was deliberately released spawned public panic that
the outbreak was intentional.33 Fear, whether substan-
tiated or not, can lead to many forms of hysteria34 and
may in fact hinder public health response. Of recent
note are the community fears about possible bioter-
rorism immediately after the attack on the World Trade
Center, even before the detection of cases of anthrax.35

Private physicians and hospitals were deluged with
requests for inappropriate use of antibiotics, deplet-
ing the supply of antibiotics for those who eventually
needed them.36 In these incidents, effective public

Figure 3. Considerations for notifying law enforcement of a possible biologic or chemical terrorist attack

Immediate notification of the Federal Bureau of Investigation:

a. Receive notification from individual or group that a terrorist attack has occurred or will occur.
b. Find potential dispersal/delivery device such as a munition or sprayer or a questionable letter with a powder.

Notification of the FBI as soon as an investigation suggests:

a. Illness due to unexplained aerosol, food or water transmission
b. At least a single, definitively diagnosed case(s) with one or the following:

—Uncommon agent or disease occurring in a person with no other explanation
—Illness due to a genetically altered organism

Notification of the FBI after an investigation confirms the following (with no plausible explanation):

a. Disease with an unusual geographic, seasonal, or “typical patient” distribution
b. Unusual, atypical, or antiquated strain of agent
c. Simultaneous clusters of similar illness in non-contiguous areas, domestic or foreign
d. Cluster of patients presenting with similar genetic type among agents isolated from temporally or spatially distinct

sources

health response was hampered by public perception
and fear. These incidents underscore the need for a
strong epidemiologic response, especially when there
is any suspicion of bioterrorism, to rule it in or out as
causally related. Stronger epidemiologic methods must
be developed to determine the likelihood of chemical
or biological terrorist attack.

Public health officials must work closely with law
enforcement and emergency management when
bioterrorism is suspected. The appropriate officials in
all of these chains, from the local to federal levels,
must be identified before an event occurs to facilitate
rapid, efficient dissemination and sharing of appro-
priate information. As the investigation ensues, each
of these entities will have bits of information that will
contribute to the whole picture. For an effective pub-
lic health response to bioterrorism to occur, many
agencies must work together in a coordinated fashion.36

To reiterate, the most noteworthy aspect of these
guidelines is that nature has been much more imagi-
native than any known terrorist. Therefore, except for
the most blatant violations of natural principles, bio-
terrorism will continue to remain difficult to differen-
tiate from naturally occurring outbreaks. It is hoped
that these clues will help in the evaluation and provide
some guidelines to prioritize investigations of outbreaks
that are potentially due to bioterrorism, and will help
to quickly assess the level of resources necessary to
complete an investigation. Fortunately, attribution of
the cause of an outbreak does not change our requi-
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site public health response. This response does not
differentiate between naturally occurring and deliber-
ate illness. Evaluation of unusual outbreaks will also
force us to rely more heavily on and expand the limits
of our epidemiologic and laboratory methods, and to
consider deploying new and innovative technology.
Such evaluations will also lead to a greater under-
standing of the natural history of current diseases and
disease agents. The biggest reward for these efforts
will be the early detection and identification of nu-
merous new or evolving biological agents, and, most
importantly, the improved health of the public.

The authors thank Drs. Marcelle Layton and Dennis Perrotta for
reviewing the manuscript, and Ms. Carol Snarey and Ms. Paula
Rosenberg for editorial assistance.
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