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Editorial Comments �

Using Commercial Knowledge Bases for Clinical Decision
Support: Opportunities, Hurdles, and Recommendations
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The quality and safety of health care leaves much to be
desired.1,2 Automated clinical decision support (CDS) tools
embedded in clinical information systems (CISs) such as
computer provider order entry (CPOE) and electronic health
records (EHR) applications have the potential to improve
care and should be part of any comprehensive approach to
improve quality.3,4,5,6 Medication prescribing is a compo-
nent of health care with well documented quality and safety
problems that can be improved by CDS.7,8,9

Medication-related CDS requires that pharmaceutical knowl-
edge be represented in a computable, explicit and unambigu-
ous form. Creating an automated representation of medical
knowledge often is the most time consuming step in the
development of a CDS system and is known as the “knowl-
edge acquisition bottleneck.”10 For a time, it was hoped that
the move toward explicit guidelines in medicine would
decrease the knowledge acquisition effort,11 but that has not
happened.12 Experiments on data sharing from over a
decade ago have not progressed.13 As a result, just a few
organizations, primarily academic medical centers, are cre-
ating rules and benefiting from CDS,14 but most health care
organizations do not have the expertise or resources to
create such knowledge bases themselves.

One potential solution to the problem of access to automated
medication-related knowledge is the set of commercial ven-
dors that supply medication-related knowledge bases for phar-
macy and prescribing applications. These vendors’ products
contain such knowledge as drug-drug and drug-disease
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interactions, minimum and maximum dosing suggestions,
drug-allergy cross-sensitivity groupings, and groupings of
medications by therapeutic class. Developers of CISs (either
vendor-based or “homegrown”), with appropriate licensing,
can incorporate commercial knowledge bases into their
products. The knowledge base vendor receives a licensing
fee for each CIS implementation and can amortize the costs
of knowledge creation over several clients. Any given health
care organization pays just a fraction of the total knowledge
development costs and is spared the effort of developing the
knowledge itself.

The CIS developers can create CDS features based on the
commercial knowledge base, for example, a drug-drug
interaction checking feature within a CPOE application. To
the end-user of the CIS, it may not be evident that the CIS
application and the knowledge contained therein are two
distinct components. The CIS developer may provide end-
user configuration tools that allow certain decision support
features to be turned on and off.

However, several end-user organizations have reported
that, when used as the basis for CDS within clinical systems,
commercial knowledge bases generate excessive number of
alerts, many of which are clinically unhelpful.15 Specific
examples include overly sensitive drug-allergy interaction
checking,16 drug-drug interaction checking,17 and dose limit
checks.18 Such frequent alerts are bothersome to practicing
clinicians who deem them to be “nuisance” or “nonsense”
alerts. Such nuisance alerts are problematic in various ways.
First, they are not helpful in the particular circumstance.
Second, they degrade clinician confidence in the entire
category of alerts (e.g., a clinically irrelevant maximum dose
alert can decrease clinicians’ confidence in all maximum
dose alerts). Third, excessive nuisance alerts can decrease
confidence in the alerting system and CDS as a whole and
can cause clinicians to ignore clinically relevant alerts.
Fourth, inappropriate CDS may cause clinicians to be dis-
satisfied with the CIS within which the CDS resides.19,20,21

Such dissatisfaction may impede the nation’s progress to-
wards the policy goal22 of rapid and broad dissemination of
health information technology.

Another problem with the use of commercial knowledge

bases is that the tools within the CIS that allow the CDS
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features to be turned on and off may be inadequate to
achieve the alerting functionality desired by the end-user.
For example, the tools may permit all class-based duplicate
medication alerts to be turned off, but the same tools may
not have the capability to turn off the alerting feature for
some medications (e.g., antibiotics) while leaving it on for
others (e.g., potassium preparations).

The result of all these problems is that, in at least some
instances, decision support features in CISs that are based on
commercial medication knowledge bases have not been well
received by the clinician community.15,19

Perhaps it should not be surprising that the use of commer-
cial knowledge bases within CISs results in a large number
of alerts. Knowledge base vendors and CIS developers may
have incentives (legal as well as financial) to point out when
any possible breach of reasonable behavior has occurred. A
naïve perspective may be that “any information is good”
and some parties may not appreciate the costs of false
positive alerts and the human factors involved when an
excessive number of alerts are generated.

Some health care organizations have found that despite the
fact that commercial knowledge bases generate a large
number of alerts if used in an unfiltered way, the number of
alerts can be reduced and the overall value of the alerting
functionality can be increased if the behavior of the knowl-
edge base is customized to be in alignment with local
preferences (Figure 1). Such organizations have created
filters to reduce the total number of alerts generated by the
commercial knowledge base. In addition to filters, the orga-
nizations also have created automated knowledge structures
that allow local preferences to be represented and folded
into the alerting logic. Examples of such filters and other
local customizations include excluding certain drug-allergy
cross-sensitivity rules,16 increasing maximum drug dose
levels,18 and filtering out certain drug-drug interactions.23 In
addition, these organizations have found that with just a
moderate amount of additional knowledge engineering and
technical effort, a vendor-supplied knowledge base can be
made much more useful.18 Such organizations are leverag-
ing the knowledge base vendor’s substantial effort in knowl-
edge engineering, and are customizing it to meet local

F i g u r e 1. Model for Customizing the Behavior of a
Vendor Knowledge Base. (KB � knowledge base, CDS �
clinical decision support, CPOE � computer provider order
entry)
requirements.
Health care organizations that wish to enhance a commer-
cial knowledge base with local customizations face sev-
eral challenges. First, the organization must have in place
the management processes to decide on the specific CDS
functionality that it wishes to implement. Second, the orga-
nization needs to build the components that can alter the
usual behavior of the vendor’s knowledge within the CIS.
Such components may include filters that prevent certain
alerts from firing18 and/or auxiliary knowledge tables that
permit additional or different rules to fire. An organization
that builds such components must have detailed knowledge
of the structure of the vendor knowledge base as well as the
architecture of the CIS. The architecture of the CIS must be
open. Developing such tools may be impossible if the
architecture of the CIS is closed. Third, the health care
organization needs to assure that its knowledge base cus-
tomizations will not be erased or altered when the vendor
sends updated versions of the knowledge base. Fourth,
because of the absence of knowledge representation and
medical concept standards, one health care organization
usually cannot share its knowledge base customizations
with other organizations.9 Fifth, there may be liability con-
cerns. For example, if a potentially life-saving alert is ren-
dered non-functional by a local customization and a patient
suffers harm that might otherwise have been prevented, the
CIS developer, the knowledge base vendor and/or the
health care provider organization theoretically could be
liable.24 Sixth, customizations to knowledge base behavior
could complicate legal agreements among knowledge base
vendors, the CIS developers, and end-user organizations.

Given the foregoing concerns and complexities, it is unlikely
that end-user customization of commercial knowledge bases
will meaningfully increase the use of CDS. There are,
however, some actions that CIS and knowledge base ven-
dors could take to allow end-user organizations to more
easily customize knowledge base behavior and realize atten-
dant benefits. We recommend that CIS and knowledge base
vendors:

1. Provide tools that allow end-user organizations to more
easily customize the native knowledge bases in a way
that decreases the frequency of clinically unhelpful
alerts.16,17,18 Giving users the ability to customize severity
levels of interactions and/or filter out specific classes of
interactions would be one place to start. Another desir-
able customization feature would be to allow end-users to
add to the knowledge base, e.g., to add a drug-drug
interaction not in the vendor’s knowledge base. The
end-user customizations should not be affected by suc-
cessive updates to the commercial products.

2. Provide better tools for browsing the knowledge.
3. Articulate the “knowledge architecture,” i.e., the set of

knowledge-related data structures and software services,
within which their products operate. It should be clear
how the knowledge base and the CIS interact.

4. Design their products so that customizations made by
one health care organization can be exported to other
health care organizations that use the same products.

5. Adopt standards for knowledge base representation and
concept identifiers so that in the long term such customi-

zations could span knowledge base products and CISs.
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6. Facilitate communications among organizations so that
when one organization has made a set of customizations
to a commercial knowledge base that it believes is clini-
cally useful, such customizations can be evaluated and
refined by other organizations.

We further recommend that:

1. To minimize risk, healthcare organizations create explicit
policies and procedures regarding knowledge editing.
Such policies should require that rule specifications be
documented explicitly and that an identified individual
or clinical committee be responsible for the content of the
rule.25,26 The organization must assure that the edited
knowledge is behaving as intended.27

2. Research should be targeted towards understanding how
best to use commercial knowledge bases for CDS that is
well accepted by practicing clinicians

3. Work on sharable standards for knowledge structures
and concept identifiers should continue to be supported.

Conclusion
If the benefits of CDS are to be more broadly realized, we
will need to accelerate the availability of clinically useful
knowledge bases. Knowledge base vendors and CIS devel-
opers have an important role to play but health care orga-
nizations will realize value only if they have the ability to
customize the knowledge to be more suited to their local
clinical environment. Purchasers of knowledge bases and
CISs should encourage the vendors to supply sophisticated
knowledge customization tools and to be explicit about the
knowledge architecture in which they operate.

References y

1. McGlynn EA, Asch SM, Adams J, Keesey J, Hicks J, DeCristo-
faro A, Kerr EA. The quality of health care delivered to adults in
the United States. N Engl J Med. 2003 Jun 26;348(26):2635–45.

2. Leape LL, Berwick DM. Five years after To Err Is Human: what
have we learned? JAMA. 2005 May 18;293(19):2384–90.

3. Fernandopulle R, Ferris T, Epstein A, McNeil B, Newhouse J,
Pisano G, Blumenthal D. A research agenda for bridging the
‘quality chasm.’. Health Aff (Millwood). 2003 Mar–Apr;22(2):
178–90.

4. Garg AX, Adhikari NK, McDonald H, Rosas-Arellano MP,
Devereaux PJ, Beyene J, Sam J, Haynes RB. Effects of comput-
erized clinical decision support systems on practitioner perfor-
mance and patient outcomes: a systematic review. JAMA. 2005
Mar 9;293(10):1223–38.

5. Johnston D, Pan E, Middleton B, et al. The Value of Computer-
ized CPOE in Ambulatory Settings. Available at: http://www.
citl.org/research/ACPOE_Executive_Preview.pdf. Accessed
May 22, 2006.

6. Bates DW, Kuperman GJ, Wang S, et al. Ten commandments for
effective clinical decision support: making the practice of evi-
dence-based medicine a reality. J Am Med Inform Assoc. 2003
Nov–Dec;10(6):523–30.

7. Leape LL, Bates DW, Cullen DJ, et al. Systems analysis of
adverse drug events. ADE Prevention Study Group. JAMA.
1995 Jul 5;274(1):35–43.

8. Kaushal R, Shojania KG, Bates DW. Effects of computerized

physician order entry and clinical decision support systems on
medication safety: a systematic review. Arch Intern Med. 2003
Jun 23;163(12):1409–16.

9. Teich JM, Osheroff JA, Pifer EA, Sittig DF, Jenders RA. The CDS
Expert Review Panel. Clinical decision support in electronic
prescribing: recommendations and an action plan: report of the
joint clinical decision support workgroup. J Am Med Inform
Assoc. 2005 Jul–Aug;12(4):365–76.

10. Musen MA. Dimensions of knowledge sharing and reuse.
Comput Biomed Res. 1992 Oct;25(5):435–67.

11. Chassin MR. Practice guidelines: best hope for quality improve-
ment in the 1990s. J Occup Med. 1990 Dec;32(12):1199–206.

12. Zielstorff RD. Online practice guidelines: issues, obstacles, and
future prospects. J Am Med Inform Assoc. 1998 May–Jun;5(3):
227–36.

13. Pryor TA, Hripcsak G. Sharing MLM’s: an experiment between
Columbia-Presbyterian and LDS Hospital. Proc Annu Symp
Comput Appl Med Care. 1993;399–403.

14. Kuperman GJ, Gibson RF. Computer physician order entry:
benefits, costs, and issues. Ann Intern Med. 2003 Jul 1;139(1):
31–9

15. Ash JS, Berg M, Coiera E. Some unintended consequences of
information technology in health care: the nature of patient care
information system-related errors. J Am Med Inform Assoc.
2004 Mar–Apr;11(2):104–12.

16. Hsieh TC, Kuperman GJ, Jaggi T, et al. Characteristics and
consequences of drug allergy alert overrides in a computerized
physician order entry system. J Am Med Inform Assoc. 2004
Nov–Dec;11(6):482–91.

17. Weingart SN, Toth M, Sands DZ, Aronson MD, Davis RB,
Phillips RS. Physicians’ decisions to override computerized
drug alerts in primary care. Arch Intern Med. 2003 Nov 24;
163(21):2625–31.

18. Reichley RM, Seaton TL, Resetar E, et al. Implementing a
commercial rule base as a medication order safety net. J Am
Med Inform Assoc. 2005 Jul–Aug;12(4):383–9.

19. Koppel R, Metlay JP, Cohen A, Abaluck B, Localio AR, Kimmel
SE, Strom BL. Role of computerized physician order entry
systems in facilitating medication errors. JAMA. 2005 Mar
9;293(10):1197–203.

20. Wears RL, Berg M. Computer technology and clinical work: still
waiting for Godot JAMA. 2005 Mar 9;293(10):1261–3.

21. Connelly C. Cedars-Sinai Doctors Cling to Pen and Paper.
Written March 21, 2005. Available at: http://www.msnbc.msn.
com/default.aspx?id�7251945. Accessed May 22, 2006.

22. Department of Health and Human Services. Goals of the Health
Information Technology Strategic Framework. Available at
http://www.os.dhhs.gov/healthit/goals.html. Accessed May
22, 2006.

23. Shah NR, Seger AC, Seger DL, et al. Improving Acceptance of
Computerized Prescribing Alerts in Ambulatory Care. J Am
Med Inform Assoc. J Am Med Inform Assoc. 2006 Jan–Feb;13(1):
5–11

24. Fox J, Thomson R. Clinical decision support systems: a discus-
sion of quality, safety and legal liability issues. Proc AMIA
Symp. 2002;265–9.

25. Kuperman GJ, Fiskio JM, Karson A. A process to maintain the
quality of a computerized knowledge base. Proc AMIA Symp.
1999;87–91.

26. Kuperman GJ, Diamente R, Khatu V, Chan-Kraushar T, Stetson
P, Boyer A, Cooper M. Managing the Alert Process at NewYork-
Presbyterian Hospital. Proc AMIA Symp.2005;415–9.

27. Miller RA, Gardner RM. Summary recommendations for re-
sponsible monitoring and regulation of clinical software sys-

tems. Ann Intern Med. 1997 Nov 1;127(9):842–5.

http://www.citl.org/research/ACPOE_Executive_Preview.pdf
http://www.citl.org/research/ACPOE_Executive_Preview.pdf
http://www.msnbc.msn.com/default.aspx?id=7251945
http://www.msnbc.msn.com/default.aspx?id=7251945
http://www.os.dhhs.gov/healthit/goals.html

