
inpatients may also be exposed to high indoor
temperatures and a high risk of heatstroke.8

One of the striking things about the heat wave in
France in 2003 was that the high mortality was not
detected for so long. In the UK, several indicators of
heat morbidity are now monitored routinely using data
from GP practices and NHS Direct. However, many
countries in Europe, including the UK, do not have
rapid access to mortality data from their registration
systems. Some cities have solved this by bypassing the
official system to get data directly from funeral homes
within 24-48 hours.

The Euroheat network,9 coordinated by the World
Health Organization in Rome, and funded by the
European Commission, is developing good practice
for health protection during heat waves as more coun-
tries develop heat health warning systems. An
inter-agency approach—involving key health and
social care providers as well as stakeholder groups—is
needed. Heat wave systems also need to be better inte-
grated within the disaster response agencies.

Much heat related mortality occurs outside of
defined “heat wave” events.10 The best health
protection measures are those that ensure long term
changes in behaviour, such as the training of staff and
carers and the development of appropriate care stand-
ards in residential homes (as has been implemented in
Hessen, Germany9). Heat stress is also an occupational
health problem for indoor and outdoor workers, and
health and safety agencies need to be prepared for the
impact of hotter summers. London’s mayor is being
particularly proactive with regard to climate change
and is developing a statutory adaptation strategy to
ensure that the infrastructure is appropriate for future
climates. Climate change needs to be taken into
account in health protection in Europe.11 The UK has
recently had its hottest month since records began in

1660.12 The effects of climate change are appearing
earlier than anticipated. It would be tragic if the main
response to hotter summers is to install inefficient air
conditioning and to miss the opportunity to develop
effective and more equitable health protection
measures for extreme weather.
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Governance of research that uses identifiable
personal data
Will improve if the public and researchers collaborate to raise standards

Information contained in routine medical records,
disease registries, completed trials, and research
programmes is an invaluable resource for research

into public health. The secondary use of such data,
which were often collected for unrelated purposes, has
demonstrated the late effects of treatment, indicated
social differences in health care, suggested environ-
mental causes of cancer, and identified epidemics. For
years the United Kingdom has been in the forefront of
this research, and the NHS has been a unique source of
such data.

In most medical research, doctors and investigators
have direct contact with patients and can seek spoken
and written consent directly. But research reusing pre-
viously collected data may encounter considerable dif-
ficulties with respect to both consent and anonymity.
The study populations may comprise many thousands
of people; some patients will have moved or died; the

information may need to be linked to two or more
databases; and individual identification may be
necessary to prevent double counting. Problems may
arise regarding the necessity and practicability of
obtaining consent, the degree to which the data can be
anonymised without losing vital information, and the
security of the data at all stages.

Such difficulties concerning this secondary use of
identifiable data are now damaging our population
based research—an “own goal” at a time when a
national system of health records would give us
unequalled opportunities for research to improve
health. A series in the BMJ, which ends this week, has
highlighted these problems and suggested solutions.1–4

A recent report from the Academy of Medical Sciences
also provided an analysis and suggested ways forward.5

The problems arise from changes in the law and
their interpretation by regulators, and from increasing
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social and political concerns about encroachment on
privacy. In fact, the Data Protection Act, the Human
Rights Act, and the common law of confidentiality do
not present insurmountable obstacles to the use of
identifiable data without consent, provided that there
are demonstrable benefits to the public, the risks of
identification are low, and there are good reasons why
consent cannot reasonably be obtained or the data
fully anonymised. The benefit derived must be demon-
strably proportionate to the risk involved.4

Researchers must account for the design of their
research and justify why either full anonymisation can-
not be used or consent cannot be obtained. Research-
ers may encounter various interpretations of the
relevant rules and highly restrictive demands from the
different regulatory bodies to which the research may
have to be presented, as the Academy of Medical
Science’s report details.5 These regulatory bodies
include the research and development offices of NHS
trusts, research ethics committees, the Department of
Health’s patient information advisory group, and the
government’s Office of the Information Commis-
sioner. The machinery of assessment is uncoordinated
and sometimes contradictory. Researchers may face
endless delays and demands for redesign of their pro-
posed studies.

Regulatory authorities and others concerned with
research ethics, such as the BMA and General Medical
Council, sometimes base their opinions about what is
permissible in research using personal data for public
benefit on untested and questionable assumptions
about what the public would expect, want, or accept.
People’s sensitivity towards use of data will vary with
the disease in question. Furthermore, the general pub-
lic may have different opinions from patients who have
a particular disease and who have a strong desire to see
research that will benefit themselves or others. Whose
view should prevail?

Research on public and patients’ views is scanty
and usually lacking in focus. Well designed, large scale
studies that focus on specific issues are needed. One
such study showed overwhelming support for the
inclusion of cancer diagnoses in cancer registries—a
legal requirement in some countries, but which GMC
guidance in 2000 had indicated was not permissible.6

How should we go forward? The BMJ series and the
academy’s report make many sound recommenda-
tions. Regulating bodies should accept that the law
permits the secondary use of data without consent or
full anonymisation provided that the likely benefit to
the public is demonstrably proportionate to the risk of
identification and the consequent distress caused.

The process of assessing research proposals should
be simplified and made consistent, and the reasons for

decisions should be clearly argued and stated.
Decisions made by the Department of Health’s patient
information advisory group, which has a statutory role,
should be publicly available as examples to inform
other researchers and the public.

Researchers, regulators, and funders need a single
framework of guidance concerning requirements for
consent, anonymisation of data, and access to data for
different research types, populations, and diseases.
There must be assured standards of data security and
confidentiality in handling data. Demonstrably high
standards are necessary to ensure continuing public
confidence in research that uses personal data. The
academy report recommends that the UK Clinical
Research Collaboration takes the lead in this develop-
ment.

The public should be informed participants in this
form of research. The NHS should make its research
mission explicit when people use the service, in the
same way that patients attending a teaching hospital
are informed about and invited to participate in the
professional education that happens there. Obtaining
general consent does not remove the obligation to seek
specific consent for individual projects, but it provides
an opportunity to inform the public of the benefits of
such research and the inherent safeguards.

These changes are all achievable. The public,
researchers, funders, and regulators should all take
part in developing effective mechanisms of research
governance using personal data. They all have, after all,
a shared aim in supporting research for public benefit.
With the development of national electronic care
records the UK can become the global front runner in
both research and governance.
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