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In recent years, many questions have arisen about the
nation’s preparedness for a range of disasters, including
terrorism, weather-related catastrophes, and biothreats.
Particular concern has focused on the ability of the
public health and health-care sectors to cope with a
large-scale public health emergency such as pandemic
influenza.'” To bolster their response capabilities, local
and state public health officials across the nation have
revised and updated many of their emergency opera-
tion plans, purchased new equipment, and enhanced
their training programs. Many of these changes, how-
ever, have gone untested. Often it remains unknown
whether public health personnel are appropriately
trained in the new plans and procedures; how well new
equipment such as communications or surveillance
systems will function; or the degree to which these
new plans are integrated with the capabilities of other
emergency responders, such as law enforcement, fire
services, emergency medical services (EMS), emergency
management, hospitals, health centers, and others.
Exercises that simulate emergencies have frequently
been recommended as a means to improve prepared-
ness.”™ Broadly speaking, they can significantly help
improve preparedness on two levels. At the individual
level, exercises present an opportunity to educate
personnel on disaster plans and procedures through

hands-on practice, while offering constructive critiques
of their actions.'™! On an institutional and/or system-
wide level, well-designed exercises can reveal gaps
in resources and interagency coordination, uncover
planning weaknesses, and clarify specific roles and
responsibilities.'*' While these theoretical benefits
of exercises have been noted, few studies have docu-
mented the outcomes of such exercises and the specific
challenges identified through such efforts.

The Harvard School of Public Health Center for
Public Health Preparedness (HSPH-CPHP), estab-
lished in 2002 and funded by the Centers for Disease
Control and Prevention (CDC) under a cooperative
agreement with the Association of Schools of Pub-
lic Health (ASPH), is part of a national network of
Academic Centers of Public Health Preparedness
(Centers). The Centers are collectively charged with
advancing state and local preparedness and response
to public health threats. Within this network, HSPH-
CPHP has specific responsibility for working with the
public health workforce in Massachusetts and Maine
to improve preparedness.

Responding to the demands of conducting pre-
paredness exercises voiced by many of our public health
partners, HSPH-CPHP launched an exercise program
in 2005. In the program, HSPH-CPHP supplies the
content expertise relevant to simulating a public health
emergency; develops the exercise scenario, Master Sce-
nario Events List (MSEL), and supporting documenta-
tion; creates the evaluation plan and instruments; and
provides trained personnel to facilitate exercise play
and evaluate collective performance.

Since 2005, we have conducted 21 exercises and
have direct access to 14 after-action reports (AARs)
produced. For this study, we conducted a content
analysis of the AARs written following 14 exercises
conducted as part of the HSPH-CPHP exercise pro-
gram, to identify recurrent themes related to the
systems challenges faced by the responders during the
simulated emergencies. This article describes the most
common challenges identified during our exercises,
and illustrates how exercises can act as an innovative
way for academic partners to collaborate with public
health practitioners to improve preparedness.
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METHODS

To date, the HSPH-CPHP exercise program has reached
more than 3,350 participants from 218 cities and towns
at 21 events. Exercises conducted under this pro-
gram include tabletop (discussion-based), functional
(communications-focused), and full-scale exercises.
The HSPH-CPHP personnel involved in the exercise
program represent expertise in public health, emer-
gency medicine, disaster medicine, prehospital care,
hospital administration, and field disaster response.
Several of these staff also hold positions within the
state public health agency, regional homeland security
councils, and regional EMS and hospital consortia.
Further, the program is advised by members of the
Scientific Advisory Council of the HSPH-CPHP, which
includes epidemiologists, infectious disease experts,
epidemic modelers, and others.

Each exercise developed by the HSPH-CPHP con-
forms to the standards of the Homeland Security
Exercise and Evaluation Program (HSEEP),” and is
consistent with the principles of the National Incident
Management System (NIMS).'* When creating the sce-
narios, we adhere to the following principles established
at the inception of the HSPH-CPHP exercise program,
designing exercises that are: (1) focused on response to
a specific public health threat; (2) realistic to the great-
est extent possible and based on up-to-date knowledge
of disease transmission dynamics, preventive measures
efficacy, and health outcomes; (3) multidisciplinary and
include representatives of public safety (i.e., fire, police,
EMS), emergency management, government, and other
response agencies whenever possible; (4) regional,
involving adjacent municipalities and/or jurisdictions
whenever possible; and (5) structured to simultaneously
assess and improve performance. Moreover, all exercises
are planned in conjunction with local, regional, and state
partners, to increase buy-in from key stakeholders and
ensure that the event addresses the unique structure
and needs of the participating region.

During each exercise, HSPH-CPHP deploys facilitators
who moderate participants’ discussion to focus on the
salient issues, and evaluators who assess and document all
communications initiated /received, public information
issued, strategic decisions made, and resources requested/
deployed. Following the exercise, HSPH-CPHP collects
structured feedback from the evaluators, facilitators, and
participants. All observations are compared, and any dis-
crepancies are resolved during an evaluator debriefing.
Designated HSPH-CPHP personnel then transcribe all
observed actions and evaluator comments onto a master
integrated timeline to reconstruct all exercise events, and
write the AAR. HSPH-CPHP employs an AAR format
consistent with HSEEP guidelines,” including sections

detailing the exercise overview, design summary, analysis
of capabilities, and recommendations for improvement.
AARs are then distributed to the exercise participants,
who are expected to create an improvement plan (IP)
based upon the comments and proposed action items
reported within the AAR.

In this qualitative study, we conducted a content
analysis of the 14 AARs authored by HSPH-CPHP. The
context was “the public health system response to large-
scale emergencies.” The key question and purpose of
the analysis was to describe the systems-level challenges
faced by the public health system in responding to a
large-scale emergency as described in the AARs. The
analysis was performed in the following steps.

First, a Modified Delphi identified the most impor-
tant specific domains that should be considered
when evaluating public health agencies’ capabilities
to respond to a large-scale emergency. Within these
domains, we performed a content analysis of the AARs
to identify systems-level themes and subthemes within
the text. Specifically, key phrases were extracted from
the texts that related to the study questions according
to the identified domains. The authors discussed how
to label subthemes and themes to obtain as distinct
descriptions as possible. Themes, subthemes, and
supporting quotes were analyzed several times and
arranged in a database for further analysis. Finally,
the results were organized in a table reporting the fre-
quency of each theme and a description of a selection
of subthemes and supporting text quotes.

RESULTS

We identified the following domains of emergency
response: leadership and management, communica-
tion, surveillance and epidemiology, disease control, and
mass care. Content analysis of the compendium of AARs
then uncovered several categories of recurring systems-
level challenges. A detailed description of the themes,
subthemes, and supporting text quotes is shown in the
Figure. Within the leadership and management domain,
four themes were extracted: (I) errors in understanding
of individual and agency roles and responsibilities (includ-
ing insufficient knowledge of the capabilities and assets
of responding partners); (2) inconsistent coordination
among responders; (3) operational and ethical challenges
faced in the decision-making process with significantly
limited integration of public health expertise into the
response community’s decision making; and (4) ability
to identify strategies to reduce staff absenteeism.
Within the communication domain, we identified the
following themes: () limited communications capabili-
ties, especially with regard to sharing information about
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Figure. Content analysis results: domains, themes, subthemes, and quotes

Leadership and management

Theme (n)?

Subtheme

Supporting quotes

Understanding of roles and
responsibilities (17)

Interagency coordination (3)

Decision-making process (3)

Strategies to reduce staff
absenteeism (4)

— Use of the incident command

system

— Emergency planning

— Vertical coordination among

local, state, and federal
agencies

— Operations
— Ethics

— Personal and family

preparedness

1

. "When the incident commander was pulled away for a

conference call or other engagement, the planning and
implementation of activities simply stopped.”

. "In several occasions, the exercise illuminated gaps in

emergency planning. For example, participants at the school/
universities tables were uncertain of their specific
responsibilities within the broader community’s emergency
response efforts.”

. “Discussion regarding triggers for school closure spanned

the state, regional, and local levels.”

. “Information about how to request resources and personnel

support from state and federal agencies is needed as well as
the length of time that it will likely take for resources to
become available.”

. "There was an instance where a Local Emergency

Management Team made a local decision to scale back
operations to essential personnel in advance of such a
directive from the Incident Support Team, and this caused
some confusion among other teams.”

. "Concerns regarding ethical decisions involving life-

sustaining resources”

. "Lack of a plan to deal with the families of emergency

response staff”

. "The most notable barrier to notification was availability of

staff.”

Communication

Information sharing among
agencies (5)

Health Alert Network (HAN) (7)

— Vertical and horizontal

communications

— Time and accuracy

— HAN activation

1.

"Strategies are needed to keep clear channels of
communication and cooperation within and across
communities.”

. "Communication among public health responders and their

associated public safety organizations appears to be a major
concern. The dispersal of information from the public health
departments to the police and fire departments is often
outdated or insufficient. Public safety personnel should be
informed of any and all possible pandemic outbreaks in
order to properly protect themselves from the pathogen.”

. “Some participants noted that not all communities or

organizations, especially those within very small towns,
directly receive HAN alerts. Once they are received through
the various indirect channels, the information is either
obsolete or obtained via media outlets.”

. "Participants from several municipalities expressed concern

that they would not have received information about the
pandemic until day 3 due to lack of subscription to the Maine
Public Health Alert Network System and limited access to fax
and e-mail. Additionally, several municipalities do not have
centralized town offices, resulting in further limitations to
communications.”

continued on p. 99
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Figure (continued). Content analysis results: domains, themes, subthemes, and quotes

Communication

Theme (n)? Subtheme

Supporting quotes

— Community diversity
— Time, accuracy, and
consistency

Issues in communication to the

public (13)

1. “Further risk communication activities did not address
issues of language or literacy.”

2. "Participants expressed concern over the information
that was being dispersed by the media involving the
pandemic incident. The official public health, public safety,
government, or hospital message could differ from that of
the media. Panic and confusion could be easily created
among the public by the media’s exaggeration or
aggrandizement of the events. Participants felt that more
should be done in order to create a single common message
that could be disseminated across the entire area’s
population.”

Surveillance and epidemiology

Patient tracking (3) None

Laboratory capacity (2) None

1. “Local hospitals, medical centers, and public health
departments recognized the need to keep accurate count
and history information regarding the patients presenting
with influenza-like symptoms in order to possibly curtail the
situation early in the pandemic process.”

1. “Local health departments and community health centers
lack laboratory capacity for identification of novel influenza
strains.”

Disease control

— Supplies
— Efficacy

Personal protective equipment
(PPE) (6)

1. “A challenge observed related to infection control related to
communication around availability of PPE.”

2. "All municipalities were attentive to the need to protect
emergency responders, though access to PPE varied across
agencies and communities. Several towns were concerned
about the adequacy of their stocks of PPE, but did not know
who to contact to obtain information about PPE standards
and the efficacy of improvised PPE.”

Mass care

— Staff shortage
— Volunteer credentialing

Surge capacity (15)

1. “Many hospitals and medical center resources (including
staffing, medication, and PPE) were exhausted and alternate
care sites would deplete the reserve even further.”

2. "Absenteeism among hospital and medical center staff may
be high and other individuals who are trained in health-care
practices (including those who are retired, unaffiliated, or
unlicensed) or untrained volunteers may wish to provide
assistance. The credentialing of these individuals, however,
may be difficult to perform, especially in a high-stress
situation.”

*Number of times the theme was extracted from the text

health risks among agencies; (2) challenges in commu-
nicating health risks to the public; and (3) insufficient
activation of the Health Alert Network. Within the
surveillance and epidemiology domain, we identified
two themes: (1) limited ability to track patients and (2)
limited laboratory capacity. Within the disease-control
domain, concern about the efficacy and availability of
personal protective equipment (PPE) was the most fre-

quent extracted theme. Finally, surge capacity was the
main challenge in the mass-care domain.

DISCUSSION

We documented a set of specific systems challenges
and improvement items that have consistently emerged
from our exercise program and its explicit requirement
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of multidisciplinary and regional participation. This
requirement forces participants to interact with other
members of the community who are infrequently seen
but critical for effective disaster response. Bringing
such responders together to play through a fictional
public health emergency pushes communities to
identify required tasks not previously considered to be
their responsibility, as well as tasks that require greater
coordination to provide an effective response.

In some common facets of public health emer-
gency response, such as local community surveillance,
epidemiologic investigation, and mass care and/or
prophylaxis, we noted that participants often assume
that others will perform duties that, according to state
emergency plans, are actually their own. Local case
investigation during an outbreak is another example.
In still other facets of the response—most notably,
assessment of health risks, selection of PPE, and risk
communication—participants often made key deci-
sions in isolation, without engaging the coordinated
assistance and expertise of others in their community
or region outside of their own discipline.

These results underscore the growing movement
toward complementing community emergency plan-
ning with multidisciplinary, regional exercises to
improve preparedness. A key lesson that was reinforced
is the importance of personal relationships and con-
tacts, as well as explicit face-to-face discussions of the
assumptions behind agency-specific plans.

Schools of public health, and the Centers in particu-
lar, have much to offer to the community with respect
to designing, convening, and hosting such exercises.
Universities carry a convening authority that enables
them to gather diverse groups from a relatively large
surrounding geography. To benefit the community,
schools of public health may best be able to assemble
regional public health, public safety, municipal govern-
ment, health-care, and other representatives required
to participate. Many schools of public health employ
faculty experts in public health threats, preparedness,
and exercise design and execution. Some may need to
develop expertise in the design, conduct, and evalu-
ation of exercises through HSEEP or other federal
training programs, or through partnerships with exer-
cise leaders in local communities. The challenge of
financial and logistical support of an exercise program
can be addressed through federal or state preparedness
programs, private funding, or the direct support of the
university in the interest of strengthening connections
between academia and public health practice.

A significant challenge in the conduct of public
health preparedness exercise is the lack of adequate
evaluation materials to assess performance and provide

concrete feedback to participants. We have found
the HSEEP Exercise Evaluation Guides to be better
suited for operations-based exercises than for discus-
sion-based exercises like tabletops, with relatively little
of the content of the guides focused on performing
public health functions or responding to public health
emergencies. This may be because events of opera-
tions-based exercises involve responses that are easier
to observe and occur in real time, and are therefore
more straightforward to evaluate.

Because most public health emergencies occur over
a longer time course and over a broader geographic
area than traditional public safety emergencies, how-
ever, responses to these emergencies are exceptionally
difficult to test in an operations-based exercise. As a
result, public health emergencies are often simulated in
a discussion-based format, such as a tabletop exercise. In
this format, the participants’ actions are more theoreti-
cal and it is more difficult to evaluate their abilities to
actually perform the actions they describe. Further, the
time course of events during the exercise is generally
compressed, with participants discussing days or weeks
of events in the course of a few hours of play.

These factors, among others, make accurate and
reliable assessment of the participants’ performance
in discussion-based exercises more challenging. Over
the past two years, our evaluation efforts have moved
toward process evaluation and validation of instruments
to refine the data collected from the exercise program;
however, much more is needed to further the science
of evaluating preparedness through performance in
exercises.

To our knowledge, only nine other published studies
have addressed the relationships between exercises and
preparedness in public health, and relatively little of the
focus has been on identifying methods of evaluating
performance. Notably, Dausey and colleagues noted
that exercises were useful to identify strengths and
weaknesses among the participating agencies, but also
recognized that more work is needed to develop more
reliable metrics to gauge performance and to assess the
impact of postexercise interventions.* Gebbie and col-
leagues have made an important step forward in improv-
ing exercise evaluation, identifying 46 criteria organized
in nine groups to evaluate performance.'® Our study is
in agreement with the previous studies in that we find
exercises to be useful in identifying systems-level chal-
lenges in preparedness. In addition, our analysis adds
to this critical field by identifying consistently recurring
themes within a set of domains and, therefore, present-
ing opportunities for intervention. Our study, although
qualitative in nature, serves as a foundation for more
quantitative analyses in the future.

Pusric HEALTH REPORTS / JANUARY-FEBRUARY 2008 / VoLuMmE 123



FroMm THE ScHooLSs or PuBLic HEaLTH < 101

CONCLUSIONS

Our content analysis of 14 AARs from exercises con-
ducted by the HSPH-CPHP has identified a number
of recurrent systems challenges, including: (1) lack
of understanding of individual and agency roles and
responsibilities, (2) inconsistent coordination among
responders, especially among disciplines, (3) limited
communications capabilities, especially with regard to
sharing information about health risks, () significantly
limited integration of public health expertise into
the response community’s decision making, and (5)
insufficient knowledge of the capabilities and assets
of responding partners. Implementing changes in
response to these recurring challenges can advance
the iterative cycle of preparedness improvement.

Exercises that simulate public health emergencies
can identify specific gaps in planning, resources, and/
or assumptions for response that can be addressed
and improved before an actual event occurs. Exercises
that include representatives from multiple disciplines
across a given region provide special benefits to identify
specific types of systems-level challenges. Because it is
often difficult for local communities to design, con-
vene, execute, and evaluate a multidisciplinary, regional
exercise program on their own, schools of public health
may consider using their convening authority to do so.
Using these lessons to prompt improvements in plan-
ning can advance the iterative cycle of preparedness
to protect communities in the future.
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