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With the advent of Integrated Ilealthcare Delivery
.Syslems, medical records are increasingly
distributed across nmultiple institutions. 7'imely
access to these medical records is a critical needfor
healthcare providers. 7he CareWebTM project
provides an architecture for WVorld Wide WVeb-based
retrieval of electronic meedical records front
heterogeneous data sources. Using I-lealth Level 7
(HL7), web technologies and readily available
soflvare components, we consolidated the
electronic records of Boston's Beth Israel and
Deaconess Hospitals. We report on the creation of
Care WebThI (freya.bidnc.harvard.edu/careweb.htnt)
and propose it as a means to electronically link
Integrated Health Care Delivery .Systenms and
geographically distant information resources.

INTRODUCTION

In an era of increasing competitionl for health care
dollars, medical institutionis are mlerginig and
consolidating with intcreasing frequenicy. Giveni tlhat
tle majority of sucht institutionis have licterogenlcous
hospital-based comilputinig rcsouirccs, integrating
inforimiation systems across mcrged institutionis is a
difficult problem.

The CareGroup was foriimed in 1996 by the merger of
the Bctih Israel Hospital, thle Daiconess Hospital,
tlhrce Boston area comiimunity hospitals, and sevcral
satellite outpatient clinics, crcatinig a billion-dollar
integrated hcaltlicare delivery system. A major
post-merger issue has been the integration of
existing electronic medical records. Eachi site hias
different legacy systems, diffcrcnt institutionial
vocabularies and varyinig compic(ciless of clinical
iiforniation.

The CareWcbTM project was conccivcd to providc a
mcans for thte virtual consolidationi of tle miedical
records at tlhese helerogcncous institutionis.

CareWebTM is an actual implemcetcationi of the
W3EMRS arcihitecture [11. Thte W3EMRS arcih-
itccture provides thle first comprelhensive approach to
delivering a unified virital miiedical record for both
inpatient and outpaticnt care scttings. Witlh

W3EMRS, a rcqucst for iniforimia(ion is made via a
web browscr to an "agglutiniator". The agglutinator
rcqucsts inforimiationi fromii scvcral lhictrogcncous
lhospital, clinic and olficc sitcs. A sitc scrvcr is
iipicinplented for each site whiichi intcrprets the
agglutinator rcquest and rctiurins lihc requcsted
inforimiationt as an HL7 data stream. The
agglutinator merges data froml all rcspondinig sites
and returns a uniiecd wcb pagc to the web browscr.
Thc W3EMRS project is an example of a World
Widc Web-bascd approach tihat has delivercd
promisinig results in a laboratory cnvironiimlent.

On-going rcsearchi conltinucs to support the
suitability of wcb tccihinology for cliniical
applications, altihouggh dcploycd systeimis in a clinical
civironimilent arc rare. Scvcral autliors liavc
cxplored the use of tlic wcb for display of iicdical
records for a single inistitutioni 17-81 . Others liavc
proposed multi-institutional approaches ulilizinig a
central repository 15-61, updatcd at fixed intervals,
whiiclh limits the timclincss of data.

CareWcb.rm is lihc first projcct to use the World Widec
Web to successfully conisolidate lhctcrogenicous
clinical data across multiple institutionis.
CarcWebT impleiciinis wcb-exposed HL7-bascd 121
mcdical iniformationt scrvers at eachi participa(ing
institution) in the lhcalthicare dclivcry netiwork. A
central "Consolidator" processcs requests for
iniformnationi fromii hcalthlcare providers anid qucrics
all sitcs on tlc ntcwork. The Consolidator tlhcni
delivers an imitegrated multi-institutional miicdical
record to thte health care providcr.

Crcatinig such a systcmi presentied iiiany issucs, botlh
tcchlnical anid political, includinig dcfiinitiont of a
commnon mcdical record, creation of a master patieiit
indcx strategy and imlplemcetcationi of a
sccurity/conf'identliality policy.

METlIODS

Design Considerations
Wc cxtcended tlhc W3EMRS architecture in several
ways. For security, we iniplemectted hiardware
tokemis anid RSA cryptography. For tIme softwarc
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inspicipemietationi, we created an object-oricintcd
archiitecture. Tlle ncessary software tasks wcre
organized into modular functionality and standard,
cominercially available software objccis werc
obt.ained to provide this funiclioinality. Objects
included an HL7 mcssagiing product, an HTTP
communiicationi product, and lcgacy systeim
interfacing products. By cIhoosiing available
software objects, we both minimiiiizcd our
developimcint timile and Iveraged tile cxpcrtisc of
otlicrs whio cicapsulated tlicir spccific kiiowlcdgc
into tlhe generation of tlhcsc comllponecnlts.

Dcrining the Common Medical Record
To create an integratcd micdical record across
hicetrogenceous institutionis, we first necdcd to dcefinc
the typcs of data we wanted to shtarc.

Some institutionls, suclh as the Bctlh Isracl hospital,
have complete oniniile medical records wi(th dcailed
notes for imlost visits and procedurcs 11 I1. Others,
such as tlhe commiiiiunity hospitals, currcntly kccp onily
basic dcmographic anid visit intformationi omi-lic.

The power of tlhe W3EMRS/CarcWcbTM concCpt is
its ability to provide a conisolidatcd view of thc
existing records of multiple institutions. To
imaximiiize the inforinationi displayed, wve designed a
commiiion mcdical record thlat includes patienlt
dcmograplhics, mcdica(ionis, allcrgics, visits and
niotes.

Strategies for the Master Patient Index
Muchi work hias bcci donic on thc dc(ails of crcating
master paticnt indcxes 131. Examininig the types of
demographic data availablc across the CarcGroup
institutionis, we clcctcd to usc two miaster paticnt
index strategics.

For comilpetent paticnits whto are able to comimlunticate
idcntifyinig inforimiationt, wc ciclecd to use paticnt last
namtie, patienit first niamile, dale of birtih, gcndcr,
motiher's first naine and fathler's first naimc to
idcntify paticnts uniquicly. Alihough not perfeccl, we
bclieve that this strategy will suffice for more tlami
90% of our paticins.

For inicompetent or critical patients, we electcd to
use paticnt last namc, paticnt first iamic, date of
birti and gender. Allitoughi potentially not precise
ciough to identify patienits uniqucly, wc believe Iliat
this strategy will maximize the informationi available
to a hcalth eare provider about an othenvise nono-
comimiiluniicating pa(icent.

ARCHITECTURE

The clinical data at tlhc Bclt Isracl Hospital is stored
in a comprclehensive, cuslom built MUMPS based
systciem composcd of 28,000 programs. The clinlical
data at thle Dcaconcss Hospital is storcd in a Sybasc
clinical data rcpository.

CarcWcbTh sitc scrvcrs opcralc bcelinid the wcb
scrvcrs of cach lhospital and crcatc a linik to the
undcrlyinig lcgacy systciis at cach institution. Tlicsc
sitc servcrs inilcrprct inlconiiiing HL7 rcqucsts for
iniformllatioi, translatc thlcnii imito specific lcgacy
systcii qucrics anid packagc the rcsultinig
inforimiationi inito an HL7 rcsponisc.

To allow uscrs to qurcy iultipleleospitals
simultanieously, wc dcvclopcd a CareWcbTm
"Consolidator", whiichi processes user rcquests,
dispatchies thlein to miulliplc hospitals' site servcrs,
anid processes thc inforimiation rctrieved (Figure 1).

Figurc 1 The CarcWcbTm Architecture

A typical scssion bcginis wlhcn a lhcaltlh care providcr
on a standard web browser creates a query for
iniformationi by specifying paticnt identificationi.
Thtis informationt is submitted via stanidard HTML
forms to the Consolidator. The Consolidator
gcncrates ani HL7 rcqucst for iniformiiation to botht thtc
Betlh Israel amid Dcaconcss sitc scrvcrs. The site
scrvcrs rceurin HL7 cicodcd deimograplhics,
probiems, mcdicationls, allcrgics, niotcs anid visits.
Thic Consolidator initcrprcts the incominiig icssages
and crcates a sinigle utiiiecd prcscntationi whiicih it
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senids back to the healtih care provider as a scries of
web pages. Full navigationial conitrol is ciabled withi
tool bars that allow the imicdical rccord to bc scaninicd
using a tab folder-like paradigm.

The CarcWebrm projcct was iinpicilicitcd using
Visual Basic complmcinicti(ed by ActivcX comiponicints
for HL7 meissging, HTTP comimiilunticatiois, anid
legacy system intcrfacinig. The Consolidator and
site scrvers were crcalcd as multitireadcd, interrupt-
driveii Interict Inforimiationi Scrvcr Activc Server
Pages 141.

Site Servers
Wc defined HL7 semiianitic milappinigs for the
CareWeb. coimimlont miedical rccord (paticnt
demographics, mcdicatiois, allergies, visits anid
notes) anid created sitC scrvcrs wihichi populated thicse
miappings via intcrfaccs to eachi inistitutioni's lcgacy
systemiis.

For the Beth Isracl Hospital, we cxplorcd scveral
strategies for coninecting site servers to the Ceinter
for Clinical Computinig MUMPS data structurcs.
Using thte Inicrsysteiims VisM tools for Visual Basic,
we built a robust interface between Visual Basic and
MUMPS lcgacy data. Visual Basic provided a
flexible interface to Internet Informiationi Server and
VisM enabled our legacy systei quierics.

Using KB Systeimis KB_SQL, we imipicileinted Open
Database Connectivity (ODBC) access to MUMPS
data. This ODBC link enabled not omily Visual
Basic but othier ODBC comilplianit tools suchi as
Microsoft's Active Data Objecis Componeints to
directly query MUMPS data structurcs.

For the Deaconess, we uscd tlhe Microsoft SQL
Server Open Database Conincclivity (ODBC) Driver
to coninect to tihe Deaconess' Sybase Clinical Data
Repository.

Site servers wcre imilpicilicintcd in Visual Basic as
OLE Automation Servers and tlicir mtchiods were
called by Microsoft Interinet Iniforimationi Scrver's
Active Server Pages.

Consolidator
The Consolidator interprcts the incominiig h1ealthl care
provider request, translates the requcst into an HL7
query, sends the query via the HTTP post imiclhod to
cachi site server, receives the site scrvcr response,
and conisolidates the collccted rcsults into a single
presentatioin.

The Consolidator was writteniin Visual Basic as an
OLE Automationi Scrvcr callcd by Microsoft Initerict
Iniformationi Scrvcr's Active Scrvcr Pagcs.
Consolidator HL7 iimcssaginig was pcrformcd by ami
HL7 ActivcX comilpoIncIn. HTIP mcssaging was
likewise lanidlcd by an HlTP ActivcX comiiponcint.

To imilpicilicime tlhc prescntation laycr wc electcd to
usc simlpic HTML 3.0 witliout ActiveX or Java
browscr sidc componicins. This dccision was miade
to insure browscr indcpcidcice. Givcimlitc divcrsity
of machiincs distributcd tlmroughiouit tihc CarcGroup,
wc wanted CarcWcbTm to performs cqually well on
Mosaic as with the latest vcrsions of Initernct
Explorcr or Nctscapc.

SECURITY AND CONFIDENTIALITY

Security was a prinary conicern in tlic crcationi of
CarcWcb.h. Web-ciablinig micdical records raises
miianiy lcgitimnatc contccrns for potenitial brcaclhcs of
paticnt confidcntiality. Working witlih iiciibers of
lie W3EMRS collaborative and witli Bcthi
Israel/Dcaconess staff, we crcatcd ani initial security
archlitcclure.

User Autlienitication
Wc guaranitcc tlc authicnticity of a user by using
htardwarc tokenis. A uiscr imtust be in posscssion of a
hardwarc dcvicc in ordcr to acccss pages coIn(ainiiig
paticnt data. Hardware tokcis are a robust way to
providc not only securi(y but also uscr
autlhcntication). Most tokens are simiall, lianidlcid
devices containinig mlicroprocessors that calculate
and display unprcdictable codes. Thtese codes chanige
at a specificd intrcval, typically 60 seconds.
Utilizing Sccurity Dynamics SccurlD tokemis,
Microsoft's Active Scrver Pagcs and VBScript, we
implemicnitcd a imethiod for iianiipulatinig encryptcd
browscr-sidc cookics to mainitaini authienticationi anid
authorization informationi.

Securing browser to server communiicationis
To crca(c security betwecin a browscr runninig onl a
uscr's desktop and the Consolidator wcb servcr, we
iipipemtcicd the Netscapc stanidard Sccure Sockets
Layer 191. The ScurIlD usernamiie anid passcode are
only cxclhaniged after ani enicryptcd conniectioni has
bcen cstablishicd by the Securc Sockets Laycr.

Securing consolidator to site coliuillUcaiC.ltioIns
For comimiiluniicationls bctween tlihc Conlsolidator
site scrvcrs, wc impleientilcd RSA public
cicryptioni for kcy cxcianige, scssion

amid
kcy
key
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cryptography for data excilaigc anid digital signature
for conifirmlationi of Ilic vcracity of the Consolidator
request [101. Eacih Consolidator HL7 request is
signed with the Consolidator's RSA privatc kcy.
The requcst is sciet to the sitc scrvcr whiicll uscs tile
Consolidator's public kcy to validatc the digital
signature throught standard iashing anid signaturc
verification mtcitods. The sitc scrvcr rctricves ihc
infonnation rcqucstcd and signis the HL7 rcsponise
willt its private key. The sitc scervr tlell generates a
session key wlich it uscs to enicrypt tile HL7
respoilse. The session kcy is tlicn cicrypted usinig
the Consolidator's public kcy. The cicrypted scssion
key and encrypted data arc scnt back to lile
Consolidator. The sessioin key is decrypted using
tile Consolidator's private key. The encrypted HL7
response is decrypted usinig tile decrypted session
key. Finally, tile HL7 response is validated usinig
tile site servcr's public key. All decrypted site scrver
messages are consolidated into a singic web page
and returned to tlte originial rcqucstinig browscr ovcr
the Secure Sockets Layer (figure 2).

Consolidator Site Server

Sign HL7 Request Verify Signature
with Consolidator with Consolidator

Private Key Publ'ic Key

Figure 2 Encryption of Network Transmissions

Securing Legacy System Data
Tile existinig legacy systcilis at tile Betll Israel aild
Dcaconess llospitals employ a complex scrics of
llardwarc controls wilicil limit iltcrinet trailsactiolis
from outside tIlc instittitioll. Using routcrs and
firewalls, network adiliiiistrators liilit legacy systcill
acccss to llardwarc dcviccs pilysically locatcd witiliil
tlle campuscs.

Auditing
It lias becil lie sccurity policy of tile Beth Israel
lospital to providc auditinig at tile lcvel of tile
specific paticit qucried aid tile individual mnciu
seicctions uscd. CareWcbTh provides auditing at tlic
site server lcvel to track specific requests made of
eacih iilstitutioll, including date, tiniie, typc of
request, requestcr, and ilistitutioilal paticnt id
qucricd. Thcsc audit trails miay be used to discover
inappropriate access pattcrns anid to provide paticins
witll a record of acccsscs of tlheir mledical record,
silould paticnts rcqucst suchi inllorllalioil.

EVALUATION

As an early evaluation of tile CareWcb'M
arcli(ccture, we sougllt amId reccivcd Institutional
Revicw Board (IRB) approval to web-expose scccted
medical records from actual patients wio lilave
records at illorc illall omie CareGroup inistitutiomi.
Paticin approval was obtainicd anid paticn(s wcre
allowed to view tlhe CarcWcbTM vcrsiolis of tileir
medical rccord before Illakilig tliemn geleraily
available. Furthcrierore actual paticnt ililacs aind
addresscs wcre pseudoniymiiizcd, but miedical
inforiliationi was not altcrcd.

The system was cvaluatcd by 25 licaltilcare
providers, clioseni at ranidom fromil botil inistitutionis,
wilo assessed CareWeb's ease of use, response timiecs
and utility in patient care. Furthier evaluatioll was

perforimed by 25 information systeills staff imciibcrs
whio cvaluatcd CarcWcb's robustiicss, sccurity alid
potcntial for dcployinciit ill the live environiilcilt.

Durinig tile cvaluatioll period, tilc CarcWcbT. sysilc
processcd 3000 accesses for patient iniforiliationi.
23/25 licatilcarc providcrs rated tile utility of paticnt
inforimiation for ciicrgenicy carc as cxccleciit aind 2/25
good. 25/25 raniked casc of use as cxccilenit ailid
25/25 judged rcsponse tililcs as fast. 24/25
iilforillationi systems staff iicilibers judged its live
deployment potential to be cxccllcint, 1/25 good.
23/25 judged robustniess to be excellelit, 2/25 good.
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25/25 judged security and confideintiality mneasures to
be excellent.

Furthcr cvaluation in a live cnvironnicnt is planincd
ovcr the ncxt six m11onthls. CarcGrotIp is currciitly
extending inicrnct scrvices to all of tlie Emnergcncy
Departiicnis in its hcalthicarc dclivcry nctwork.
After institutionial approval, CarcWcbTl will be
miade available as an Emicrgcncy Dcpariticint
rcsourcc.

DISCUSSION

During the devclopenicit of CarcWebrm, wc
encountered maniy technical challenges whicht wc
overcamie by adlhcring to cxisting stanidards and
mainitaiining an object oricentcd architectiure.

Aftliough cachl institiutioI in tlhC CarCGrouip ha.1s
varying coimpICtcnCess of ciniiical iiiformatioi, we
found that thte CareWeb. architecture was able to
hanidle inconisistenicies amionig inistilutionis by
displaying commnon medical record inforniation
from each institution in site-native vocabularies, on a
single web page. Additional sites may be added to
time Consolidator witliout program miodification,
rcsul(inig in easy xtencisibility.

Our carly evaluation of CareWcbrm dcinonstrates
that its impiclemietationi is uscful, robust, and
provides rapid response timiecs.

Scveral political chiallenges still await rcsolutlion
before the architectuire is widely adopted to provide
tinie critical data to a regional or nationiwide
nctwork of care providcrs. Conitinuinig reports of
flaws in initernct security give a public imiprcssioni
that tlhc web is not a suitable enviroiincim t for
scensitive informationi. We believe we have
addressed security and confidenitiality issucs with thc
CareWebT. security modcl.

Extending CarcWcbTm beyond a single integrated
dclivery system will rcsult in data shiaring by
competing networks of providers. Web-exposing
clinical data for access by competitors will likely be
mtc with resistanice by senior maniagemllent. During
our continued deployment of tle CareWcbTM system,
we will have the opporltuinity to addrcss the ongoinig
political issues created by live impicientationi of the
systcim. Furtler plans for the CareWcbTM systemil are
focused on extendinig the varicy of health data
objects available. CareWcb. arclmitectures whiich

iniclude laboratory rcsults, imicdical images anid
multimnedia objccts arc currcntly tinder developmentl.
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