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ABSTRACT
Information security methods developed within the

narrow frameworks of operating system design, specific
database models, and military security methods all con-
centrate on representation of the obet of access con-
trol, rather than on the information needs of the "i&CcLj.
This approach does not adequately support the needs of
the varied users ofmedical information systems, who must
have access to information in support of multiple organ-
izational roles. A new conceptual approach to access
control in medical settings based on user requirements is
discussed.

INTRODUCTION
As enterprise-wide information systems emerge as part

of the transition to open networked systems [8], issues of
how to manage the conflicting access and security needs
of the organization become crucial, particularly in the
medical center setting. An ongoing review of the litera-
ture in computer and information system security reveals
a fragmented body of knowledge, with efforts focused pri-
marily on operating system, network [10, 3], and database
[2, 4, 5, 9, 13, 15 16] security. These approaches are de-
signed primarily to support Department of Defense re-
quirements and control network intrusion attacks [10],
rather than a broad domain-independent/portable view of
security. Especially absent in this National Security and
hacker-oriented discussion is focus on sophisticated secu-
rity mechanisms in the areas of medical and clinical infor-
mation systems.

The discussion which follows identifies requirements
for a more responsive model of permissions in the health-

care delivery setting, and a preliminary description of
such a model. This approach supports the notion that an
implementation independent modeling system for infor-
mation access must be developed and used, so that policy
decisions mediating access to data are not colored by
technical considerations [9, 14].

OPERATING SYSTEM SECURITY
Much of the discussion of data security is focused on

security mechanisms as an aspect of operating system de-
sign. The cental issue in this discussion is the establish-
ment of access rights or capabilities, which allow sub.cts
(users, processes, etc.) various kinds of access (read,
write, execute, etc.) to objects (physical or abstract ob-
jects, including i/o devices and files). These relationships
form an access control matrix, where the subjects and ob-
jects of access control make up rows and columns, and
specific sets of permissions make up the cell entries [3].

An example of this approach is the widely imple-
mented Unix operating system access control scheme,
where users are granted ownership of the files and proc-
esses that they create, and are allowed to control read,
write, and execute permissions on these objects for them-
selves and other users. Access control for non-owners of
objects is provided by the assignment of users to groups.
The owner of a file may assign a specific group name to
that file, and then specify which of read, write, or execute
permissions the group members may apply to that file.
By creating a rich structure of groups, flexible file per-
missions may be provided. In this scheme, the subject di-
mension of the access control matrix contains user names
(as owners of objects), group names, and the user cate-
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gory "other" (users other than the owner or group mem-
bers). The object dimension of the access control matrix
contains file and pseudo-device names.

Capabilities-based systems [6] do not rely on the less
flexible properties of object ownership by individual sub-
jects and assignment of object access rights to subject
groups, but consider only subjects, objects, and access
types. Thus, a capability consists of "data presented by a

process to gain access to an object" [12], or "an address to
some information ... and a finite set of rights" [14]. Ac-
cess.rights may still be associated between subjects and
objects using a matrix representation, but the model does
not depend a priori on the notion of object ownership or
group membership. Capability models usually allow the
right to copy and transfer a capability from one subject to
another, providing for the propagation or withholding of
access rights from subject to subject.

This aspect of the capabilities approach (and the con-
cept of granting "group" and "other" privileges in Unix)
provides an example of a discretionary control system [7],
where subjects are granted the ability to allow or deny ac-
cess to an object by other subjects. Identification and
control of access at the level of abstract subjects and ob-
jects allows security models which provide fine grained,
highly flexible access control over operating system ob-
jects. Discretionary control is one of the least rigorous se-
curity mechanisms in the Department of Defense specifi-
cations for secure systems [7]. A more stringent
requirement is for access control lists, where a single user
subject must be explicitly given access to a single object
by the central access control authority, without intermedi-
ate definition of a subject group.

DATABASE SECURITY
Discussion of the capabilities model in the context of

operating system design has focused on the subjects and
objects commonly found at the operating system level-
users, processes, files, and other addressable objects such
as peripheral devices. Database management systems
(DBMS) provide facilities that hide the physical aspects
of data storage and retrieval by providing higher level
logical data models, data definition languages, and query

languages. Since DBMS provide their own set of logical
abstractions for objects, they have also needed to provide
access control mechanisms for those objects.

In SQL (structured query language) relational DBMS,
access control has been implemented using the concepts
of ownership, access permissions explicitly authorized us-

ing the "grant" command, and defimition of database
views (vual relations) [2]. In this approach, the funda-
mental object of access control is the relation, which con-
sists of a set of fields and their data. Relations are owned
by the users who create them, and those owners can grant
pennissions (such as SELECT, INSERT, or UPDATE) to

other users. In some cases, the notion of groups of users
to whom access is granted has been implemented, using
either groups defined at the operating system level, as in
SQL/RT [16], or by special designation within the DBMS
[11]. The notion of discretionary control has also been
extended in some DBMS by means of the "grant with
grant" option, as seen in DB2, for example [2]. This op-
tion allows the owner of a relation to grant to another user
the authority to grant specific permissions to other users.

The ability to manage access at the level of individual
fields within a relation, and to further restrict access
based on values of the field, is provided by means of the
database view. Views are subsets of actual relations that
are stored as definitions rather than as actual data When
the view is activated (through an SQL statement), the data
are accessed from the base relation using the view defini-
tion. The use of views allows a single relation to hold
data that supports the access needs of a number of users
who could not be allowed access to the base relation for
security reasons. Views also allow subsets of data from
multiple relations to be brought together to form user-
specifilc sets.

SUBJECTS IN ACCESS CONTROL SYSTEMS
In the case of both operating system and database se-

curity, emphasis has been focused on classification and
definition of the objects that are accessed, rather than on
the subjects that perform the access. What is missing
from these discussions is a detailed model of the "user as
a subject" and the user's information needs.
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This problem is even more serious when one considers
the impact of the military classification and access orien-
tation on current thinking in system and database security.
The military approach to classification of objects has used
an ordinal scale of sensitivity or secrecy, consisting of
levels such as Confidential, Secret, and Top Secret. Addi-
tional controls or compartments are established based on
similarity of content or domain. Access to multilevel ob-
jects of this tpe is granted based on the security clear-
ance of an individual, and governed by the principles of
"least privilege" and "need to know" a particular piece or
collection of information [7]. Usually, "need to know" is
determined by job assignment and tends to be identified
statically. Current work in secure databases is focused on
the requirements imposed by this approach and preventing
accidental release of data to a user of the system who is
not cleared for that level of data [5, 13, 15].

With the development of central integrated databases,
and integrated access to distributed databases in support
of broad institutional information utilization, a narrow ap-
proach to user authentication and permissions is inade-
quate, because it cannot flexibly support the varied levels
of information use in the enterprise.

Instead of only focusing on characterization, classifica-
tion, and manipulation of the objects of an access control
system, it is crucial to focus on characterization and clas-
sification of the subjects of the access control system, e.g.
its users. The basis of this is a model of the information
utilization policies and patterns of the institution as it ex-
ists, including both computer- and paper-based informa-
tion processing. Such a model will reflect the specifics of
the institutional/professional domain and will help define
requirements for the actual access control system. In
terms of the military model of access control, this ap-
proach emphasizes the detailed description and organiza-
tion of the "need to know" as it exists in the organization.

Such a model of the information use of an organization
is complex, and building it constitutes an empirical task,
initially involving more observation and description than
abstraction and prescription. Subsets of information must
be explicitly associated with identifiable activities in the

organization, and thus with groups of individuals. As in-
formation utilization is documented, patterns may emerge
that will guide more closely focused modeling efforts.
Some areas will benefit from more sophisticated model-
ing, while others will be adequately represented by simple
documentation.

Overly broad and unduly restrictive definitions of ac-

cess can be caused by an inflexible control system that is
based on a poor understanding of how information is used
in support of specific tasks. Inflexibility in determining
what a specific job function's need to know and commen-
surate access should be is negligent execution of the re-
sponsibility to allow or deny access in support of patient
care and confidentiality.

A MODEL OF COMPLEX DATA ACCESS
A model of data access requirements can be viewed as a
model of data use, if we assume that the ordinary infor-
mation use of individuals in the organization is the start-
ing point for potential authorized use. It is proposed that
data use in the context of an organization can be ex-
pressed in terms of one or more roles, each of which con-
sists of one or more tasks. Tasks can be defined using an
input-process-output model, so that each unique task is
associated with a set of outputs defined on the task, and a
set of inputs and processes that are necessary and suffi-
cient to produce the outputs. For purposes of the current
discussion, inputs and outputs can be represented by the
concept of the data set, which consists of one or more
variables (set names), each of which has a domain that is
delineated by a set of constraints. The fundamental con-
straint on the elements of a data set or variable is its data
type. Other constraints may be based on allowable values,
ranges, etc., such that a data set contains a uniquely iden-
tifiable collection of elements.

Individuals are assigned roles based on their member-
ship in the organization; these roles have various tasks as-
sociated with them. Each task has associated with it cer-
tain information and processing access requirements. For
each role identified, the data sets and processes that sup-
port the tasks associated with that role must be identified.
Permissions are then granted to the individual for that su-
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perset of data which is composed of the union of all of the
subsidiary (task associated) data sets. For individuals with
multiple roles in an organization, this permission set in-
cludes data sets associated with tasks defmed for each of
the multiple roles.

Use of the term "role" as the identifying label for an in-
dividual's information processing activities and access
needs allows natural expression of several other notions
that are crucial to a responsive system of permissions. In
practice, roles are not only statically assigned through the
management hierarchy of the organization, but are also
assumed and delegated dynamically, according to certain
rules. The implications of this are considered in the next
section.

Role Assumption and Delegation

In organizational settings that demand fast reactions to
changing circumstances, e.g., medicine, a static approach
to access permissions requires that individuals be granted
access to the broadest scope of information they are ex-
pected to need in order to deal with the set of situations
expected. In the terminology proposed above, individuals
must be assigned to roles that have tasks and data sets de-
fimed broadly enough to give access to the maximum set
of data expected to be needed in the most extreme case.
This clearly violates the security principle of least privi-
lege and need to know for most of the routine tasks asso-
ciated with the work assignment, resulting in wider access
to confidential data than is normally needed.

Instead of assigning static role definitions that must al-
low access to the maximum set of data anticipated, per-
sons who must respond to varying situations will be as-
signed a base role, which includes permissions that allow
the assumption of any of a set of more broadly defined or
comprehensive roles. Thus, for normal situations, the
user's access is constrained, but in certain well defmed in-
stances, the user may (on their own authority) assume one
or more pre-defined roles that provide broader access
permissions.

For example, in the event of a medical emergency,
such as a cardiac arrest, the closest available physician
can take charge of the patient and issue orders. In essence,

the event in the patient's life effectively invokes a consul-
tation request to the closest physician. Continuing this
scenario, such an event also immediately triggers a con-
sultation to the hospital service responsible for managing
cardiac arrests, such as the cardiac care unit or the inten-
sive care unit. When the resuscitation team arrives on site,
they immediately have all privileges of the attending
physician, including the right to review the chart, order
medications, and transfer the patient. This sequence of
events does not require the intervention of individuals
who currently have authorized access to the patient, and
is primarily a manifestation of the underlying notion that
appropriate care for the patient supercedes all other mod-
els of authority over physician functions.

The "assumable role" approach extends the notion of
discretionary control, expanding the user's discretion to
include assumption of broader access rights. Clearly, role
assumption must be restricted and managed so that only
roles having been carefully specified are allowed to be as-
sumed by a person who has been assigned a role that is
authorized assumption. A system that allows role as-
sumption must also implement a journaling or audit trail
system so that role assumption behavior is monitored.
This approach allows for implementation of the observed
users approach [1] in a context where the importance of
confidentiality of data is paramount, except when it con-
flicts with life-critical medical needs.

Closely related to the idea of role assumption is the
notion of role delegation, which allows individuals who
have been assigned a given role to delegate that role to
another individual. This terminology implements the con-
cept of discretionary control in our model in a very natu-
ral way, and provides for hierarchichal organization of
access privileges where appropriate.

Integration of Multiple Roles

While some individuals play narrowly defmed roles
(with perhaps as few as one or two defmed tasks), others
will be expected to carry out several roles simultaneously.
The most obvious example of this situation is tha of the
clinical faculty member who at once plays the role of at-
tending physician, consulting physician, lecturer, re-
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searcher, and perhaps chair/member of one or several
committees. A responsive access control system must pro-
vide integrated access to data in support of these roles
without artificial boundaries.

A major concem of the multilevel secure database lit-
erature [4] is "indirect access by inference," where author-
ized access to facts may result in the inference of data
that should be classified at a higher, unauthorized level. In
a medical setting, mechanisms that inhibit inference
should be used with extreme caution, and should be the
exception rather than the rule.

CONCLUSIONS
Advances in networking, operating system, and data-

base technology make enterprise-wide information shar-
ing possible through distribution of data storage, retrieval,
and application processing. In the medical setting, protec-
tion of sensitive data and optimal use of information in
support of patient care are potentially competing goals
that pose great challenges for the design and implementa-
tion of access control mechanisms as a component of in-
stitutional information systems. In the absence of broad
approaches in security research that allow for these
unique requirements, it is necessary to develop such secu-
rity models from within the field of medical informatics,
with the requirements of medical computing clearly iden-
tified as the standard.
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