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The U.S. health care system is one of the world’s most
advanced systems. Yet, the health care system suffers
from unexplained practice variations, major gaps be-
tween evidence and practice, and suboptimal quality.
Although information processing, communication, and
management are key to health care delivery and con-
siderable evidence links information/communication
technology (IT) to improvements in patient safety and
quality of care, the health care system has a longstand-
ing gap in its investment. In the Crossing the Quality
Chasm and Building a Better Delivery System reports,
The Institute of Medicine and National Academy of
Engineering identified IT integration as critical to im-
proving health care delivery systems. This paper re-
views the state of IT use in the U.S. health care system,
its role in facilitating evidence-based practices, and
identifies key attributes of an ideal IT infrastructure
and issues surrounding IT implementation. We also ex-
amine structural, financial, policy-related, cultural,
and organizational barriers to IT implementation for
evidence-based practice and strategies to overcome
them.
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he U.S. health care system is a $1.6-trillion industry that

is undergoing rapid changes, facing increasing market
pressure and competition for scarce resources.! The industry
involves multiple private and public stakeholders, including
provider associations, health care delivery organizations, in-
surers, consumers, community networks, and local, state, and
federal agencies. It is an information intensive industry,? and
yet it has lagged behind other industries in its investments and
use of communication and information technology (Im).3°

The acquisition and implementation of IT have great
implications for the operations of health care organizations
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because of: (1) rapidly rising health care costs; (2) escalating
concerns surrounding issues of patient safety and medical er-
rors; (3) call for improving the provision of evidence-based
care; and (4) increasing regulatory requirements.?® In partic-
ular, the Institute of Medicine (IOM) and the National Academy
of Engineering have identified IT as crucial for building an im-
proved health care delivery system that achieves the 6 health
system 2 1st century attributes of being safe, effective, patient-
centered, timely, efficient, and equitable.® Industry groups
outside of health care, such as the Leapfrog Group, as well
as the U.S. government, have encouraged IT investments as a
solution to reduce medication errors and patient safety prob-
lems.”® IT use has been shown to yield significant improve-
ments in quality, cost containment, and patient safety in
several empirical studies.!®'? However, relatively little re-
search has focused on identifying effective approaches for IT
implementation and applications in evidence-based practices
(EBPs). Evidence-based practice is the process of using cur-
rent best evidence from well-designed research conscientious-
ly and judiciously, in conjunction with patient values and
clinical expertise, to guide health care decisions.

To explore these issues, Veterans Health Administration
(VHA) convened a State-of-the-Art Conference (SOTA) on “Im-
plementing the Evidence: Transforming Practices, Systems,
and Organizations” in December 2004. This synthesis of liter-
ature was undertaken as background to the SOTA conference.
Given the limited amount of information in this area, evidence
for this project came from: (1) MEDLINE search and review of
published literature; (2) general world wide web search; and (3)
expert opinions from discussions of the paper at the SOTA
workshop. Our objectives in this paper are to: (1) provide a
summary of current IT implementation efforts and its role in
facilitating EBPs; (2) identify key stakeholder issues and bar-
riers surrounding IT implementation to support EBPs; and (3)
outline strategies for IT implementation and management to
support EBPs as part of a better delivery system. Although
other nations have also launched IT implementation ef-
forts,’!* our literature synthesis will focus exclusively on
the U.S. health care system.

DEFINITION AND CURRENT APPLICATIONS OF IT

Information technology is defined as the development, instal-
lation, and implementation of computer systems and applica-
tions, including hardware, software, networking, and
communication tools. In the past decade, IT development
activities within the health care industry have increased as
executives and providers recognized the urgent need for stra-
tegic information management and inadequacies of tradi-
tional information storage, retrieval, and analysis tools.'®!¢
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However, most IT investments in health care have focused on
administration rather than care delivery.

Current IT applications in the health care industry can be
divided into 3 categories: (1) infrastructure, such as electronic
health records (EHRs) as storage and retrieval systems, auto-
mated mechanisms for capturing data, and an electronic li-
brary of medical literature; (2) performance enhancement,
such as computer-based clinical decision support (CDS)
systems, continuing medical and patient education; and
(8) performance evaluation, such as demonstration and meas-
urement of the cost, effectiveness, and outcomes of different
systems.'®16 All 3 applications can support the delivery of
EBPs. In general, most health care information systems are
composed of automated billing and financial management, pa-
tient admission, discharge, transfers and registration, coordi-
nation of communications infrastructure, claims processing,
customer service, and electronic data sharing.”

CURRENT IT IMPLEMENTATION TRENDS

The establishment of a national health information infrastruc-
ture is considered a top priority. During fiscal year 2004, the
president requested $50 million for IT projects related to pa-
tient safety and $12 million to develop IT standards. The Agen-
cy for Healthcare Research and Quality allocated $60 million
in 2004 to promote research and demonstrations to advance IT

use for care improvement.®!? Similarly, the Food and Drug
Administration proposed new regulations for bar coding med-
ications to potentially reduce medication errors.

From a financial perspective, the implementation of a na-
tional health information infrastructure could yield as much
as $142-371 billion in savings for the health care system.®
From a human perspective, improved IT use in care delivery
may help prevent the multiple deaths that are expected to oc-
cur because of medical errors.'® Efforts in IT use may intensify
as requirements to address administrative simplification em-
anated from the Health Insurance Portability and Accounta-
bility Act impel the health care industry to use more efficient
and standardized electronic communications.*® More efficient
coordination of information and communication could better
support the delivery of EBPs. However, important technical,
cost, organizational, social, and policy issues remain to be re-
solved before IT systems could be widely adopted and imple-
mented. Table 1 outlines priorities according to expert opinion
in IT implementation, and identifies barriers and strategies to
promote EBPs.

Currently, the VA medical system has the most broadly
implemented federal health IT system. The VA also launched
the Quality Enhancement Research Initiative (QUERI) in the
late 1990s, designed to integrate care delivery, quality im-
provement (QI), and health services research to identify and
implement EBPs in routine care settings for individuals with

Table 1. Priorities, Barriers, and Strategies to Effective Implementation of Information Technology (IT) Applications Supporting Evidence-Based
Practice and Management

Priority Barriers Strategies
Priority 1:
Support Information and Research on prioritization

knowledge-
based decisions

provider overload

Lack of integration

Research to include data on added value in terms of mortality and morbidity

National patient data record

Patient ownership of patient data, guidelines, and reminders
Common patient identifier

Common provider identifier

Integration across systems

Research on what information users need

Operationalizing
evidence

Basic research in managing information complexity
Alignment of research priorities with clinical management

Performance measures focused on how much evidence informs practice
Regular presentation of significant translation research findings to senior leadership

Flexibility in decision support with required feedback about reasons for non-compliance and

Local review of compliance with local solutions (tailored training)

Add autonomy in other areas: e.g., guideline input, self-review, link to reference materials

More data automation (e.g., link diagnosis to test)

Review and monitoring of data quality
Linkages to other information in electronic health record to eliminate duplicate entry

Move reports off system—put analytical tools on a system separate from patient care system

Priority 2:
Reporting/ Threats to provider
evaluation autonomy barriers to compliance
functions
Data issues
Reporting
complexity
System resources Simplify user generation of report
Priority 3:

Information system
needs to evolve
with health care
system

Emphasis on
provider-level
activities and
provider-entered
data

Emphasis on
workload rather
than care received
by patient

Develop patient-centered data collection methods, core data elements, and system capacity
for patient-based health data sets
Encourage basic research on capturing home care data for all stakeholders

Focus on outcomes (maintaining/improving functional status of the patient), not workload
Encourage “just in time” rather than “just in case” visits, collect interim data remotely

Adapted from discussion of the white paper by attendees at the Department of Veterans Affairs State-of-the-Art Conference in August 2004.
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chronic illness.*®2° The VA has successfully used IT within its
health care system to improve quality through the use of clin-
ical reminders,2! EHRs, and other innovative approaches.?°
However, the VA’s information system currently lacks rigorous
data standards, which limits the sharing and usability of data
across health information systems and in QI.2%-23

IT AND THE IMPLEMENTATION OF NEW EVIDENCE

Major efforts are warranted to reengineer health care in the
United States to improve quality, safety, and bridge the gap
between evidence and practice.?42® The President’s Informa-
tion Technology Advisory Committee (PITAC) attributes the
gap between evidence and practice to a number of problems
inherent in care delivery.?? On an individual level, providers
cannot maintain or consider all details of patients’ medical
history, or all best medical practices needed in order to deliver
optimal care.?® Moreover, ready access to patient data for med-
ical decision-making is often unavailable at the point of care.
On a system level, there is urgent need for change in how
health care is organized and delivered to make it more evidence
based.

Synthesizing recommendations from the IOM’s Quality
Chasm report, 5 priority areas have been identified to bridge
this gap, including building organizational support for change,
applying evidence to health care delivery, developing IT, align-
ing payment policies with QI, and preparing the workforce.?”
In addition to enhancing information access and supporting
decision making, IT may help meet other objectives, particu-
larly the delivery of EBPs.® The informatics infrastructure
needed for EBP includes data acquisition methods, health care
standards including standardized terminologies, data reposi-
tories, clinical event monitors, data-mining techniques, digital
sources of evidence, and communication technologies.?82° Ta-
ble 2 identifies attributes of an ideal IT system to support EBP
and health care delivery.

The President’s Information Technology Advisory Com-
mittee has proposed a framework for a 21st century health
care IT infrastructure with 4 key elements: (1) readily available
EHRs to equip patients and providers to share the decision-
making in making health care decisions; (2) CDS to use state of
the art knowledge in making treatment decisions; (3) compu-
terized provider order entry (CPOE) for tests, medicine, and
procedures; and (4) secure, private, interoperable, electronic
health information exchange.?? Additional IT applications
supporting the implementation of EBP include population-
based care systems, and functional baseline estimates against
which future information system enhancements can be meas-
ured.3° All of these tools coordinate information dissemination
and sharing from various databases to equip the provider in
providing patient-specific, appropriate, timely, and evidence-
based care.??2 Table 3 provides examples of how potential IT
applications can support EBPs.

Nevertheless, evidence describing IT’s impact on EBPs
has been mixed. Shea et al.’s metaanalyses reported that im-
provement in preventive care such as vaccinations and cancer
screenings can be attributed to the use of clinical remind-
ers.?!733 On the other hand, the evidence on the effect of CDS
on practice is quite variable. Hunt et al.’s analysis noted that
while a number of studies showed a correlation between CDS
and improved clinical performance, some did not find any
benefit.3?-3* Further evaluation and more evidence are need-

Table 2. Attributes of the Ideal Information System to Support Evi-
dence-based Practice

L Attributes related to the information technology (IT) system
The IT system is
Usable
Flexible
Integrated
All electronic
Transparent to users
Non-intrusive
Easily up-datable
Reliable
Equitable: “No service/facility left behind”
Dynamic
Sustainable
Current contents
Secure
Accurate
Correct contents
Timely
Standardized
Compatible with other systems
II. Functionality of the ideal IT system
The IT system:
Supports knowledge-based decisions
Supports shared clinical decision-making
Provides evaluation and reporting capabilities
Evolves with the health care system
Has defined accountability (e.g., organization vs provider)

Adapted from discussion of the white paper by attendees at the Depart-
ment of Veterans Affairs State-of-the-Art Conference in August 2004.

ed to assess the utility of these IT tools and determine how best
to design and implement them to support EBPs.

ISSUES IN IT IMPLEMENTATION

Tan and Modrow have advocated for overall industry perform-
ance standards or measures, in order to define accountability
expectations for IT.%%3¢ As IT becomes more integrated into the
care delivery system, IT implementation is likely to expand to
include other participants in the health care setting. The IT
system needs to interface with, and be responsive to, patients,
managers, providers, researchers, and the public. Key stake-
holder groups, including managers, providers, and other cli-
nicians, patients, and health care organizations, have
identified different barriers and facilitators to IT use in im-
proving EBPs. Therefore, any IT implementation plans should
address concerns of the stakeholders in order to build a better
system.>®

Clinician/Provider Issues

The utilization of IT in health care delivery systems depends
upon IT availability and acceptance by health care providers.
In the next few years, the most important IT clinical applica-
tions are likely to include CPOE, clinical information systems,
CDS, and improved medication managernent.2 Providers, oth-
er clinicians, and managers share many concerns regarding
the use of IT in implementing EBPs.33-3°

An example of an important clinician issue is that outpa-
tient laboratory test results are often not reviewed and acted
upon within reasonable time frames.3” Clinicians desire a sys-
tem that allows them to review and act upon test results safely
and efficiently. Clinical decision support for laboratory test re-
sults might be used to classify the extent of abnormality for
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Table 3. Information Technology (IT) Applications Supporting Evidence-based Practice and Management

Application Utility

Support for EBPs

Population-
based health care
systems

Computer-based
decision support
treatment decisions

Computerized Computerized provider order entry (CPOE) can help the
provider order tracking and analysis of health care processes
entry

Electronic health Electronic health records (EHRs) would equip patients
records with personal health data, reliable patient-specific tools

and resources

Electronic health
information
exchange

compatibility

These systems support creation of large, integrated
databases of patient-specific information that allow real-
time management of populations of similar patients

Clinical decision support (CDS) may help health care
providers utilize state-of-the-art medical knowledge in

This exchange ensures security, privacy, and system

These databases may facilitate evaluation of new
implementation strategies and provide insights into new
associations between management approaches and health
states

CDS provides information management tools for the
acquisition, manipulation, application, distribution, and
display of appropriate patient- and task-specific clinical data
to providers and patients that is conducive to correct, timely,
and evidence-based clinical decision-making

CPOE for tests, medicine, and procedures has the potential to
decrease medical error, improve quality. It can help provider
coordinate and collect patient-specific information

EHRs provide every patient and their caregivers with the
necessary information required for optimal care. They can
help patients to better understand the complexity of medical
care and more readily participate in clinical decision-making
and preventive health behaviors

The exchange between organizations would facilitate sharing
patient information at the point of the care delivery to
eliminate unnecessary testing, improve safety, and facilitate
efforts to improve quality

Adapted from the Kaiser Permanente’s Agenda for Clinical Information System Research.°

given results, provide context-appropriate advice to help man-
age abnormal results, generate letters to patients using tem-
plates, and help set reminders for follow-up testing.3”

Taking full advantage of IT may require a team approach,
where active involvement of interdisciplinary groups of provid-
ers and users is important. For example, to achieve maximum
medication safety, introducing a CPOE system with advanced
CDS, as well as involving both clinical pharmacists and other
providers, may be particularly effective.3®

Patient Issues

Patient-centered care, defined as care that elicits, respects,
and incorporates patients’ wishes and maximizes patients’
subjective outcomes, is increasingly recognized as an im-
portant dimension of health care quality. In promoting
patient-centered care, IT provides opportunities to enhance
patient-provider interactions and patients’ use of their own
health data. Information technology use may empower pa-
tients in their exchange with providers and promotes the align-
ment of care between hospital/clinics and patients’ home.*°
Furthermore, IT tools may facilitate patient education and ac-
tivation in enhancing the patient’s role as an active participant
in the care process.

Information technology provides patients with chronic
conditions new tools to manage their illness. For example, a
“Home Telecare System” that integrates clinical signs moni-
toring, automated scheduling, and medication reminders, ac-
cess to health education, and daily logs, can help patients
self-manage their chronic disease.*® There are also a number
of examples of systems that facilitate patient-EHR interactions
and studies have shown a benefit to having patients view their
medical data.*%*2

As IT development accelerates, and access to information
and interface capability increases, there is increasing oppor-
tunity to engage patients in further IT use. Information tech-
nology resources that are currently available to patients range

from general information to personalized tools. For example,
static web sites (e.g., WebMD, American Diabetes Association,
etc.) can disseminate disease-specific information to a broad
audience. Interactive web sites (e.g., Care Wise, Caresteps,
E-Diets) can create community platforms for information shar-
ing between providers and patients as well as for the dissem-
ination of educational information to targeted patient cohorts.

New devices are being developed and tested to enhance
individually tailored disease management. For example, bio-
metric devices, which are home-based measurement devices
that monitor and collect daily readings and symptom informa-
tion, are increasingly used in care delivery.*? Handheld devic-
es (e.g., personal digital assistants) allow patients to track
daily progress such as weight and medications. Connectivity-
facilitated workflow management, which deploys clinical and
administrative workflow support through web-based connec-
tivity among health plans, physician offices, and hospitals,
gives patients customized, real-time delivery of alerts, guide-
lines, reminders, and other targeted information at the point of
care.*?

Emerging technology has the potential to increase patient
participation in IT-facilitated, evidence-based, patient-cen-
tered care. Obtaining regular patient input in the design of
health care IT systems can facilitate making the EHR respon-
sive to patients needs.*!

Organizational Issues

Within the health care industry, over one half of health care
executives identified the top IT priority as implementation.?
However, most health care organizations are still at the stages
ranging from considering adoption through early imple-
mentation.*®** The lack of financial support for widespread
IT applications is considered a primary barrier to its
implementation by both managers and clinicians.?%® The fi-
nancial burden of implementation, including acquisition and
implementation costs, slow and uncertain financial payoffs,



S54 Doebbeling et al., Integrated Informatics for Implementation JGIM

and disruption to clinical practices, is directly related to both
the size of organization and its readiness for conversion.**”

The complexity of IT implementation not only requires
significant resource investment by the organization, but it also
involves many levels of personnel and system interaction and
management, representing a major organizational change ef-
fort. Case studies in hospitals that have implemented ad-
vanced clinical information systems with extensive CDS
provide important lessons. Implementation of some systems
have been well accepted by providers and managers and have
improved clinical processes, whereas there have also been sig-
nificant and costly failures. Successful implementation re-
quires leadership, a long-term commitment to improving and
documenting health care processes, and efforts to involve cli-
nicians and sustain productivity.*®

In health care organizations, using IT for clinical docu-
mentation and order entry may provide an opportunity to im-
prove processes of care and capture QI efforts into data
warehouses to support better care delivery systems.*® Using
IT systems to document and generate performance measures
may make the accreditation processes with agencies such as
the Joint Commission on Accreditation of Healthcare Organi-
zations, Centers for Medicare & Medicaid Services, the Nation-
al Center for Quality Assurance, and the National Quality

Forum, more efficient.?® In addition, the use of IT tools has
the potential to facilitate networking and benchmarking
among collaborating health care organizations.’® However,
health care organizations need to adopt these applications
with caution as unexpected inaccuracies or problems with da-
ta collection, entry, and processing may arise.

Human Factors Issues

Human factors such as product usability, process complexity,
and user-engagement methods routinely influence IT up-
take.®! Prior experience with an IT application, different im-
plementation approaches, and differential utility of structured
data entry, can also influence user satisfaction.>? Notably, sig-
nificant concerns remain regarding liability, patient electronic
communication, and reimbursement.®?

New IT solutions are often not adequately piloted, tested,
and revised for usability in care prior to deployment. It is cru-
cial to regularly observe user-IT interactions, particularly in
the development phase. For example, in evaluating clinical re-
minders use, ease of use, access to workstations, perceived
value, and relative benefits to administrators versus clinicians
all impact their uptake.?!5*55 Similarly, in using a CDS sys-
tem to set the dosage of anticoagulant and time interval to the

adaptation
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FIGURE 1. Framework and context for IT management and implementation.
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next appointment, nurses found it stressful to override pro-
gram-generated recommendations.%®

MANAGEMENT AND IMPLEMENTATION STRATEGIES

As IT is accepted and adopted by more health care organiza-
tions, challenges remain in the area of IT management and
appropriate implementation. Much of the present discussions
in the literature have focused on the correlation between IT
and outcomes of care processes or behavior modification,
whereas information on IT management has been limited.
Based on our literature synthesis and expert opinions, we
summarized some potential strategies for IT management
and implementation.

Information technology management encompasses the
health care entities it serves, its infrastructure, strategies for
use, and expected outcomes (Fig. 1). The context in which IT
management is examined should consider key dimensions of
the health care delivery system (patient and families, provid-
ers, organizations, patient populations, clinical knowledge,
and care processes), the environment in which the organiza-
tions operate, as well as QI and evidence implementation ef-
forts.2%%7 Components of an informatics infrastructure to
promote EBP, such as a health care data warehouse, knowl-
edge database, personal health records, and user support,
have demonstrated promising results in the limited settings
in which they have been formally evaluated.?®

Information technology management may involve issues
emanated from both within the organization and with other
organizations. Within an organization, Simpson58 has sug-
gested that effective IT management should take into account
the 3 “Ps:” people, process, and programs. To achieve “buy-in”
from potential IT users, coordination among providers, a for-
mal process to provide technical support for individual users,
programs to integrate IT into workflow, and the ability to doc-
ument system problems and obtain prompt administrator
feedback are essential.’®! Strategies that are related to the
people, process, and program dimensions of IT management
are further elaborated in Table 4.2

When interorganizational exchange occurs, IT manage-
ment needs to focus on secure and affordable information ex-
change, which requires the adoption of appropriate technology
and personnel training.? This is a high priority strategy for
health systems and government leadership nationally. Effec-
tive interorganizational exchange among various participants
(e.g., physicians, other providers, hospitals, payers, and an-
cillary services) may lead to cost savings in labor and improved
QI outcomes for all organizations.

A number of strategies have been suggested to facilitate IT
implementation in health care settings. A crucial first step for
the organization in the implementation process is to assess
both current information-management capabilities and esti-
mate future needs.®2%® Equally important is the assessment of
readiness for major organizational change, such as the ability
to invest in change management and training, as well as the
culture and processes needed to support implementation.%*
Information technology systems to be implemented need to
align with processes within the health care organization to al-
low evolution and adaptation.®® One way to assess readiness is
to employ a readiness assessment tool that can help the or-
ganization’s decision making regarding IT implementation. Im-
portant factors for readiness assessment include external

Table 4. Key Dimensions of Information Technology (IT)
Management For Supporting Evidence-based Practice

Dimensions Management Issues

People Prepare organizational participants for major change,
manage differences in proficiency, and invest in change
management
Devote “just-in-time” training to changes in work flow
and process
Create the right IT environment with proven
management and leadership skills, dedicated IT staff,
and respected clinical staff
Establish programs to enhance participation and
perceived ownership of the system
Continuously monitor and address users’ concerns

Process Identify ways to achieve efficiencies in system use and to
evaluate benefits

Determine routing of patient requests to appropriate
providers within an integrated delivery system

Include patient care guidelines for prevention,
diagnosis, and treatment to provide clinicians with
information more efficiently

Understand and incorporate clinical workflow

Exploit system capabilities for staff, reengineering
workflow

Ensure consistent leadership and provide support and
feedback

Define proactive strategies to report and solve problems
in IT applications in care

Establish collaborative relationships with the IT vendor,
management, and clinical leadership

Programs Configure the hardware and equipment to be conducive
to performing manual tasks associated with the process
(e.g., system software is compatible with tasks such as
counseling patients)

Recognize the importance of managing security and
confidentiality issues

Provide real-time user support at all times

Combine IT and operations

Provide a robust, secure, available system and
infrastructure to ensure user acceptance

Tools usable enough to deliver benefits and support the
delivery of health care, education, and cost control

Adapted from the General Accounting Office Briefing (2003).

environment, organizational leadership, structure, and cul-
ture, care standardization, order management, access to in-
formation, information technology composition, and infra-
structure.®*

It has been suggested that efforts involved in successful IT
implementation consist primarily (75% to 90%) of social engi-
neering and less (20% to 25%) of technical implementation.2
Therefore, IT implementation requires individual participation
and trust and system-level support. On an individual level, the
organization and its management need to involve end users’
input in improving their work practices. They also need to
consider other factors, such as the usability, usefulness, and
flexibility of IT tools and individualized training that will influ-
ence uptake.’*%! On a system level, a supportive culture, vis-
ibility of positive results from IT use, and a realistic timeline
will enhance implementation.®*%! Developing and installing
feedback and monitoring mechanisms, as IT is being adopted,
implemented, and maintained provides opportunities for
continual improvement.®® As tools for rapid application devel-
opment are refined, they will increasingly allow IT infrastruc-
tures to be responsive and concentrate on process alignment
and incorporation of evidence into practice.®
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Lastly, IT implementation requires the support and re-
sources of the organization and its management. As most
health care systems have limited resources for QI, resource
allocation warrants close examination to maximize the bene-
fits of IT use and, in turn, the delivery of safe, effective,
efficient, and high-quality care. Factors influencing organiza-
tional decisions surrounding IT implementation need to ex-
plore the following: (1) which clinical conditions, practices, and
settings are likely to benefit from IT implementation; (2) which
is the greatest evidence gap present; and (3) what are the ex-
pected costs and benefits of introducing EBPs or new IT to
support adherence??® IT implementation should be tailored to
the needs of the organization, and not as a “one size fits all”
solution. A balanced assessment of effectiveness and costs of
the IT system is needed to make the implementation effort a
successful one.
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