Journal of the American Medical Informatics Association Volume 15

White Paper m

Number 6 November / December 2008 715

Advancing the Framework: Use of Health Data—A Report

of a Working Conference of the American Medical

Informatics Association

MERYL BLoOMROSEN, MBA, DoN DETMER, MD, MA

AbStract The fields of health informatics and biomedical research increasingly depend on the availability
of aggregated health data. Yet, despite over fifteen years of policy work on health data issues, the United States
(U.S.) lacks coherent policy to guide users striving to navigate the ethical, political, technical, and economic
challenges associated with health data use. In 2007, building on more than a decade of previous work, the
American Medical Informatics Association (AMIA) convened a panel of experts to stimulate discussion about and
action on a national framework for health data use. This initiative is being carried out in the context of rapidly
accelerating advances in the fields of health informatics and biomedical research, many of which are dependent on
the availability of aggregated health data. Use of these data poses complex challenges that must be addressed by
public policy. This paper highlights the results of the meeting, presents data stewardship as a key building block
in the national framework, and outlines stewardship principles for the management of health information. The
authors also introduce a taxonomy developed to focus definitions and terminology in the evolving field of health
data applications. Finally, they identify areas for further policy analysis and recommend that public and private
sector organizations elevate consideration of a national framework on the uses of health data to a top priority.
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Introduction

The availability of complete, accurate health data can im-
prove healthcare experiences for individuals, expand collec-
tive knowledge about diseases and appropriate treatments,
strengthen insights into the effectiveness and efficiency of
healthcare systems, support public health and security
goals, and help businesses to address their customers’ needs.
Aggregation of health information into very large data sets
and repositories offers extremely valuable opportunities and
benefits—despite limited understanding of these by the
general public. Health data can serve as a bridge to achiev-
ing many of the goals of the US. health system. Large
amounts of patient data, available in electronic form, sup-
port current-day clinical care and decision-making, and
foster public health activities such as surveillance, measure-
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AMIA’s 2006 and 2007 Conferences Focus on
Health Data Use

In 2006, building upon policy work done over the prior
fifteen years, AMIA recognized personal health information
(PHI) use as a critical issue for the continued widespread
adoption of health information technology. Thus, AMIA
convened a panel of experts and stakeholders who repre-
sented a variety of backgrounds and work environments to
open a dialogue on the topic.' The panel reached broad
agreement that, while aggregated health data provide value
to a wide variety of applications, use of these data pose
complex ethical, political, technical, and economic chal-
lenges that must be better addressed by public policy.
Meeting participants took the first steps toward developing
a robust framework for an infrastructure of policies, stan-
dards, and best practices to facilitate the collection, storage,
aggregation, linkage, and transmission of health data for
various uses. This data use framework includes these com-
ponents:

® Transparent policies and practices.

® Focus on data stewardship and its implications for data
control, access, and security, rather than on data owner-
ship.

® (Clarification and engagement of an appropriate compre-
hensive scope of data users and uses (beginning with a
taxonomy to define users and uses).

® Formal national leadership and direction.

® Public outreach, awareness, and education regarding
the policies and positions of the proposed data use
framework.

The 2006 panel also offered recommendations aimed at pro-
viding the substance and detail to flesh out these components
but much work remained to be done. As a result, in June 2007
AMIA convened an expanded group of experts to further
development of the framework (http://www.amia.org/
inside/initiatives /healthdata /2007 /index.asp). Attendees
confirmed that the conversations about health data reuse
and the related opportunities and challenges are not simply
theoretical issues but must be addressed in the context of a
complex and fluid societal environment.

In an effort to learn from other nations grappling with
similar health data use issues, the meeting included discus-
sions about the U.K.'s and Switzerland’s experience with
secondary uses of health data. Two presentations illustrated
how collection of electronic health data in primary care
settings and submission of the data for selected secondary
uses (e.g., health status monitoring, practice performance)
are already in place in Britain’s increasingly integrated
national health service. The presenters stressed that legisla-
tion, policy development, and technical security measures
are needed to ensure that secondary uses of data are carried
out within a safe, ethical framework.” A third presentation
highlighted relevant aspects of the Swiss healthcare system.
In Switzerland, the authorization to use anonymized per-
sonal health information for retrospective research is based
on an explicit, audited institutional process, with the medi-
cal directors of hospitals serving as the data stewards.

During the meeting, participants reviewed work products of
the pre-conference Data Stewardship and Taxonomy Work-
ing Groups. The work products included a data stewardship

definition and data stewardship principles, and a taxonomy
depicting dimensions of data use and users. Participants also
reviewed a framework tool which partitioned data uses into
the four domains of research, quality, public health, and
commercial applications.® (These products are described later
in this paper.) The 2007 meeting resulted in presentations and
testimony by AMIA to the American Health Information
Community (AHIC), the Office of the National Coordinator on
Health Information Technology (ONC), and the National Com-
mittee on Vital and Health Statistics (NCVHS).

Refining the Terminology

AMIA’s exploration into data uses began with the approach
taken by the 1991 Institute of Medicine (IOM) computer-based
patient record report, which acknowledged the growth in the
types and numbers of uses and users of patient data.* While
the IOM recognized that patient record uses extend beyond
direct patient care, the report focused on certain high-priority
uses rather than on all possible functions of the record. The
IOM defined primary use as patient care and all other uses as
secondary. As a matter of U.S. public policy, HIPAA legislation
has de facto broadened the definition of primary use to include
business operations and quality of care.

Leveraging the IOM’s discussions, AMIA initially made a
distinction between primary and secondary data users and
uses. Primary use data were defined as data collected about
and used for the direct care of a patient. Secondary use data
were defined as non-direct care use of PHI including, but not
limited to, analysis, research, quality/safety measurement,
public health, payment, provider certification or accredita-
tion, and marketing and other business uses including
strictly commercial activities. However, as we reflected on
the evolution of the health system over the past two decades
and the accompanying growing dependence of successful
patient care on uses of PHI, we concluded that a simple
division into primary and secondary use had outlived its value.
We further concluded that policies and procedures should
focus instead on how such data are used, reused, and pro-
tected. AMIA asserts that the concept of data stewardship should
be the choice for expressing this notion. AMIA proposed the
following clarification of the primary/secondary data concept
in testimony before the NCVHS in August 2007.

Reuse of health data occurs when personal health data are used for
purposes other than those for which they were originally collected.

A single category of ‘secondary use’ did persist among the
majority of participants at the 2007 AMIA meeting. This
category refers to the use of personal health information,
whether individual or collective, when the aim is to generate
profits that are outside the bounds of the healthcare system
or related health research. Today, the types of uses of data
solely for commercial purposes are evolving and attention
needs to be paid to the continuum of these uses. The issues
surrounding the buying and selling of data are not clear cut
since some ‘for-profit” companies are integrally involved in
essential healthcare operations or research. Different issues
come into play depending on whether the purpose of the
sale of data is for research and quality or purely for
marketing purposes. More discussion is needed to deter-
mine the best way to categorize these uses.


http://www.amia.org/inside/initiatives/healthdata/2007/index.asp
http://www.amia.org/inside/initiatives/healthdata/2007/index.asp

Journal of the American Medical Informatics Association Volume 15

Benefits and Challenges of Health Data Use

Biomedical, health services, and policy research, particularly
in the areas of population studies and public health, depend
heavily on the ready availability of data about patients and
populations. Examples of these data include health surveys,
clinical trials data, hospital, physician, and laboratory
records, state and federal billing and registration data, birth
and death records, socio-demographic data, and cancer
registry data. Researchers need large volumes of such data
to be able to draw meaningful conclusions that are repre-
sentative of populations.” It is problematic if data on certain
groups of people are missing, and in some instances, even
hypothesis-generating research may be impossible.

There is a natural tension caused by conflicting objectives
inherent in many data use and exchange situations. Exam-
ples of these tensions include:

® Information needs of the health system versus the wants
and needs of individual patients, consumers, and/or
health professionals.

® Public safety versus the right to privacy to personal
health information.

® Medical-legal, ethical and best practices versus practical
demands.

® Technology advancements versus historical approaches
to data use practice.®

Despite the challenges posed by these tensions, it is generally
believed that health data access and sharing are essential for
continued progress in promoting quality and continuity of
care, patient safety, and research on better treatments.

Developments in the Fields of Data Reuse and
Data Stewardship

Discussions about use of health data are not new. The social
implications of the growing use of information, computer,
and communications technologies are much broader than
privacy concerns, encompassing economic, political, legal,
and technical issues that cannot be resolved in isolation.”
Key policymaking groups and stakeholders over the past ten
years have issued studies and reports related to health data
reuse and data stewardship. For example, the NCVHS has
held hearings and workshops on privacy and confidentiality
issues including discussion of a stewardship framework for
secondary uses of health data. In 2007, the Agency for
Healthcare Research and Quality (AHRQ) issued a Request
for Information on a National Health Data Stewardship
Entity and received 136 responses from stakeholders.

Policy changes, innovations in technology, and other recent
events have pushed the discussion about health data use in
new directions. For example, state legislation addressing the
legality of selling health data® and the launch of an array of
consumer-targeted products and services illustrate the po-
tential transformative power of emerging trends. Microsoft
launched HealthVault (www.healthvault.com), a set of search
and personal health record (PHR) tools that enable consumers
to control the data that is entered and shared with others.
Google is bringing its data storage and organization capacities
to the field of medical care and patient records via Google
Health (https://www.google.com/health). Intuit (http://
quickenhealth.intuit.com) has also entered this field. In 2006,
a consortium of companies (Intel, Wal-Mart, Pitney Bowes,
British Petroleum America Inc. and Applied Materials)
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announced a PHR initiative for approximately 2.5 million
employees, families, and retirees.” Patients and caregivers are
creating personal health information systems to help manage
chronic illnesses such as “Follow Me” (www.followme.com)
and “PatientsLikeMe,” www.patientslikeme.com). The po-
tential for profits from these services and products that aim
to help consumers manage an increasingly complex and
confusing healthcare system often attracts the new players
operating in the commercial sphere. The impact of the entry
into this field by non-medically-based entrepreneurs is
likely to affect the use of data in unforeseen ways.

Reuse of Health Data and Data Stewardship

Data stewardship is pivotal to advancing discussions about
the legitimate and appropriate use of health data. Access to
personal health data often involves many different data stew-
ards or custodians, such as hospitals, public health clinics,
laboratories, physicians’ offices, research centers, pharmaceu-
tical companies, third party payers, employers, registries,
health information producers, and federal, state, and local
government agencies. Variations exist among data stewards
and custodians regarding access, control, and data integrity
processes that need to be harmonized. Data stewardship
encompasses the breadth of activities carried out in varying
degrees by all entities that interact with health data, includ-
ing collection, use, disclosure, management and security of
that information. Within each of these aspects there are
medical-legal, ethical, and best practice considerations that
an individual or organization should consider in the man-
agement of health information.” It will take the combined
efforts of many stakeholders to establish a working environ-
ment that promotes acceptance of responsibility, awareness
of risk, and establishment of trust for health data use.

The growing volume of health data collected and stored
electronically dramatically heightens the importance of data
stewardship issues. As described above, these data are at the
center of many ongoing scientific, biomedical, and health
services research and policy efforts and are critical to quality
assessment and improvement projects, which in turn are key
to value-based purchasing initiatives. This information is also
seen as a critical component of surveillance systems to detect
outbreaks of disease, bioterrorism, and adverse events due to
drugs or devices.

With an increased interest in reuse of health data, concerns
about security and privacy are rising to the forefront. While
various state and federal regulations address many of these
concerns, they cannot adequately deal with the full range of
current or contemplated data reuse scenarios. The biomed-
ical and health informatics community would benefit from
the articulation and application of a data stewardship par-
adigm to enable creditable uses of data while addressing
legitimate concerns of privacy and security. Without such a
paradigm, it is possible that privacy and security concerns
could prohibit or curtail the use of health information, thus
inhibiting the benefits this use can bring.

Data stewardship has emerged as a means to balance the
rights of individuals to have their personal information
protected and their desire for improved health, more effec-
tive health services, and a strengthened and sustainable
health system. Widespread acceptance of a set of consistent
data stewardship principles and application of data han-
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dling guidelines for health data collection, storage and
exchange would help establish a “chain of trust.” In turn, the
chain of trust would facilitate transactions and build confi-
dence among consumers that their privacy interests are
being given due consideration. Thus, data stewardship is a
key building block in the construction of a national frame-
work to guide the reuse of health data. AMIA proposes the
following definition of data stewardship:

Data stewardship encompasses the responsibilities and account-
abilities associated with managing, collecting, viewing, storing,
sharing, disclosing, or otherwise making use of personal health
information. Principles of data stewardship apply to all the person-
nel, systems and processes engaging in health information storage
and exchange within and across organizations.

Data stewardship principles comprise:

® Accountability, including governance, oversight, and the
application of relevant regulations to the appropriate
extent and level.

® Transparency, including clearly understood policies and
procedures regarding data structure, processing, and
delivery of data, and business processes and practices.

® Notice to patients and other legitimate users.

® Technical issues, e.g., data security, and quality, de-iden-
tification, and costs of re-identification.

® Patient consent of appropriate granularity.

® Permitted uses and disclosures including for data aggrega-
tion and analyses.

® Euforcement and remedies.

The involvement of data stewards and the application of
data stewardship principles (including enforcement mecha-
nisms when necessary) would provide sufficient safeguards
for legitimate downstream uses of health data. “Trusted
data stewards” who adhere to these principles should be
able to share data without having to create anew ad hoc data
handling guidelines for each transaction. Each partner in the
provider/supply chain of health data should accept, both in
practice and spirit, an appropriate share of responsibility for
maintaining the quality, security, and confidentiality of the
data.

The application of sound data analytic principles, as utilized
by health services researchers and analysts and clinical
researchers (e.g., National Institutes of Health guidelines) is
central to the data stewardship paradigm.'®!' Data must be
of a minimum quality (accurate, reproducible, complete,
timely, and credible) and data limitations should be ac-
knowledged and described. Organizations and individuals
must take an active interest in the accuracy, consistency, and
timeliness of their health data.'” Data stewardship is a
multi-faceted function which assigns ultimate responsibility
for data quality and integrity to the organization holding the
data.'® Trusted data stewards would be expected to estab-
lish, support, and maintain agreed-upon standards of data
quality and data management.

Examples of the concept and application of stewardship can
be found in the healthcare field as well as in other fields.** In
1979, the Department of Health and Human Services Secre-
tary’s Advisory Committee on Automated Personal Data
Systems analyzed the consequences of using computers to
keep records about people'® and proposed enactment of a
federal “Code of Fair Information Practice” for all auto-

mated personal data systems. Over the past quarter century,
government agencies in the U.S., Canada, and Europe have
studied the ways in which entities collect and use personal
information, and the safeguards required to assure that
these practices are fair and provide adequate privacy pro-
tection. The resulting series of reports, guidelines, and
model codes represent widely-accepted principles concern-
ing fair information prac’cices.“”19 For example, the con-
cepts of “circle of trust” and “chain of trust” are central to
the data stewardship framework developed by the College
of Physicians and Surgeons of British Columbia.*® The
Liberty Alliance, formed in 2001 by 30 organizations to
establish open standards, guidelines and best practices for
identity management, has promulgated the concept of Circle
of Trust as a legal entity and provides guidance on sug-
gested business structures and terminology for a Liberty-
enabled technology (http://www.projectliberty.org/liberty/
about).?!

A Taxonomy on Dimensions of Data Use
Discussions about reuse of health data can benefit from
ongoing identification of uses and users of PHI. An AMIA
working group presented a draft taxonomy at the 2007
meeting. By documenting a comprehensive (albeit not ex-
haustive) array of data users and users, the working group
sought to build consensus around working definitions of
these uses and to provide a guide for those developing
policy related to health data reuse. The taxonomy is an
important tool for sharpening definitions and terminology
and helping to inform the greater community about data use
terminology; it will require expansion and maintenance to
sustain its usefulness. Table 1 presents a selection from this
taxonomy.

Framework Tool to Assess the Status of Uses of
Health Data

At the 2007 conference, AMIA presented a framework tool
which partitions data uses into four domains: research,
quality, public health, and commercial. (See Figure 1; do-
mains are indicated in the top, right-hand corner.) In the
tool, the seven principles of stewardship (see above) are
related to six categories of activities: accountability, trans-
parency, patient consent, cost of re-identification, oversight,
and regulation.

The framework tool employs a sliding scale to illustrate a
‘scorecard’ of the status of activities in each domain as
related to each category. Meeting participants adjusted the
scale to indicate their opinion of the current status of each
activity and the status that they proposed for it in the future
(See Figure 1 legend).

Areas for Additional Exploration

The opportunities and challenges discussed in this paper
require elaboration in the context of a complex and fluid
societal environment. Breakthroughs in medical treatments,
advances in biomedical and informatics technologies, new
legal challenges and pending legislation, consumer health
initiatives, and emerging commercial trends are just some of
the factors that will affect the dialogue. AMIA identified
several areas deserving further policy analysis and dialogue,
based on work done at the 2007 conference. It is worth
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Table 1 m Selection from Taxonomy on Dimensions of Data Use
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Uses of Data

Factors Influencing Authorization for Use of Healthcare Data

A. Protect and enhance public health
Enable and support biosurveillance
Monitor and report vital statistics
Monitor and report biometric demographics
(e.g. weight, height, blood pressure, normal
lab values)
Identify, monitor, and report health and
illness trends
Identify, monitor, and report infectious
diseases (e.g. culture, serology, DNA/RNA
probe results)
Export data to health registries
Cancer or rare disease registries
Drug and device registries
Report toxic exposures (e.g. smoking, Agent
Orange)
B. Develop security and confidentiality algorithms
and test de-identification routines
C. Conduct research
D. Create and maintain terminology and
representation formalisms
E. Develop and apply decision support for health
care providers
Develop and test the efficacy of decision
support algorithms
Develop order sets, rules, and alert
F. Support quality of patient care
Manage quality and outcomes
Manage staffing and resources
Develop and assess quality indicators
Support quality reporting (e.g. HEDIS)
G. Improve patient safety
Conduct pharmacovigilance (post market drug
and device surveillance)
Detect and analyze adverse and sentinel events
Support risk profiling
Monitor and survey to prevent patient adverse
events
H. Manage personal health
Provide patient-specific feedback and
assessments of progress toward health
goals
Maintain personal health records
Provide links to knowledge resources based
on personal health information
I. Educate and credential healthcare providers
and assess training activities (e.g. types and
outcomes of procedures)
J. Analyze and Manage Finances
Conduct automated billing, claims processing
Analyze activity-based charge capture, cost
accounting
Develop predictive models of costs and
accounting
K. Detect fraud and illicit activity
Detect illegal and inappropriate activity (e.g.,
Medicare upcoding)
Report drug screen results to detect illegal drug
use
L. Identify markets and promote sales
Conduct market research
Target marketing to physicians
Target marketing to patients and families

1. Requirements Imposed on Use of Healthcare
Data
A. Identification Status
Patient-identifiable data
De-identified data (HIPAA definition)
Anonymized data
No linkage possible (alteration of PHI,
precluding linkage)
Relinkable data
Linked with protected key (trusted third
party)
B. Consent provided at the time of data collection
No consent by the individual
Consent by the individual
Broad and unspecified
Time-limited consent
Consented for partial, source specific use (e.g.,
no psychiatric data)
Consented for the particular type of use
C. Demographic representation
Age
Race
Gender
SES
Insurance status
D. Focus on a vulnerable population (e.g.
prisoners, pregnant women, undocumented
immigrants)
E. Original collector and aggregator of the data
Government
Health Plan
Other private entity
F. Proposed user of the data
Government agency
Academic institution
Private, not-for-profit entity
Private, for-profit entity
G. Funding source for use
Government agency
Academic institution
Private, not-for-profit entity
Private, for-profit entity
H. Financial compensation to data collector or data
steward for providing data to a second
party
No compensation
Compensation
L. Beneficiary of use
Society
Researcher
Academic institution/medical center
Private, for-profit entity (e.g., financial gain)
J. Disclosure of use
Not disclosed publicly
Publicly disclosed
Disclosure of results only
Disclosure of research methods utilized
Disclosure of analytic principles that guide
data use

K. Required level of consent
and authorization

IRB evaluation not required

IRB evaluation required
No consent by the

individual required
Consent by the individual
required
L. Compensation of patients
No compensation required
Compensation of individual
patients required
2. Existing and potential sources
of data for use
A. Public Use Datasets
i) Medicare
ii) Medicaid
iif) CDC surveys (some
Primary data use, e.g.
NHANES)

B. Private Datasets
Open-source data
Commercial use datasets (at

patient level)
Pharmacy benefit/claims
manager
Provider databases
Individual providers
Aggregated data from
provider consortia
Consortium databases
caBIG
CTSA recipients
University Health
Systems Consortium
Aggregated clinical
repositories hosted by
HIT vendors
Personal health records,
including patient-
entered data
Health Information
Exchanges (RHIOs, etc)
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Y Public "
AW& Towards a Framework for Secondary Health I Quality
i Uses of Healthcare Data
Research I Commercial
No accountability Accounta blity Criminal
1 25 50 75 100
- Patient unaware of use Transparency Patient totally informed of use
1 25 50 75 100
Implied Patient Consent Explicit (Optin/Opt Out)
1 25 50 75 100
-~ Cost of Re-ldentification High
1 25 50 75 100
Entity that has the data (Internal) Oversight Public Governing Board (External)
1 25 50 75 100
No regulations IRB REQUIatory Fully Regulateﬂ.
1 25 HIPAA 75 100

Figure 1. Framework Tool to Assess Status of Health Data Uses. Accountability: level of sanctions or penalties for
disclosures or inappropriate use of patients’ health data. End Points: 1 = No accountability; 100 = Criminal sanctions.
Transparency: extent to which practices governing use of patients’ health data are known and understood by those who
disclose or use data and by patients whose data are subject to use. End points: 1 = Patient is completely unaware of uses of
health data; 100 = Patient is informed of every use of health data at the time of its occurrence. Patient consent/notification: the
opportunity offered to patients to allow /permit use of their health data. Notification refers to the mechanism by which patients
are informed of their right to consent. End points: 1 = No Choice; 100 = Opt in. Cost (resources required for) of
re-identification: proxy for the nature, complexity, and extent to which patients can be reidentified in a data base(s). End points:
1 = Low/relatively straightforward; 100 = High/complex and difficult. Oversight: extent to which the entity is subject to
governance or supervision, including ability to impose remedies for breaches. End points: 1 = Internal, residing with the entity
that has the data; 100 = External, residing with a public governing board. Regulation/Law: framework of regulations and laws
governing health data uses, including penalties and enforcement guidelines. End points: 1 = No regulations or laws; 100 =
Fully regulated.

noting that the status in federal or state laws of the concept Ongoing Education and Outreach

of health data stewardship, while an important aspect of the ® Conduct outreach and education to help improve the
overall topic, was outside of the scope of the discussions at public’s understanding of societal issues and perspec-
the 2007 AMIA meeting and of this paper. Nevertheless, the tives around data reuse and to gain the public’s trust.

deliberations of the meeting should be useful to the legal
community as they consider the evolving landscape of data
stewardship.

Explore opportunities to educate the popular media
because they can be the drivers of the public’s loss of
trust and also provide opportunities to establish and
Data Stewardship Principles, Policies and/or Guidelines recapture trust.

® (Clarify confusion surrounding HIPPA Rules, FDA’s hu-

means of promoting the legitimate and appropriate ex- man sub]:ect protection. regulatio.ns, and the Common

change of health data across and among entities. Encourage Rule, which may be .r}elther apphcable. nor adequate to

collaboration of public and private sector organizations address the complexities of data reuse issues.

to refine the data stewardship principles. Questions to be

answered include:

© What factors need to be considered in developing a
healthcare data “chain of trust?”

© How can a robust “chain of trust” be implemented to
authenticate an organization’s participation?

© What trust model(s) should be adopted?

® Explore the establishment of a voluntary process for orga-
nizational compliance with established health data steward-

® Further refine the concept of “trusted data steward” as a

Enhancement of Definitions and Terms

® Address terminology issues in the data reuse field. De-
velop and refine definitions for commonly-used terms;
for example, additional granularity of terminology for
“commercial uses” needs to be developed, as well as
definitions of “circle of trust” and “chain of trust.”
Definitional issues relating to some frequently used and

ship principles. Consider the creation of an independent, potentially misunderstood terms still exist: de-identifica-
non-profit, private sector voluntary mechanism, e.g., the tion,.re-%der;tzifiiation, anonymization, and pseudo-ano-
Health on the Net Foundation (HON) (http://www. nymization.”

hon.ch/) and the Certification Commission for Healthcare ® Promote the use of the taxonomy described in this paper
Information Technology (CCHIT) (http://www.cchit.org/ to depict data uses. Explore methods of expanding and

about/index.asp). maintaining the taxonomy.
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Summary and Conclusions

AMIA asserts that the proper boundaries for management
of health information include its collection, use, access,
disclosure, and retention as well as the legal, ethical,
business, and fiduciary responsibilities of those entities
supplying, maintaining, using, and receiving data. Each
dimension is important but historically, some of these
have been given careful attention while others have been
ignored, relatively speaking, or given lip service. There
is an ongoing need to harmonize data use issues such as
legislative and regulatory requirements and data access
policies, accommodating for differences among and
across organizations, institutions and entities, and recog-
nizing variations in the purposes for which health data
are used. Recently, there has been a surge in interest in
virtually all these dimensions, but policy and practices
have typically lagged behind even agreed-upon principles
and perspectives in the U.S. With this paper, AMIA
seeks to stimulate discussion on these issues by describing
various benefits of health data use, refining definitions of
relevant terms, presenting an approach to depicting dimen-
sions of health data use and users, proposing an overarching
framework for data use, and outlining a definition and
principles of data stewardship.

While health data have been used for many purposes
beyond direct patient care for decades, the advent and
increased deployment of health information technology is
complicating the use of such data. One of the key challenges
facing the healthcare industry is to reach a workable balance
among the value we place on good health care, the effec-
tiveness of healthcare services, and the sustainability of the
healthcare system, and the equally compelling value we
place on our right to stewardship and confidentiality with
respect to our personal health information.*>?¢

AMIA Board of Directors (BOD) Response and Action

By convening the 2007 conference and disseminating this
paper, AMIA has further delineated critical issues related
to data reuse. The AMIA BOD reviewed the paper and
endorsed its findings, conclusions and recommendations.
The BOD will continue to encourage other organizations
to work collaboratively to continue this important public
discourse.
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