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A b s t r a c t Medical error reporting systems are important information sources for designing strategies to
improve the safety of health care. Applied Strategies for Improving Patient Safety (ASIPS) is a multi-institutional,
practice-based research project that collects and analyzes data on primary care medical errors and develops
interventions to reduce error. The voluntary ASIPS Patient Safety Reporting System captures anonymous and
confidential reports of medical errors. Confidential reports, which are quickly de-identified, provide better detail than
do anonymous reports; however, concerns exist about the confidentiality of those reports should the database be
subject to legal discovery or other security breaches. Standard database elements, for example, serial ID numbers, date/
time stamps, and backups, could enable an outsider to link an ASIPS report to a specific medical error. The authors
present the design and implementation of a database and administrative system that reduce this risk, facilitate research,
and maintain near anonymity of the events, practices, and clinicians.
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The study and reduction of medical errors have become
a major theme within health care. Two recent Institute of
Medicine reports,1,2 recent changes in Joint Commission on
Accreditation of Healthcare Organization (JCAHO) re-
quirements,3 and congressional action to increase funding
for research on medical errors have increased interest in
identifying more effective ways to collect, catalog, and
analyze medical error reports. Prominent among recommen-
dations for reducing errors are identifying and learning from
medical errors and near misses through both mandatory and
voluntary reporting systems.1,4

Applied Strategies for Improving Patient Safety (ASIPS) is
a multi-institutional, practice-based project designed to
collect, codify, categorize, and analyze data on medical errors
occurring in primary care offices and to develop interventions
to reduce those errors. The ASIPS project, a three-year

research study funded by the Agency for Healthcare
Research and Quality (AHRQ), includes a voluntary Patient
Safety Reporting System (PSRS) that captures both anony-
mous and confidential reports of medical errors. Information
about medical errors gathered through the PSRS will be
combined with our analyses of malpractice insurance claims
and state Medicaid claims data to determine the types of
errors that occur in primary care and to aid in the develop-
ment of interventions to reduce those errors.

The PSRS database/administrative system is designed to
collect error reports and manage data while maintaining
confidentiality of highly sensitive information. Confidentiality
is maintained by de-identifying reports and eliminating
elements within the database that would facilitate linking
a report within the PSRS to a specific event identified by other
means, such as through the patient’s medical record. This
report presents the legal reasons for protecting confidentiality
of our data as well as others’ experiences designing databases
for similar purposes.We thenpresent thedesign objectives and
implementation of a database and administration system that
facilitates research activities while protecting (1) the identity
of practices, clinicians, and staff who report medical errors
and (2) the detail of the events themselves, should the data-
base be viewed by people outside the research team.

Background
The PSRS provides clinicians and office staff a vehicle for
voluntarily reporting patient safety events, including both
near misses and errors that lead to patient harm (we use the
collective term medical errors). A person who believes she or
he knows of a medical error can report the event via
automated telephone hotline, through a Web site, or in paper
form. The PSRS allows users two methods to make reports:
confidential (identifiable but held in confidence) and anon-
ymous (completely unidentifiable). For confidential reports,
ASIPS participants provide their name and phone number
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and answer one free-text question that presents a minimal
description of the incident (Fig. 1). Members of the study staff
then collect more detailed information during a follow-up
telephone interview. For anonymous reports, participants
make a one-time report during which they select broad
categories to identify their role (e.g., physician, nurse, staff)
and their practice type (residency practice, community health
center, rural office, etc.). They then answer up to four free-text
questions and up to six multiple-choice questions about the
event and the patient(s) involved.

Because we cannot follow-up with additional clarifying
questions, anonymous reports typically provide less detail
about an event than do confidential reports. Anonymous
reports neither allow us the chance to probe for additional
information nor, typically, provide enough data to under-
stand root causes of the error. Confidential reports are
advantageous because during the follow-up visit, inter-
viewers familiar with medical errors in primary care offices
can probe for secondary information, such as details about
office systems, training, and event-specific environmental
issues that reporters rarely elaborate on spontaneously.
Furthermore, those reporting seem to prefer the confidential
reporting form because of the shorter time required to
complete the form.

Unlike other voluntary reporting systems,5 we did not issue
a private login to participants that would allow them to
remain anonymous and still provide more detailed informa-
tion. We were not convinced that people who fear being
identified would be any more trustful of a private handle or
key that we provide. We also believed that any login system
would further complicate the process of completing a report,
reducing the number of reports we receive.

If one assumes that the primary reason for collecting and
analyzing medical errors is to develop systems for error
reduction or mitigation, then anonymous reports may be
generally less helpful than confidential reports. This belief is
supported by the experience of other safety reporting
systems; for example, those heading the Federal Aviation
Administration’s Aviation Safety Reporting System feel so
strongly that confidential reports provide superior informa-
tion that their system will not accept anonymous reports.6

Threats to Confidentiality of the PSRS Data
Clinicians and office staff using a medical error reporting
system need to feel that they can make a report without
fearing disclosure, which may lead to discipline or malprac-
tice lawsuits. While we follow stringent electronic data
security processes to protect against unauthorized access to
ASIPS report data, we have no control over the legal
discovery of report data through subpoena.

Many efforts to reduce errors are part of quality improvement
processes within health care organizations. The information
gathered for quality improvement cannot be subpoenaed for
a lawsuit in many states. State quality assurance laws (also
called peer review legislation) usually protect organizational
quality improvement databases from legal discovery. These
laws do not protect quality improvement databases, however,
if organizations share their data with anyone outside the
organization. Thus, the legal protection does not apply to
projects such as ASIPS, in which multiple organizations are
contributing medical error reports to a single database that
crosses those organizational boundaries. Furthermore, if an
organization shares quality improvement data for a specific
medical error, that organization’s internal quality improve-

F i g u r e 1. ASIPS confidential reporting Web form.
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ment information concerning that case may also be sub-
poenaed.1 Thus, the risk of having someone identify a specific
report within a shared database, such as the ASIPS database,
hasmore to dowith the loss of the organization’s internal data
protection than with the details included in the shared
database.

For ASIPS and other patient safety improvement projects that
cross organizational boundaries, the ability to protect all
medical error databases from subpoena becomes a trouble-
some issue. To date, most multi-institutional medical error
collection systems have focused on collecting anonymous
reports,5,7 presumably to reduce risk if legal discovery were
to occur.8 ASIPS was developed with the belief that more
detailed and useful information could be derived from
confidential reports; thus, we needed to examine the legal
threats to discovery that the ASIPS project might face.

By being a multi-institutional research project housed within
the University of Colorado, the ASIPS database is not
protected from subpoena by Colorado’s peer review legisla-
tion, which protects quality improvement activities as long as
the information remains within the individual institution
conducting the quality improvement activity.9 Federal laws
appear to offer more protection but remain essentially
untested. The ASIPS project is funded by AHRQ; thus, our
research database is technically protected from subpoena by
the statutory confidentiality provision of AHRQ’s authoriz-
ing legislation10; however, this protection has not yet been
tested through litigation.11 To date, no attempt has been made
to subpoena research data protected through AHRQ
(AHCPR) legislation, so the protection remains untested in
court. Besides disclosure by subpoena, research data may be
available under the Freedom of Information Act if collected
with federal support and used to justify changes in law.12

As of this writing, two federal bills (H.R. 663 and S. 720 of the
108th Congress) are under consideration by Congress that
would protect medical error reports (and associated organi-
zational patient safety information) from unintended discov-
ery. Both bills propose to modify Title IX of the Public Health
Service Act by designating patient safety information as
privileged and confidential and not discoverable in connec-
tion with a civil or administrative proceeding.

Because current laws cannot absolutely guarantee the
confidentiality of the information contained in the ASIPS
database nor protect the organizations that participate in
ASIPS, one of our primary objectives was to design a system
that makes this information as untraceable as possible,
without sacrificing the valuable detail gained by confidential
investigation of medical errors. The goal was to create a
database that would not allow outsiders to positively identify
a safety event detailed in our database, should they gain access
to our data, to protect both the reporters and their orga-
nizations. Creating a database that would allow confidential
reporting while ensuring rapid and effective de-identification
of report data turned out to bemoredifficult thanfirst thought.
Very little help was found in the database design literature.

Others’ Experiences in Creating Confidential or
Anonymous Databases
The best known error reporting system that collects confi-
dential reports and then de-identifies them is the Federal

Aviation Administration’s critical incident reporting system
(known as the Aviation Safety Reporting System or ASRS),
maintained by NASA.13 The ASRS database fields, as de-
scribed in the NASA Reference Publication 1114,14 provide
very specific information concerning the event being reported.
Although the name of the reporter is removed from the
database, it is highly likely that someone with access to the
ASRS database and basic information about an aviation safety
event, such as date, time, type of plane, and location of event,
could match the ASRS data to the event in question. In fact, it
is likely that many reports could be matched to the reporter
based on the reporter’s role within the event, such as pilot or
controller. The ASRS database, however, is protected by
federal law so that it cannot be used in disciplinary actions.15

Therefore, the threat of matching reports with known events
was not a concern to the ASRS developers. Organizations
lacking such legal protections cannot use the ASRS database
model to develop a reporting system that protects medical
errors from possible re-identification based on reports.

In the health services research arena, investigators typi-
cally create a de-identified dataset for study by taking a set
of identifiablehealthdataand removingor transforming speci-
fic elements.16 The Health Insurance Portability and Account-
ability Act (HIPAA) identifies a range of data elements that
must be deleted or transformed to consider a data set ‘‘de-
identified.’’17 Thus, we expected the literature to contain ap-
proaches for creating a secure database that would maintain
untraceable data. While we found several reports that explore
mathematical approaches to preserving critical relationships
within databases while prohibiting re-identification of the
original data element18,19 and a number of reports that discuss
network security issues thatmust be considered,20–23we could
find no literature that addresses the issues of maintaining
anonymity in a real time, de novo database.

Design Objectives
Balancing our needs as researchers of medical errors with our
participants’ need for protecting their confidentiality, we
embarked on an iterative design process to develop a system
that could store andmanage the many data elements required
for studying medical error reports. We identified three major
areas as significant threats to maintaining a database of de-
identified reports: (1) various date/time relationships be-
tween reported events, (2) tracking of reports at the practice
level, and (3) data security. Within these three areas we
identified nine specific requirements of the database:

Date/Time Relationships
1. Link all information pertaining to a single event in

a manner that does not identify the time (absolute or
relative) the event was reported or the place it occurred
without losing any internal event chronology.

2. Manage the data collection without time/date markers.
3. Capture taxonomic codes for events, identifying the

version of the coding taxonomy used for each event
without creating a relative time/date sequence.

4. Allow updates to records over time and record when an
update was made to a specific record for data analysis.

5. Capture change of number and type of events reported
over time without applying a time/date stamp to any
specific event.
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Track Types of Reports at the Practice Level

6. Identify practices that have reported and have not
reported specific types of events, without revealing which
specific event they reported.

Data Security

7. Protect the data from unauthorized viewing within our
own institution.

8. Protect the database from possible data loss without
maintaining copies of identifying information.

9. Create no paper trail for any step in the process except for
the initial event report when reported via paper.

Typical design features of relational databases often defeat the
intent of the above requirements. Even anonymous reports
may not be immune from linkage back to a particular indivi-
dual or institution if commondatabasemarkers link a report to
a specific or relative time. Various data management and data
protection systems create absolute or relative date/time
relationships within the database or between various copies
of the database. Removing classic data tracking elements, such
as time/date stamps and serial numbers, creates issues with
the management of data flow as well as issues in the desired
linkage of selected information, such as the types of patient
safety reports made by a given practice. Furthermore, typical
data protection procedures can defeat attempts to delete data
elements or mask reporting relationships.

System Description
We have spent 18 months developing and refining a database
to handle collection, storage, and analysis of medical error
reports, along with an integrated Web-based administrative
system to handle the workload. The features of the ASIPS
databaseandadministrative systemare summarized inTable 1.

The ASIPS database currently meets all design objectives we
set, according to two outside analyses performed by database
experts. In the following paragraphs, we discuss each
objective and describe how we addressed the issue. Along

the way, it may be helpful to refer to Figure 2, which shows
the essential steps and data elements related to a confidential
report as it goes through our system from initial report by
a participant to total de-identification, to analysis and storage.

1. The database must link all information
pertaining to a single event in a manner that
does not identify the time (absolute or relative)
the event was reported or the place it occurred
without losing any internal event chronology.
Internal chronology of the event (that is, what happened first
in the chain of events leading to the medical error) is always
maintained in the text of the report. Generally, people who
make a report clearly state what happened first, second, and
so on. We do not remove these references because they are
crucial to understanding the cascade of events that led to an
error. Instead, we focus on removing any references that
could identify the time (absolute or relative) that the event
was reported. Furthermore, the database maintains full
referential integrity between tables that describe an event.

Solving the absolute and relative time issue initially appeared
straightforward: we use a randomly generated ten-digit
number as the event identification number (primary key).
While this solution worked well, without careful attention to
detail, serial numbers invariably show up in tables linked to
the primary event table. Serial numbers in subsidiary tables
create a relative time/date stamp for the whole report. Some
of the subsidiary tables do not actually need a table-specific
primary key; instead, the random event ID serves to link rows
to other tables; thus, we completely dropped the serial
number to solve this issue. Other tables must contain their
own primary key, as well as be linked to the main table
(containing the original event information). This linkage is
particularly needed for tables that contain parent–child
relationships between data elements. These parent–child
relationships do not imply temporal relationships between
data fields; rather, they indicate a hierarchical relationships in
our taxonomy that must appear in the database.

Because we use a random digit ID in the main table of the
database, we chose not to use another randomdigit to serve as
the primary key for the subsidiary table, because using
multiple random digits can create problems with the parent–
child relationships. If an internal reflexive data type is used to
define the parent–child relationship, then the child must
always have a primary key number greater than the parent,
which cannot be guaranteed with a random digit as the
primary key for the subsidiary table. Our solution to the
parent–child problem is to use two fields to create a binary
primary key: the random event primary key and a second
‘‘serial’’ field that restarts at one for each event ID. This
approach organizes all data elements in the subsidiary table in
a hierarchical manner while maintaining the random order of
event recording (Fig. 3). This solution can be adopted for any
table that must maintain referential integrity and contains
multiple rows of data that need to be specifically ordered.

2. Manage data collection without time/date
markers.
The data management process for reports to ASIPS involves
up to ten steps, many of which are time-limited (Fig. 4). Any
given event report may move through these steps in many

Table 1 j Design Features of the ASIPS Database
and Administrative System

Database features
d Contact information and medical error information are stored

in separate databases
d Reports are assigned a random 10-digit identifier
d Contact information is automatically deleted at a predetermined

time after report submission
d Coding process creates database objects that describe types

of events to be tracked over time and place
d Database objects are tracked to practice name and general time

once a critical mass of similar objects exists in the database, but
no specific event can be traced to a time or location

d Data can be transferred to a third party for analysis; updated
fields are used to track changes without any time/date stamping

Administrative system features
d All administration and data management tasks are handled

through Web interface (leaving no paper trail)
d Administrative tasks related to processing reports are labeled

and embedded into each event report to manage workflow
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different pathways. To handle this complex process, we
created a series of data flow dictionaries and flags. Each event

report in the database has a pointer that indicates where it is

in the data collection, cleaning, coding, and review process.

When a time/date stamp is necessary, it is kept in a separate,

or staging, database and deleted after a preset period.

Confidential information will be deleted automatically after

a specified period, but may be deleted earlier when all data

are collected. While this tracking system creates a short-lived,

relative time/date stamp, once the event is fully coded, no

history of when or who handled the event is maintained.

3. The database must capture taxonomic codes
for events, identifying the version of the coding
taxonomy used for each event without creating
a relative time/date sequence.
Each event report is coded for analysis using a medical error
classification system modified for primary care. There
currently is no recognized standard for medical error coding.
In fact, there are few published taxonomies, and those that
have been published are either specific to a small branch of
medicine24 or broadly based on industrial literature.25 The
Institute of Medicine is scheduled to complete a report on

F i g u r e 2. Schematic of linking tables for error code objects to practices and time frames.
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data standards for medical error taxonomies in late 2003, but
this report is unlikely to include a model taxonomy.

We use a modification of the Victoroff taxonomy, which has
been used by one of ASIPS’s major partners, an insurance
company, to code malpractice claims for three years. Given
our desire to analyze PSRS data in conjunction with insurance
data, we chose to adopt and modify the Victoroff taxonomy
for our research. The Victoroff taxomony includes another set
of codes that describe procedures and medications involved
using other standardized systems. The taxonomy has
embedded hooks for all major coding systems so that CPT,
ICD, NDC, SNOMED, and even product serial numbers can
be linked into the system depending on the user’s preference.
For ASIPS, we use the taxonomy’s hooks for the International
Classification of Primary Care (ICPC), as it is appropriately
primary care-based.

Like many other error classification systems, the Victoroff/
ASIPS taxonomy is a work in progress that is modified from
time to time based on research notes captured at the time of
coding and qualitative analysis of event textual data. Thus, in
addition to capturing the error taxonomy codes and the
embedded ICPC codes, the database/administrative system
also needs to track the evolving taxonomy version used to

code a particular event report. The system needs to record the
following for each event: (a) the version of the taxonomy used
for coding, (b) the actual codes assigned to the event, (c) an
unpredictable set of parent–child relationships between
taxonomy codes, including multiple children, and (d) the
ICPC and the ICPC Drug classification codes related to the
event.

To record these pieces of information, we created a single, flat
table. Each row contains the binary primary key (random
digit ID + repeated code ID) as described above, a taxonomy
field, and a parent–child relationship field. The taxonomy
field also holds the taxonomy version code and codes for
ICPC and ICPC Drug, which are distinguishable by the
parent taxonomy code. Version control was a significant
problem: using version 1, version 2, and so on, creates a relative
time stamp. We finally solved this problem by using another
random number identifying each version with the current
version signified with a descriptive prefix. A full set of all past
taxonomy versions are sent to the analysis team so that each
coded event can be matched to the correct version. With the
exception of the currently used version, there is no way to
determine the order of previous versions. The ASIPS project
has used four versions of the Victoroff taxonomy and will

F i g u r e 3. Database structure for selected tables with the ASIPS database.
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continue to use our current version for the remainder of the
project—15 months.

4. Allow updates to records over time, including
updates to specific records already marked as
complete and previously transferred for data
analysis without using time/date stamps.
To solve this issue, we developed a series of flags. A flag is
automatically set to track when a completely coded event
report is transferred to the ASIPS analysts (who do not have
access to the whole database for security reasons). The
flagging system also flags reports that have been updated as
part of internal quality control and that need to be transferred
to the analysis staff again. The flags are reset each time an
event has a code altered and each time it is transferred for
analysis. Thus, the data analysis team can rapidly update
their copy of the datasets using append and update queries
without having to match thousands of codes by looking for
additions, deletions, or updates.

5. The database must capture change of number and
type of events reported over time without applying
a time/date stamp to any specific event, and

6. The database must identify practices that have
reported and have not reported specific types of
events, without revealing which specific event
they reported.
The use of confidential reports allows the ASIPS project to
potentially understand which offices have reported selected
types of events. This information is very helpful in identifying
practices that may have solutions to a particular type of error
(as indicated by their not reporting that type of error). While
we would not assume that a lack of reporting equals a lack of
errors, we would like to see if this is the case. Additionally,
understanding which offices have not reported selected types
of events may indicate practices that need education about
recognizing a particular type of medical error. Similarly,
because a major goal of ASIPS is to create interventions to

F i g u r e 4. The data management process for reports to ASIPS involves many steps, most of which are time-limited. An event
report may move through these steps in many different pathways.
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reduce errors, it is important to understand the rough
frequency of reports or the nature of reported events before
and after interventions are implemented to help determine
effectiveness. This type of tracking would be simple if we
maintained time/date stamps. Thus, the desire to understand
which practices have and have not reported a particular error
conflicts with the de-identification process.

Design objectives 5 and 6 were solved in a similar fashion.
The ASIPS solution to this problem is to begin tracking
practices that report certain event types and the time frames
of the reports after a threshold number of events of this nature
have been reported. The error taxonomy codes that describe
an event are best conceptualized as objects; that is, sets of
codes that appear together. Thus, to track error types, the
database must assemble and count each coded event as a set of
objects (Fig. 5). Time frames are broken into large lumps of
time, such as quarters of a year. Like objects are counted, and,
once the threshold is reached, all future similar objects have
a practice code and general time frame attached in different
tables. (We elected to count reports after a threshold is
reached because one is less likely to be able to match a known
event to a single report among many similar types of reports
recorded in our database.) The event taxonomy object and
the practice code or time frame code are stored without any
other identifying data as simple linking tables (Fig. 2 step 5
and Fig. 5). This process meets the location and time frame
tracking criteria without linking any single event to a practice
or time.

7. Data must not be viewable by others within the
University of Colorado Health Sciences Center
campus or within our own research enterprise.
The ASIPS data are stored on a dedicated, secure server with
no access outside the institutional firewall and limited
internal access. Each directory is further limited to a subset
of users using standard Microsoft security tools. The ASIPS
database is encrypted using a symmetric block cipher
cryptography. Block ciphers are cryptographic algorithms
that operate on 64-bit blocks of plain text. Some algorithms
use fix-length keys; for others the key length may vary. We
use RC2 block cipher encryption developed by RSA Data
Security, Inc. RC2 is a variable-key-length block cipher;
however, when using the Microsoft Base Cryptographic
Provider, the key length is hard-coded to 40 bits. When using
the Microsoft Enhanced Cryptographic Provider, the key
length is 128 bits by default and can be in the range of 40 to
128 bits in 8-bit increments. A randomly generated 128-bit
RC2 key is created and stored in the registry of the Web
server. This key is used by Web pages to encrypt or decrypt
data at the field level. One must be an authenticatedWeb user
to be able to read the data in an unencrypted format.

8. Protect the database from possible data loss
without maintaining copies of identifying
information.
We addressed the tension between our need to protect
data from catastrophic loss and our need to not maintain

F i g u r e 5. Simplified representation of error code objects from a coded event.
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copies of identifying information by backing up only the
nonidentifiable data. The routine processes of data pro-
tection—such as nightly, weekly, and monthly backups; hard
drive imaging; and off site data storage—can lead to keeping
extra, unsecured copies of identifying confidential informa-
tion. For example, reporters’ identities must be stored for ten
days to allow us to follow-up on medical error reports. We
bypass usual data protection for this staging database: we
perform a nightly image, only, of the ASIPS confidential
contact information database, overwriting the image file each
night. Thus, temporary contact information is more vulner-
able to data loss, but information intended for deletion is not
stored on several different tapes with varying shelf lives.
While we created a second database for contact information
that is linked and imaged but not written to a tape backup, an
alternative solution could be setting up the database so that
selected tables within a database are not written to the tape
backup system. If the issue of backups is not considered and
discussed with both the database developers and the net-
work support staff, efforts to de-identify information can
be negated through any one of the (usually desirable) data
protection mechanisms discussed above.

The complete deletion of confidential contact information is
not the only concern posed by routine data protection acti-
vities. The creation of a series of backup copies of the database
creates another set of time/date stamps. By addressing each
copy of the database in sequence it would be easy for someone
outside the ASIPS project, if given access to our system
through court order, to determinewhen a particular eventwas
recorded into thedatabase, thus, establishing a close proximity
to the event occurrence date. To deal with this proximal time
stamp, the ASIPS project has adopted a limited data backup
protocol. An image of the ASIPS database is encrypted a
second time (described above) and imaged nightly. This image
is overwritten each night. Weekly database backup files are
kept for three weeks, and monthly we ship a copy of the data-
base off site. Theweekly backups are overwritten eachmonth.
Thus, only a very limited time sequence can be re-established
fromourbackup copies. This two-month time frame is likely to
pass before any legal inquires for a particular event are filed.
Thus, an individual searching tape backups to establish a date
of an event is likely to find the event present in all backup
tapes. This systemdegrades our ability to recover lost data, but
we believe it is a useful trade-off for increased security.

9. The whole process must not create a paper trail
for any step in the process except the initial event
report for those individuals choosing the paper
reporting method.
Moving the entire process to an electronic system solved this
issue. With the exception of the initial paper reports, which
are shredded immediately after data entry, there are no paper
copies of reports to be accidentally left lying around, none to
be legally discovered, and none to be lost.

Status Report
The ASIPS reporting system and administration database has
handled more than 500 reports of medical errors, resulting in
over 8,000 recorded taxonomy codes. The day-to-day
management of the data collection, review, and coding runs

smoothly. The Web management tool handles the complex
tasks of communicating work assignments, directing data
collection, and tracking each report through the process.
Project staff members receive from the system their work
assignments for confidential report follow-up, including
specific interview questions developed from initial review
of the report. Staff members often are not present during the
assignment of follow-up activities, but cases assigned to them
show up under their work list based on login. Follow-up
interviews for confidential reports are directed by a browser-
based set of data collection screens that guide data collection
and provide for direct data entry.

To assess our success with de-identifying reports in our
database, we sent a copy of the empty database to two data
experts to determine if they could create a relative order of
events or link an event to a practice. They both stated it was
not possible.

The ASIPS project has received no requests for release of data
to third parties. Even if the ASIPS database proves immune to
discovery, it remains unknown whether the act of sharing
specific patient safety data makes an organization legally
vulnerable to having its internal quality improvement data
subpoenaed. Our attorneys believe that a claimant’s legal
team would have to prove that ASIPS received a report about
a particular event. It is most improbable that our participants
report every medical error they know of, so it would be very
difficult to make the case that we definitely received a report
about a particular event. If one could make that case, our
participating organizations would lose their quality improve-
ment data protection. Because it is nearly impossible to make
that case, their data should be safe from legal discovery.

Nonetheless, the issue of confidentiality remains one of signi-
ficant concern to some participating organizations. Despite
the efforts described above to safeguard report information,
one organization involved in ASIPS will only permit their
employees to file anonymous reports. In a recent survey of
clinicians and staff participating in the ASIPS project, 20%
identified safety of the reports as a concern.

Discussion
The collection, follow-up, coding, and analysis of medical
errors are important steps in designing improved medical
care systems.26 Studying errors across multiple organizations
yields more generalizable findings concerning the types,
frequency, and consequences of errors, as well as the effect of
a given intervention. In most states, activities that cross insti-
tutional boundaries cannot use peer review legislation to
protect the collected information. The federal legislation
designed to protect research data collected in federally funded
studies provides unproven protection from disclosure. Thus,
it is imperative that database designers direct their attention
to features that support or hinder the true de-identification of
reported medical errors.

Developing databases that track events and changes in events
over time without revealing a time sequence for a given event
is atypical but important in the current medical-legal climate
of the United States. Legal opinions vary, but it is possible the
current safety efforts of national organizations could lead
to unwanted disclosure of medical errors. The reporting of
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sentinel events to JCAHO, drug safety events to the U.S.
Pharmacopeia, and the emerging efforts of the National
Quality Initiative to collect multi-institutional data all have
the potential to lead to undesired disclosure of information
either from the reporting system or from court-ordered disc-
losure of internal institutional investigations. Unwanted disc-
losure of information purportedly held in confidence could
have a chilling effect on the use of reporting systems, with
effects reaching beyond medical event reporting systems.

Selected states, for example, California and Oklahoma, have
expanded peer review legislation such that multi-institutional
reporting systems can be included within peer review.1

Colorado recently passed similar legislation, although initial
legal opinions indicate the ASIPS project would still not be
protected under the revised statute. Whether research can be
incorporated into peer review–protected systems also is deba-
table. Until federal legislation specifically protecting patient
safety reporting systems is passed and tested in the courts, we
believe it is important for developers and operators of such
systems to pay attention to the issues discussed in this report.

The role of patient safety reporting systems is yet to be fully
delineated. In general, reporting systems are known to collect
only a small percentage of all medical errors. Thus, safety
reporting systems may not be sensitive to changes in actual
rates of events. Anonymous systems have limitations for root
cause analysis and best practices research that the ASIPS
system overcomes. The goals of the ASIPS system—including
tracking types of events to particular practices (institutions)
and general time frames—are unlikely to be unique to the
ASIPS project. We have presented an approach to solving the
issue of de-identifying reports that may apply to other error
reporting systems. Here we have described selected problems
with the use of standard relational database designs and have
highlighted features of the ASIPS system that overcome some
of these problems in the hopes of stimulating a dialogue that
will further work in the area.
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