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1. Given the high frequency of medication errors with resultant patient harm and cost, their prevention is a worldwide priority for

health systems.

2. Systems that use information technology (IT), such as computerized physician order entry, automated dispensing, barcode
medication administration, electronic medication reconciliation, and personal health records, are vital components of strategies to
prevent medication errors, and a growing body of evidence calls for their widespread implementation.

3. However, important barriers, such as the high costs of such systems, must be addressed through economic incentives and

government policies.

4.This paper provides a review of the current state of IT systems in preventing medication errors.

A substantial body of evidence from international litera-
ture points to the risks posed by medication errors and the
resulting preventable adverse drug effects. In the USA,
medication errors are estimated to harm at least 1.5 million
patients per year, with about 400 000 preventable adverse
events [1]. In Australian hospitals about 1% of all patients
suffer an adverse event as a result of a medication error [2].
In the UK, of 1000 consecutive claims reported to the
Medical Protection Society from 1 July 1996, 193 were
associated with prescribing and medications [3]. Medica-
tion errors are also costly — to healthcare systems, to
patients and their families, and to clinicians [4, 5].

Prevention of medication errors has therefore become
a high priority worldwide.There is mounting evidence that
systems that use information technology (IT), such as com-
puterized physician order entry, automated dispensing
cabinets, bedside bar-coded medication administration,
and electronic medication reconciliation, are key compo-
nents of strategies to prevent medication errors. T systems
have also been reported to have the potential to save up to
$88 billion over 10 years in costs in the USA, with increasing
adoption [6, 7]. Hospitals with automated notes and
records, order entry, and clinical decision support have
fewer complications, lower mortality rates, and lower costs
(8,91

Here | review the current state of various IT systems in
preventing medication errors.

The medication management
process

Medication management is a complex, multifaceted
operation involving multiple people and numerous steps.
Table 1 describes the various steps in a typical medical
management process, the estimated error rate for each
step, and the ‘true’ error rate based on the likelihood that
the error will be intercepted [10-12]. Since medication
administration is the last step in the process, the intercept
rate is understandably very low.The last column in Table 1
lists the IT systems that target each step in the process.
Many institutions are now implementing a ‘closed-loop’
system, i.e. end-to-end electronic medication manage-
ment with seamless flow of information along the process.

Information technology systems in
medication management

Clinical decision making is a complex process that
depends on human ability to provide undivided attention
and to memorize, recall, and synthesize huge amounts of
data - all vulnerable areas. IT systems can improve access
to pieces of information, organize them, and identify links
between them. Clinicians often ‘know’ the information
(such as a patient’s allergies, a drug recall warning, or a
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Table 1

Steps, error rates, and IT systems in medication management

Error rate, % Intercept rate, %

True error rate, %

Relevant IT systems

Prescription 39 48
Transcription 12 33
Dispensing 11 34
Administration 38 2

22 CPOE with decision support
Electronic medication reconciliation
11 Automated transcription
10 Robots, automated dispensing cabinets
51 Bar-coding, electronic medication administration

CPOE, computerized physician order entry.

drug-drug interaction) but forget to consider it at the time
of prescribing. IT systems are effective in bridging this
‘knowing-doing’gap [13], by presenting the relevant infor-
mation to the clinician at the time of decision making.

Computerized physician order
entry with decision support

Since most errors occur at the prescribing step, computer-
ized physician order entry (CPOE) with patient-specific
decision support is a potentially powerful intervention for
improving patient safety. Common prescribing errors
include using the wrong drug or dosage form, incorrect
dose calculation, not checking for allergies, and failure to
adjust dosages in patients with renal or hepatic dysfunc-
tion [14]. CPOE systems work by (i) making sure that the
order is legible and complete, including all necessary infor-
mation, such as dose, route, and dosage form; (ii) checking
for problems such as drug allergies and drug-drug inter-
actions; (iii) providing dosage adjustment calculations
based on clinical features such as weight or renal function;
(iv) checking for appropriate baseline laboratory results,
such as platelet count and international normalized ratio
for patients receiving anticoagulants; (v) computing drug-
laboratory interactions, such as alerting the prescriber to a
low potassium concentration when digoxin is being pre-
scribed; and (vi) updating the prescriber with the latest
drug information, such as the need to avoid rofecoxib after
it had been withdrawn by the manufacturer.

Figure 1 shows a variety of decision support alerts
embedded in an intravenous heparin prescribing screen.

Of the various systems used in the medication process,
CPOE systems have the largest impact on reducing medi-
cation errors, with reported error reductions of 55-83%
[15,16].0Other studies have shown impressive reductions in
antibacterial drug-related adverse events [17], reduced
lengths of stay [18], and improved dosaging of psychoac-
tive drugs in elderly people [19].

Pharmacy dispensing systems

With the high volume of medications dispensed in hospi-
tals, dispensing errors are common, often go undetected,
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and can have serious consequences [20]. For example, it
has been estimated that >44 000 errors occur annually in a
735-bed hospital dispensing 6 million doses per year [21].
A variety of systems, such as drug-dispensing robots and
automated dispensing cabinets, reduce dispensing errors
by packaging, dispensing, and recognizing medications
using bar codes [22, 23]. In a recent evaluation of the
impact of bar-coding drugs in pharmacy and checking
them before they are sent to patient care units, the dis-
pensing error rate fell by 31% after bar-code implementa-
tion in pharmacy, and the potential rate of adverse events
fell by 63% [24].

Bar-coded medication
administration

Bar-coded medication administration (BCMA) systems
require that the nurse who administers the medication at
the bedside should scan the patient’s identification brace-
let and the unit dose of the medication being adminis-
tered. The system alerts the nurse to any mismatch of
patient identity or of the name, dose, or route of adminis-
tration of the medication.BCMA reduces medication errors
by ensuring the five rights’ of medication administration:
the right patient, drug, dose, route,and time.BCMA systems
reportedly produce 54-87% reductions in errors during
administration of medications [25]. In a London teaching
hospital, implementation of a ‘closed-loop’ system includ-
ing CPOE and BCMA reduced prescribing and medication
administration errors [26]. BCMA is reviewed in more detail
elsewhere in this special issue [27].

Electronic medication reconciliation

With growing recognition that many inpatient medication
errors occur at care transition points, reconciliation of
medication lists during admission, transfer and discharge
is an important step in improving safety. CPOE systems are
effective in reducing errors during prescribing; however, a
CPOE system cannot detect an error if the physician does
not remember to prescribe a medication that the patient
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Weight, last heparin dose, and
related laboratory tests
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S —

IV Dose:

RECOMMENDATION: MAX DOSE 1.000 UNITS/HR. MAX RATE 10

Max Dose Alert: v /r.

Figure 1

An example of decision support alerts embedded in the prescribing (order entry) screen for intravenous heparin

was taking at home. There is preliminary evidence that
electronic medication reconciliation systems are quite
effective in reducing such unintended discrepancies [28].

Personal health records

Personal health records (PHR) engage and empower
patients in their own medical care. An individual can main-
tain a paper-based record, but in the current context a PHR
is defined as ‘a set of computer-based tools that allow
people to access and coordinate their lifelong health infor-
mation and make appropriate parts of it available to those
who need it’' [29]. Implementation of such a record may
consist of a‘stand-alone’ website for patients to enter their
medical data, or a physician/hospital-hosted patient
portal, giving patients access to their electronic health
record (EHR), or an employer/payer portal giving patients
access to claims data.

Online medication lists are an essential component of
most PHRs. Patients can access medication information
from multiple providers, reconcile them, update them, and
share them with their physician. A patient-initiated medi-
cation reconciliation system is likely to be more accurate,
as patients know not only what has been prescribed but
what they are actually taking. Furthermore, advanced PHRs
provide decision support tools, such as checking for drug
allergies and drug—drug interactions and allowing patients
to anticipate potential medication errors and alert physi-

cians to them. Since this is an emerging area in health [T,
there is no hard evidence as yet; however, there is much
optimism about its potential effectiveness in reducing
medication errors [30].

Decision support to reduce
medication errors of omission

We often focus on the role of IT in preventing errors
of commission (e.g. the wrong dose, route, medication).
However, medication errors of omission can have an
equally significant impact when evidence of the benefit of
the medication is clear [31]. For example, for patients with
heart failure due to left ventricular dysfunction, prescrip-
tion of an angiotensin-converting enzyme inhibitor or
angiotensin receptor antagonist is the most useful mea-
sure in reducing mortality and rehospitalization in the
first 60-90 days after discharge [32]. In a pilot study the
implementation of a‘smart’ electronic discharge summary
that reminds physicians to prescribe these medications
improved the prescription rate from 88 to 100% [33].
Similar systems can be used to remind physicians to
prescribe other important medications, such as aspirin or
B-blockers after myocardial infarction.

Concerns and problems

Although IT systems provide clear and compelling mecha-
nisms for reducing medication errors and improving
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safety, with a significant body of evidence to support their
role, there are several concerns about their widespread
clinical use.

First, there is scepticism about the evidence regarding
the impact of such systems on clinical outcomes. Most of
the current evidence is based either on single-site evalua-
tions in large academic hospitals that have developed the
systems internally and incrementally [34], or on large-scale
economic models relying on projections [35].The former is
limited by questionable generalizability of the findings, as
most hospitals will be implementing commercially devel-
oped systems with few resources for customization. The
latter seem to overstate the potential benefits of IT by
making calculations based on best-case scenarios. These
problems are being addressed in more recent reports
based on rigorous methods demonstrating the positive
impact of a number of different IT systems and their clini-
cal implementations, across multiple institutions, on a
broad range of clinical outcomes such as inpatient mortal-
ity, length of stay, complications, and costs [8].

A second concern is raised by evidence of the potential
negative consequences of IT systems on patient safety
[36].IT systems can adversely affect clinical care by gener-
ating more work or new work for clinicians, causing work-
flow problems, or even generating new kinds of errors
[37]. These cautionary reports underscore the fact that IT
systems must be designed to optimize clinical workflow
and must be continually improved. One approach to
addressing this problem is to require that clinical IT
systems in the market place be tested and approved by a
certification agency, such as the Certification Commission
for Healthcare Information Technology (CCHIT - http://
www.cchit.org) in the USA. This certification process
assures a buyer that a system meets minimum standards
in the domains of functionality, interoperability, and
privacy and security. Although voluntary, this is similar to
approval of medications by the US Food and Drug Admin-
istration (FDA), screening out grossly harmful products.
Even so, all drugs by the approved FDA still carry risks of
potentially harmful effects, especially if they are used
inappropriately.

Third, itis being increasingly recognized that to prevent
medication errors it is not merely the IT system itself that is
important, but its implementation, in other words how it
has been incorporated into clinical processes and work-
flow and how users actually use it in routine clinical care,
sometimes described as the sociotechnical environment
of the clinical workplace. For example, in one study there
was a threefold increase in mortality in children after
implementation of CPOE [38]. However, in another study
there was a 36% reduction in standardized mortality using
exactly the same software but with a different implemen-
tation strategy [39]. The current approach to IT standard-
ization and certification is focused on the functionality of
the system, but does not address its implementation or
usability by clinicians.
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IT systems must be widely implemented for most
patients to derive benefits. However, currently only 10% of
US hospitals use CPOE and <25% of US physicians in office
practices use EHRs [40]. The main barriers to widespread
adoption are the high costs of the systems and an environ-
ment of misaligned incentives, in which hospitals and phy-
sicians pay for the systems, but the insurance companies
reap greater financial benefits. One important mechanism
to remove this hurdle is through financial incentives to
healthcare organizations. The Obama Administration has
already proposed incentive payments to Medicare and
Medicaid providers and hospitals for using CCHIT-certified
EHRs in the widely anticipated 2009 economic stimulus
bill. For years, US federal law, commonly called the Stark
law, made it illegal for hospitals to assist outside physicians
financially in acquiring EHRs. Recently, these restrictions
have been significantly softened, removing an important
legal barrier from financial incentives for the adoption of
such records [41].

Conclusion

IT systems are key components of a multifaceted strategy
to prevent medication errors and improve patient safety.
However, we need to be mindful of their potential to affect
clinical workflow adversely, with attendant complications.
Improving standardization and certification of the design
and implementation of such systems should help. In addi-
tion, creating an economic and policy environment condu-
cive to the financial goals of hospitals and physicians will
facilitate wider adoption.
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