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SYNOPSIS

Objective. Integrated infectious disease surveillance information systems have 
the potential to provide important new surveillance capacities and business 
efficiencies for local health departments. We conducted a case study at a 
large city health department of the primary computer-based infectious disease 
surveillance information systems during a 10-year period to identify the major 
challenges for information integration across the systems.

Methods. The assessment included key informant interviews and evaluations 
of the computer-based surveillance information systems used for acute com-
municable diseases, human immunodeficiency virus/acquired immunodeficiency 
syndrome, sexually transmitted diseases, and tuberculosis. Assessments were 
conducted in 1998 with a follow-up in 2008. Assessments specifically identified 
and described the primary computer-based surveillance information system, 
any duplicative information systems, and selected variables collected.

Results. Persistent challenges to information integration across the informa-
tion systems included the existence of duplicative data systems, differences 
in the variables used to collect similar information, and differences in basic 
architecture. 

Conclusions. The assessments identified a number of challenges for informa-
tion integration across the infectious disease surveillance information systems 
at this city health department. The results suggest that local disease control 
programs use computer-based surveillance information systems that were not 
designed for data integration. To the extent that integration provides important 
new surveillance capacities and business efficiencies, we recommend that 
patient-centric information systems be designed that provide all the epide-
miologic, clinical, and research needs in one system. In addition, the systems 
should include a standard system of elements and fields across similar surveil-
lance systems.
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Integrated or linked infectious disease surveillance 

information systems would provide important new 

surveillance capacities and business efficiencies.1 Inte-

grated systems would permit, for example, the monitor-

ing of comorbidities, targeting of scarce public health 

resources for comorbid populations, and limiting of 

missed opportunities for tracking comorbid individuals. 

Integrated systems may also decrease duplicative data 

entry for comorbid individuals and lessen reporting 

burdens. Given that most surveillance information 

systems are now computer-based, integrated systems 

may also provide additional business efficiencies by 

allowing for the sharing of information technology 

resources including staff, training, infrastructure, and 

architecture.

The integration of public health information systems 

can be achieved in a number of ways. For example, 

integration may involve enabling linkages between 

existing information systems or developing a single 

comprehensive information system that incorporates 

all the information across different programs. Regard-

less of the way in which the information systems are 

integrated, the most critical aspect of integration 

is the ability to identify the same individual from 

one information system to the next. This requires a 

method to link one person’s information from one 

disease control information system to the next, such 

as linkage by a unique identifier. In the absence of a 

unique identifier, matching algorithms can be used 

that rely on a selected set of consistently collected 

demographic variables such as name, date of birth, 

social security number, age, and race/ethnicity. The 

current era of computer-based public health surveil-

lance systems makes the capacity for integration great, 

given that programs can be written for matching by a 

unique identifier or matching algorithm. The reality 

of integration, however, may be different.

The added public health benefit of integrated infec-

tious disease information systems is in part dependent 

on the extent to which comorbidities exist at the point 

of integration. At one large city health department, 

previous work had been conducted suggesting that 

there was considerable overlap in patient populations 

among the city’s infectious disease surveillance pro-

grams including acute communicable diseases (ACDs), 

human immunodeficiency virus (HIV)/acquired 

immunodeficiency syndrome (AIDS), sexually trans-

mitted diseases (STDs), and tuberculosis (TB).2–4 For 

example, among African American patients referred 

to the TB clinic, 13.6% had a history of syphilis and 

16.5% had at least one documented visit at a city STD 

clinic.3 This study and other work suggest that, at least 

at this large city health department, integrated infec-

tious disease information systems have the potential 

to improve the effectiveness and efficiency of public 

health surveillance.

The idea of integrating public health surveillance 

information is not new.1 At the Centers for Disease 

Control and Prevention (CDC), efforts toward inte-

gration began as early as the 1990s, with initiatives 

aimed at creating common data standards and infra-

structure across surveillance information systems. For 

example, the development of the National Electronic 

Telecommunications System for Surveillance (NETSS) 

in 1990 defined a standard case report format and set 

of variables for disease reporting across programs.5,6

Subsequently, in 1999 the National Electronic Dis-

ease Surveillance System (NEDSS) promoted a more 

integrated architecture for public health surveillance 

information by allowing for Internet-based reporting 

of public health, laboratory, and clinical data.7 Other 

integration initiatives followed at CDC, including the 

Public Health Information Network in 2004 and the 

creation of the National Center for Public Health 

Informatics in 2006.8,9 These initiatives showed an 

increasing recognition by CDC that surveillance systems 

across disease control programs shared many com-

mon practices and reflected a broader effort to move 

from stand-alone solutions to networked, integrated 

solutions.1,8

We conducted a case study at a large city health 

department of the primary computer-based infec-

tious disease surveillance information systems during 

a 10-year period to identify the major challenges for 

information integration across the systems.

METHODS

We assessed the computer-based surveillance informa-

tion systems in one large city health department among 

four infectious disease control programs including 

ACDs, HIV/AIDS, STDs, and TB. The assessments 

took place in December 1998 and approximately 10 

years later in June 2008. The assessments included in-

depth interviews with key informants as well as database 

extraction and review.

Interviews

We conducted interviews, at a minimum, with the 

director of each local disease control program. If a 

different individual managed the surveillance database, 

that individual was interviewed. A standard interview 

was used with free-form dialogue to express the 

exchange of information. The interviews took one to 

three hours with additional follow-up in person or by 

telephone to clarify or provide additional information. 
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The interviewer collected supporting documentation 

including manuals, data dictionaries, data reporting, 

and flowcharts. 

The interviews first established which and how many 

computer-based and noncomputer-based surveillance 

information systems were in use within each of the 

four disease control programs. Second, the primary 

computer-based surveillance information system in 

each program was defined using the following criteria: 

(1) full name and alias of the surveillance system; (2)

number of records captured; (3) development applica-

tion; (4 ) description of the contents of the database; 

(5) time period of the data captured; (6 ) reporting 

agencies; and (7 ) number of duplicative surveillance 

systems in use—i.e., the number of information systems 

being used in addition to the primary surveillance 

system.

Database extraction and review

Following the interview in 1998, data were extracted 

from each of the primary surveillance databases (except 

for HIV/AIDS data due to confidentiality-related restric-

tions). The data extraction was conducted to compare 

a selection of demographic variables and their coding 

conventions across the systems. The selected variables 

were those that were frequently utilized in matching 

algorithms to identify the same individual across sur-

veillance information systems. The data extraction was 

also conducted to verify or supplement information 

obtained in the key informant interviews. In 2008, in 

lieu of the extraction process, we conducted a data 

review, including a comparison of the demographic 

variables, during the interview.

RESULTS

Background research and interview information

Following are descriptions of the primary computer-

based surveillance information systems utilized by the 

four infectious disease control programs in one city 

health department in 1998 and 2008. (Figure 1 sum-

marizes these findings.)

ACDs. In 1998, the Maryland Electronic Reporting 

& Surveillance System (MERSS)10 was the primary 

computer-based surveillance information system uti-

lized by the city health department’s ACD program 

to gather information and investigate outbreaks of 

diseases including (but not limited to) hepatitis B, 

hepatitis C, salmonella, shigella, and Lyme disease. 

MERSS was a Microsoft® Access-based system11 designed 

and implemented in 1998 by the Maryland State Health 

Department Division of Communicable Disease Surveil-

lance. MERSS, which contained approximately 10,840 

records with information from 1989 through 1999, was 

a case-centric system, meaning each record represented 

one reported case of disease. The database for the city 

resided physically at the state health department, and 

information was remotely entered at the city health 

department via dial-in access. Because of confidenti-

ality and data security concerns, access to the system 

for data entry, management, or analysis was restricted 

to one computer at the city health department. The 

system was capable of generating reports including 

line listings and frequencies by event date, and reports 

were provided regularly to the city and state health 

departments as well as CDC (via the state). 

In April 2006, the primary computer-based surveil-

lance information system transitioned from MERSS to 

the National Electronic Disease Surveillance System 

Base System (NBS), a system designed and supported 

by CDC.12 In contrast to the case-centric nature of 

MERSS, the NBS is patient-centric and Internet-based, 

allowing for data exchange using established CDC and 

industry data standards.13 The database remains physi-

cally at the state health department and is populated 

with approximately 46,137 cases including informa-

tion from 2006 to June 2008. At the 2008 follow-up 

assessment, MERSS was still being maintained as an 

archival database to permit the examination of tempo-

ral disease-specific trends with data prior to 2006. In 

addition, the city ACD program maintains a separate 

Microsoft® Excel14 database that predates NBS and 

serves the specific function of tracking all reported 

ACD outbreaks in the city. 

HIV/AIDS. In 1998 and 2008, the HIV/AIDS Report-

ing System (HARS) was the primary computer-based 

surveillance information system in use by the HIV/

AIDS program at this city health department.15 HARS 

is a CDC-supported system developed in PRODAS.16

HARS supports the collection of demographic, risk, 

clinical, and laboratory data on people diagnosed with 

either HIV infection or AIDS. The identifying infor-

mation and modules used for the data collection have 

changed over time for this program. These changes 

were a result of a switch in 2007 from unique-identifier 

reporting for HIV to name-based reporting. The 

database in 1998 resided physically at the city health 

department; however, the database was moved to the 

state health department in 2008. The shift reflected a 

larger change occurring around 2000 when the state 

(vs. local jurisdictions) began to manage all HIV/AIDS 

surveillance. 

HARS is designed as a patient-centric system, 

although prior to the name-based reporting of HIV, 

HIV cases were handled in a case-centric way. In 

2008, HARS at this city health department included 
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information on approximately 16,400 AIDS cases from 

as early as 1981. HIV/AIDS information is collected 

from physicians, hospitals, laboratories, and death cer-

tificates. HARS has the capability to produce statistical 

analyses and local tabulations for generating reports to 

the city and state health departments and to CDC. The 

city health department maintains a duplicative database 

of HIV and AIDS patients so that it can have immediate 

local access to data that were otherwise controlled and 

managed at the state level. At both assessment time 

points (1998 and 2008), there was no reported use of 

a module that facilitated linking between CDC’s HIV 

and STD information systems.

STDs. In 1998 and 2008, the city STD program utilized 

STD*MIS as its primary computer-based surveillance 

information system to collect demographic, risk, and 

clinical information on confirmed case reports of 

STDs (including HIV in some cases).17 STD*MIS is a 

case-centric, CDC-supported application developed in 

xBase++18 and provided to state and local health depart-

ments. The application is intended to address common 

data management issues facing STD programs nation-

ally, including the electronic transfer of morbidity data 

to CDC via NETSS and the management of STD field 

investigations. At this city health department, STD*MIS 

was implemented in 1996 and was initially only used 

to track confirmed syphilis cases. In 1998, the system 

contained 7,500 syphilis case records. In 1999, the use 

of STD*MIS was expanded to track confirmed cases of 

chlamydia, gonorrhea, and HIV (for HIV, only when 

an STD program clinic, outreach activity, or affiliate 

conducted the testing). By 2008, more than 250,000 

cases were in the system. Data were collected from the 

state health department, public STD clinics, outreach 

counseling and testing programs, disease intervention 

and case management specialists, laboratories, and 

private physicians, and were regularly reported to the 

city and state health departments and to CDC. 

Prior to the use of STD*MIS and in duplicative 

use today, the city STD program operates three other 

computer-based STD surveillance information systems. 

The information captured by the systems overlaps 

in part with the STD*MIS information and with the 

other systems. One duplicative information system 

was a locally developed registry. The registry included 

information on all confirmed cases and negative test 

results of patients tested for gonorrhea and chlamydia. 

The registry was fed information from two public 

health STD clinics, which had two separate informa-

tion systems, including the registry information as well 

as all clinic encounter data for all individuals tested 

for STDs. In 2008, a new application called Insight19

replaced the clinic-based information systems. 

TB. The city health department uses the Tuberculosis 

Information Management System (TIMS) to manage 

TB cases and to track and report TB-control program 

activities.20 TIMS was developed using the computer 

application development system PowerBuilder.21 Use 

of TIMS began in 1998, and it was still in use in 2008 

(although TIMS has been retired as of January 1, 2009). 

TIMS automated the administration of TB prevention, 

surveillance, and control programs, and provided 

electronic reporting capability through NETSS. TIMS 

tracked, reported, and verified cases of TB by name 

with active follow-up. In 2008, there were 1,029 cases 

in the system. 

The application was a six-module design with the 

following modules: (1) client, (2) surveillance, (3)

patient management, (4) program evaluation, (5)

daily program operations, and (6) system. In 1998, 

only the client module was implemented; by 2008, 

the surveillance module was also in use. Data for the 

two modules were collected from clinics, laboratories, 

pharmacies, and private providers. The city TB program 

operated two duplicative systems. The first was TIMS 

loaded onto a separate server to enable the tracking 

of latent TB cases, and the second was a Microsoft®

Access11 database, which was analyzed using Epi Info™

to permit the tracking and analysis of specific subgroup 

populations, such as refugees.22

Database extraction and review information

Variable data collection and coding structures. Although 

most of the primary computer-based surveillance 

information systems used by the city health depart-

ment programs collected what appeared to be the 

same demographic variables, there were many differ-

ences in how these variables were collected and coded. 

The included demographic variables (Figure 2) were 

selected for comparison because often these are vari-

ables used to link individuals among systems. 

The collection of name data varied from three fields 

in NEDSS and TIMS to two fields in STD*MIS and only 

one field in HARS. STD*MIS differed from the other 

three systems by not collecting the middle initial and 

by collecting nicknames. The collection of date of birth 

data showed similarity among the systems except for 

HARS, which, in contrast to the other three systems, 

collected only a two-digit year. The collection of gender 

data was also similar among the systems except that 

STD*MIS included a category for unknown gender. 

The collection of address data was similar for 

NEDSS, HARS, and STD*MIS with a few exceptions. 

Most notably, HARS did not collect street address 

information. The collection of race and ethnicity data 

showed differences by program. Three programs—
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NEDSS, STD*MIS, and TIMS—all collected ethnicity 

separately from race, whereas HARS collected ethnic-

ity together with race in one variable. The collection 

of information about race/ethnicity also differed by 

program. With regard to racial/ethnic categories, for 

example, the NEDSS program used four categories 

of race including white, black, other, and unknown, 

in contrast to the STD*MIS program, which used five 

categories of race including white, black, Asian/Pacific 

Islander, American Indian/Alaska Native, and other/

unknown. In addition, the coding for race/ethnic-

ity differed by program. For example, in the NEDSS 

program, ethnicity and race were coded as character 

variables, while the HARS, STD*MIS, and TIMS pro-

grams used numeric coding for race/ethnicity. Two 

of the four systems collected social security number 

(SSN) data.

DISCUSSION

The assessments of the four computer-based primary 

infectious disease surveillance systems in a large city 

health department during a 10-year period showed 

a number of challenges to information integration 

across the systems. One challenge was the existence of 

duplicative data systems within each of the programs 

at each assessment time point. The existence, extent, 

and persistence of duplicative systems suggest that no 

one information system fulfills all the needs of the 

local system. Thus, identifying one primary system 

for integration would be difficult, but also might have 

limited utility. 

Other common challenges were the differences in 

the variables used for collecting similar information, 

such as race/ethnicity, and the inconsistencies in the 

collection of specific variables across systems, such as 

SSN. We highlight SSN because it is a unique identifier 

and, if available and consistently collected, could be 

used to match individuals across disease control infor-

mation systems. The variability creates real barriers to 

de-duplicating individuals among the systems. 

The systems also differed in their basic architecture, 

such as the case- or patient-centric nature of the system. 

Transforming from a case- to patient-centric system 

represents a considerable effort, as it first requires the 

de-duplication of data within the case-centric systems 

to create patient-centric systems. A case- vs. patient-

centric system also represents a fundamentally differ-

ent approach to surveillance and, thus, may present 

additional barriers to integration.

Many of the identified barriers are symptomatic 

of the fact that categorical disease control programs 

have traditionally used a silo-based approach to disease 

surveillance. Although these systems were developed 

with similar goals—i.e., to facilitate epidemiologic 

assessment of disease trends and program management 

for a particular jurisdiction—historically, there was not 

the funding or full recognition of the importance of 

data integration.23,24 Thus, common data standards or 

elements were not implemented across the systems, 

resulting in part in program systems with different 

data-variable coding structures and poor compatibil-

ity, and limiting the capacity to address public issues 

such as comorbidities.23,25 Therefore, integrating data 

across systems for patient management, or for analysis, 

is difficult without substantial investment in recoding 

variables and programming resources. Furthermore, 

development of the systems was historically restrained 

by the technological capacity available at the federal 

and local level, within the context of a public health 

environment that has limited resources. Notably, the 

costs associated with developing and maintaining public 

health information systems, including IT staff, remain 

a major challenge. 

CONCLUSIONS

If evidence continues to show that integrated public 

health surveillance information systems would provide 

important new surveillance capacities and increase 

business efficiency, then this case study of the chal-

lenges associated with information integration of the 

computer-based infectious disease surveillance systems 

in one large city health department highlights a num-

ber of recommendations. Programs, such as these four 

infectious disease control programs, should attempt in 

cooperation with CDC to design information systems 

that are patient-centric and provide all the epidemio-

logic, clinical, and research needs (to the extent pos-

sible) in one system. A single system would limit or 

eliminate the need for duplicative information systems. 

A standard system of elements and fields should be 

implemented across similar surveillance systems. The 

variables should be consistent and identifiable as similar 

among the systems. In addition, CDC might consider 

providing sustainable applications to match datasets 

among surveillance systems, which would allow public 

health departments to at least conduct comorbidity 

assessments on a regular basis. 
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