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Abstract

Objective—The goal of this paper is to identify strategies for connectivity that will optimize
point-of-care testing (POCT) organized as small-world networks in disaster settings.

Methods—We evaluated connectivity failures during the 2010 Haiti Earthquake, applied small-
world network concepts, and reviewed literature for point-of-care (POC) connectivity systems.

Results—Medical teams responding to the Haiti Earthquake faced connectivity failures that
affected patient outcomes. Deploying robust wireless connectivity systems can enhance the
efficiency of the disaster response by improving health care delivery, medical documentation,
logistics, response coordination, communication, and telemedicine. Virtual POC connectivity
education and training programs can enhance readiness of disaster responders.

Conclusions—The admirable humanitarian efforts of more than 4000 organizations
substantially impacted the lives of earthquake victims in Haiti. However, the lack of connectivity
and small-world network strategies, combined with communication failures, during early stages of
the relief effort must be addressed for future disaster preparedness.
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“The future is already here, it’s just unevenly distributed.”—William Gibson

Medical disaster assistance after the Richter 7.0 scale earthquake on January 12, 2010, in
Haiti® illustrated the use of point-of-care testing (POCT).2:3 However, emergency and
disaster care requires connected systems to facilitate bidirectional flow of knowledge and
information. Point-of-care (POC) connectivity allows the exchange of diagnostic data
between devices and medical personnel for timely evidence-based treatment, disaster
response coordination, and wireless patient management. Availability of these functions at
the POC can improve disaster relief efforts and patient outcomes. The goals of this article
are to assess the immediate connectivity needs of disaster responders, to design innovative
networks for emergencies, and to recommend future solutions that use connectivity to
optimize the benefits of POCT in disasters.
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METHODS

Needs Assessment

We conducted PubMed searches to identify key POC connectivity considerations for
emergency and disaster care settings. Internet searches identified the timeline of events after
the Haiti earthquake, locations of hospitals in country, and relevant articles regarding POC
device use and connectivity. Additionally, medical personnel who responded to the Haiti
Earthquake were interviewed at the 2010 Integrated Medical, Public Health, Preparedness
and Response Training Summit* on June 2-6, 2010 and in teleconferences.

Haiti Small-World Network

Google (Google, Mountain View, Calif ) and World Health Organization (Geneva,
Switzerland) maps®© were used to illustrate the geographical relationship of Haiti’s health
care and transportation infrastructures relative to the earthquake epicenter. Names of
hospitals damaged or destroyed were collected from searches through internet news
media.”?

POC Disaster Response Testing

Internet searches also identified several POC devices used by or ready to deploy with
disaster responders. We identified the strengths and weaknesses of each technology and
provide POC connectivity recommendations.

RESULTS

Infrastructure

Figure 1 shows Haiti health care infrastructure, transportation systems, and disruptions
resulting from the earthquake. Power loss and physical disruption of communication
networks after the Haitian earthquake resulted in connectivity failures.”:8:10 Cell phone
towers and landlines were disabled. Cell phone service was unavailable for at least 17 days
in the capital, Port-au-Prince.

Coordination

Experiences described by attendees at the Integrated Training Summit* revealed an
uncoordinated response by multiple non-government organizations (NGOs) after the
earthquake. Each NGO group lacked situational awareness of their proximity to other
NGOs. Patient referral between NGOs and other health care providers was slow and
frustrating. Patient tracking technology often was unavailable. For example, a family
brought in a man that needed surgery. He was transported to the United States Navy hospital
ship, USNS Comfort, but his family was not allowed to follow. Neither the referring clinic
nor the family was able to receive information about the man except that he died on the ship.
The family could not locate the body.

Preparedness

Internet searches identified the availability of several POC technologies and platforms. The
“Lab-in-a-Backpack”! developed at RICE University (Houston, Tex) consists of a large
backpack that provides basic laboratory testing capabilities at the POC for the disaster
responder. Here, we modify the Lab-in-a-Backpack concept by enhancing it with
connectivity and POC pathogen detection capabilities (Fig. 2). We recommend small-world
network (SWN) connectivity solutions to enhance preparedness in the sections that follow.

Point Care. Author manuscript; available in PMC 2011 May 3.
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VISION, DISCUSSION, AND RECOMMENDATIONS
Disaster POCT

Enhanced disaster connectivity can be achieved with a “field area network” (FAN) for
POCT (Fig. 2). Key challenges a successful disaster response must overcome include
integrating robust multi-nodal FANs,2 connecting POCT results for documentation and
telemedicine,13-16 triaging and tracking patients,1 near-patient testing in connected hubs
and portable intensive care units (ICUs), overcoming unpredictable environmental factors,18
incorporating wireless modalities while minimizing security risks, and implementing
education and training to improve future preparedness.

Robust Connectivity Infrastructures

Regardless of disaster type, such as a hurricane, earth-quake, tsunami, or terrorist attack,
communication infrastructures often are destroyed during the catastrophic event,10.19.20
Even if the destruction is partial, the surviving networks quickly are inundated by the sudden
surge of users.10 Therefore, disaster responders need an alternative solution for restoring
connectivity.

Patricelli et al'2 described a mobile satellite system that quickly restores connectivity to
disconnected areas. The satellite connectivity system, called “MOBSAT” (Vizada,
Rockville, Md), delivers Wireless-Fidelity (Wi-Fi), Worldwide Interoperability for
Microwave Access (WiMAX), and satellite Internet access from a mabile trailer that can be
towed by a car or carried by an air vehicle. Through WiMAX, a scalable telecommunication
protocol governed by IEEE 802.16 standard,2! a MOBSAT trailer establishes a 1- to 8-km
network that provides voice, video, and data services to compatible devices.12 WiMAX can
create a mesh network with other WiMAX units nearby to provide a larger area of coverage
and prevent single-point connectivity failures.1221 WiMAX also can provide Internet to a
High Altitude Platform,2! a floating infrastructure or air vehicle that can extend the reach of
WiMAX.12:21 The use of floating platforms to provide reliable connectivity in disaster
settings would be useful in overcoming challenging geographic topologies.2!

The Wireless Internet Information System for Medical Response in Disasters (WIISARD)
system1” developed at the University of California, San Diego, deploys Calmesh nodes
(California Institute for Telecommunications and Information Technology, San Diego,
Calif ) to provide disaster connectivity. Each node contains a small, special-purpose Linux
computer using multiple wireless modalities, such as Wi-Fi and Global Positioning System,
to facilitate connectivity for POC devices. Each Calmesh node is capable of connecting to
others to form mesh clusters. In a WIISARD disaster simulation, a Calmesh cluster provided
field connectivity diameter of 1.5 km.17:22

POCT, Documentation, and Telemedicine

Connectivity can automate documentationl to improve accuracy. Compared with manual
entry, automated documentation of test results reduces operator errors and ensures proper
record keeping.14:17:23.24 Minimizing manual data entry saves valuable time, allowing
disaster responders to care for more victims. Current POC connectivity standard, CLSI
document POCT1-A2,16 outlines cable and infrared interfaces, which require periodic
docking of the POC device for connectivity and lack real-time connectivity provided by a
wireless interface.

The number of disaster responders immediately available after a disaster may not be
sufficient to handle the surge of patients.” Disaster responders may encounter patients with
unfamiliar illnesses that require consultation with a medical specialist, who is not locally
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available, or with downloaded visual logistics clues on a handheld computer to speed
diagnostics. Telemedicine and POCT could alleviate this surge by connecting POC
diagnostic data to resources at a remote site. With connectivity, responders at a disaster site
can send POC diagnostic data, in-cluding pictures and video clips, to medical specialists at a
remote location for additional consultation.2>-28 If available experts are occupied, the
connected responder can consult medical databases on the Internet or previously
downloaded software for temporary medical solutions.2°

A POC system evaluated by Dickson and Pedersen30 illustrates feasibility of using 802.11 g
Wi-Fi technology and cellular 3G broadband network to wirelessly stream ultrasound video
in real time for telemedicine. A national alerting system, the Autonomous Pathogen
Detection System (APDS), developed at the Lawrence Livermore National Laboratory in
Livermore, Calif, features connectivity with wired Ethernet, wireless cellular, and Wi-Fi.2
The APDS samples air to detect bio-threat pathogens and can be remotely controlled via a
handheld device and command console. The APDS system suggests feasibility of
interpreting continuous POC data from remote locations.

Patient Triaging and Tracking

In mass trauma scenarios found in disaster settings, triaging and tracking challenges both
victims and responders. Triaged patients must wait for their turn to receive care and may
leave or wander off the site without being adequately treated. In the case of a disease
outbreak or a biological terrorist attack, patients must be tracked to ensure proper
transportation, isolation to prevent an epidemic, and discovery of index cases. Through
connectivity, wireless triaging and tracking of patients become feasible and are an
improvement over the traditional paper methods.31-34

A next-generation patient monitoring system,33 developed at Johns Hopkins University,
features a wireless pulse oximeter and position tracking devices that transmit data wirelessly
to the disaster responder. Another system, the Trauma Patient Tracking System3° developed
at the Lawrence Berkeley National Laboratory, tracks patient locations using Global
Positioning System outdoor and television/radio frequency indoor.

The WIISARD also uses disaster responders with wireless triaging and tracking of
patients.1”:31 In addition to using wireless pulse oximeter, WIISARD disaster responders
carry a handheld computer to tag and triage victims. Victims are tagged with wristlets
containing unique identification barcodes. A disaster responder can scan the barcode with a
handheld computer to confirm patient identity and retrieve or upload medical records and
diagnostic data. Use of barcodes combined with connectivity to an electronic medical record
improves speed and accuracy of patient care.1” The WIISARD responders also use tablet
personal computers to monitor patients and manage their transportations by coordinating
with available ambulances and hospitals.1’

Near-Patient Testing in Connected Portable ICUs

Availability of ICUs is essential for rapid treatment of unstable disaster victims. In the event
of slow transportation or overcrowded emergency rooms, victims must be treated near the
disaster site.36 Point-of-care testing may be used to bring ICU capabilities to the disaster
setting. However, these POC devices may not communicate with each other, and a
responder must monitor multiple devices to support 1 patient.36 Necessary POC devices
include pulse oximeter, electrocardiography, blood pressure monitoring, infusion pumps,
automated ventilators, and other critical care instruments.36:37 With availability of FAN
connectivity (Fig. 2), a disaster responder can wirelessly monitor multiple POC devices
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from a single handheld computer node (eg, smartphone, personal digital assistant,
laptop). 17,3839

Environmental Factors

Several key differences exist between a hospital setting and a disaster setting. A hospital is a
controlled environment with reliable power sources, telecommunication lines, and data
networks. Disaster sites are unpredictable and unfamiliar environments. Power generators
and batteries replacing wall outlets require periodic maintenance. For example, WIISARD’s
Calmesh nodes are mobile wireless access points operating on battery power and can last up
to 18 hours of continuous use.1’ Mobility allows rapid response but requires daily
management, which may be especially hard while facing a surge of victims or shortage of
disaster responders.

The unpredictable disaster environment may disrupt recently restored connectivity. In Haiti,
at least 59 aftershocks of Richter magnitude 4.5 or greater followed the 7.0-magnitude
earthquake.! Rapidly deployed wireless infrastructures may fail because of recurring
disasters. Mesh networking capabilities of wireless infrastructures'2:17:21 creates redundant
overlapping coverage. However, this redundancy serves as a safety net in case one of the
nodes in the network fails.2! In addition to damage caused by the disaster, extreme
temperature and humidity may render POC connectivity devices useless.18 Hence, the
devices used in a disaster response must be environmentally robust.

Wireless Modalities and Security

For POCT, wireless connectivity offers useful functions for disaster settings. Table 1 lists
the advantages and disadvantages of Bluetooth, a wireless modality and IEEE standard
802.15 that operates at 2.4 gigahertz frequency for handheld devices.#! Point-of-care
vendors have started to embrace wireless connectivity in their POC devices. Table 2 lists
several vendors and devices using Bluetooth connectivity. The Bluetooth core specification
4.0, which contains a dedicated low energy consumption mode, is expected to launch in the
summer of 2010.42

Along with the benefits of wireless technologies comes the security problem. The Health
Insurance Portability and Accountability Act of 1996 (HIPAA) was enacted to protect
sensitive patient data and personal information. The HIPPA privacy and security rules*3 set
national standards requiring security of electronic patient information. Wireless networks in
disaster settings require verification for access to protected data.*44°

Requiring verification and password protection on both sending and receiving devices
ensures protection of sensitive patient data being transmitted over an encrypted wireless
network. Solutions to secure access include requiring verification by virtual private network
access for both receiving and sending devices, using an access control server, Wired
Equivalent Privacy (WEP) security protocol wireless network encryption, and other security
requirements used in hospital settings.3>44-47 Wi-Fi Protected Access (WPA and WPA?2)
encryption also should be considered when deciding how to protect patient data. WPA and
WPA2 offer several advantages over WEP.#8 The WPA offers stronger encryption
algorithms, changes encryption keys constantly, and improves checksum and replay
protection, providing a safer network that is harder to access without authorization.*8
Implementing WPA encryption requires proper hardware and software that should be
accounted for during disaster planning.#® Securing patient data on a wireless network is
feasible in a disaster setting.
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Preparedness and Education

The success of connectivity systems depends heavily on the proficiency of the operator.
Disaster responders tasked with maintaining connectivity must establish or restore complex
communication systems in austere operational environments.12 Therefore, emerging
connectivity equipment must be operable by unskilled personnel and require minimum field
maintenance.

For emerging nations, such as Haiti, a language gap may represent a significant hurdle and
basic educational gap when training local personnel to operate connected POC devices.
Given current information technology sources, most of the available instructional material is
written principally in the English language.*? Instructional “just-in-time” videos or manuals
should incorporate visual logistics to minimize laborious text descriptions and bridge
educational or language barriers.50:51

With basic educational proficiency, emerging disaster connectivity equipment can have a
profound day-to-day impact in low-resource settings where miles of inhospitable or un-
navigable terrain may separate health centers. Once operational, these remote connectivity
devices can be implemented as rural telemedicine training hubs.52:53

CONCLUSIONS

Use of handheld computers has proven effective at the POC.17:31.3254.55 The \ireless
connectivity features of handheld computers (Table 3) offer a connectivity solution that can
optimize patient care through enhanced POCT, communication, and patient management.

Future POC connectivity and devices must be environmentally robust and disaster ready.
Wireless communications can be vulnerable and risk violating HIPAA privacy and security
rules. However, some exceptions should be implemented in favor of rapid response for
disaster victims. Training and education must follow suit.

The admirable humanitarian efforts of more than 4000 organizations substantially impacted
the lives of earthquake victims in Haiti. However, the lack of connectivity and SWN
strategies, combined with communication failures, during early stages of the relief effort
must be addressed for future disaster preparedness.
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FIGURE 1. High impact of earthquake on health care small-world network in Haiti

Located on an island in the Caribbean Sea, Haiti borders the Dominican Republic to the
East. The SWN relates the earthquake epicenter to health care infrastructure destroyed.
Victim rescue routes were interrupted. Disaster responders arrived late and, in some cases,
carried POC devices, which they discovered were vulnerable to environmental temperature
extremes. Hospitals (“H”) are as follows: HAS, Albert Schweitzer; HBDP, Bienfaisance De
Pignon; HCHDMD, Claire Heureuse De Marchand Dessalines; HDC, De Carrefour; HDM,
De Marmelade; HEDB, Evangelique De Bombardopolis; HICC, Immaculee Conception des
Cayes; HJ, Justinien; HLP, La Providence; HSA, St. Antoine De Jeremie; MSH, Mission
Saintard; HSN, St. Nicolas; MSH, Maternité Solidarité; SCH, Sainte Croix; TTCH, Trinite
Trauma Center.
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FIGURE 2. Field area network for victim information connectivity

The diagnostic lab-in-a-backpack (A, B) equips first responders with the tools necessary to
perform diagnoses in field settings. Field area networks (FANSs) use Bluetooth to connect
POC devices to handheld computer nodes (eg, iPhone, satellite phone, and smartphone).
Field area networks can be modular (eg, FANL1, 2, 3, and 4), allowing addition and
multiplexing of POC tests, such as pathogen detection, pulse oximetry, electrocardiograms,
and blood pressure monitors, to fit the diagnostic needs of the disaster response. Bridged by
2-way satellite, FANs provide long- and short-range communication and data management
for victim identification, position, history, treatment, and triage (C) that spans geographic
barriers or disaster-produced obstacles.
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TABLE 3

Disaster POC Connectivity: Responder Empowerment

Handheld POC Connectivity Applications
Computer Features

802.11x Connection to a wireless local area network
for data transfer, internet access, and voice
communications

Bluetooth Pairing with compatible POC devices

Camera Video and photos for multimedia POC
connectivity

Cellular Voice communications, SMS, MMS, and
internet access

Global Positioning Generation of longitude/latitude for user and
System patient tracking, and situational awareness

Universal Serial Bus  Connectivity to personal computers and for
battery recharging

Web browser Internet access

MMS indicates multimedia messaging service; PDA, personal digital assistant; and SMS, short message service (“text message”).
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