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Abstract
Purpose—The current study examined the prevalence with which healthcare providers use a
social media site account (e.g., Facebook), the extent to which they utilize social media sites in
clinical practice, and their decision-making process after accessing patient information from a
social media site.

Methods—Pediatric faculty and trainees from a medical school campus were provided a social
media site history form and seven fictional social media site adolescent profile vignettes that
depicted concerning information. Participants were instructed to rate their personal use and beliefs
about social media sites and to report how they would respond if they obtained concerning
information about an adolescent patient from their public social media site profile.

Results—Healthcare providers generally believed it not to be an invasion of privacy to conduct
an Internet/social media site search of someone they know. A small percentage of trainees
reported a personal history of conducting an Internet search (18%) or a social media site search
(14%) for a patient. However, no faculty endorsed a history of conducting searches for patients.
Faculty and trainees also differed in how they would respond to concerning social media site
adolescent profile information.

Conclusions—The findings that trainees are conducting Internet/social media site searches of
patients and that faculty and trainees differ in how they would respond to concerning profile
information suggest the need for specific guidelines regarding the role of social media sites in
clinical practice. Practice, policy, and training implications are discussed.
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Social media sites (e.g., Facebook, MySpace) have become an integral part of social
communication/relationships. Recent estimates suggest that approximately 55% of youth
ages 12 to 17 years, 75% of adults aged 18 to 24 years, 57% of adults aged 25 to 34 years,
30% of adults aged 35 to 44 years, 19% of adults aged 45 to 54 years, 10% of adults aged 55
to 64 years, and 7% of adults aged 65 and older utilize social media sites (SMS), with usage
increasing daily [1–3].
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Increasing research has examined the benefits and risks of SMSs. The most obvious benefit
of SMSs is that they provide the means for developing and/or maintaining relationships,
regardless of physical distance [4,5]. However, some have expressed concerns regarding the
privacy of the information posted on SMSs [6,7]. SMS profiles have the potential to include
significant personal information with variable levels of privacy settings that allow others
(e.g., friends only, networks, general public) to view information/pictures posted on their
profiles [4]. This has led to concerns regarding how information posted on SMSs is utilized
by others (e.g., human resources, law enforcement, and school personnel).

Healthcare Providers and Social Media Sites
Preliminary research has demonstrated that the use of SMS has already become a part of
clinical practice. In a study of 302 graduate student psychotherapists, 27% of students
reported seeking information about a patient from the Internet out of curiosity, to establish
the truth, and/or to gather more information [8]. However, little is known about how patient
information obtained from the Internet is utilized in clinical practices, the potential
consequences of obtaining such information, or if training faculty also conduct similar
searches.

The decision to access patient information through an Internet/SMS search represents a
unique dilemma that may affect treatment or the healthcare provider-patient relationship.
Adolescents and providers may have different perceptions about the extent that SMS profile
information represents public versus private information as providers traditionally only
gather information with the informed consent to do so. While posted SMS profile
information with no privacy settings represents public information from a legal standpoint
[9], the adolescent may not have intended for the healthcare provider to be the recipient of
such information or the potential consequences of posted information [10,11].

Once healthcare providers seek patient SMS information, they are then charged with how to
best respond. Responses become even more critical if a patient posts information that could
affect the patient’s physical and/or emotional health. For example, research has supported
that some adolescents post evidence of high risk behaviors including alcohol consumption,
tobacco use, marijuana use, suicidal ideation, cyberbullying, and cyberstalking on their SMS
profiles [12]. If providers access posted SMS information indicating that their adolescent
patient has been harmed (e.g., physically abused, intimate partner violence); is at risk for
self-harm (e.g., suicidal ideation); or is threatening to harm others, then the provider may be
ethically or legally obligated to respond [13–19]. In this sense, it is possible that the provider
may assist in protecting the patient/others from harm.

However, clinical responses are complicated by the fact that more than half of adolescents
admit to posting false information on their SMS profiles, leading to questions about the
validity of the information obtained [2,20]. Given the questionable validity of SMS posts,
providers risk several consequences in choosing to respond to concerning information.
Adolescents may view the providers’ SMS search as an invasion of privacy, which could
disrupt or even end their relationship. If the healthcare provider chooses not to act due to
uncertainty about the validity of information and the adolescent experiences subsequent
harm, the provider may be liable for not attempting to protect their patient from harm [19].
However, if the provider acts upon inaccurate information which results in undue harm, they
also may be liable [21].

The Current Study
Overall, the decision to conduct a SMS search for a patient may ultimately create a
significant healthcare provider-patient dilemma. Therefore, the current study represents an
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important step in understanding the prevalence and clinical decision-making process behind
healthcare providers’ utilization of SMSs within practice. In light of the increasing
popularity of SMSs, evidence that providers are seeking patient information from the
Internet, and the possible concerning situations that may arise, the intersection between
adolescents’ SMS use and clinical practices needs to be further explored and understood.
Currently, there are no professional guidelines that address what factors healthcare providers
should consider in deciding to access and respond to concerning adolescent patient
information obtained from an Internet/SMS search. Further, a generational gap in
technology immersion likely exists between faculty and their trainees, which may result in
faculty not being prepared to adequately provide guidance to their trainees about SMS use in
clinical practice. Given their different scopes of practice and training, medical and
behavioral health providers may vary in their responses to accessed SMS information.

Therefore, the current study aimed to answer the following questions: 1.) How prevalent is
the use of SMSs by healthcare providers? 2.) To what extent do healthcare providers view
conducting Internet or SMS searches for people they know as an invasion of privacy? 3.)
How prevalent is the practice of conducting SMS searches for patients? 4.) Do differences
exist between how faculty and their trainees respond to adolescent patient information
posted on fictional SMS profiles? 5.) How do providers from behavioral health and medical
disciplines respond to patient SMS information? 6.) What drives the clinical decision-
making process about how to best respond when healthcare providers are presented with
concerning information obtained from fictional adolescent patient SMS profiles?

METHODS
Participants

All pediatric medical and behavioral health faculty (i.e., pediatricians, psychologists, clinical
social workers) and their respective trainees (e.g., residents, interns, practicum students) at a
medical school in South Florida were invited to participate in the study. Inclusion criteria
included any pediatric faculty or trainee who provides outpatient services. Both medical and
behavioral health providers were selected to participate in this study because they
consistently work collaboratively on interdisciplinary teams when providing evaluation and
intervention services to patients. This study was conducted in accordance with a public
hospital and university-based Institutional Review Board. All respondents who completed
the study were compensated $10. Of 128 eligible personnel invited to participate, 109
participants completed the study, resulting in a participation rate of 85%. Participant
characteristics are displayed in Table 1.

Measures
Demographic form—Demographic information was collected on participants, including
gender, age, race, discipline, and professional/trainee status.

Social media site history form—A 9-item questionnaire was designed to measure
participants’ frequency of SMS use; beliefs about searching for people on the Internet/
SMSs; and history of conducting Internet/SMS searches for patients.

Social media site fictional profiles—Nine initial fictional SMS profiles and twelve
rationales for decision-making were developed through a multidisciplinary consensus panel
to assess how providers would respond if they accessed a patient’s information from a
fictional SMS (i.e., MyFacePage). The vignettes and rationales were piloted on 21 medical
and behavioral health providers and trainees. Pilot participants also provided qualitative
feedback. Pilot vignettes that resulted in the most variable decisions (<50% agreement) and
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decision rationales selected by at least 10% of participants across vignettes were maintained.
Two profile vignettes were excluded and all rationales were retained. The seven remaining
profile vignettes (see Appendix) included themes of suicidal ideation; drug abuse; statutory
rape; domestic violence; physical abuse; intent harm to others; and risky sexual behaviors.

Each profile included the following scenario before participants were presented with the
fictional profile:

You are a health care professional who has been seeing a patient regularly on an
outpatient basis for the past year. The patient appeared to be stressed during the last
appointment but did not disclose any information revealing the source of that stress.
You decide to conduct an Internet search for your patient. The first website you
visit is your patient’s public “MyFacePage” profile with no privacy settings where
you discover this information.

Participants were presented with patients’ fictional SMS profiles. Each profile included: a
screen name, a status update and time stamp; a profile of a 15-year-old female; location;
mood; relationship status; activities; interests; two favorite quotes; and a sticker. The age
and gender of the adolescent remained consistent throughout vignettes to ensure that these
factors did not independently influence decision-making.

Following each profile, participants rated their concern level for the accessed information on
a four-point Likert Scale (i.e., not at all concerning, somewhat concerning, moderately
concerning, very concerning). Participants then chose what they would do first upon
accessing such information. Choices included: nothing; immediately contact the patient and/
or patient’s guardian; talk to the patient and/or patient’s guardian at the next scheduled
appointment about the content of the profile, acknowledging the information was accessed;
talk to the patient and/or patient’s guardian at the next scheduled appointment about the
content of the profile, without acknowledging the information was accessed; or contact law
enforcement and/or child protective services (CPS).

Participants were then instructed to choose up to three rationales explaining their decision.
The choices included: duty to protect patient and/or others from harm; uncertainty about
accuracy of information listed; ethically obligated; issues with informed consent; clinical
intuition; patient’s right to confidentiality; legally obligated; belief that patient is asking for
help; potential harm outweighs benefit; potential benefit outweighs harm; liability; concerns
about rapport; and other.

Data Analysis Plan
Data was analyzed using a Statistical Package for the Social Sciences (SPSS), Version 17.
Reliability analyses were conducted to determine internal consistency of participants’ level
of concern ratings for fictional SMS profiles. The internal consistency across vignettes was
good (α = .84). Chi-square analyses were conducted to determine if differences existed
between faculty and trainees in terms of SMS use; SMS beliefs; history of conducting SMS/
Internet searches for patients; and responses to each SMS profile. One-way ANOVAs were
conducted to examine differences between trainees’ and faculty members’ level of concern
ratings for each vignette. To determine responses by discipline, the total count of each
clinical decision across vignettes was calculated and frequency analyses were conducted for
each decision by discipline.

To determine the extent that rationales contributed to each clinical decision, the total count
of each rationale per clinical decision was calculated. Rationales that were selected in less
than 10% of responses across vignettes were excluded from all analyses (i.e., issues with
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informed consent; liability; concerns about rapport patient; other). Frequency analyses were
then conducted to examine clinical decisions by rationales.

RESULTS
Use of and Beliefs About Social Media Sites

Approximately 88% of providers reported having a personal SMS account (see Table 2).
However, trainees were significantly more likely to have a SMS account and use it for
longer periods of time than faculty (see Table 2). Faculty and trainees generally believed
that it is not an invasion of privacy to conduct Internet/SMS searches of people they know
and that SMS profiles with no privacy settings are public information. However, only
trainees reported a history of conducting Internet/SMS searches for patiets (See Table 2).
There were no differences in the extent that faculty and trainees communicated with
existing/previous patients through SMSs.

Responses to Patient Information Posted on Social Media Site Profiles
No significant differences existed between faculty and trainees’ ratings of level of concern
across vignettes [Vignette A: F(1, 107) = .82, p = .37; Vignette B: F(1, 107) = 2.84, p = .10;
Vignette C: F(1, 107) = .70, p = .40; Vignette D: F(1, 107) = 1.63, p = .20; Vignette E: F(1,
107) = .88, p = .35; Vignette F: F(1, 106) = .11, p = .74; Vignette G: F(1, 106) = .13, p = .
72]. Differences in clinical responses were found in six of the seven SMS profiles (see Table
3). Findings suggest that trainees were more likely to talk to the patient at the next session
without acknowledging that the information was accessed (significant differences in 5 out 7
vignettes). Faculty were more likely to contact a patient’s parent/guardian, law enforcement,
or CPS (significant differences in 2 out of 7 vignettes). Regarding discipline-specific
responses, behavioral health providers were most likely to talk to the patient at the next
session without acknowledging that the information was accessed, whereas medical
providers were most likely to immediately contact the patient’s parents or guardian (See
Table 4).

Rationales for Clinical Decision-Making
The extent that each rationale contributed to decision-making is displayed in Table 5. Duty
to protect was the most common rationale for deciding to immediately contact a patient’s
guardian, talk to the patient at the next session acknowledging information was accessed, or
contact law enforcement/CPS. The most frequent rationale for talking to the patient at the
next session without acknowledging that the information was accessed was uncertainty
about the accuracy of information listed. Uncertainty was also the most prevalent rationale
for deciding to do nothing.

DISCUSSION
The current study represents an important step in understanding the intersection between
adolescent SMS use and pediatric clinical practices. The majority of faculty and trainees
reported use of a SMS account. However, trainees were more likely to have an account and
reported using their account more frequently. Faculty and trainees both believed that public
SMS profiles represent public information and that it is not an invasion of privacy to
conduct a SMS/Internet search of someone they know. Despite these similar beliefs, only
trainees reported a history of conducting Internet/SMS searches for patients.

Differences were also found by discipline and between trainees and faculty in terms of how
to best respond to concerning SMS information. Medical providers and behavioral health
providers may make different decisions given their specialty training and timing of visits.
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That is, the vignettes contained themes of adolescent problems that are commonly managed
by behavioral health providers, whereas these issues may not be regularly managed by
medical providers. Further, behavioral health providers commonly meet with their patients
weekly, whereas follow-up visits with a primary care medical provider may be annual. Thus
medical providers may feel more urgency to immediately contact the family.

Regarding training level, trainees were far more likely to decide to talk to a patient at the
next session without acknowledging that the information was accessed than faculty. The
most common rationale for this decision was uncertainty about the accuracy of the SMS
information listed; suggesting that trainees choose to gain additional information before
making a decision about the validity of the SMS profile. However, by not acknowledging
the information was accessed, trainees risk loss of trust within their professional
relationship. Also, waiting places trainees at risk of not protecting patients from harm.
Faculty were more likely to engage in immediate actions such as contacting the patient’s
parent/guardian, law enforcement, or CPS than trainees, citing duty to protect as the most
prevalent rationale for such decisions. Findings suggest that trainees and faculty
fundamentally perceive and interpret SMS profile information differently.

These differences between faculty and trainees in responses are possibly due to a
generational gap in technology immersion and training. Specifically, Prensky [22] argues
that most current trainees grew up in a world where using technology (e.g., computers,
Internet, text messaging, blogging, and social media sites) was already integrated within
their education, patterns of establishing/ maintaining relationships, and means of self-
expression. Faculty, who are typically older and trained before current students, are
challenged to continually adopt and attempt to become fluent in new technology with which
their students are likely more familiar.

Because faculty are likely less familiar with communication styles used on SMSs, it is
reasonable to expect that their perceptions of posted SMS information differs from trainees.
Given trainees’ increased exposure to SMSs, they may be desensitized to the types of
content posted and more familiar with popular culture themes and social communication
styles than faculty. Also, trainees may be more aware that users may post exaggerated
information which is not necessarily reflective of their current psychological state to
generate attention or discussion amongst friends. Therefore, trainees may view immediately
responding to posted information as irresponsible without further evaluation.

Although trainees are likely more fluent in the use of SMSs, faculty are tasked with
providing their students with guidance about the use of SMSs within practice. In particular,
trainees who have grown up immersed in the use of the Internet may lack awareness of the
clinical (e.g., negative impact on provider-patient relationship) and ethical implications (e.g.,
informed consent, professional relationship boundary violations) of seeking information
about patients online [8]. This represents a unique training challenge as faculty may need to
educate themselves as well as be educated by trainees about SMS use to provide effective
supervision. In fact, discussions between faculty and trainees about the use of SMSs within
practice provide the unique opportunity for bi-directional and cross-generational education.
Such discussions may lead to more reliable decisions between faculty and trainees that are
based on both existing ethical guidelines as well as a better understanding of SMS social
communication styles.

There clearly is a need for policies and guidelines regarding the role of SMSs in clinical
practice. The first question that needs to be asked in the development of these policies is:
Should healthcare providers access patient information from SMS profiles? If the answer is
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“yes,” policies need to specifically address issues of informed consent and patient education
to provide guidance to this uncertain area of practice.

In the current study, “issues with informed consent” was rarely selected (< 10%) as a
rationale for clinical responses. However, within each vignette the clinician conducted an
internet search without the informed consent of the patient which could ultimately result in
avoidable harm to the patient and/or the provider-patient relationship [8]. While such acts
may be perceived as ethical violations across medical and behavioral health disciplines,
these ethical guidelines did not appear to influence health providers’ decision-making [8, 14,
16, 17].

The implementation of SMS-specific policies within practice may increase the likelihood
that healthcare providers apply existing ethical guidelines within their decision-making.
Therefore, the following SMS-specific recommendations are offered for medical and
behavioral health disciplines. It is highly recommended that providers never seek patient
information from the Internet without explicitly gaining the patient’s consent [8]. Further, it
should not be assumed that adolescents possess the insight about how SMS postings may be
perceived by others and/or technological understanding of how to increase security settings
to limit the people that can view their profile [8]. Therefore, if a healthcare provider plans to
seek patient information from a SMS, then the provider needs to comprehensively educate
the patient about the risks and benefits of how such information might impact the patient’s
functioning and services. Even after a family has been educated and the adolescent provides
informed assent and a legal guardian provides informed consent, it is highly suggested that
providers only seek SMS information in open collaboration with their patients [8]. Given
that adolescents use SMSs as a method of expressing their identity [23], the exploration of
the patient’s profile together may provide meaningful information that may positively
impact services being provided. In addition, collaborative exploration of SMSs gives the
provider the opportunity to directly ask questions about any concerning information posted
by the patient.

While this study represents an important step in understanding how SMSs are utilized in
clinical practices and differences in SMS decision-making, there were some limitations. The
study employed vignettes that could not possibly include the range of information that a
provider would have in actual practice. Further, case vignettes were limited to one age and
gender and decisions may have differed if adolescent profile vignettes included varying ages
and gender. Also, participants were required to respond to vignettes as though they had
already accessed the patient’s SMS. However, most had not previously conducted searches
for patients. Clinical responses were limited to five different decisions and additional
decisions (e.g., consult with supervisor/colleague) exist in actual practice. Further,
participants were not provided the opportunity to elaborate about their technique for eliciting
additional information from patients if they decided to act immediately or wait until the next
session. This information would have provided a better understanding of clinical responses
and potentially other areas of needed training. The sample was limited to faculty and
trainees from one medical school and findings may not generalize to other practices. Due to
limited sample size, medical and behavioral health providers were combined into groups of
faculty and trainees and discipline-specific faculty/trainee differences may exist.

In conclusion, SMSs represent an intriguing social medium for how people relate to one
another and are likely to continue to expand in how they are utilized (e.g., posting your
physical location on your SMS profile using a Global Positioning System). Healthcare
providers are charged with staying current on how their adolescent patients utilize SMS sites
to ensure that providers stay at the forefront of promoting their patients’ healthy functioning
and safety. Beyond the need for developing discipline-specific guidelines, the prevalence of
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conducting Internet/SMS searches for patients within practice needs to be further explored
in a nationally representative sample. Further research is needed to explore how bi-
directional models of training impact faculty members’ fluency with SMSs and trainees’ use
of SMS within clinical practice.
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Vignette G: Domestic Violence
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Table 1

Respondent Characteristics

Characteristic Total
count n

Weighted %
(N = 109)

Faculty %
(n = 29)

Trainee %
(n = 80)

Gender

    Male 22 20.18 27.59 17.50

    Female 87 79.82 72.41 82.50

Age

    18–24 years 13 11.93 0.00 16.25

    25–34 years 71 65.14 31.03 77.50

    35–44 years 14 12.85 37.93 3.75

    45–54 years 7 6.42 20.69 1.25

    55–64 years 2 1.83 6.90 0.00

    65+ years 2 1.83 3.45 1.25

Race/ethnicity

    White 50 45.87 51.72 43.75

    Black or African American 14 12.85 10.34 13.75

    Hispanic/Latino 34 31.19 27.59 32.50

    Asian or Pacific Islander 6 5.50 6.90 5.00

    Other 5 4.59 3.45 5.00

Employment status

    Behavioral health provider 68 62.39 58.62 63.75

    Medical health provider 41 37.61 41.38 36.25
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Table 3

Decisions About How to Best Respond to Accessed SMS Profile Information

Vignette theme and response decision Faculty
(%)

Trainee
(%)

df χ2

Vignette A: Suicidal ideation decision n = 29 n = 80 1, N = 109

    Nothing 6.9 10.0 .25

    Immediately contact patient’s parents or
      guardian

55.3 30.0 5.81*

    Talk to patient at next session acknowledging
      information was accessed

10.3 20.0 1.38

    Talk to patient at next session without
      acknowledging information was accessed

17.2 38.7 4.45*

    Contact law enforcement or child protective
      services

10.3 1.3 4.98*

Vignette B: Drug use/references decision n = 29 n = 79 1, N = 108

    Nothing 20.7 17.7 .12

    Immediately contact patient’s parents or
      guardian

6.9 16.5 1.62

    Talk to patient at next session acknowledging
      information was accessed

41.4 22.8 3.66

    Talk to patient at next session without
      acknowledging information was accessed

24.1 43.0 3.22

    Contact law enforcement or child protective
      services

6.9 0.0 5.55*

Vignette C: Underage sex decision n = 29 n = 78 1, N = 107

    Nothing 31.0 24.3 .49

    Immediately contact patient’s parents or
      guardian

6.9 2.6 1.10

    Talk to patient at next session acknowledging
      information was accessed

41.4 30.8 1.07

    Talk to patient at next session without
      acknowledging information was accessed

20.7 42.3 4.27*

    Contact law enforcement or child protective
      services

0.0 0.0 ---

Vignette D: Child physical abuse decision n = 29 n = 79 1, N = 108

    Nothing 3.4 6.3 .34

    Immediately contact patient’s parents or
      guardian

27.6 25.3 .06

    Talk to patient at next session acknowledging
      information was accessed

27.6 20.3 .66

    Talk to patient at next session without
      acknowledging information was accessed

3.4 20.3 4.52*

    Contact law enforcement or child protective
      services

38.0 27.8 1.02

Vignette E: Intent to harm others decision n = 29 n = 79 1, N = 108

    Nothing 3.4 8.9 .91

    Immediately contact patient’s parents or
      guardian

48.4 31.6 2.54

    Talk to patient at next session acknowledging
      information was accessed

17.2 17.7 <.01

    Talk to patient at next session without 10.3 21.5 1.76
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Vignette theme and response decision Faculty
(%)

Trainee
(%)

df χ2

      acknowledging information was accessed

    Contact law enforcement or child protective
      services

20.7 20.3 <.01

Vignette F: Statutory rape decision n = 29 n = 79 1, N = 108

    Nothing 6.9 13.9 .99

    Immediately contact patient’s parents or
      guardian

17.2 11.4 .64

    Talk to patient at next session acknowledging
      information was accessed

44.9 30.4 1.97

    Talk to patient at next session without
      acknowledging information was accessed

17.2 40.5 5.10*

    Contact law enforcement or child protective
      services

13.8 3.8 3.50

Vignette G: Domestic violence decision n = 29 n = 79 1, N = 108

    Nothing 3.4 6.3 .34

    Immediately contact patient’s parents or
      guardian

44.9 35.4 .79

    Talk to patient at next session acknowledging
      information was accessed

27.6 20.3 .66

    Talk to patient at next session without
      acknowledging information was accessed

6.9 29.1 5.89*

    Contact law enforcement or child protective
      services

17.2 8.9 1.51

*
p < .05.

**
p < .01.
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Table 4

Decisions About How to Best Respond to Accessed SMS Profile Information by Discipline

Percentage that each decision is selected by
discipline across vignettes

Clinical Decision Behavioral Health
N = 68

(%)

Medical
N = 41

(%)

Na = 474 Nb = 282

Nothing 10.76 14.18

Immediately contact patient’s
parents or guardian

21.73 27.66

Talk to patient at next session
acknowledging information was
accessed

24.68 25.53

Talk to patient at next session
without acknowledging
information was accessed

33.97 19.15

Contact law enforcement or
child protective services

8.86 13.48

Note. Na = Total count of decisions across all seven SMS profile vignettes for behavioral health respondents; Nb = Total count of decisions across
all seven SMS profile vignettes for medical respondents;
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