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Abstract

This study aims to determine the level and extent of usage of electronic health records (EHRs) in
government-related hospitals in Eastern Province, Saudi Arabia. Another aim is to develop a Web site to
serve as a forum of exchange on the development of EHRs in Saudi Arabia. All government hospitals (n
= 19) in the province were included. The information technology (IT) managers in those hospitals made
up the target population. An online questionnaire was developed, and the IT managers in all 19
government hospitals were invited to participate in the survey. The responses from the online survey were
downloaded and analyzed using descriptive statistics. Of the 19 hospitals, only three (15.8 percent) use
EHRs. These hospitals were established in 1984, 1995, and 2005. All three of these hospitals have
implemented the same EHR software and were using it successfully, and all three were using the three
core features of laboratory, radiology, and pharmacy electronic modules. Some modules were present in
the EHR system but were underutilized. Some of the main challenges faced by the IT managers in
implementing EHRs in their hospitals were related to the uncooperative attitudes of some physicians and
nurses toward EHRs.

In fulfillment of the second aim of the study, a Web site, http://ehr2011.weebly.com, was developed
to serve as a forum for exchange of information on the development of EHRs in Saudi Arabia. The
government of Saudi Arabia has prioritized the development of eHealth (health information technology)
and allocated committed funding for it during 2008—2011. During this period, some sectors of
government made highly commendable efforts in developing eHealth services. Along these lines, we had
hoped to see higher uptake of EHRs than the 15.8 percent found in this study. The rate of implementing
EHRs in government hospitals should be accelerated. The aim should be on achieving some basic EHR
functionality in these hospitals, and once this has been achieved, additional functionality can be pursued
in stages.
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Introduction

The government of Saudi Arabia has prioritized the development of eHealth (health information
technology) and allocated committed funding for it during 2008—2011. During this period, some sectors
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of government made highly commendable efforts in developing eHealth services. Because what cannot be
measured cannot be improved, it is necessary to measure the level and extent of usage of electronic health
records (EHRs) and monitor the improvement over time. This study aims to measure the level and extent
of usage of EHRs in government-related hospitals (z = 19) in Eastern Province, Saudi Arabia.

Background

EHRs are known by a multitude of names, including electronic medical records (EMRs) and
computer-based patient record (CBPRs). One definition of the EHR is the following:

The Electronic Health Record (EHR) is a longitudinal electronic record of patient health
information generated by one or more encounters in any care delivery setting. Included in this
information are patient demographics, progress notes, problems, medications, vital signs, past
medical history, immunizations, laboratory data and radiology reports. The EHR automates and
streamlines the clinician's workflow. The EHR has the ability to generate a complete record of a
clinical patient encounter—as well as supporting other care-related activities directly or indirectly
via interfalce—including evidence-based decision support, quality management, and outcomes
reporting.

The literature gives many advantages for adopting EHR systems. One is the reduction of costs
achieved through the reduction in duplication of services and the reduction in the number of personnel
through computerization of manual services and automation of coding.> EHRs improve quality of care
due to diminished medical errors by providing healthcare workers with decision support systems. They
also promote evidence-based medicine by providing access to unprecedented amounts of clinical data for
research that can increase the level of knowledge of effective medical practices.’ Further, EHRs improve
the efficiency and effectiveness with which patient care services are delivered by clinicians. They allow
for simultaneous remote access to patient data, legibility of records, safer data storage, patient data
confidentiality, flexible data layouts, and continuous data processing.*” EHRs are more reliable due to the
presence of a good backup system for disaster recovery. Patient satisfaction is enhanced through the
smooth handling of referrals, reduction of the need for multiple tests, ease in accessing results, and
detection of serious health threats that may be life threatening.® For these and other reasons, EHR use has
been prioritized in many countries and is seen as the future in healthcare delivery.

Two kinds of surveys are undertaken in order to measure the level and extent of EHR usage. One is
done at the hospital level, and the other is done at the physician level. The former aims to look at the
uptake of EHR among hospitals in general, while the latter explores the extent to which physicians make
use of EHR systems in their practices or in hospitals. Hospital-based surveys answer questions about the
diffusion of uptake of EHR systems in hospitals. Are hospitals moving toward EHR adoption? Are
hospitals advancing in the level of EHR usage?’ Physician-based surveys answer question about the
resistance or acceptance of physicians in adopting EHR systems, the components of EHR systems that
physicians use the most, and the profile of physicians most likely to use EHRs.'""? It is logical to start
with hospital-based EHR surveys before embarking on physician-based ones.

Results from hospital-based EHR surveys are often presented in one of two ways. The first is to use
simple percentages to show the level of availability and usability of the different dimensions of EHR
adoption. Year-to-year comparison of these percentages helps in assessing improvement in EHR uptake.
This is the approach used by the Medical Records Institute in the United States."” The second approach is
to put these percentages into a model to deduce the “stage” of EHR adoption and its “score.” This
approach helps in international comparison of EHR adoption and is used by the Healthcare Information
Management and Systems Society in their Electronic Medical Record Adoption Model."

As in the case of developed countries, Saudi Arabia has prioritized the development of eHealth and,
along with it, the transition from paper-based health records to EHRs. The Saudi government adopted the
following mission for eHealth: “A safe quality healthcare system based on patient centric care guided by
standards, enabled by eHealth.”"® The Ministry of Health allocated a total of 4 billion Saudi riyal ($1.07
billion in U.S. dollars) toward eHealth programs for the four-year period from 2008 to 2011.'® An eHealth
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plan has been put together that integrates with the plans of the Ministry of Health. Some institutions are
now well advanced in their implementation of eHealth. The best example of this is the National Guard
Health Affairs (NGHA). This institution is now using EHRs, and all of its hospitals are integrated
together."”

Little is known about the level of computerization in Saudi government hospitals falling under the
Ministry of Health. Much less is known about their adoption of EHRs. According to Altuwaijri (2008),
the IT infrastructure is poor in the Ministry of Health hospitals.'® Our literature search did not find any
studies on EHR uptake in Saudi Arabia. As EHR use has been prioritized by the Saudi government, it is
important that its uptake be measured and monitored.

Objective

The primary objective of the study is to determine the level and extent of usage of EHRs in
government-related hospitals in Eastern Province, Saudi Arabia. At the time of the study (2010), the total
number of government hospitals was 19, and all of them were included in the study. Another objective
was to develop a Web site to serve as a forum of exchange on the development of EHRs in Saudi Arabia.

Methodology

Data Collection

A cross-sectional questionnaire-based survey was used, and the respondents in the study were the
heads of the information technology (IT) departments in the different government hospitals. As these
individuals are all computer literate, it was decided to make the survey a Web-based one. The survey was
conducted online from November 2010 to December 2010.

The questionnaire for the study was developed in stages. The Web survey software 2ask was used to
develop the questionnaire (https://secure-0004.2ask.net). In the first stage, several questionnaires used in
the literature were adapted and used to produce a draft for the survey.'*° The project committee met,
discussed the draft, and produced a second draft. The Web survey was pilot-tested on members of the
project committee, and comments were used to improve on the questionnaire. Revisions and refinements
were made until a final draft was produced. Hence the final draft was based on several questionnaires and
input from project committee members. See the Appendix for the final questionnaire as it appears in 2ask.

The questionnaire covered different EHR topics. Background questions asked about the type, size,
location, and year of establishment of the hospital. Further questions asked about the different
functionalities of the EHR system, chart review, decision support, order entry, documentation, and
communication. Several questions asked about the security of the EHR system. A general question asked
about the additional tools present in the EHR system. An open-ended question asked about the problems
that the IT heads faced in implementing EHRSs in their hospitals.

Since the survey was to be done in government hospitals, permission was sought from the Ministry of
Health to conduct the survey. The permission was granted, and the main contact person at the Ministry of
Health in Riyadh offered to assist in getting the IT heads to participate in the survey.

The usual procedure in carrying out a Web-based survey is to collect the e-mail addresses of the
recipients and send them a hyperlink to the online questionnaire for completion. In this case, the hyperlink
was sent only to the contact person at the Ministry of Health, who forwarded it to all the IT heads. The
contact person also reminded the IT heads to complete the survey when there was delay in responding.
The survey was closed to further responses in December 2010, and the data was subsequently
downloaded for analysis.

Analysis

As the number of participants was few, the analysis is mostly descriptive. The data cannot allow for
statistical comparison between groups.
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Results

In total, there are 19 government hospitals in the Eastern Province that fall under the Ministry of
Health. Of these, only three (15.8 percent) have EHRs. These hospitals were established on different
dates, each about 10 years apart, in 1984, 1995, and 2005. One of the hospitals is located in an urban area;
the second, in a semi-urban area; and the third, in a rural area. Of the three hospitals, two have more than
300 beds and one has a bed capacity between 100 and 299 beds. Two of the three hospitals have more
than 10 full-time IT staff members, while one has less than five full-time IT staff. All three hospitals have
implemented the same EHR software and were using it successfully. In addition, these three hospitals
have less than five full-time staff in their medical record department.

Table 1 shows the results for questions 10 to 15, showing the level of availability and usability of the
different EHR functions. Regarding the chart review functions of their EHR system, all three IT heads
mentioned that their hospitals use the EHR system to obtain and review lab results, progress notes, and
radiology results. Their EHR system can also monitor current and past medications and medication refills,
but they mentioned that their EHR system does not have a function by which they can create and review
scanned documents. Two of the IT heads indicated that their hospitals are using the EHR system to obtain
and review other test results, and one respondent confirmed that the EHR system has the function to
obtain and review other test results but this function is not being used in that hospital.

When asked about decision support functions of their EHR system, all three IT heads agreed that the
EHR systems of their hospitals were equipped with decision support functions, and they are using these
functions to receive drug interaction and drug allergy alerts when writing prescriptions and to highlight
test results that are out of normal range.

Regarding the order entry functions of their EHR system, all three IT heads agreed that the EHR
system used in their hospital has order entry functions, and they are using these functions to enter lab,
radiology, and pharmacy orders.

When asked about documentation functions of the EHR system used in their respective hospitals, all
three respondents agreed that the EHR system was equipped with documentation functions, and they are
using these functions to create and maintain lists of common medication and patient-related medical
problems, to identify patient-specific allergies, and to document patient-discharge instructions.

Regarding the communication tools of their EHR system, all three respondents indicated that the EHR
system used in their hospital does not have e-mail and fax functions. The system does have a mobile
phone short message service (SMS) function, but they did not make use of this function.

About the additional tools available in the EHR systems being used in their hospitals, two
respondents agreed that their EHR system has a facility by which they can manage patient referrals, and
they indicated that they are using this facility. On the other hand, one respondent confirmed that his
hospital’s EHR system has a facility by which he can manage patient referrals, but he is not using this
facility. The respondents also mentioned that their EHR system allows for physicians using the Internet to
access patient health records as well as for patients using the Internet to access parts of their health
records. However, all three said that they are not using this facility. All three respondents mentioned that
their EHR system has facilities for automatic coding of disease conditions, generating health statistics for
patients, and performing data backup and disaster recovery, and they indicated that they are using all of
these facilities.

Regarding the security measures of their EHR information system, one respondent (from the hospital
established in 2005) stated that his EHR information system was secured and provided protective
measures regarding the privacy and confidentiality of patients’ information. However, the two remaining
respondents were not able to comment on these topics. Also, one respondent (from the hospital
established in 2005) mentioned that the EHR system used in his hospital provides protection against
malicious programs, denial-of-service attacks, hackers, crackers, and spam. The remaining two
respondents indicated that their EHR system provides protection only against hackers and spam.
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Regarding the security mechanisms provided by their EHR systems, none of the respondents reported
using authentication, public key infrastructure (PKI), or firewall protection. However, they mentioned that
they use “other” mechanisms for security of their EHR system.

When asked about the top three challenges facing them as IT managers in implementing a full EHR
system at their hospitals, two of the respondents indicated the “lack of seriousness of the doctors in
inserting a prescription” as biggest challenge facing them, and one respondent mentioned the
“unwillingness of doctors in the introduction of electronic medical prescription” as the biggest challenge.

Respondents were asked one open-ended question on prioritizing the problems or challenges they
were facing in implementing EHRs in their hospitals. In response to this question, two respondents
identified the “lack of seriousness of the nursing staff about introduction of progress note” as the second
biggest challenge, and one respondent identified “nursing staff tries not to abide by typing progress note”
as the second biggest challenge. Two of the respondents reported that the “unwillingness of doctors to
write the initial diagnosis of patient’s condition” was the third biggest challenge facing them, while one
respondent indicated that the “lack of seriousness of the doctor in the introduction of the initial diagnosis
of the patient” was the third biggest challenge.

In fulfillment of the second aim of the study, a Web site was developed to serve as a forum of
exchange on the development of EHRs in Saudi Arabia. The Web site address is
http://ehr2011.weebly.com.

Discussion

A surprising finding in this study is that only three out of 19 Ministry of Health hospitals in the
Eastern Province have implemented EHRs. This makes the level of EHR uptake in the province 15.8
percent. Partly because of the centralization at the Ministry of Health, all these hospitals are using the
same EHR system. For this reason, the EHR functionalities used in these hospitals are largely similar. All
of them use the three core features of laboratory, radiology, and pharmacy electronic modules. We found
some modules that were present in the EHR system but were underutilized. An example is the module
dealing with out-of-hospital Internet access of records by either physicians or patients. This
underutilization is possibly related to security issues. If an EHR system is not secure enough, then there
could be restrictions in accessing it through the Internet. This suspicion is supported by the fact that two
of the three respondents did not know how secure their EHR system was. Another possible reason has to
do with the workload of physicians. If physicians have heavy workloads, they will not be easily motivated
to attempt to access patients’ medical records from home via the Internet. Another possible reason for the
underuse of this feature has to do with the minimal cultural valuation of patients’ rights and low degree of
patient empowerment. If patients were sufficiently informed about their rights and were empowered, they
would request to have access to parts of their health records and their requests would be granted.

The study found the hospital established in 2005 to be more security conscious than the ones built
carlier. Since all the hospitals are government hospitals and use the same EHR system, we suspect that
this has to do with differences between the IT managers. An IT manager who is more knowledgeable
about security issues will take extra measures to enhance the security of health records, even beyond what
is available within the EHR system.

Conclusions

The development of eHealth is related to many factors: the level of development in the country, the
level of IT usage, the level of education, the willingness to apply IT solutions to everyday problems, the
awareness about quality and the need to improve it, and the respect for timely information. To a large
extent, most of these conditions are present in Saudi Arabia; hence we see a strong commitment to the
development of eHealth. It is timely that this study is taking place at the end of the above-mentioned four-
year period (2008—2011) during which eHealth development has received committed funding. In line with
the highly commendable eHealth efforts taking place in the National Guards Health Affairs (NGHA) and
the Armed Forces of Saudi Arabia, for example, we would like to see higher uptake of EHRs in the
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Eastern Province than the 15.8 percent found in this study. The commitment of the Ministry of Health
toward eHealth should translate into higher levels of EHR uptake in the government hospitals.

We see this study as the beginning of a bigger project to measure the level and usability of EHRs for
all hospitals in Saudi Arabia, public as well as private. Another surprising result found after completion of
this study is the fact that another major hospital in the Eastern Province has used the EHR system;
however, its level of usage needs further in-depth investigation. One shortcoming of the study is the lack
of direct access to all the IT managers of government-related hospitals. Having direct access to
respondents is much preferable to having indirect access to them.

Recommendations from this Study

The authors offer the following recommendations for eHealth in Saudi Arabia based on this study:

1. The rate of implementing EHRs in government hospitals should be accelerated. The aim should
be on achieving some basic EHR functionality in these hospitals. Once this has been achieved,
additional functionality can be pursued in stages.

2. There are currently more than 300 EHR software tools on the market. If EHR systems are going
to be installed in all government hospitals, research should be done on which EHR system gives
the best value for the money, paying attention to those EHR systems that have international
recognition.

3. Related to the second point above, the current EHR system being used should be evaluated to
assess its continued suitability in the light of other competing EHR systems.

4. Physicians and nurses should be trained on the importance of EHRs and the importance of adding
progress notes to the EHR.

5. For relevance beyond Saudi Arabia, this online survey can be used for evaluation of EHR use in
other countries and regions (all IT managers are expected to have Internet access).

6. To measure the extent of EHR adoption over time, the survey should be repeated nationally at
regular intervals (every two years, three years, etc.).

7. The research is applicable to other regions both nationally and internationally. Specifically, the
kingdom of Saudi Arabia is divided into many provinces; this study could be conducted in other
provinces, such as the central province, which includes the capital (Riyadh) and other
surrounding cities, and the western provinces that include Makkah, Madinah, Jeddah, and other
surrounding cities. This should help us better understand the level of adoption among other
provinces and factors affecting such adoption.
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Table 1

Availability and Usability of Functions of the EHR System at Government Hospitals in Eastern

Province, Saudi Arabia (n = 19)

Perspectives in Health Information Management, Fall 2011

Category Function Available | Available | Not Do
and But Not | Available | Not
Being Being Know
Used Used
Chart review Obtain and review lab 15.8% 0.0% 84.2% 0.0%
results
Obtain and review 15.8% 0.0% 84.2% 0.0%
radiology results
Obtain and review other 10.5% 5.3% 84.2% 0.0%
test results
Create and review scanned | 0.0% 0.0% 100.0% 0.0%
documents
Review progress notes 15.8% 0.0% 84.2% 0.0%
Monitor current and past 15.8% 0.0% 84.2% 0.0%
medications and
medication refills
Decision Receive drug interaction 15.8% 0.0% 84.2% 0.0%
support alerts when writing
prescriptions
Receive drug allergy alerts | 15.8% 0.0% 84.2% 0.0%
when writing prescriptions
Highlight test results that 15.8% 0.0% 84.2% 0.0%
are out of normal range
Clinical guidelines 15.8% 0.0% 84.2% 0.0%
Order entry Enter lab orders 15.8% 0.0% 84.2% 0.0%
Enter radiology orders 15.8% 0.0% 84.2% 0.0%
Enter pharmacy orders 15.8% 0.0% 84.2% 0.0%
Documentation | Create and maintain 15.8% 0.0% 84.2% 0.0%
patient-related medical
problem list
Create and maintain 15.8% 0.0% 84.2% 0.0%
common medication list
Identify patient-specific 15.8% 0.0% 84.2% 0.0%
allergies
Document patient- 15.8% 0.0% 84.2% 0.0%

discharge instructions
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Table 1 (continued)

Availability and Usability of Functions of the EHR System at Government Hospitals in Eastern

Province, Saudi Arabia (n = 19)

Category Function Available | Available | Not Do
and But Not | Available | Not
Being Being Know
Used Used
Communication | E-mail 0.0% 0.0% 100.0% 0.0%
Facsimile (fax) 0.0% 0.0% 100.0% 0.0%
Mobile phone short 0.0% 15.8% 84.2% 0.0%
message service (SMS)
system
Additional Managing patient 10.5% 5.3% 84.2% 0.0%
tools referrals
Allowing physicians, 0.0% 15.8% 84.2% 0.0%
when out of the hospital,
to use the Internet to
access patient health
records
Allowing patients to use 0.0% 15.8% 84.2% 0.0%
the Internet to access parts
of their health records
Automatic coding of 15.8% 0.0% 84.2% 0.0%
disease conditions (e.g.,
ICD codes)
Generating health 15.8% 0.0% 84.2% 0.0%
statistics
Data backup and disaster | 15.8% 0.0% 84.2% 0.0%

recovery
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Appendix

Final Version of the Electronic Health Record (EHR) Survey Questionnaire

General hospital
Specialist hospital

University hospital

o] =] [=] =

Others

[2 Urban area

[Z Semi-urban area

[Z Rural area

[2 Under 100 beds

{2 100-299 beds
[2 Over 300 beds
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b

A

[Z Under 5 full-time staff
[ 5-10 full-time staff
[Z Over 10 full-time staff

oA

[Z Under 5 full-time staff
[ 5-10 full-time staff
[Z Over 10 full-time staff

=

2
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Implementation in progress

o] [=] =] =

Not yet started

10.

Obtain and review lab results

Obtain and review radiology results

Obtain and review other test results

Perspectives in Health Information Management, Fall 2011

Implementation completed and the system is running

Implementation completed but the system is not yet running

Available
Available but not
and being being Not Do not
used used available know
e e e E
e e e E
e e e E
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Create and review scanned O ® C ®
documents

Review progress notes L L L e
Monitor current and past ® ® C C

medications and medications refill

11.
Available
Available but not
and being being Not Do not
used used available know
Receive drug interaction alerts when
writing prescriptions > L L L
Receive drug-allergy alerts when
writing prescriptions C 2 C L
Highlighting of test results that are
out of normal range L L. L L.
Clinical guidelines C C C C
12.

Available
Available but not
and being being Not Do not
used used available know
Enter lab orders r - r e
Enter radiology orders i e e =

Enter pharmacy orders L L L e
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13.

14.

15.

Available
and being
used
Create and maintain patient-related ®
medical problem list
Create and maintain common
T L
medication list
Identify patient-specific allergies L
Document patient-discharge ®

instructions

Available

and being

used
Email system C
Facsimile (FAX) system C
Mobile phone Short Message ®

Service (SMS) system

Available
and being
used
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Available

but not

being Not Do not

used available know
e e E
- r r
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Managing patient referrals L L

Allowing physicians, when out of
the hospital, to use internet to access L e
patient health records

Allowing patients to use internet to 0 ®
access parts of their health records

Automatic coding of disease O ®
conditions (eg ICD codes)

Generating health statistics L L

Data backup and disaster recovery i e
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™ Malicious programs
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Denial of service attacks
Hackers

Crackers

Snatched web sites
Flooding sites

Spam

Phishing

Authentication

Public key infrastructure
(PKI)

Firewall protection

Other
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