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ABSTRACT

Objectives To determine what information can be helpful
in prioritizing and presenting medication alerts according
to the context of the clinical situation. To assess the
usefulness of different ways of delivering medication
alerts to the user.

Design An international Delphi study with two
quantitative rounds. 69 researchers with expertise in
computerized physician order entry (CPOE) systems
were asked to estimate the usefulness of 20 possible
context factors, and to assess the potential impact of six
innovative ways of delivering alert information on
adverse drug event (ADE) rates.

Results Participants identified the following top five
context information items (in descending order of
usefulness): (1) severity of the effect of the ADE the alert
refers to; (2) clinical status of the patient; (3) probability
of occurrence of the ADE the alert refers to; (4) risk
factors of the patient; and (5) strength of evidence on
which the alert is built. The ways of delivering alert
information with the highest estimated ADE reduction
potential are active alerting, proactive prescription
simulation and a patient medication module that gives
patient-oriented alert information.

Limitations Most participants had a research-oriented
focus; therefore the results may not reflect the opinions
of CPOE users or CPOE implementers.

Conclusion The study results may provide CPOE system
developers and healthcare institutions with information
on how to design more effective alert mechanisms.

Patient safety is a serious public health issue.! 2 The
Council of Europe defines patient safety as ‘the
identification, analysis and management of patient-
related risks and incidents, in order to make patient
care safer and minimize harm to patients’ (p. 8).°
Estimates from the WHO show that one out of 10
patients is harmed while receiving hospital care.?

Medication-related events are among the most
common adverse events.* These adverse drug events
(ADE) are defined as ‘any injury occurring during
the patient’s drug therapy and resulting either from
appropriate care or from unsuitable or suboptimal
care’ (p. 1).% ADE resulting from a medication error
are considered to be preventable ADE.? °

It is estimated that in the USA, over 770000
people are injured annually or die in hospitals due
to ADE.® A review article by von Laue et al” in 2003
found ADE rates to range from 0.7% to 6.5% per
admission of hospitalized patients.

The use of computerized physician order entry
(CPOE) systems can reduce medication errors and
ADE® ? CPOE systems can be equipped with

different levels of clinical decision support.'
However, drug safety alerts generated by CPOE
systems often show low specificity due to too
many false-positive warnings.'"

Overriding drug safety alerts in CPOE systems is
very common and occurs in 49—96% of cases.?
Constant over-alerting may cause alert fatigue.
Alert fatigue is described ‘as the mental state that is
the result of too many alerts consuming time and
mental energy, which can cause important alerts to
be ignored along with clinically unimportant ones’
(p. 139).

Some proposals have recently been made to
prioritize and differently present alerts according to
the respective patient, for example, based on his age,
gender, weight, clinical laboratory values or allergies
in order to reduce over-alerting."! '? Another possi-
bility is to tailor alerts to the level of professional
experience of the user'? "*—for example, a senior
cardiologist may want to see fewer or different alerts
than a junior cardiologist. It seems to be helpful if
a CPOE system were aware of this kind of patient
and user context. In computer science, ‘context’
refers to the idea of systems sensing and reacting
based on their environment, with the context being
defined as ‘any information that can be used to
characterize the situation of an entity’ (p. 3).**

At the moment, however, it is unclear what
types of context information a CPOE system
should take into account in order to prioritize and
differently format a drug-related alert before
presenting it to the user.

This study is part of the European patient safety
through intelligent procedures in medication (PSIP)
project.’® This project aims at developing innova-
tive ways to deliver alert information in order to
improve medication safety, addressing different
timings (during prescription, dispensing, adminis-
tration ...) and different receivers (physician, nurse,
patient ...). The tools developed include a prescrip-
tion simulation tool, a passive alerting tool, an
active alerting tool, a patient medication module
and an ADE statistics report resulting from data
mining of clinical data. These tools represent
interesting ideas for delivering alert information in
different ways. It is unclear, however, whether
these new ways of delivering alert information can
help to reduce ADE rates and, if so, how much
reduction of ADE can be expected.

The objectives of this study were to obtain
expert opinion on two questions:

» What information about the clinical and user
context can help to prioritize and differently
present medication alerts?
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» Can different ways of delivering alert information, addressing
different timings and different receivers, help to reduce ADE
rates?

BACKGROUND

A context model for CPOE alerts

Within the PSIP project, a context model was created that was
used for this study.'® The context model was developed based on
a literature review and expert interviews. Twenty types of
context information were identified that may be useful to define
the clinical and user context, to prioritize medication alerts and
to present them differently to the user.

To develop this context model, we identified CPOE papers
that deal with issues of alert presentation. First, 10 major health
informatics journals were hand-searched by two researchers.
Sixty-one papers discussing alerts within CPOE systems were
identified. Second, CPOE-related papers were identified in
a PubMed search by using the MeSH terms ‘decision-support
system, clinical’, ‘drug-therapy, computer-assisted’” and ‘medical
order entry system’ or by searching for ‘CPOFE’ in the title or
abstract. Papers retrieved also had to contain terms related to
‘alerting’ in the title or abstract. In this PubMed search, 184
papers were identified. Combining the results of the hand search
and PubMed search, 224 unique papers were identified. The
abstracts of these papers were reviewed, and 67 papers possibly
containing information on medication alert presentation issues
were identified. The full texts of these papers were then read by
two researchers, and context factors discussed (positively or
negatively) anywhere in the papers were identified. The identi-
fied factors were then aggregated by two researchers using an
inductive approach. Overall, 20 different context factors were
extracted from the papers. The details of the process and the
steps for internal validation of this context model can be found
in Riedmann er a/.'®

The 20 identified context factors can be grouped into three
main axes:
> Context of organizational unit: information on the organi-

zational setting, such as information on the hospital (eg,

speciality), the department or the user (eg, experience).

> Context of patient and case: information on the patient and
the case, such as demographic data, laboratory data,
diagnostic data or risk factors.

> Context of alert: information on the severity or probability of
an ADE the alert refers to.

Supplementary appendix 1 (available online only) presents the
20 context factors in more detail.

The first objective of our study was to assess whether these
different context factors can be used to prioritize and differently
present medication alerts.

Providing decision support within CPOE systems
Several approaches are discussed in the literature to improve
patient safety by CPOE systems. Additional approaches have
been developed by the European PSIP project.'” The following
ways of delivering alert information are either already available
or are currently being developed within the PSIP project (see
supplementary appendix 2, available online only, for a more
complete description):

» External drug information for clinicians: this allows a doctor,
nurse or pharmacist to review detailed drug-related informa-
tion. These tools typically do not have access to patient data.
This type of basic decision support has been in use for many
years in many healthcare organizations.!” '8
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» Passive alerting module: these tools developed within PSIP
allow a clinician to review all recent alerts on a given patient,
such as drug—drug—interaction alerts, at any time he/she
wants.'? This tool is called ‘passive’ because the alerts do not
interrupt the prescription process, but are just displayed
passively in a list that can be retrieved at any time.

> Active alerting module: these modules present patient-related
drug safety alerts in an interruptive way, typically during the
prescription process. These modules are already in use as part
of CPOE systems and have been shown to be quite effective
in increasing patient safety.®

» Prescription simulation module: in these modules developed
within PSIP' a clinician can try several combinations of
drugs, the module immediately shows all alerts that are
relevant for the given combination of drugs. The user can
then try another combination. This simulation is typically
performed before the final prescription decision is made and
entered into a CPOE system.

> Patient medication module: these personalized modules
tailored for patients and their relatives have also been
developed within PSIP?° Patients can review information on
their prescribed medication as well as all related alerts.
Information is presented in a patient-understandable way.

» ADE epidemiology information: this concept, which was also
developed within PSIP, comprises a summarized overview on
the number and type of ADE that occurred in a given clinical
unit.?! This information is presented to clinicians and aims at
influencing future prescribing patterns by learning from
earlier incidents.

The second objective of our study was to assess the potential
impact of these different approaches on ADE rates, each
approach addressing different timings and different receivers of
a medication alert.

METHODS

The approach: a Delphi study

We used a Delphi study to address our two study questions:

» What information about the clinical and user context can
help to prioritize and differently present medication alerts?

» Can different ways of delivering alert information, addressing
different timings and different receivers, help to reduce ADE
rates?

The Delphi study comprises a systematic, iterative collection
of expert opinions.?? ** Compared with other methods, such as
interviews, it enables the inclusion of a larger number of
experts.* We conducted a type 3 Delphi study® comprising two
rounds. In the first round, the participants were asked to answer
predefined standardized questions with regard to the study
questions (see details below). In the second round, the results of
the first round were fed back to the participants and they had
the opportunity to revise their opinion.

The Delphi study was conducted between May 2010 and
August 2010. A third round was not conducted as the results
were stable between the first and second round (eg, the top five
factors did not change order).

Selection of the appropriate expert panel

We conducted a systematic PubMed search to identify CPOE
experts from different countries and different professional
perspectives. We searched for the terms ‘CPOE’ in all fields and
for the terms ‘medical order entry systems’, ‘computer-assisted
drug therapy’ and ‘clinical decision support system’ as major
MeSH headings. The first authors of the retrieved papers were
invited only if they had published at least two CPOE papers or if
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they were personally known to us as CPOE experts. Overall, we
identified 217 authors who we then invited to participate; these
experts were also asked whether they could recommend further
experts who were then also invited. After this invitation, we
received 14 new recommendations. From all 231 invited experts,
15 could not be contacted due to wrong e-mail addresses and
two chose not to participate. Overall, 214 experts were finally
invited. These invited experts came from 27 countries with the
large majority from the USA and Europe. Experts who partici-
pated in both rounds were awarded with a €50 book voucher for
their efforts.

Content of the Delphi study
A web-based survey (using LimeSurvey, http://www.limesurvey.
org) was developed that comprised three parts:

Delphi study part 1: selecting and ranking of useful context factors

1. All 20 potential context factors were presented to the experts
(see supplementary appendix 1, available online only). The
experts were then asked: ‘In some hospitals, systems for
prescribing drugs already provide automatic medication
safety alerts. These systems tend to produce a large number
of alerts that may not be relevant for a given clinical
situation. We would like to have your opinion on which
factors might be useful to prioritize and filter alerts.” The
experts could then mark one or more factors that they found
useful.

2. The experts were then asked: ‘If you think that the preceding
list of factors is incomplete, are there other factors that could
be used to filter irrelevant alerts?’

3. Finally, the experts were asked to identify the top five factors:
‘From the factors you have chosen, which are the five most
useful factors?’ Here, the expert could see all the factors he or
she had identified earlier in step 1, and then could rank the
top five of those by adding numbers (1—5) to them.

Delphi study part 2: estimated impact of electronic tools on ADE
The experts were introduced to the six ways of delivering alert
information discussed in section 2.2 (for details, see supple-
mentary appendix 2, available online only). The experts were
then asked two questions:

1. ‘Do you think that this tool has the potential to prevent
ADEs compared to a hospital where electronic prescribing is
already in use, but without any kind of electronic decision
support?’ (yes/no)

2. ‘Based on your personal judgment: from 100 preventable ADE
cases, how many do you think could be avoided in the best
case by this tool in a non-specialized hospital where
electronic prescribing is in use, but without any kind of
electronic decision support?’ (0—100).

Part 3: professional expertise

Finally, the experts were asked about their ‘professional
perspective’ (healthcare provider, university, other), about their
‘professional role when dealing with CPOE’ (physician, phar-
macist, informatics specialist, other), about their level of
expertise with regard to CPOE (foundation, intermediate,
advanced) and about the percentage of their CPOE activities
that dealt with research (0—100%).

Data analysis

We first calculated the non-weighted frequency and then the
weighted frequency for each factor. Here, a top five factor
received between five points and one point, based on the number
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assigned by the expert. All other factors judged as ‘useful’
received one point. The weighted frequency was then calculated
as a sum of all the points received.

For each of the six tools that we presented, we calculated the
absolute and relative frequencies for their potential (yes or no).
Estimated reductions in ADE rates were analyzed using box
plots.

RESULTS

Participants and return rate

We invited 214 experts to the first round, of whom 73 completed
the first round (34.1%) and 69 the second round (32.2%). These
69 participants came from 15 countries, mostly from North
America (50.7%) and from Europe (39.1%).

Over half of the participants held a university perspective
and approximately one-third a healthcare provider perspective
(table 1). The large majority indicated an intermediate or
advanced level of CPOE expertise. The participants were mostly
medical informatics specialists, physicians or pharmacists. The
participating experts considered their CPOE-related activities
mostly as research (median: 60%, mean: 61%; range 33—100%).

Usefulness of context factors

Figure 1 shows how many participants judged each factor as
‘useful’. Those factors with more than 50% agreement are
highlighted.

After assigning the weights as described above, the list of top
five factors and the list of the lowest five factors remained the
same.

The factors were mostly stable between the first and second
round of the Delphi study. For example, the top five factors and
the lowest five factors were the same in both rounds.

The participants gave 35 free-text statements. Seven of them
contained suggestions for missing factors: drug history
(including stopping of a drug); whether a prescription is based
on a clinical protocol; whether there is advice that may reduce
the ADE risk; the degree to which the alert is actionable; and
already planned clinical actions (such as the monitoring of
laboratory values).

Impact of ways of delivering alert information on ADE rates
Participants felt that each of the proposed ways of delivering alert
information has a potential to reduce ADE rates (see figure 2
for details).

Table 1 Professional perspective, role, and level of
CPOE expertise of the 69 participants

Professional perspective n (%)
Healthcare provider 25 (36.2%)
University 36 (52.2%)
Other 7 (10.1%)
No answer 1 (1.4%)
Level of CPOE expertise n (%)
Foundation 6 (8.7%)
Intermediate 17 (24.6%)
Advanced 45 (65.2%)
No answer 1 (1.4%)
Professional role n (%)
Physician 18 (26.1%)
Pharmacist 9 (13.0%)
Medical informatics specialist 25 (36.2%)
Patient safety officer 2 (2.9%)
Other 14 (20.3%)
No answer 1 (1.4%)

CPOE, computerized physician order entry.
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Figure 1 Percentage of participants
who found that a context factor is
useful to prioritize and filter alerts
(n=69).

Clinical status of the patient
Probability of occurrence

Risk factors of the patient

Strength of evidence
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Class of drug
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Type of alert
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Personal preferences of the user
Tolerance of the drug
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Topicality of the alert
Population of the hospital

ADE rate of the department/hospital

Workload

Professional experience of the user

Figure 3 shows the estimated amount of ADE reduction for
each tool. Active alerting modules as well as prescription simu-
lation modules were ranked highest (median for both 25% ADE
reduction).

In their free-text comments, the participants indicated three
other possibilities for reducing ADE: automatic decision support
by proposing the drugs that are best suited for a given patient’s
diagnosis; review of medication orders of high-risk patients by
a second expert who is informed automatically; and voluntary
ADE reporting systems by physicians.

DISCUSSION
Answers to the study questions
According to the 69 participating CPOE experts the top-five
useful context factors for prioritizing alerts are (in descending
order of usefulness): (1) severity of the effect of the ADE the
alert refers to; (2) clinical status of the patient; (3) probability of
occurrence of the ADE the alert refers to; (4) risk factors of the
patient; and (5) strength of evidence on which the alert is built
(see figure 1 for details).

All of the experts agreed on the potential to prevent ADE by
using CPOE systems with active alerting (see figure 2). The

External drug information for clinicians | | |
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Active alerting module |
Prescription si module .:
Patient medication module | | ]
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Figure 2 Answers to the question: ‘Do you think that this tool has the
potential to prevent ADE?" (n=69). ADE, adverse drug event.
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experts estimated that on average every fourth preventable ADE
can be avoided by integrating an active alerting module or
a proactive prescription simulation module into the hospital
information system architecture (see figure 3).

Strengths and weaknesses of the study

Only a third of all the invited experts completed both rounds.
This can be seen as a potential limitation. On the other hand, we
did not use a convenience sample of easily available experts (eg,
only experts personally known to us), but contacted all
researchers worldwide who we identified as first authors of
CPOE papers. This method of identifying experts can be viewed
as a strength, because it reduced potential bias in the selection of
experts. Furthermore, in comparison with other Delphi studies
with less than 30 participants, > 2% 69 participants seems quite
high. The identification method and the number of participants
should have yielded reasonable diversity in professional points of
view.

The final expert panel consisted of CPOE experts from 15
countries spread over five continents, with approximately half
from the USA and one-third from Europe. This mirrors the
distribution of scientific papers on CPOE systems in the litera-
ture. Two-third of participants self-assessed their level of
expertise with CPOE systems to be advanced, which is an
indication that we did reach CPOE experts.

The sample was mostly restricted to experts who are
publishing in scientific journals. This means that the results
represent the point of view of researchers. The perspectives of
CPOE users, CPOE developers and CPOE implementers may be
different, and they were not investigated in this study.

The experts had to read and judge a list of 20 suggested
factors. This could have contributed to a ‘serial position effect’,
meaning that the first factors listed are treated differently than
factors listed further down (eg, when participants are losing
concentration). To minimize this effect, we chose an automatic
random order of factors for each expert in the survey.

Another possible source of bias is the way of describing the
factors. For each factor, a short definition was given together
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Figure 3 Answer to the question:
‘From 100 preventable ADE, how many
could be avoided by the tool? (n=69).
ADE, adverse drug event.

Passive alerting module (N=51) =

Active alerting module (N=65) -

Prescription simulation module (N=56) -

Patient medication module (N=53) 4 t

ADE epidemiology information (N=46) -

with a short prime example (see supplementary appendices land
2, available online only). It may be that the experts only judged
a factor based on the one example given without considering
other situations. We cannot assess the impact of this source of
bias; it seems clear, however, that examples are needed to explain
the meaning of the factors and that the number of examples
that can be given is limited.

Both non-weighted and weighted frequencies showed the
same top five factors. We view this as an indication for the
stability of the results. Some experts expressed concerns about
the validity of their estimates about ADE reductions. This,
however, is the task of a Delphi study: to gather estimates of
unsure future developments.

The context factors were developed for ‘normal’ inpatient
settings; usefulness of context factors may be different in
intensive or outpatient units.

Results in relation to other studies

Study objective 1: usefulness of different context factors

There are reviews on the effectiveness of different types of alerts
(eg, drug—drug-interaction alerts and drug—laboratory alerts),*
studies on how alerts are handled by clinicians®® and studies on
frequencies and reasons for alert overriding.® Several of these
studies provide specific suggestions on how to improve alert
presentation in order to improve alert effectiveness and reduce
alert fatigue (eg, see next paragraphs). To our knowledge,
however, there are no studies that first define and then compare
context factors in a controlled trial (eg, comparing the usefulness
of ‘severity’ vs ‘professional experience’). Obviously, comparing
all factors with each other in individual simulations or field
studies would require quite a number of controlled studies. We
therefore chose the Delphi study to compare all 20 factors with
each other in a unified way to determine which factors may be
most beneficial to be studied further in controlled trials.

Our list of 20 factors was identified by a literature review, so
each factor has been discussed in the literature. However,
different points of view were often expressed on the usefulness
of the factors. For example, there is some controversy in the
literature about the ‘severity of the effect of the ADE the alert
refers to’, which was the factor given the highest ranking by
experts in our study. Some authors such as Kuperman er a/™
(p. 37) and Weingart et a/®' (p. 2625) discussed the usefulness of
this factor; others such as van der Sijs et al®* (p. 446) and
Tamblyn et al*® (p. 437) viewed it differently. This controversy
could depend on one’s interpretation of ‘severity’. Physicians
may rate the severity of an alert differently depending on
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whether there are organizational or clinical rules that could
prevent the manifestation of the related ADE (eg, by monitoring
certain laboratory values) (p. 446).%

The clinical status of the patients, ranked highly in our survey,
has also been considered important by other researchers such as
van der Sijs er al'? (p. 144). It seems quite clear that the inclusion
of more clinical parameters such as laboratory values can help to
tailor alerts better.

Another highly ranked factor, ‘strength of evidence on which
the alert is built’ is also mentioned by other authors such as
Kuperman et al’® (p. 37). It is not surprising that our partici-
pating experts rate this as an important factor, given their
research background.

‘Probability of occurrence of the ADE the alert refers to’ and
‘risk factors of the patient’ were highly ranked by our experts,
but are mentioned seldom in the literature.

An initially unexpected result was the poor ranking achieved
by the context factor ‘professional experience of the user’. This
factor is mentioned quite frequently in the literature, for
example, by van der Sijs ef al,'? and is often mentioned as a key
example to describe the contextualization of drug safety alerts
(eg, alerts for senior physicians vs alerts for junior physicians). In
our survey, it is ranked lowest. Our sample mostly consisted of
CPOE researchers, not clinical practitioners outside a research
context; this might explain the low ranking of this factor.

Study objective 2: impact of different ways of delivering alert
information on ADE rates
Our experts estimated that, depending on the tools used,
between 10% and 25% of ADE could be prevented. It must be
noted that these numbers are subjective judgments, as no
empirical evidence is available for most of the tools as yet. As
figure 3 shows, experts often gave comparable estimates; we see
this as an indicator for the potential validity of these estimates.

In our study, the highest estimates of approximately a 25%
ADE reduction were given for active alerting modules. This is
not surprising as sufficient evidence for their benefit in reducing
medication errors and ADE rates is available.® However, all
studies included in the review by Ammenwerth et al® compared
the intervention with a paper-based control situation; here, ADE
risk reductions of 13—84% were found. We did not find studies
that assessed ADE risk reductions comparing computer-based
ordering with and without an active alerting module. We can
now provide a first estimate of 25%.

External drug information is also a frequently used tool in
many hospitals—Sharp et a/*® identified over 30 major drug
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information resources. While evaluations of the quality of the
content of these services and of their usage already exist,"” we
are not aware of any systematic evaluations of the impact of
these tools on patient outcomes. Our experts estimated an ADE
risk reduction of less than 10%. Drug information services have
the drawback of not using individual patient data. Moreover,
these tools are typically used voluntarily. This all may reduce
their impact on patient safety.

Passive alerting modules, proactive prescription simulation
modules and ADE epidemiology information are new tools just
being developed in the PSIP project.” No empirical evaluation
results are available yet. Our experts judged their potential
impact to be between 10% and 25%. The high estimates for the
simulation modules point to the fact that this is seen as an
interesting support within the ordering process.

The experts estimated that a patient medication module may
lead to an ADE reduction of approximately 15%. General drug
information services available to patients already exist, for
example,” but the concept of the patient portal envisions an
extended tool that offers personal, tailored, drug-related
information based on a patient’s actual prescriptions. The
participating experts obviously support this idea by estimating
an ADE risk reduction of approximately 15%.

Meaning and generalizability of the results

To our knowledge, the ‘context model’ used in this study is the
first attempt to systematically describe and structure informa-
tion on the clinical and user context that can be used to
optimize alert prioritization and alert presentation. It may help
to improve the ‘alert logistics’ in clinical settings and therefore
support a reduction of over-alerting and resulting alert fatigue.

Unanswered and new questions

Although some of the methods to reduce ADE presented to
experts in this study are relatively new, many of them are
already available or under development. Future research will
have to show in empirical evaluation studies whether the esti-
mated benefits can be obtained in real practice.

The set of context factors for alert prioritization recom-
mended by the experts who participated in this study can be
seen as a starting point to develop more effective alert mecha-
nisms within CPOE systems. Systematic trials should be
conducted to determine whether alert overload can be reduced
without reducing the sensitivity of the alerts too much.

The experts proposed some additional context factors, such as
whether a prescription is based on a clinical protocol; these ideas
need to be investigated further. In addition, the list of factors
should also be complemented and validated from the point of
view of practising clinical users, which may be different from
those of experts.

In this study we did not investigate the information logistics
needed to provide CPOE systems with the necessary informa-
tion (such as professional experience and workload of the user,
severity of the expected effect or clinical status of the patient).
Obviously, some of this information will have to come from
clinical or administrative systems, others from drug information
sources. In addition, some context factors are quite vague and
general (such as ‘clinical status of a patient’) and need to be
defined precisely. Research on how to provide this information
through adequate information systems architectures and
interfaces is ongoing work within the PSIP project. We also did
not ask the experts about the feasibility of the proposed tools
or the way these tools can be integrated into the clinical
workflow.
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This study focused on each factor individually. It has not yet
been investigated how the most important factors can and
should be combined in a clinical situation. For this, additional
studies are needed.

System developers and researchers should collaborate to
develop these tools and to implement and evaluate them in field
studies. Some of this is ongoing research within the PSIP project.
Future research will show whether the estimated ADE reduction
can be achieved and at what cost.

CONCLUSION

The serious problem of alert overload and alert fatigue and how
to improve drug safety alerting in CPOE systems is a current
issue in health informatics. The results of this study may
provide CPOE system developers and healthcare institutions
with insights on how to develop more effective alert mecha-
nisms based on context information and new ways of delivering
alert information.
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