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combination of the potential loss of privacy with concerns 

about data access and identity of the research sponsor war-

rants disclosure about a study’s data-sharing plans during 

the informed consent process.  Copyright © 2011 S. Karger AG, Basel 

 Introduction

  One of the major themes characterizing the genome 
era has been a policy of open data-sharing. Open data-
sharing promises to more rapidly advance research by 
providing the opportunity for other researchers to vali-
date a study’s findings, combine multiple datasets for 
analysis and test new hypotheses. Several studies, how-
ever, have shown the possibility of identifying partici-
pants based on analysis of these data  [1–3] . The issue has 
garnered a range of opinions on how best to balance data-
sharing with privacy and protection of research partici-
pants  [4, 5] .

  In addition to traditional methods of data-sharing 
such as presentations or posters at professional meetings 
and publication in peer-reviewed journals, genomics data 
are often deposited in online databases. In some cases, 
participant characteristics (demographic and clinical) 
may accompany sequence or genotype data. Genomic da-
tabases may be established per study and operated by the 
researcher, company, research institute, or be maintained 
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 Abstract 
  Background:  Genomics research data are often widely 

shared through a variety of mechanisms including publica-

tion, meetings and online databases. Re-identification of re-

search participants from sequence data has been shown 

possible, raising concerns of participants’ privacy.  Methods:  
In 2008–09, we convened 10 focus groups in Durham, N.C. to 

explore attitudes about how genomic research data were 

shared amongst the research community, communication of 

these practices to participants and how different policies 

might influence participants’ likelihood to consent to a ge-

netic/genomic study. Focus groups were audio-recorded 

and transcripts were complemented by a short anonymous 

survey. Of 100 participants, 73% were female and 76% Afri-

can-American, with a median age of 40–49 years.  Results:  
Overall, we found that discussants expressed concerns about 

privacy and confidentially of data shared through online da-

tabases. Although discussants recognized the benefits of 

data-sharing, they believed it was important to inform re-

search participants of a study’s data-sharing plans during 

the informed consent process. Discussants were significant-

ly more likely to participate in a study that planned to de-

posit data in a restricted access online database compared 

to an open access database (p  !  0.00001).  Conclusions:  The 
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by a third party such as a government agency. Access to 
these databases varies from completely open access to 
limited access for approved researchers only  [6] . For ex-
ample, some databases maintained by government agen-
cies are completely open to anyone with Internet access 
(i.e. GenBank, dbGaP). Other government databases re-
quire consent of the user to some type of data use certifi-
cation agreement (e.g. Genetic Association Information 
Network (GAIN)) and/or approval from a data access 
committee. Further, data-sharing may be a requirement 
for publication or of the funding source.

  In 2008, Homer et al.  [1]  developed a metric to deter-
mine the presence of an individual of known genotype 
from pooled genomic data. Though limitations have been 
noted and further refinement is needed to improve iden-
tification of the proband and his/her relatives within a 
pooled dataset, follow-up studies have validated the abil-
ity to re-identify individuals  [7–10] . Identification of dis-
ease states of participants in genome-wide association 
studies has also been demonstrated  [11] , further raising 
medical privacy concerns. The work by Homer et al.  [1]  
and others have instigated changes in data-access policies 
for some genomic databases to reduce potential identifi-
cation of research participant  [12] . While such policy 
changes will limit access to some data, limiting individ-
ual harm, these policies are not standard for all genomic 
databases. Furthermore, efforts to balance social benefits 
to individual risks by the research community raise con-
cerns about their ability to impartially achieve such a bal-
ance given researchers’ inherent conflict of interest.

  Despite the common practice of data-sharing in ge-
nomics research, investigators are just beginning to un-
derstand the public’s views and the potential impact of 
these practices on research participation  [13–15] . In con-
trast, several studies have examined the public’s attitudes 
toward biobanking, a related issue involving storage and 
multiple use (or sharing) of DNA specimens and poten-
tially personal or clinical information, as well as opt-out 
policies and appropriate informed consent  [16–20] . In 
general, the public’s concerns regarding biobanking cen-
ter on issues of privacy, autonomy and underlying mis-
trust of how samples may be used and by whom. In this 
article, we describe findings from a focus group study of 
predominantly African-Americans about attitudes to-
ward data-sharing in genetic/genomic research and the 
potential impact of possible practices on research par-
ticipation. Based on public concerns about privacy, con-
fidentiality and future uses and users with biobanks, we 
hypothesize that research participants will express simi-
lar concerns and may believe researchers should disclose 

information about who maintains the genetic/genomic 
database as well as who has access to the data as it may 
influence their perception of risk/harm. Certain entities 
(e.g. government, law enforcement or pharmaceutical in-
dustry) may raise more concern than others (e.g. re-
searchers) if access is permitted or possible.

  This study provides additional insight into concerns 
and expectations regarding data-sharing from the ‘po-
tential’ participant’s perspective. The results will be use-
ful for development of future policies related to both data-
sharing and disclosure of data-sharing plans to partici-
pants prior to enrollment.

  Methods 

 Study Population 
 We were particularly interested in gathering perspectives 

from minority communities, particularly African-Americans, 
given that this population group is frequently underrepresented 
in genetic/genomic research. Participants were recruited from 
community locations across Durham, N.C., USA, through adver-
tisements in predominantly African-American churches, flyers 
posted in community centers and libraries in predominantly Af-
rican-American neighborhoods and advertising in newsletters 
and radio stations targeted toward the African-American com-
munity as well as word-of-mouth. A meal and USD 25 were pro-
vided as compensation for their participation in the focus group. 
The study was approved by the Duke University Health System 
Institutional Review Board.

  Focus Group Design 
 A three-part questioning route guide employing a ‘funneling’ 

approach and utilizing 3 hypothetical research vignettes was de-
signed to engage participants in an open discussion about return-
ing research results and data-sharing practices. This article will 
focus on the findings related to data-sharing; the data on return-
ing research results is described elsewhere (O’Daniel and Haga, in 
press). Initial questions were intentionally broad regarding genet-
ic and genomic research, encouraging discussants in free expres-
sion. A brief overview of genetic/genomic research was presented 
by the moderator, highlighting the various options for data-shar-
ing and returning research results. Potential risks and benefits for 
the various options, including no data-sharing, were also present-
ed. For data-sharing practices, we noted that identifiability of re-
search participants was possible based on sequence data alone. 
Subsequent questions were more targeted and issue-specific, fol-
lowing the presentation of 3 hypothetical research vignettes illus-
trating combinations of different options for returning genetic/
genomic research results as well as data-sharing practices amongst 
other researchers. In brief, Vignette 1 described a large-scale, 
case-control study in which the research findings would be dis-
seminated through publications and presentations at professional 
meetings. The researchers would also share their research data 
with other scientists studying the same disease upon request. Vi-
gnette 2   described a large-scale study of the prevalence of a can-
didate gene variant within the African-American population. 
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The research findings would be disseminated through publica-
tions and presentations at professional meetings, and research 
data would be shared via open-access, online database main-
tained by a government entity. Vignette 3 described a large-scale, 
multi-site genome study of individuals with a family history of 
heart disease in which research findings would be disseminated 
through publications and presentations at professional meetings, 
and research data would be shared via centralized, online data-
base accessible only to researchers involved in the study.

  Two pilot focus groups were held to obtain feedback on the 
understandability of the content and questions as well as meeting 
logistics (e.g. food, time and location). Materials were revised ac-
cordingly.

  Focus Groups 
 Ten focus groups were held between February 2008 and Febru-

ary 2009 at various locations throughout the Durham commu-
nity. Each focus group discussion was audio-recorded and tran-
scribed.

  Data Analysis 
 The focus groups yielded 3 datasets: (1) socio-demographic 

data, (2) digitally recorded and transcribed text from each focus 
group session and (3) anonymous responses to a short survey. 
Qualitative analysis of transcripts was performed including cod-
ing and semantic content analysis. Initial coding categories of re-
sponses were developed by the authors and a research assistant; 
areas of intercoder disagreement were resolved by consensus. De-
scriptive and analytic statistics were utilized for assessment of the 
socio-demographic and survey data using the STATA statistics 
package. The data gathered from this study may not be generaliz-
able given the small sample size and recruitment from one region. 
In addition, it is possible that the moderators (the authors) of the 
focus groups may have biased participants as we acknowledged 
that we conduct genetics research and are from a major univer-
sity that conducts a lot of research in the area.

  Results 

 Focus Group Discussants 
 One hundred individuals participated in 10 focus 

groups. In summary, discussants were predominantly fe-
male (73%), African-American (76%), between the ages of 
40 and 49 years (36%), and had some college education 
but no degree (26%) (O’Daniel and Haga, in press).

  Responses to Research Vignettes 
 Three hypothetical vignettes were discussed to illus-

trate the various ways researchers may share and dissem-
inate data. Following each vignette, discussants were 
asked to consider the scenario and the data-sharing prac-
tices and whether they would participate in a similar type 
of study if approached. In general, discussants did not 
express concerns regarding dissemination of research 
findings through traditional methods such as scientif-

ic publication and/or meeting presentation. Significant 
concerns were raised, however, about being able to link 
research data back to personal information or identity. 
This worry about loss of privacy and/or confidentiality 
appeared to be linked to several factors including the per-
ceived security of the data storage and the ability to link 
the research data back to the individual through codes or 
other means.

  Several discussants seemed to be especially skeptical of 
the security of an open, government database as described 
in Vignette 2. While some of the concerns were linked to 
the prospect of open-access, many voiced significant mis-
givings about the integrity of a government entity to pro-
tect the privacy of their data and the lack of trust.

  ‘Well, I believe that if a government official wanted my DNA, 
that they would break that code and get it … So, for me, it’s a trust 
issue.’ (focus group (FG) 2, female)

  ‘It’s just something about that word, “government,” because 
there were other studies in the past on the African American pop-
ulation. And I probably would not [participate].’ (FG 2, female)

  ‘That did concern me … that it’s, you know a government in-
ternet … and the world, you know, can have access to it. But if they 
really did separate it from, you know, the data, away, then maybe.’ 
(FG 3, female)

  ‘Well, I don’t know what they are going to do with my DNA. 
[The study] could be a fluke. You going to get my stuff and then 
there’s paranoia, I got the FBI looking for me for something.’ (FG 
6, male)

  ‘As long as I knew that my sample was going to be coded and 
not in any way traced back to me, I would feel comfortable. If I 
didn’t know that, I feel uncomfortable … I’m sorry, but I don’t 
trust the powers that be.’ (FG 8, male)

  For some, a coded link to personal information raised 
worry about potential harm of third-party access to data, 
particularly discrimination.

  ‘… well, they could trace my information back to me. I would 
want to know if someone disclosed that.’ (FG 1, female)

  ‘Because if you release your [information], and you don’t mind 
someone sharing your information, it could go to the insurance 
companies, your rates could go up.’ (FG 8, female)

  Support for Data-Sharing 
 Despite potential concerns, many discussants recog-

nized the benefits of data-sharing and stated scientific 
data-sharing would not affect their decision to partici-
pate in a study.

  ‘It wouldn’t bother me, because, for one, I know scientists 
aren’t really, you know, looking for personal stuff. They’re not – 
they don’t care about what the name is. They want the bottom-line 
raw numbers.’ (FG 3, female)
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  ‘Oh, I think that’s the important thing that they ought to share. 
That’s the purpose of it.’ (FG 4, female)

  ‘I don’t think it would affect my decision one way or the other, 
because it would be based on various other factors. I don’t think 
that would enter into it. As several people have said, the more 
widely this information is [shared] the better.’ (FG 8, male)

  ‘Peer review is so important in science, [for] the credibility for 
the study …’. (FG 4, male)

  Discussants were not able to identify circumstances 
when research data should not be shared within the sci-
entific community, though some sought assurance that it 
would be anonymous.

  ‘As long as it’s not violating our privacy, if we’re doing codes 
and all that other stuff, that other guy’s not going to know who we 
are. If they receive our full names and are publicizing [them], 
that’s another story.’ (FG 7, female)

  However, some also acknowledged situations when ac-
cess to research data should be restricted.

  ‘I really don’t think the drug company or – somebody who has 
a – who can stand to benefit from the results the way it’s present-
ed. I don’t think that should be allowed. I mean, especially if it’s 
presented as scientific information.’ (FG 4, female)

  Informing Research Participants about Data-Sharing 
Methods 
 Although many expressed that the data-sharing meth-

od would have little effect on their decision to participate 
in a study, the vast majority of discussants believed re-
searchers  should  disclose it before they consented to par-
ticipate in the study. In particular, discussants believed 
they should be informed about how research partici-
pants’ confidentiality would be protected.

  ‘So, you know, you can make an informed choice.’ (FG 3, fe-
male)

  ‘I think however they plan to [share the data] – they should 
inform so that you know what they are doing, and [where] it’s go-
ing to go – any method that they use.’ (FG 6, female)

  ‘You could just put [it] like in the consent form “This may or 
may not be published; this may or may not be …” – the uses, not 
like [a] promise.’ (FG 9, male)

  Discussants also raised the possibility that they would 
come across a media report of a study in which they were 
a participant but were unaware the study findings would 
be publicly announced. One of the discussants expressed 
concern about her unawareness of secondary uses of her 
data, however, it is highly unlikely that she would come 
to know which studies her data were used in if they were 
publicly available, highlighting some confusion about the 
harms of data-sharing.

  ‘Because you know, you suppose – okay, they didn’t tell you, 
and all of a sudden you go to the library or something, and this 
magazine, and you say, oh, researchers have found – have discov-
ered this and that and that, so who knows, you might be part of 
that study, you know? But they didn’t tell you that they were shar-
ing it.’ (FG 8, female)

  Survey Results 
 To further explore the impact of data-sharing via on-

line databases on decisions to participate in a research 
study, we administered a short anonymous survey at the 
conclusion of the focus group. Ninety-nine of the 100 par-
ticipants completed the survey. The majority of discus-
sants indicated that they would be very/somewhat likely 
to participate in a genomic research study if the data were 
to be shared through a restricted online database (84%). 
This was significantly greater than those who indicated 
that they would participate in a study in which data were 
to be shared through an open online database (52%; p  !  
0.00001).

  Discussion 

 The field of genomics has taken a unique approach to 
data-sharing. Few other types of clinical research are re-
quired to deposit data in public databases, potentially ac-
cessible by any person or entity. While this practice may 
be advantageous to the scientific community, some dis-
advantages to research participants deserve further at-
tention  [5, 21, 22] . Our study showed that while focus 
group discussants recognized the importance of data-
sharing, they desired to be informed of how the data 
would be shared due to concerns about privacy and con-
fidentiality. These data, gathered from a primarily Afri-
can-American population, validate other findings from 
smaller studies of predominantly White research partici-
pants and the general public about the trade-off between 
data-sharing and concerns of privacy along with the de-
sire to have some control/input regarding data-sharing 
practices  [13–15] .

  Discussants recognized both the personal risks of da-
ta-sharing as well as the larger benefits to biomedical re-
search. In particular, some discussants were concerned 
about potential harms that could arise if their participa-
tion and individual results could be revealed from data-
bases. Government involvement in data-sharing (as the 
sponsor or users of the database) raised substantial con-
cerns in our study population, particularly as a number 
of participants recalled past abuses by government re-
searchers in studies of vulnerable or minority communi-
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ties. Mistrust, insecurity and suspicion have similarly 
been noted as concerns with respect to biobanking  [23] . 
Concerns about potential negative implications for some 
ethnic groups have led to the development of restricted 
data-sharing policies vs. an open-access policy  [24] . In 
regards to company-sponsored databases, others have ex-
pressed concern about the security of the data in the event 
of the sale of private databases if a company is purchased 
or becomes insolvent  [25] . As none of the vignettes in-
cluded commercial involvement, little discussion about 
commercial groups occurred, and thus, we were unable 
to elucidate if discussants’ perspectives might differ from 
those related to government entities. Some concerns were 
spontaneously raised about drug companies benefiting 
from data-sharing, and thus, the potential for commer-
cial profit from research participants’ data may be a sig-
nificant influencing factor for participants, similar to 
other findings with respect to data-sharing  [13, 15] .

  Similar to national policy  [26]  and recommendations 
made by others to obtain consent for future uses of ge-
netic data  [27]  and stored tissue  [28] , our data support 
informing research participants of the method(s) of data-
sharing, data access policies and database privacy protec-
tions. Specifically, the National Institutes of Health (NIH) 
policy on data-sharing of prospective genome-wide as-
sociation studies (GWAS) recommended that investiga-
tors obtain consent from participants for data to be shared 
through the NIH-GWAS database  [26] . Re-consent may 
be needed for sharing of data generated from existing col-
lections before the data can be deposited in public data-
bases. This policy aligns with our findings of discussants’ 
desire to be informed of data-sharing options, but limits 
data-sharing as re-consent may not be possible depend-
ing on the age of the collection, ability to contact partici-
pants and the possibility that only a subset will consent 
to data-sharing. However, for other non-GWAS studies, 
no standard policy is available to address notifying or in-
forming research participants of how data may be shared. 
The potential loss of privacy and confidentiality would 
appear to meet the threshold of ‘reasonably foreseeable 
risks (45 CFR 46.116)’ to the participant, another reason 
to consider disclosing information about a study’s data-
sharing plan during the informed consent process.

  As noted in a prior study about patient preferences to 
learn of research using anonymized or coded DNA sam-
ples  [28] , a potential benefit to disclosing modes of data-
sharing is to maintain trust of participants and trans-
parency of research practices  [13, 15] , a particularly im-
portant aspect to minority research participants  [29] . 
Although several elements have been recommended to be 

disclosed to participants regarding the benefits and risks 
of data-sharing  [13, 30] , we suggest a concise section with 
simple but explicit language on the benefits and risks, ac-
cess policies, privacy and confidentiality protections, and 
information about the sponsor of the database. Too much 
information may lead to confusion about the study’s data-
sharing plans. Highlighting the need for concise and sim-
ple language, the study by McGuire  [14]  reported partici-
pants’ confusion about the data-sharing plan described 
in the informed consent.

  In addition, consideration of use of a tiered consent 
with respect to data-sharing merits further study regard-
ing feasibility and impact on overall goals of data-sharing 
given discussants’ higher likelihood to participate in a ge-
nomic research study if the data were to be shared through 
a restricted database rather than an open-access database. 
These findings are similar to participant preferences 
about restricted use of DNA samples in biobanking, al-
though very few participants have withdrawn consent be-
cause of broad use of samples  [17]  suggesting the impact 
on research participation may be less than indicated for 
the issue of data-sharing as well. Similar to other findings 
 [13] , our discussants emphasized, however, that disclosure 
of data-sharing practices was important in order to make 
a truly informed decision and fulfill the fundamental eth-
ical principles of participant autonomy and respect.

  Although the ability to identify a research participant 
through analysis of aggregate data or through a combina-
tion of demographic information, disease status and ge-
netic sequence may be rare, prospective participants may 
be justly concerned about data-sharing practices as was 
observed in this study. While participant concerns are 
only one aspect to be considered in the development of 
policies regarding disclosure of data-sharing practices, 
the apparent consensus from this and other studies 
strongly supports careful consideration by institutional 
review boards, policy-makers and researchers regarding 
the establishment of standards for disclosure of data-shar-
ing plans to research participants. Overall, the scientific 
community must strive to define a balance between pro-
tecting and showing respect to research participants and 
advancing scientific discovery for the potential benefit of 
all.
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