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Abstract
For reasons of safety and effectiveness many forces in healthcare, especially the Affordable Care
Act of 2010, are pressing for improved identification and management of substance use disorders
within mainstream healthcare. Thus, standard information about patient substance use will have to
be collected and utilized by providers within electronic health record systems (EHRS). While
there are many important technical, legal and patient confidentiality issues that must be dealt with
to achieve integration, this paper focuses upon efforts by the National Institute on Drug Abuse and
other federal agencies to develop a common set of core questions to screen, diagnose and initiate
treatment for substance use disorders as part of a national EHRS. This paper discusses the
background and rationale for these efforts and presents the work to date to identify the questions
and to promote information sharing among health care providers.
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Introduction
Information standardization, sharing and utilization issues have become critical as healthcare
teams of the future will increasingly involve many types of providers coordinating their
individual interventions and tracking outcomes in a compatible manner. This will require
fully functioning electronic healthcare record systems (EHRS) to provide accessible,
standardized information for all members of the care team at different sites and over an
extended time frame. Standardized, shared information should increase the efficiency and
integration of different parts of healthcare that so often hamper quality and produce
unnecessary costs. One area of healthcare which has been relatively segregated from
mainstream healthcare and health information sharing is substance use disorders, including
tobacco, alcohol, illicit drugs and prescribed drugs used in non-medical ways. In the past,
only the most severe forms of substance use disorders – abuse and dependence – have been
eligible for treatment, and then almost always by specialty care providers, most of whom
have not been part of general healthcare systems. Also, with the exception of tobacco use,
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substance use information has not been collected or stored within EHRS, due in part to
different federal confidentiality regulations (42CFR part 2 vs. HIPAA). Thus substance use
information has rarely been addressed in most healthcare settings.

This situation cannot continue. New federal legislation and new requirements from quality
assurance and credentialing agencies will promote inclusion of substance use identification
and management information into EHRS. This four-part paper discusses the clinical
rationale for this change; considers some of the implications for care delivery and
reimbursement in substance use; and describes the efforts of the National Institute on Drug
Abuse (NIDA) thus far to develop consensus standards for patient information collection
and protection in EHRS.

Part 1 – Forces for Integrating Care for Substance Use Disorders into
General Healthcare

Lack of physician training, prejudice regarding patients with substance use disorders,
absence of medical treatments for these disorders and poor or nonexistent reimbursement
have historically prevented physicians and other healthcare workers from identifying or
treating substance use problems. But four significant forces are now counteracting these
historical barriers.

Improved Safety of Medical Care
Substance dependence is usually easy to identify and is an important, treatable illness in its
own right. But less severe substance use disorders regularly co-occur with other medical
illnesses and can impair ongoing medical care for those illnesses (Turner & McLellan,
2009). This type of substance use has been called “medically harmful use” (Saitz, 2005).
While it is far more common, and is responsive to brief forms of treatment, medically
harmful use is also more difficult to identify without standard information collection.

The failure to identify and account for medically harmful substance use has significant
clinical and cost-of-care implications. For example, even sub-diagnostic levels of alcohol
and other drug use can produce harmful and even lethal interactions with commonly
prescribed medications. A 2008 study (Walley, Farrar, Cheng, Alford, & Samet, 2009)
examined drug-drug interactions among 87 patients in a methadone maintenance program
who were concurrently being treated by a primary care clinic within the same university
medical system. However, the patients’ methadone medication status and drug use histories
had not been revealed to the primary care physicians. A one-year medical records check
revealed that all 87 patients (100%) had received at least one medication that could produce
a potentially dangerous interaction with their opioid medication. On average these patients
had five potentially dangerous drug-drug prescriptions, and 15 of the 87 (17%) had been
seen in the emergency room because of an untoward interaction. Similarly, a recent study of
fatal medication errors in the United States found a tenfold increase in deaths attributed to
the interaction of a prescribed medication with patient alcohol and/or other drug use
(Phillips, Barker, & Eguchi, 2008). Thus, including substance use information within EHRS
could enable physicians and pharmacies to work more collaboratively to reduce the
frequency of drug-drug interactions and overdose incidents.

Improved Quality and Effectiveness of Healthcare
Systematic research reviews have shown the deleterious effects of medically harmful
substance use (particularly alcohol) on common chronic illnesses such as liver diseases
(Rehm et al., 2010), diabetes (Howard, Arnsten, & Gourevitch, 2004), sleep disorders
(Roehrs & Roth, 2001), psychiatric disorders (Gannon, Qaseem, Snow, & Turner, 2011;
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Mertens, Lu, Parthasarathy, Moore, & Weisner, 2003), chronic pain (Martell et al., 2007;
Mertens, et al., 2003), and various cancers (Islami et al., 2010; Ladeiras-Lopes et al., 2008;
Li et al., 2010; Parsons, Daley, Begh, & Aveyard, 2010; Rehm et al., 2009; Tanaka et al.,
2008). In addition, adherence to medications – a well-known cause of poor treatment
outcomes and unnecessary costs – deteriorates significantly as a function of the number of
drinks per day. Even three drinks per day can markedly reduce medication adherence (Golin
et al., 2002; Grodensky, Golin, David, & Turner, 2011) and lead to relapse and re-treatment.

Recognizing this, clinical researchers (Babor et al., 2007; Fleming & Graham, 2001;
Fleming et al., 2000; Gentilello et al., 1999; Madras et al., 2009) have developed screening
and brief interventions (SBI) to identify harmful levels of substance use and to counsel and
motivate patients on ways of reducing their “medically harmful” substance use. Two
decades of SBI research have documented that a simple motivational conversation between
a trained healthcare provider and a patient can produce significant and long lasting
reductions in the patient’s substance use, with corresponding improvements in health and
reductions in medical care utilization (Fleming, et al., 2000; Krupski et al., 2010). Thus, it is
in the interests of generalist physicians to screen and address harmful substance use to
improve the quality and efficiency of the medical care they are providing. Of course, this
can only happen if patients are asked about their substance use, if they feel comfortable and
safe reporting that use, and if their information is confidentially and securely stored within
EHRS for healthcare providers to use.

Public Health Importance of EHRS
There are additional benefits of EHRS above and beyond improving the quality and
effectiveness of patient care. Substance use data captured in EHRS may serve public health
purposes, such as disease surveillance or early warning, quality improvement, as well as
clinical, epidemiological and/or health services research. Such a data collection
advancement has the potential to accelerate the translation of new knowledge into
mainstream care and ultimately improve patient health and healthcare (Califf et al., 2002).

Changes in Healthcare Payments and Regulations
The Patient Protection and Affordable Care Act (2010), or “ACA,” could revolutionize care
for substance use disorders. The following summarize key provisions of ACA(United
States., United States. Congress. House. Office of the Legislative Counsel, United States.
Congress. House. Committee on Ways and Means., United States. Congress. House.
Committee on Energy and Commerce., & United States. Congress. House. Committee on
Education and Labor., 2010). . Prevention, early intervention, office-based primary care, and
specialty care comprise the full spectrum of care services for substance use disorders within
ACA, and are considered “essential health benefits” of healthcare. By 2014, all health plans
will be required to provide this full continuum of services for substance use disorders. In
turn, and at this writing, changes are being implemented in all federal and many private
insurance reimbursement codes. These changes will make available services never before
covered, such as prevention, screening, early intervention, FDA-approved medications, tele-
monitoring visits and most of the other standard benefits now available to patients with other
chronic illnesses.

In parallel, most of the contemporary healthcare regulatory and quality assurance groups
such as the National Quality Forum, the National Committee on Quality Assurance, and the
Joint Commission on Accreditation of Healthcare have all indicated they will be adding
substance abuse identification and quality of care indicators as part of accreditation
examinations for general medical settings.
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Part 2 – Federal Role in Building Electronic Health Record Systems
Access to Electronic Health Record Systems

Recognizing that less than half of all healthcare providers currently have access to any type
of EHRS, the federal government instituted the Health Information Technology for
Economic and Clinical Health Act (HITECH Act) (“Health Information Technology for
Economic and Clinical Health Act (HITECH Act),” 2009) as part of the 2010 financial
stimulus program (American Recovery and Reinvestment Act, 2009) (“Health Information
Technology for Economic and Clinical Health Act (HITECH Act),” 2009). In that federal
law – a separate supplement to the healthcare reform legislation – physician offices and
healthcare systems would become eligible for up to $44,000 from Medicare or $63,750 from
Medicaid per eligible physician (2010) to purchase necessary EHRS equipment and to
implement electronic data collection and record keeping.

Qualifying Role of “Meaningful Use”
Not all physicians and not all healthcare systems are eligible for these funds, only those who
could meet criteria for “meaningful use” of these systems with certified technologies were
eligible (2010) – essentially providers who were large enough and willing to commit to
changing their healthcare information approaches were targeted. Thus, in addition to the
push to implement EHRS from federal legislation and regulatory agencies, there is the pull
of start-up funding from the HITECH Act and the potential for more efficient, effective and
safe healthcare for providers. The availability of improved technology will soon make it not
only necessary but smart and easy for healthcare providers to collect and integrate patient
substance use information into their normal clinical and administrative activities. The next
question is how this integration can take place in a sensible and secure manner.

PART 3 – Integrating Substance Use Information into Electronic Health
Record Systems

Substance use, particularly use of illicit substances, has always been stigmatized and there is
a long history of discrimination against substance abusers by insurers and healthcare
providers. Recognizing this, special federal protections on patient information, unique to
substance abuse, were instituted in the 1970’s to restrict access to this sensitive information
even from healthcare providers. While all other healthcare information is regulated by the
Health Insurance Portability and Accountability Act of 1996 (HIPAA) (United States.
Congress (104th 2nd session : 1996), 1996), information associated with the care of patients
with substance abuse disorders is regulated by provisions concerning the Confidentiality of
Alcohol and Drug Abuse Patient Records (42 CFR Part 2) (1987 (1975).

Thus, while there are clear and important public health and safety benefits from integrating
care for, and information about, patients’ substance use into mainstream medicine, special
care is required to safeguard patients’ sensitive health information while simultaneously
making that information legally accessible to healthcare providers.

Federal Efforts to Reconcile HIPAA and 42 CFR Part 2
Recognizing the growing public concerns about confidentiality and security of healthcare
information, the recent federal HITECH legislation designed to foster broad utilization of
EHRS by clinicians also added provisions to widen the scope of privacy and security
protections under the HIPAA (Stimulus : American Recovery and Reinvestment Act of 2009
Public Law 111-5 Official Text, 2009). Specifically, the HITECH Act increased the legal
liability of providers and provider organizations that were guilty of non-compliance with
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HIPAA, and it provided greater resources for enforcement (“HIPAA administrative
simplification: enforcement. Interim final rule; request for comments,” 2009).

Nonetheless, the regulations governing information sharing in the treatment of substance
abuse are still much more conservative than those found in HIPAA, due in part to the
historical context under which 42 CFR, Part 2 was written. That privacy regulation, specific
to substance abuse treatment providers, was enacted by Congress in 1972 and made it illegal
for those treatment programs to disclose any patient identifying information without an
explicit patient consent – even to another healthcare provider. This strict privacy provision
was enacted under the reality that patients’ substance use information could make them
legally vulnerable, and that there were no available treatments for substance use disorders in
general medical settings. Until the recent ACA legislation, it was reasonable to assume that
there was more risk than benefit to patients from sharing their substance use information
with general healthcare providers.

However, the passing of ACA has changed the risk-benefit ratio and prompted debate on
whether and how to modify HIPAA and/or 42CFR to permit greater sharing of patient
information without creating greater patient vulnerability. A committee of attorneys (The
Patient Protection Coalition, 2010 Febuary ) proposed an amendment to 42 CFR Part 2,
which would eliminate the requirement for patient consent on the “minimum necessary”
clinical information as defined by standards which are currently described under HIPAA.
However, many patients’ privacy rights advocates strongly oppose modification of 42 CFR
Part 2 and insist on the enhanced protections it affords (Deborah, 2011 February 25; Legal
Action Center, 2010 January ; Salomon et al., 2010; Wright et al., 2010). Indeed, 42% of
general healthcare consumers said that they would not feel comfortable if their doctors
shared their healthcare information with other entities even if their personal identifying
information were removed (Undem, 2010).

Data Segmentation and Patient Consent Technology to Protect Patient Privacy
Both the HIPAA and the 42 CFR Part 2 laws governing patient information sharing were
enacted before the extraordinary advances in digital technology. In the past, “sharing patient
information” literally meant transferring a patient’s medical chart (or significant parts of it)
from one location to another, with any number of individuals able to gain access. Today,
information management technology has advanced in sophistication and ease of use to the
point where health information on EHRS can be stored safely in a single location (e.g. a
server), information may be segmented into very small sections or elements (e.g. a
laboratory test, a diagnostic evaluation), and access may be governed by patients by
designating different levels of protection/access for different information elements. In turn,
this data segmentation technology could allow specific parts of the EHRS to be controlled
by different privacy policies (Melissa M. Goldstein, 2010 September).

For example, some vital statistics concerning health conditions and medications which may
be critical to saving a patient’s life (e.g. preventing severe and dangerous drug-drug
interactions) could become “core vital information” eligible to be shared among all
healthcare providers without patient written consent – but with stiff penalties for disclosure
outside the boundaries of healthcare delivery. In the same record, there could be important
but less critical information which a patient might elect to withhold from some providers or
insurers – to maintain a level of privacy and confidentiality protection. For example, records
of patients in specialty addiction treatment programs are considered “sensitive health
information” (National Committee on Vital and Health Statistics (NCVHS), 2010
November) which could be protected by data segmentation. The Substance Abuse and
Mental Health Services Administration (SAMHSA) and the Office of the National
Coordinator for Health Information Technology (ONC) are working to develop
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computerized consent privacy policies for data segmentation. These are intended to be used
in the Nationwide Health Information Network (NHIN) (Substance Abuse and Mental
Health Services Administration (SAMHSA), 2010 October). This is likely to have broad
practical appeal, as a recent study found that almost all consumers surveyed thought that
they should be given control of how their health care data would be shared (Schneider,
Kerwin, Robins, & Dean, 2009). At the same time, healthcare providers (both specialty and
general) are facing requirements to minimize unsafe practices (e.g. drug-drug interactions,
etc.). These providers will likely ask patients to consent to some minimal, necessary
information sharing requirements as a condition of agreeing to treat them (McCarty,
McConnell, & Schmidt, 2010).

PART 4 – NIDA’s Effort to Develop Expert Consensus on Common Clinical
Data Elements for EHRS

Since 2001, the National Library of Medicine (NLM) at NIH (National Institutes of Health
(NIH), 1993) has been mandated by the U.S. Congress to explore the feasibility of applying
Health Information Technology (HIT) in health care and research. To that end, NIH initiated
“National Electronic Clinical Trials and Research” (NECTAR) projects in 2006 to test the
interoperability of different HIT platforms. Concurrently, many institutes at the NIH began
developing sets of standardized common data elements (CDEs) within these platforms to be
used in clinical trials and potentially in clinical practice. In this NIH-wide effort, NIDA
tasked its Clinical Trials Network (CTN) to lead the initiative to develop a set of
standardized CDEs for substance use research that could also become part of EHRS.
NIDA’s priority in developing substance abuse CDEs for EHRS is a small core set of
questions to screen for patient substance use in the primary care setting.

The primary rationale for this focus is to help foster research on, and advance the practice
of, screening, brief intervention and referral to treatment (SBIRT) for patients with
substance use problems (Babor, et al., 2007; Fleming, et al., 2000; Madras, et al., 2009;
Saitz et al., 2010). It is expected that this small set of screening items will be widely used in
general medical settings. When screening indications are positive, patients will be asked
additional questions to provide more detailed information for specialty treatment settings.
The specific goals of this initiative are: 1) to develop standardized, expert-defined CDEs of
substance use for incorporation into EHRS; 2) to ensure the data standards incorporate
certified technology which allows interoperability with other systems; 3) to meet current and
future “Meaningful Use” criteria; and 4) to collaborate with partner NIH institutes and other
federal agencies to realize these goals.

Development of Substance Use CDEs
At the outset of this initiative, NIDA’s CTN formed an EHRS workgroup comprised of
researchers, community treatment providers, technical consultants from the CTN’s data and
statistics coordinating center (The EMMES Corporation) and NIDA staff. This workgroup
solicited and arrayed 62 sets of paper-based and/or computer-based treatment records from
the CTN’s community-based specialty addiction treatment programs. Additional sets of
patients records were collected from large healthcare systems such as Kaiser Permanente,
the Department of Veterans Affairs (VA). After considering issues such as health system
interoperability, ability to permit patient data aggregation, clinical research and health
services research (Gliklich & Dreyer, 2010), the substance use items (i.e. CDEs) were
organized into clinically relevant domains and sub-domains. (see Figure 1).
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Consensus Building
The draft substance use domains and sub-domains of the recommended CDEs were further
reviewed and refined through a series of consensus building meetings with interested and
relevant parties. The first set included agencies charged with direct provision or regulation
of prevention and services, such as the Department of Veterans Affairs, SAMHSA, the
Indian Health Service (IHS), the Centers for Disease Control and Prevention (CDC), the
Health Resources and Services Administration (HRSA), and the Centers for Medicare and
Medicaid Services (CMS). The second set was agencies responsible for administrative
regulation or oversight of substance use issues. These included the Health Information
Technology Certification and Utilization section of the ONC, the Agency for Healthcare
Research and Quality (AHRQ), the NLM of NIH, and the Office of National Drug Control
Policy (ONDCP). Beyond the federal agencies listed above, meetings were also held with
attendees from a wide variety of healthcare providers’ professional societies, particularly
those that serve substance abuse patients.

Recommendations for Three Core Questions
This review process, covering a wide range of behavioral health screening, diagnosis and
assessment tools, ultimately led to a recommendation to use three screening questions and
(when screening is positive) individual assessment tools for tobacco, alcohol and other
substance use (see Table 1) (“EHR meeting executive summary”).

Next Steps in Information Integration Within EHRS
As is apparent from Table 1, the three recommended screening items have different time
frames (one year, past 30 days). These differences will likely produce confusion for both
clinicians and patients. Thus NIDA is continuing to work toward evidence-based consensus
on a common screening time frame for tobacco, alcohol and other drug use questions. An
additional question is how often these core questions should be asked in general health
settings: – upon first visit to a new provider? at every visit to any provider? once or twice
per year? There is a need for empirical determination of action thresholds; It is likely that
different thresholds will emerge for patients with different illnesses, different combinations
of illnesses and at different levels of severity/acuity of the illness. For example, the research
literature on the effects of alcohol on chronic sleep disorders and breast cancer is rather clear
in showing that any amount of alcohol is a potential impediment to ongoing care (Arroll,
Fernando, & Falloon, 2008; Kwan et al., 2010). However, it is also clear that one (for
women) to two (for men) drinks of alcohol – but no more than that – are not disruptive to
and can even be helpful in the management of some forms of hypertension (Sesso, Cook,
Buring, Manson, & Gaziano, 2008; Thadhani et al., 2002) and diabetes (Davies et al., 2002;
Koppes, Dekker, Hendriks, Bouter, & Heine, 2005; Wannamethee, Shaper, Perry, & Alberti,
2002)).

The immediate next steps for NIDA are to place the small core set of CDEs into EHRS
platforms to permit validation in real world settings and for the purposes they were
suggested, such as SBIRT in general medical settings. In these tests, it will be critical to
assess the feasibility, interoperability and general utility of these items and the “new”
clinical procedures which they are expected to foster. These evaluations may also serve as
an important platform for health care process performance and effectiveness studies, as well
as implementation, health services and clinical research. One such activity is NIDA’s
current collaboration with the NLM of the NIH and SAMHSA to develop Systematized
Nomenclature of Medicine Clinical Terms codes (SNOMED CT) and Logical Observations
Identifiers, Names, Codes (LONIC) for these CDEs to make them electronically
interoperable within the SAMHSA’s SBIRT grant programs. In addition, NIDA is taking the
lead in developing the Healthcare Information Technology Standards Panel (HITSP)’s “e-
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measure” specifications for quality performance reporting. In all these activities, NIDA will
continue to consult with all principal stakeholders in the creation of additional CDEs to be
recommended for health information collection and sharing in EHRS.

CONCLUSION
There are now overwhelming arguments favoring the inclusion of patient substance use
information into EHRS, and favoring the integration of care for identified “medically
harmful substance use” into general healthcare and health insurance. Done properly this type
of integration should produce much-needed improvements in patient safety and health
outcomes, as well as important reductions in healthcare costs and threats to public health and
patients’ safety. Important additional effects of properly implemented integrated substance
abuse care are reductions in stigma and with it the engagement of more affected individuals
into treatment. The real questions facing the healthcare field are how to perform this much-
needed integration and with what patient privacy protections in the era when health
information technology is widely adopted and implemented.

It is impossible to definitively predict the resolution to all the legitimate information
collection, storage and sharing issues associated with the integration of substance use
information into general healthcare through EHRS. Debates continue at this writing, and
various conceptual models of data segmentation, control and access have emerged (Melissa
M. Goldstein, 2010 September). Ultimately, components of a good data segmentation model
will have to offer acceptable balance across the concerns of patients, providers, Federal and
State governments, institutions and organizations such as health information organizations.
Yet as the healthcare field increases the accessibility of patient information to achieve
greater safety, quality and efficiency, all patients – not just those with substance use
disorders – are raising concerns over access to and control of that accessibility. To whom
does a patient’s healthcare record belong? Who has the right to access a patient’s healthcare
record – and who decides? Should there be limits on patients’ control of their own
healthcare records? For example, does a patient with a serious communicable disease have
the right to keep that information from involved healthcare providers, or from public health
departments? What are a physician’s rights and obligations to a patient who would not
permit information sharing? For example, can a primary care physician safely prescribe an
opioid for pain symptoms if s/he cannot have access to the patient’s history of substance
abuse-related information, or if the patient refuses to allow the prescription information to
be part of his/her records? These are serious questions and they must be answered sensibly
and practically if the promise of fully integrated healthcare and healthcare information is to
be realized. In this regard, it is important to acknowledge that any information sharing and
confidentiality answers derived from these discussions will be temporary at best, because the
science and technology in this field is advancing at a remarkable rate. Many of the
information problems we currently face will be resolved with new technologies in the near
future.
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Figure 1.
Substance Use EHRS Five Domains (gray filled-box) and Nine Sub-Domains (gold frame)
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Table 1

Consensus Substance Use Screening Items in Primary Healthcare Settings

Substance Screened

1st Single Screening Question Answer “yes”

2nd Screening Questions

Tobacco Have you used tobacco, smoked cigarettes or used
smokeless tobacco product in the last 30 days

yes Would you be interested in quitting tobacco
use within the next few weeks?

Alcohol How many times in the past year have you had X or
more drinks in a day? (X is 5 for men and 4 for
women)

yes three questions from the Alcohol Use

Disorders Interview (AUDIT-C)1 -2

Other drug How many times in the past year have you used an
illegal drug or used a prescription medication for

non-medical reasons? 3

yes ten questions from Drug Abuse Screening

Test (DAST10)4–5

1
Saunders, Aasland et al. 1993;

2
Bush, et al. 1998;

3
Smith, 2010;

4
Skinner, 1982;

5
Yudko, 2007.
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