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ABSTRACT

While much attention has been paid to the short-term
impact that widespread adoption of health information
technology (health IT) will have on the healthcare
system, there is a corresponding need to look at the
long-term effects that extant policies may have on health
IT system resilience, innovation, and related ethical,
social/legal issues. The American Medical Informatics
Association’s 2010 Health Policy Conference was
convened to further the national discourse on the issues
surrounding these longer-term considerations.
Conference participants self-selected into three broad
categories: resilience in healthcare and health IT; ethical,
legal, and sacial challenges; and innovation, adoption,
and sustainability. The discussions about problem areas
lead to findings focusing on the lack of encouragement
for long-term [T innovation that may result from current
health IT policies; the potential impact of uneven
adoption of health IT based on the exclusions of the
current financial incentives; the weaknesses of
contingency and risk mitigation planning that threaten
system resilience; and evolving standards developed in
response to challenges relating to the security, integrity,
and availability of electronic health information. This
paper discusses these findings and also offers
recommendations that address the interwoven topics of
innovation, resilience, and adoption. The goal of this
paper is to encourage public and private sector
organizations that have a role in shaping health
information policy to increase attention to developing

a national strategy that assures that health IT innovation
and resilience are not impeded by shorter-term efforts to
implement current approaches emphasizing adoption and
meaningful use of electronic health records.

INTRODUCTION

Since 2006, the American Medical Informatics
Association (AMIA) has convened an annual Invi-
tational Health Policy Meeting to examine cutting-
edge issues in healthcare and health-information
technology (health IT) policy. The overarching
objective of each meeting has been to identify
potential future issues, especially those related to
the convergence of health IT, clinical technologies,
devices, innovations, and communications capabil-
ities; identify areas for further study and research;
and develop objective reports synthesizing confer-
ence outcomes to inform policymakers about the
issues discussed and potential next steps. Previous
meetings have focused on unintended consequences
of health IT and policy; informatics-enabled
evidence-based care; and development and
advancing of a national framework for health data
use. Outcomes of each meeting include a summary

report with recommendations published in JAMIA,
and a short-range action/research plan that can be
pursued by the participants to address the issues
discussed. As described in this paper, AMIA’s 2010
Health Policy Meeting focused on several long-term
challenges to healthcare and health IT resilience,
innovation, and adoption that may result from
current US policy initiatives.

BACKGROUND AND SIGNIFICANCE

In 2001, the Institute of Medicine outlined a vision
of 21st-century healthcare, that is, safe, effective,
patient-centered, timely, efficient, and equitable.
Many aspects of this vision involve information
technology, such as tools that collect and organize
comprehensive data on patients, and systems that
help providers integrate evidence into practice, and
highlight problems as they arise.! A decade later,
the healthcare environment and health IT continue
to evolve. A national imperative exists to improve
healthcare delivery and reduce related costs. The US
government is investing considerable resources to
broaden the reach of health IT in general and elec-
tronic health records (EHRS) in particular. The force
behind much of this rapid change has been the
health IT stimulus provisions of the American
Recovery and Reinvestment Act (ARRA)/Health
Information Technology for Economic and Clinical
Health (HITECH) legislation. These policy vehi-
cles, which include financial incentives aimed at
spurring broader health IT adoption, have the US
healthcare sector poised on the brink of wide-scale
implementation of health-information systems to
support patient care. At the same time that health
IT adoption and innovation are being widely
promoted, new models for care delivery and
financing, such as accountable care organizations
(ACOs) and health insurance exchanges, have been
proposed and are being debated.

Todd Park, Chief Technology Officer of the US
Department of Health and Human Services
(DHHS), said in a 2011 interview, ‘There has never
been a better time to be an entrepreneur—an
innovator at the intersection of healthcare and 1T
Isaac Kohane, one of the leaders of a project to
encourage health IT innovation through the Office
of the National Coordinator for Health Informa-
tion Technology (ONC), noted that ‘There is an
enormous talent pool available in our country’s
developers and entrepreneurs to help drive new web
and mobile health IT solutions that support
healthcare functions.”

Discussions  about  innovation, resilience,
sustainability, and related ethical, legal, and social
challenges, including those from public policy and
technological perspectives, can be found in the
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literature regarding the healthcare domain, as well as in other
fields.*"™® One of the drivers of current discussions is the
abundant advances in science, technology, and medicine that
hold promise for improved disease diagnosis and treatment. The
mapping, sequencing, and analysis of the human genome are
expected to allow us to identify which patients will respond to
specific treatments; stem cells offer the possibility of regener-
ating tissues and organs; nanotechnology and new biomaterials
are allowing the creation of smaller, more effective devices and
implants; microelectronics, robotics, navigation techniques and
new imaging modalities are offering more potent and focused
approaches to diagnosis and treatment; and the convergence of
devices, drugs, biologics, and diagnostics is creating new possi-
bilities for prevention, treatment, and cure of chronic diseases. In
the data-management sphere, an increasing number of busi-
nesses and organizations, including the federal government, are
putting more data and processes online. With the continued
emergence of next-generation web and wireless technologies, we
are likely to see increasing levels of online collaboration and
information sharing. However, technology innovations, medical
discoveries and technical advances—from the networks them-
selves to the information stored in computer databases and
other applications—are outpacing, and in some cases blurring
the lines between, the technologies and the policies, rules, and
regulations that address them.

In addition to technological breakthroughs, major new care
delivery and payment initiatives under consideration are leading
to questions about the US healthcare system’s long-term ability to
adapt to changes, maintain resilience under pressure, continue to
foster innovation, and in general build a healthcare workforce and
infrastructure that will be able to safely and ethically integrate
these significant systemic changes. These concepts require further
exploration and management of expectations.

Resilience in healthcare and health IT

The US healthcare system is at a critical point, beset by
increasing costs and pressures to improve healthcare quality and
patient safety. The rapid deployment of health IT as currently
mandated raises the possibility of unintended negative conse-
quences and even implementation failures. To ensure continuity
in the face of threats that could affect the stability of the overall
healthcare system and, specifically, impact the viability of health
IT implementations, it is essential to focus attention on those
factors that bolster system resilience. Robust plans and policies
are needed to facilitate preparedness and response, and roles for
key stakeholders need to be defined to guide and enforce policies
mitigating unintended consequences of such rapid deployment.

Ethical, legal, and social challenges

Such challenges will likely arise in response to changing tech-
nologies; for example, new technologies and information
exchanges could affect ethical decision-making, either facilitating
or reducing healthcare fraud. With the mandate for meaningful
use (MU) of health IT by providers, there is ample opportunity
for inappropriate and even fraudulent or illegal activities, ranging
from lack of oversight to deliberate misrepresentations.

Innovation, adoption, and sustainability

Although a number of new funding models will exist to address
the intersection of health IT and new forms of healthcare
delivery, it is unclear what their impacts may be on the broader
adoption and sustainability of health IT, especially among
communities and stakeholders not reached by current funding
models. Further, the desire by stakeholders to meet short-term
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requirements, such as those defined by regulations specifying
MU requirements, may come at the expense of long-term
innovation.

As stakeholders grapple with the daily challenges posed by
a rapidly changing healthcare and health IT landscape, AMIA’s
2010 Health Policy Meeting took a longer-term look at the situ-
ation to examine how close current plans and efforts can get us to
the Institute of Medicine’s vision of 21st-century care, and how,
in fact, progress in adoption, system resilience, and innovation
may be threatened by today’s public-policy climate.

STRATEGY: AMIA’S 2010 HEALTH POLICY MEETING

AMIA’s 2010 Health Policy Meeting explored the many facets of
the tensions between shorter-term efforts to drive health IT
adoption, supported largely by ARRA/HITECH legislation, and
longer-term policy strategies needed to assure continuing inno-
vation, resilience, and sustainability in health IT. Participants
met on 1—2 September 2010, in the metropolitan Washington,
DC area. In the months leading up to the meeting, a steering
committee of a small group of AMIA members and subject-
matter experts was convened. Led by the Chair of AMIA’s Public
Policy Committee, co-chaired by a member of the Public Policy
Committee, and assisted by AMIA Policy Staff, the committee
set goals, prepared the meeting agenda, and made suggestions
about discussants, presenters, and attendees. The nearly 75
attendees included representatives from various segments of the
health IT field including providers, technology vendors, phar-
maceutical companies, consulting firms, researchers, govern-
ment agencies, and consumer stakeholders. Background
information, hypothetical scenarios, and discussion questions
were provided to participants in advance of the meeting to help
inform the discussions.

Plenary sessions laid out many of the key issues. John Glaser,
Siemens Healthcare, and former consultant to the ONC,
launched the meeting with the opening plenary, challenging
participants to consider multiple factors in the future of health
IT including technologies, financing options, and organizational
issues. Linda Connell, Director of NASA’s Aviation Safety
Reporting System, drew parallels between the Aviation Safety
Reporting System and evolving health IT patient safety and
adverse-events reporting. Ethical and legal issues that could be
by-products of rapid health IT implementation were raised in
a presentation by Kenneth Goodman, director of the University
of Miami Bioethics Program. A provocative presentation by
William Barker, Chief Cybersecurity Advisor, NIST Information
Technology Laboratory, focused on information-security issues
in the healthcare field, outlining gaps in current research related
to cybersecurity, particularly as related to cloud-computing
applications.

Plenaries were followed by facilitated breakout discussions,
designed to help participants focus ideas, summarize results, and
formulate action items. Careful consideration of complex issues
was encouraged by facilitators at these sessions, during which
participants focused on resilience in healthcare and health IT;
ethical, legal, and social challenges; and health IT adoption and
innovation. A debate among senior health IT leaders, entitled
‘Stifling of Health IT: Informatics Research and Innovation,” was
a meeting highlight. Debaters included Drs John Halamka, Don
Rucker, Don Detmer, and Randy Miller; they argued for and
against the following statement: ‘recent increases in HIT
funding, public awareness, and federal policy, if sustained, are
sufficient to enable vibrant informatics research and develop-
ment efforts that will assure innovation and progress in clinical
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informatics for the future of health and healthcare.” The side in
favor of the proposition argued that momentum toward adop-
tion would sustain and support innovation, while the opposing
side argued that innovation would not be fostered through
federal mandates, regardless of the good intentions of policies
and funding priorities.

FINDINGS: IMPACTS OF POLICY AND FUNDING CLIMATE ON
HEALTH IT AND THE HEALTHCARE SYSTEM

Conference participants focused on the ways in which current
public policy, financing, and market trends are affecting the
overall healthcare system and, specifically, their impact on
health IT innovation, adoption, and resilience. Key discussion
points that surfaced during plenaries and were debated in
breakout sessions are briefly outlined below.

Failures and risk mitigation

Rapid deployment of any new technology is subject to a variety
of unintended consequences. Funding under ARRA and earlier
policies that have promoted health IT adoption have done so
without identifying and mitigating a number of potential
problems common to all health IT deployments. This lack of
attention has laid the foundation for a number of possible minor
and even major failures (eg, catastrophic EHR failures, floods or
other natural disasters that cause infrastructure failures, or even
health IT organizational failures that might result in death) that
threaten to undermine the major benefits that health IT can
provide. Recognition of these potential problems and develop-
ment of plans to mitigate the impact were considered of
paramount importance.

Managing expectations and potential loss of public trust
Former ONC Director, David Blumenthal, wrote in a 2010
article, “The HITECH Act’s programs strive to create an elec-
tronic circulatory system for health information that nourishes
the practice of medicine, research, and public health, making
healthcare professionals better at what they do and the Amer-
ican people healthier.** The ONC website articulates numerous
specific expectations for health IT.'” Concern has been expressed
that all of the expectations for health IT will not be realized as
promised,'® that the health IT community, including providers,
vendors and patients, is not ready for the rapid and compre-
hensive nature of current regulatory requirements. Further,
upcoming technology developments and transitions may cause
disruptions in care and security challenges that could result in
the loss of public trust, a loss that may extend beyond the
government to healthcare institutions and even providers.

Uneven adoption of health IT

Concerns were raised that inconsistency of health IT adoption, in
part based on lack of implementation funds available to subsets
of providers, may lead to implementation silos, polarization of
the healthcare environment, and inability of some stakeholders
to participate in future health information exchanges (HIEs).
With its focus on hospitals and selected eligible providers, ARRA
legislation excludes incentive funding for medical specialties that
serve targeted patient groups (eg, pediatrics) and for those whose
focus is population health, public-health infrastructure,
community health, and health education. Thus, important
population-based and chronic conditions that pose serious health
challenges, such as obesity, may not be successfully addressed,
resulting in missed opportunities to address health problems that
drive up costs.
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Organizational/workforce issues

If human-resources issues related to health IT implementation
are not addressed, the systems will not work. This applies to
training, workforce support, organizational resilience, and user-
centric software. Health IT adoption impacts operational
workflow in situations where heathcare organizations are
already overstressed. Training is critical to support the work-
force; current ONC-sponsored training efforts'” aimed at
adoption and MU of EHRs, may be inadequate. Core compe-
tencies of EHR users across various settings are currently poorly
defined, thus making it difficult to set up robust training
programs, and it is unclear how these training and workforce
development programs will be implemented, monitored, and
evaluated. Nor is it clear how projected workforce shortages will
be addressed. Approaches to provide continuing education for
training-program graduates and for the current workforce are
inadequate.

Concerns about implementation speed and interoperability

The rapidity of health IT implementation under ARRA/
HITECH is another challenge to the overall healthcare system.
Health IT acquisition, implementation, and maintenance costs
are high, and investments must be made very quickly in order to
receive federal incentive payments. This could provide fertile
ground for both fraud and failures. Obstacles impede imple-
mentation of widespread system interoperability. For example,
current market structure discourages cooperation among various
stakeholders with perverse incentives arguing against the inter-
operability. Market reform is needed to strengthen the overall
healthcare system. Further, initial DHHS certification require-
ments for EHRs did not include the explicit criteria for inter-
operability that could help propel forward movement in this
challenging area.'®

Lack of encouragement for long-term IT innovation

Current and contemplated models for financing health IT in the
US primarily take the form of MU incentives and subsidies for
new forms of healthcare delivery. There is the potential that
current DHHS efforts, largely focused on short-term adoption,
could be putting innovation and further advancements in health
IT at risk. This is possible because vendors are likely to focus on
assuring that their EHRs meet MU criteria, putting aside other
types of research and product development; and because the
increase in those adopting EHRs will put more strain on an
already-stretched implementation workforce'” resulting in the
redirection of funding to meet these pressing workforce needs.
On our current trajectory, the ARRA/HITECH funding incen-
tives may have the unintended effect of impeding true techno-
logical innovation in healthcare and health IT.

Tension between federal and state roles

Clarity and coordination are lacking regarding state and federal
roles in the area of health IT implementation, with tension
existing between state and federal governments as to responsi-
bilities, regulations, and funding. The federal government has
awarded major contracts to the states to ensure continuity of
linking health IT systems. However, without explicit guidelines,
proprietary state systems may be created, with many not being
able to connect to the national health information infrastructure
and some not acknowledging the healthcare systems that cross
state lines. These issues are magnified by different state
requirements for protected health information and other macro
issues resulting from complexities of healthcare delivery across
state boundaries.
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DISCUSSION: RECOMMENDATIONS

The meeting was organized around three major topics: resilience
in healthcare and health IT; ethical, legal, and social challenges;
and innovation, adoption, and sustainability. Specific recom-
mendations on these topics that resulted from the meeting
discussions and were subsequently enhanced by postmeeting
review, analysis, and syntheses are outlined below. However,
some discussions either crossed the three topic areas or could not
be categorized into one of them; recommendations from these
discussions are listed at the end.

Resilience in healthcare and health IT

Current contingency plans are insufficient to serve as the basis
for rapid, effective responses in the event of a major health IT
infrastructure disaster or a natural or man-made catastrophic
event.

Healthcare is a complex socio-technical system, and it is the
nature of such systems that failures and other undesirable
outcomes may be unavoidable.’’~?? Resilience has been defined
as the ‘intrinsic ability of a system to adjust its functioning prior
to, during, or following changes and disturbances so that it can
sustain required operations, even after a major mishap or in the
presence of continuous stress.”?® It is an attribute that should be
on the minds of all stakeholders in the US healthcare system—
providers, researchers, thought leaders, policymakers, and
consumers—especially as billions of dollars begin to flow into
the healthcare sector for the purpose of speeding the adoption of
EHRs, HIEs, and other forms of health IT.

The Gulf oil spill, Hurricane Katrina, and the 2011 earth-
quake/tsunami in Japan provide stark reminders that major
disasters are always possible, even if the risk of occurrence is
small. A recent US Government Accountability Office report
emphasized the ongoing need for efficient sharing of real-time
information to help prevent or mitigate the consequences of
public-health emergencies. The report cites concerns about
DHHS progress in formulating a strategic plan for the estab-
lishment and evaluation of a nationwide, electronic, public-
health situational awareness capability collaboration with state,
local, and tribal public-health officials, noting that a catastrophic
public-health event could threaten our national security and
cause hundreds of thousands of casualties.®*

Meeting participants discussed the potential for, and ramifi-
cations of, inadequacies or failures of current contingency
planning approaches to health IT, along with ways to support
more robust plans and policies focused on preparedness and
response. As the public and private sectors move forward to
adopt health IT, comprehensive national strategic plans and
programs beyond those for public-health emergencies and
initiatives will also be needed.

In general, state and federal budgets fail to provide funds to
support the ongoing maintenance and growth of health IT and
the overall health-system infrastructure. The return on invest-
ment on these efforts is not always well understood and thus
difficult to demonstrate. New funding models need to be created
and disseminated to address these issues. Health-system stake-
holders can play key roles in recognizing the importance of
contingency planning to ensure the ability of systems to
rebound after a catastrophe, and in establishing, following, and
enforcing the policies needed to support resilient health IT
systems.

Specific recommendations include:
> Risks of new technologies should be identified on an ongoing

basis and mitigated. Risks and shortcomings of new and

evolving technological approaches such as cloud computing

J Am Med Inform Assoc 2012;19:460—467. doi:10.1136/amiajnl-2011-000522

>

need to be acknowledged and explored. Methods of
addressing and mitigating those risks need to be implemented
before such approaches are widely adopted as part of health
IT implementation.

System performance and software need to be monitored for
unintended consequences, and problems should be reported.
Healthcare organizations are not currently sharing informa-
tion about system performance and software reliability or
shortcomings, nor lessons learned with regard to health IT
implementations. Transparency, quality assurance, oversight
control, and ongoing technical support for users are needed to
identify and remedy software problems that arise. There is
also an ongoing need to identify mechanisms to encourage
users to collect and share these lessons. To help meet that
need, the National Quality Forum, under contract to the
Agency for Healthcare Research and Quality (AHRQ), has
released a new Common Format designed to help healthcare
providers collect information about adverse events related to
health IT?° Payment-oriented demonstration projects spon-
sored by the Centers for Medicare and Medicaid Services
(CMS), such as patient-centered advanced primary care
practices?® and/or medical homes, as well as efforts to
establish ACOs must consider and address unanticipated and
unintended consequences of health IT related to such new
models of care.”’~*

Planning for risk mitigation, interoperability, and lifecycle
funding needs to be a high priority. Plans for disaster
management/preparedness by healthcare systems are inade-
quate. Lessons from recent events such as Hurricane Katrina
and the Haiti earthquake need to be reviewed. The success of
health IT, particularly in times of system stress such as
disasters, is in part dependent on the availability and resilience
of available sources of power and telephone systems. Backup
systems need to be robust and immediately available to
maintain a ‘paperless’ health-system environment. Linkages
among hospitals need to be strengthened or created to
promote effective disaster management, particularly in terms
of health IT systems. HIEs could potentially provide some
solutions for backup capacity; policies are needed to promote
interoperability to support system resilience and emergency
response.”’ "% Research is needed to examine existing risk
mitigation and disaster-planning approaches in general, and
specifically to determine to what extent such plans consider
health IT needs (eg, the role of EHRs). Key federal agencies
such as the Centers for Disease Control and Prevention (CDC)
and AHRQ, and private sector organizations such as the
American Hospital Association and the American Group
Practice Management Association should make recommenda-
tions to all stakeholders for ensuring that their disaster plans
adequately support EHRs and health IT. Beyond specific risk-
mitigation planning, lifecycle funding as an essential compo-
nent of system sustainability needs to be addressed with new
funding models created to ensure that health IT remains
a viable component in supporting improved quality of care
and patient safety.

New approaches are needed to predict system failures. The
increasing complexity in highly technological systems such as
aviation/air traffic control, maritime, telecommunications,
nuclear power plants, space missions, and the chemical and
petroleum industry, as well as healthcare and patient safety,
is leading to potentially disastrous failure modes and new
kinds of safety issues. Traditional accident modeling
approaches are not adequate to analyze accidents that occur
in modern socio-technical systems such as healthcare, where
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accident causation is not the result of an individual
component failure or single human error.? % Additional
research is needed to further develop risk-mitigation
approaches to deal with system failures. DHHS and other
agencies should accelerate existing efforts to identify and
apply approaches for anticipating and mitigating risks from
large-scale failures including those due to technical, natural,
or man-made disasters. While there is an increasing body of
literature on the role of health-information systems and
technology in terms of assisting during disasters, there seems
to be less known about how health systems can prepare for
the disasters themselves.?® %

Ethical, legal, and social challenges

There are new and evolving legal, social, and ethical challenges
and risks from more widespread adoption and use of health IT,
especially involving EHRs, personal health record, wireless and
mobile devices, and telehealth applications.

Changing technology is affecting ethical decision-making,
with a growing array of ethical, legal, and social considerations
confronting clinicians, patients, providers, and policymakers.
There is a heightened need to address how these issues should be
approached by policymakers. The AMIA Board of Directors
appointed a Task Force on the topic whose recommendations
include the following:

patient safety should trump all other values; corporate concerns
about liability and intellectual property ownership may be valid
but should not over-ride all other considerations; transparency and
a commitment to patient safety should govern vendor contracts;
institutions are duty-bound to provide ethics education to
purchasers and users, and should commit publicly to standards of
corporate conduct; and vendors, system purchasers, and users
should encourage and assist in each others’ efforts to adopt best
practices. Finally, the Task Force concluded that the HIT
community should re-examine whether, and how, regulation of
electronic health applications could foster improved care, public
health, and patient safety.*’

Policymakers believe that the Patient Protection and Afford-
able Care Act’ will help improve and expand consumer
protections, strengthen Medicare, and reduce healthcare costs—
for example, by improving government-wide efforts to fight
fraud and waste. The law contains some important new tools
(eg, Health Care Fraud and Abuse Control Account) to improve
the federal government’s efforts to prevent, detect, and take
strong enforcement action against fraud in Medicare, Medicaid,
and the Children’s Health Insurance Program, as well as in
private insurance. The Patient Protection and Affordable Care
Act also allows these funds to support the hiring of new officials
and agents that can help prevent and identify fraud.

However, it is not clear that the status quo will be able to keep
up with new developments. For example, there may be new
liability exposures that result from current MU incentives for
greater and more widespread adoption of health IT. It is possible
that new or revised regulations may be needed to address
potential shortcomings as the industry witnesses ongoing
convergence of previously disparate technologies and data
sources. It may be important to reconcile ethical practices with
the increasingly digital and technology-supported delivery of
healthcare. Additionally, the increasing and more direct role of
consumers in their healthcare (eg, through home monitoring and
disease-management programs) may increase risks and chal-
lenges not yet foreseen or addressed by existing legal, ethical or
moral practices, rules, or guidances.
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Specific recommendations include:

> Meaningful use (MU) should require formal attestation. New
or revised monitoring and auditing requirements are needed
to track appropriate attestation of MU. Given the initial
reliance on self-reported MU compliance, it appears that
guidelines to assure accurate interpretation of reporting
requirements are needed. Ongoing monitoring of the validity
of MU compliance seems prudent. Such processes could be
incorporated into existing fraud and abuse compliance and
monitoring activities such as those performed by CMS for
coding and billing accuracy (Recovery Audit Contractor
audits) and the Office of Civil Rights for HIPAA privacy,
security, and confidentiality requirements.

» Unforeseen challenges involved with technology use, new
healthcare delivery approaches, and changes in roles should be
envisioned and addressed. Consideration should be given to
possible challenges and risks resulting from the increasing role
of broadband and wireless technologies in supporting health-
care delivery. Other issues may result from the implementa-
tion of new or refined provider organizations, such as ACOs.
In addition, potential problems may arise resulting from the
direct role consumers could play in medical monitoring and
chronic disease management.

> Review of existing security regulations is needed. The Office
for Civil Rights, responsible for issuing periodic guidance on
the HIPAA Security Rule provisions (45 C.ER. §8§
164.302—318), has issued a series of guidance documents to
assist organizations in identifying and implementing admin-
istrative, physical, and technical safeguards to protect the
confidentiality, integrity, and availability of electronic health
information. The extent to which these guidances have been
adopted or are sufficiently effective is unclear, particularly in
light of new technologies and evolving security and privacy
standards. With the increasing array of devices and technol-
ogies available for use, it is unclear how or if entities that are
not currently covered under HIPAA can be held accountable
to the evolving standards.** *3

> Identity management and authentication issues need to be
addressed. New electronic medical devices used by or
implanted in patients are among the technologies increasing
the urgency in work related to identity management,
authentication, and cybersecurity. For example, wireless
pacemakers can now transmit data to a smart phone or
computer system and directly into an electronic health
record. While there is a growing marketplace of vendor
solutions and methods dealing with identity management
and authentication issues, it is not clear what the longer-term
risks and solutions may be in this multidisciplinary area
involving technical, legal, privacy, security, and organizational
factors.** Recent federal efforts to explore these issues include
a 2010 report of the President’s Council of Advisors on
Science and Technology, Realizing the Full Potential of Health
Information Technology to Improve Healthcare for Americans: The
Path Forward.®® Authentication technologies, rules, standards,
services, and policies should be in place across the public and
private sectors. Additional research is needed to help
stakeholders identify and solve future problems in this arena.

Innovation, adoption and sustainability

The current state of adoption and use of available EHR systems
is not adequate to assure the long-term, successful attainment of
high-quality care throughout the US, much less support the
innovation, that is needed to ensure the next generation of
health IT.
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The rapid growth of health IT is transforming the delivery of
healthcare, and more health information than ever is available
today for use by providers, payers, researchers, and patients.
Fueled largely by aggressive public and private health IT initia-
tives and supported by targeted federal and state funding, this
evolution holds much promise for improvements in healthcare
quality and outcomes. But the transformation also brings with
it numerous new challenges. Gaps and disparities in adoption
along provider and geographic lines exist. In the implementation
of health IT, for example, there is an uneven distribution due to
a lack of incentives for certain specialties and provider types not
covered by ARRA. Many believe that, despite regional extension
centers and other federal efforts, emphasis has been placed on
larger, more ‘advanced’ practices. Currently, available health IT
models and tools may be less well suited for providers in rural
areas, where access to broadband, needed to facilitate health IT
adoption and use, may be limited or prohibitively expensive.
Other factors leading to implementation issues include the rapid
pace of the ARRA implementation schedule and the lack of
demand for health IT applications by patients due to their lack
of awareness of their benefits.

With respect to the overall healthcare system, several
payment initiatives are under way to address new forms of care
delivery, such as ACOs and Patient-Centered Medical Homes.
There are uncertainties about how future financing options can
accommodate these and other evolving forms of healthcare
practice and delivery, sites of care and/or technologies.* ™’ It is
not clear what impacts new models of care may ultimately have
on the broader adoption of health IT, especially among
communities and stakeholders that the current funding models
do not reach. Payment and coverage policies as well as efforts to
establish health IT-related performance or quality measures also
need to be in sync. To drive gains in quality and efficiency,
simply adopting EHRs is unlikely to be sufficient. Instead,
policies are needed that encourage the use of EHRs in ways that
will lead to improvement.*®

Specific recommendations include:

» Incentives for HITECH implementation should be broadened
beyond the current recipients, and the implementation
schedule lengthened. The federal government should accel-
erate the consideration of financial incentives for eligible
providers and organizations not currently identified for MU
incentive payments (eg, other medical specialties). Also,
consideration should be given to lengthening the timeline
for the federal implementation schedule to allow for
additional providers to come on board, as well as to ensure
that systems are viable and that users are adequately trained.
Evaluation and monitoring of early stages of MU implemen-
tation should be considered as later stages are rolled out.

» Innovation in health IT needs to be driven by optimum
healthcare. Quality care delivery needs should be the primary
driver of innovation in health IT rather than the pursuit of
incremental advances in technology or broader adoption
alone. Current health IT applications have focused on
automating medical care as practiced and may be too
limited in supporting innovations in care that could
promote improvements in outcomes and efficiencies. Inno-
vation should also be driven by changes in federal and state
reimbursement policies such as new pay for performance
models, as well as customer expectations. CMS is examining
new ways of delivering healthcare and paying providers that
can save money for Medicare and Medicaid, while improving
the quality of care. CMS demonstration projects that support
efforts to better coordinate care and improve health outcomes
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should more explicitly consider health IT and related
technologies and solutions.

> Patients should be involved in promoting the use of health IT
as a critical component of healthcare delivery. Engaging
patients in the health IT value/benefit discussion could
contribute to consumer-driven demand as expectations grow
for the healthcare system to provide the automated
convenience offered by other consumer services. Patient
education and awareness programs regarding the potential
benefits of health IT should be implemented to help generate
this demand.

OTHER FOCUSED RECOMMENDATIONS

Health IT terminology

The federal government should facilitate the development of
standardized terminologies that will promote interoperable
health IT.

As health IT continues to play an increasing role in healthcare
planning and delivery, it is becoming increasingly important that
stakeholders (including consumers) have a shared understanding
of what key terms mean. As noted in a 2008 report by the
National Alliance for Health Information Technology to the
ONC:

The ambiguity of meaning created by not having a shared
understanding of what these key terms signify becomes an obstacle
to progress in health IT adoption when questions about a term'’s
definition and application complicate important policy
expectations or directives, contractual matters, and product
features.*

Specific recommendation:

» Health IT terminology needs to be refined and standardized.
There is a need to harmonize the various terms used to
describe health IT to clarify their application by research and
practice communities. The widespread use of terms such as
e-health, m-health, EHRs, personal health records, telehealth,
and mobile health, among others, is increasingly confusing to
stakeholders. There are various approaches to defining and
using the terms. Public and private sector organizations
should collaborate to build consensus around working
definitions of key terms related to evidence-based medical
computing. As appropriate, DHHS agencies should refine and
adjudicate definitions and terms related to health IT and their
use in federal rules and regulations.

Evaluation of health IT implementations
The federal government should allocate resources to evaluate
health IT implementation strategies as well as the overall safety
of systems purchased with or reimbursed by federal funds.
Achieving ‘safe use of health IT” will require not only the
provision of opportunities for health IT users to report events
related to health IT use, but also the training of users for full and
effective use of these systems. It will require developing the
clerical, administrative, clinical, and technical expertise and
workforce necessary to support a healthcare enterprise built on,
and supported by, electronic platforms. Additional efforts will be
needed to address issues of design safety, change implementa-
tion, and error monitoring and reduction. Safe use of EHRs
depends on a professional and clinical workforce, that is,
increasingly attuned to the potential of health IT in clinical care,
health promotion, and public-health monitoring as well as the
potential challenges and pitfalls of its expanded use. Clarity
with regard to federal versus state roles in fostering and
monitoring health IT implementations is also needed.
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Specific recommendations include:

> Use evidence to guide implementation. Implementation of
health IT and relevant federal initiatives should be based on
the evidence base. Comparative effectiveness research of
various health IT alternatives, technologies, and approaches
should be conducted. Health IT implementations should be
monitored to identify barriers, challenges, and risks. Key
organizations such as AHRQ and the National Library of
Medicine need additional resources to assess whether the
promise of health IT adoption and MU is being achieved, and
to disseminate the results of such studies.

> Attention needs to be given to human—computer interaction
(HCI). Additional research is needed to improve the human—
computer interaction aspects of existing and new systems
and applications, in order to ensure the safe and successful
implementation and use of health IT. Although there are
some recent federally sponsored efforts addressing usability
issues,”® such efforts must reflect the most current research
and science about usability to ensure that providers
attempting to achieve MU have effective systems that
support their efforts.

» Trained healthcare workforce is essential to implementation
success. A nationwide approach to help assure the ongoing
sustainability of the healthcare workforce and the incorpo-
ration of the requisite knowledge, skills, and experience to
maintain and support EHR systems once deployed is
essential. 7'~

» Clarity is needed on federal/state roles. Within DHHS,
a coordinating effort needs to be established to ensure that
health IT initiatives that cross federal and state government
initiatives are in concert, and not competing against each
other or overlapping, resulting in unwise spending of funds.
More study is also needed to better understand the
impediments to innovation (eg, limits to information
sharing, certification requirements, etc) that may exist in
current federal and state policies.

CONCLUSION

AMIA’s 2010 Health Policy Meeting focused on three major
health IT concepts: resilience in healthcare and health IT; ethical,
legal, and social challenges; and innovation, adoption, and
sustainability. These concepts were clarified by national experts
in plenary addresses and discussed in breakout sessions by
invited participants over a 2-day period. The overarching
concern growing out of the findings of the meeting is that
current US funding and public policy priorities may have an
unintended negative effect on broader health IT innovation and
research, and concomitantly the future of healthcare as it is
supported by health IT.

US funding and policy priorities, aimed at rapid health IT
deployment and a relatively short-term focus on ‘meaningful
use,” may distract policymakers and industry from supporting
and pursuing continued innovations in health IT as aggressively
as needed. Because vendors are likely to focus attention on short-
term implementation issues to ensure that their EHRs meet MU
criteria, and set aside other types of development, true innova-
tion in health IT could falter. Thus, federal initiatives®® may
result in ossification of current mediocre software by failing to
push the industry to move to the next level in terms of func-
tions supporting clinical practice (eg, user-centered clinical
decision support, computerized provider order entry). These
concerns are consistent with general concerns about the ability
of the US to remain technologically competitive, and are
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supported by studies and publications suggesting that the
federal government and industry may be letting crucial strategic
issues of US competitiveness slip below the surface.”> >’
However, rather than thinking of health IT as a fertile ground
for failures, fraud, and financial sustainability challenges,
targeted policy initiatives can preclude most, if not all, of the
potential problems. The recommendations outlined in this paper
address many of these issues. The ultimate goal is to recognize
the creative vision necessary to take health IT to its next level of
innovation and enable it to both drive and support major
improvements in healthcare quality and outcomes.

AMIA board of directors response and action

By convening this meeting and disseminating this report, AMIA
has identified resilience and innovation as critical issues for the
continued widespread adoption of health IT. The AMIA Board of
Directors reviewed the paper and endorsed the authors’ recom-
mendations. The Board of Directors anticipates committing
additional organizational resources to continue to advance the
work of the Meeting and will encourage other organizations to
work collaboratively to pursue the recommendations and to
continue this important public discourse.
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