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A FUNCTIONAL PUBLIC HEALTH
SURVEILLANCE SYSTEM

Lenert and Sundwall identify opportunities
and challenges of the Meaningful Use (MUse)
incentive programs that advance standardized
electronic reporting to health departments
at a time when there is limited funding to
upgrade systems. We concur that cloud-based
Platform as a Service (PaaS) is a possible
remedy. However, we disagree with their
conclusion that “the security risks inherent
in BioSense 2.0’s public cloud implementation
may make this effort better suited to a dem-
onstration project than a national level bio-
defense system.”1

BioSense 2.02 is a functional public health
surveillance system, not a demonstration pro-
ject, hosted in a highly secure Internet gov-
ernment cloud. Before going live in November
2011, the system was tested, certified, and
accredited to meet requirements of the Federal
Information Security Management Act and in-
dependent security stewards.

BioSense 2.0 is a PaaS; offers Software as
Service (SaaS) to public health departments;
and leverages Public Health Information Net-
work (PHIN) standards and services such as
PHIN Messaging, as well as new protocols such

as Direct. BioSense 2.0 offers a low-barrier and
low-cost approach that health departments
can elect to offer to health care providers for
reporting syndromic surveillance information.
It accommodates secure data sharing among
jurisdictions or with the Centers for Disease
Control and Prevention (CDC), data exchange
standards, jurisdictional information owner-
ship, data sharing agreements, security and
privacy rules, and data retention. BioSense
2.0 is user designed and governed in partner-
ship with state and local health agencies, health
care providers at the local and federal level,
and national associations representing public
health officials.3-6 The data sharing model and
community-driven governance create a sus-
tainable surveillance ecosystem to maintain
situation awareness from local to national
levels. The replacement of expensive techno-
logical services with a cloud-computing plat-
form has resulted in substantial savings, allow-
ing increased funding for health departments.

(More information is available at http://
biosense2.org.)

CDC continues to work with health depart-
ments to enhance their capacity to receive and
use information from MUse-prompted expansion
in reporting of immunization services, laboratory
test results for conditions of public health concern,
and syndromic surveillance.7 BioSense 2.0 pro-
vides a foundation of services suitable for a future
public health platform while simultaneously sup-
porting current MUse requirements. j
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LENERT AND SUNDWALL RESPOND

We were glad to learn that Kass-Hout et al. also
believe that cloud-based Platform as a Service
(PaaS) technology is a potential solution to
the crisis created by inadequate public health
funding in the Meaningful Use (MUse) program.
Centers for Disease Control and Prevention
(CDC) leadership is needed to respond to this
crisis. In their letter, Kass-Hout et al. go on to
quote from a First Look version of our article
that appeared on the Journal Web site from
January 19, 2012, to February 8, 2012, re-
garding certain assertions about the security
of pilot versions of the BioSense 2.0 system.
These comments were deleted from the final
version of the article, reflecting a change in our
opinion based on the progress made by the

program in the time between acceptance of our
article and its final publication. We hope that
readers of the final published version are not
confused by the reference Kass-Hout et al. have
made to the First Look version of our article.

We agree with Kass-Hout et al. that BioSense
2.0 is an important advance in the design of
public health information systems—one that
deserves careful evaluation and study. How-
ever, we are concerned that, even as CDC
promotes its leadership in public health in-
formatics in this letter, CDC is reducing the
overall resources devoted to it. Nowhere is this
more apparent than in the BioSense 2.0 pro-
gram, in which funding resources that once
supported Centers of Excellence in Public
Health Informatics and pilots of public health
integration with regional health information
exchanges have been redirected to other pri-
orities. This redirection has contributed to the
crisis referred to in the title of our original
article. Taking advantage of the opportunity
will require CDC to reconsider its priorities
with regard to public health informatics. j
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