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Drug shortages have emerged as a serious patient safety and
public health crisis and are affecting a variety of drug classes.1

This includes a number of generic sterile injectables that are
used to treat various forms of cancer.2-4 There are multiple
causes associated with the oncology drug shortage, but the pri-
mary factors are economic, driven by pricing pressures from
payers (such as Medicare) that make profitable production of
these drugs challenging.4 Indeed, limited incentives for generic
production of low-profit cancer drugs and reimbursement de-
clines have also led to declines in production, increased use of
more expensive and less effective brand drugs, and ultimately
shortages of essential low-cost medicines.4 The result has been
increased stress on existing scarce production lines, which can at
any time be adversely affected by shortages of active pharma-
ceutical ingredients, technical and manufacturing problems,
and regulatory issues such as noncompliance and need for cor-
rective action.5 This lack of system redundancy can lead to
critical halts in supply, with patients delaying or foregoing treat-
ment or substituting therapies in shortage with expensive
and/or risky alternatives.3,4 These already precarious conditions
are worsened by an unregulated gray market and burgeoning
illicit online marketplace distorting demand, which urgently
needs more attention and reform.

With the oncology drug shortage as the primary conse-
quence of the failure of the traditional drug supply chain, pro-
viders and patients may seek other alternatives for sourcing.
This includes the disturbing consequence of purchasing drugs
in shortage from the gray market, a secondary wholesaler system
known to be risky. Here, drugs are offered at exorbitant mark-
ups of up to 3,000% via often daily solicitations (fax, telephone
calls, e-mails) made directly to providers; they may be of ques-
tionable quality and/or safety and may be counterfeit, as dem-
onstrated in the past with cancer therapies.4,8 Indeed, patient
death, as in the case of a woman with breast cancer who was
administered one of 25,000 counterfeit versions of erythropoi-
etin, has been associated with cancer medicines that may have
been adulterated passing through the secondary market.10 Most
recently, counterfeit versions of the injectable chemotherapy
drug Avastin (bevacizumab; Genentech, South San Francisco,
CA) have been detected and may have been introduced in more
than 19 medical practices in California, Texas, and Illinois.11

Sourcing of this counterfeit medicine occurred globally, includ-
ing through wholesalers and distributors in Turkey, the United
Kingdom, Switzerland, Egypt, Denmark, and Barbados, before
finally arriving in the United States.12 Not only did the coun-

terfeit product contain no active pharmaceutical ingredient, but
one of the gray market suppliers had earlier sold other cancer
drugs including pegfilgrastim and fulvestrant at deeply dis-
counted prices, which is highly suspect.11

Ongoing shortages may lead desperate patients to another
and potentially more dangerous and little-discussed source of
drug safety regulatory failure: the Internet. The Internet has
poor regulatory oversight, leading to highly prevalent illicit
drug marketing and sales.13 Nevertheless, shortage situations
have led to providers purchasing from suspect Internet sources,
and at least 2.9% to 13% of patients have admitted to buying
drugs online, despite global public health warnings.14,15 These
vendors may promote purchases without a prescription and
represent a significant patient safety risk, given the high preva-
lence of counterfeit medicines13 and the complex nature of
cancer biologics, which are sensitive to transport and storage,
even assuming authenticity.

The combination of diversion and online sales is a global
health concern for patients with cancer. The discovery of coun-
terfeit bevacizumab was but one in a string of detections of
counterfeit cancer treatments, including contaminated leuke-
mia drugs detected in China, fake cancer drug distribution in
the United Kingdom, and an individual sentenced to 33
months in prison for selling a fake “experimental cancer drug”
over the Internet.16-18 These counterfeit cancer drugs provide
an indication of the global scope of the problem.

In addition, questionable sources of advertising can mislead
patients about the benefits, risks, legality, and authenticity of can-
cer treatment. Importantly, illicit online vendors have taken full
advantage of the Internet, moving nimbly from search engines to
popular social media such as Facebook, Twitter, YouTube, and
others to target oncology patients and treatments19-21 and have also
extended oncology advertising to suspect screening tests.22 The
resulting system is a parallel, unaccountable one without profes-
sional guidance or appropriate clinical care for oncology patients.

For example, one Google search conducted on November 26,
2011, for “anticancer drugs online” produced—as the second re-
sult—a YouTube video advertising “Buy anticancer drugs online”
(http://www.youtube.com/watch?v�xEICZiK7zTY). The video
advertises both branded and generic anticancer medicines
at the “cheapest” prices and offers a link for purchasing
(www.Way2rx.com). The link leads consumers to a Web site
offering more than 100 oncology products online, including
cancer shortage drugs doxorubicin, bleomycin, cytarabine, do-
cetaxel, and leucovorin (ie, US Food and Drug Administration
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[FDA] shortage drugs for oncology). The site seems to originate in
India, andall identifiedproductsareoffered for salewithoutaprescrip-
tion. These factors point to the significant safety risks of this vendor.13

Beyond the YouTube marketing, the Web site is strategically comple-
mented by a widget to link to a user’s Facebook site, by a Twitter page
(https://twitter.com/#!/way2rx), and by its other social media links to
engage and attract consumers.

Such marketing illustrates the tremendous risks faced by
oncology patients. First, it is unlikely that this vendor has cancer
drugs currently in shortage, given the nature of this global con-
cern. But second, even if vendors did have access, it is unlikely
they would have the technical knowledge necessary to transport
sensitive drugs and biologics often used in cancer care, which
require specialized handling, cold storage, and other key effi-
cacy concerns.22 Finally, it should also be noted that the impor-
tation of cancer drugs sourced from outside the United States is
generally not permitted unless the product is unavailable com-
mercially in the country, and there is a physician overseeing
treatment with the imported drug.1

The combination of collective regulatory failure in the drug
shortage policy, the gray market risks, and the sourcing of drugs
via illicit online pharmacies represents a serious threat to pa-
tients with cancer. In the absence of meaningful regulation and
enforcement of Internet-based advertising, and with the failure
of the FDA to address social media–based advertising, US reg-
ulators and policymakers need to address urgently the com-
bined risk of cancer drugs in shortage and illicit online sales.

Making all Internet drug sales illegal except for entities ac-
credited through the National Association of Boards of Phar-
macy Verified Internet Pharmacy Practice Site (ie, VIPPS)
program—the only program recommended by the FDA—
would be an important safety benefit for oncology patients.
Furthermore, the FDA and Department of Justice should use
injunction power to prevent questionable Web vendors from
misleading promotions regarding cancer screening and treat-
ments. This would promote patient safety as well as protect
against exploitation of desperate cancer treatment needs and
ensure accountability for these actions. This short-term strategy
would build on recent efforts by the European Union to address
suspect online drug vendors.23

However, long term, the focus on international cooperation
through legal means, such as the recent MEDICRIME conven-
tion seeking signatories to address the safety of the global drug
supply, is also a positive sign.24 Other initiatives such as global

public-private partnerships can be incorporated into such con-
tinuing efforts; for example, in Operation Pangea III, 45 coun-
tries, nongovernmental organizations, global law enforcement,
the private sector, and public health entities combined to shut
down hundreds of illicit Web sites selling high-risk drugs, in-
cluding oncology drugs.25 However, maintenance and adjust-
ment of these efforts and approaches are required because of the
rapid adaptability of illicit sellers to exploit gray market vulner-
abilities as well as the limited risks of engaging in online sales.25

Oncologists, patients with cancer, and policymakers should be
aware of these systemic concerns, maintain and update patient
safety systems, and cooperate internationally to address this
global public health issue.
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Cancer.Net Mobile App for Patients

Described as “a gem of a freebie,” Cancer.Net’s new app is the mobile companion for patients to stay informed about
cancer and to organize important personal data often needed for visits to physicians. It includes interactive tools to help
patients get answers to important questions, track adverse effects, and manage medications.
Direct your patients to cancer.net/app to download the Cancer.Net mobile app.
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