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Abstract

Health information exchange is expected of all electronic health records (EHRs) in order to ensure safe, quality care
coordination. The U.S. Department of Veterans Affairs (VA) has a long history of information exchange across VA
facilities and with the U.S. Department of Defense (DoD). However, since a majority of VA and DoD patients
receive a portion of their health care from the private sector, it is essential that both agencies enable health
information exchange with private sector providers. This has been made possible by the use of the specifications and
trust agreement developed by the Nationwide Health Information Network (NwHIN) initiative. Currently, VA has
12 medical centers exchanging information with the private sector and is evaluating the value of the exchange. The
authors report on the success of these pilots as well as on the challenges, which include stricter technical
specifications and a more efficient approach to patient identification (ID) matching and consent management.
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Introduction

Over a lifetime, most individuals receive care from multiple providers across multiple settings. Health care delivery
is then the joint responsibility of multiple providers who may not have the same health care information technology.
Better, more complete information is essential to providers in order to ensure care coordination and safe, quality
patient outcomes, especially as payment reforms shift from fee-for-service to pay-for-performance, accountable care
organizations, bundled payments, and medical homes. Consequently, health information in patient records needs to
be sharable and interoperable.

Health information exchange (HIE) refers to the activity of secure health data exchange between two authorized and
consenting trading partners. It is a secure data service that utilizes nationally recognized standards to enable
electronic transport of clinical information among separate health care organizations that are motivated by common
interests and governed by rules that ensure the rights of patients and participants are protected. The number of HIEs
providing this service is growing as is the number of health care organizations involved [1].

VA’s electronic health record (EHR) is a national treasure. However, VA and DoD are not the only contributors to
their patients’ lifetime health record. VA and DoD have a long history of HIE between them [2, 3]. Ultimately, VA
and DoD have the vision and the mandate to create a Virtual Lifetime Electronic Record (VLER) for all Veterans
and Servicemembers that will ultimately contain health, benefits and personnel information from the day an
individual enters military service throughout their military career and after they leave the military.

The use of standards is critical to the scalability of HIEs across the nation [4]. The NwHIN is an Office of the
National Coordinator (ONC) for Healthcare Information Technology, Department of Health and Human Services
(HHS) initiative that offers all health care organizations a single, standard-based approach to nationwide exchange.
In particular, for VA it enables the construction of VLER Health. It helps connect VA with private sector health care
entities with one solution, as opposed to an unmanageable number of point-to-point connections.

In this paper, VA reports on the progress made with a virtual lifetime electronic health record (VLER) based on use

of the NwHIN. The paper describes the user experience and how the system was implemented at multiple pilot sites.
It also shares some important lessons learned about the success achieved with these implementations and the
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limitations of some technical specifications. We hope VA experience will be helpful to health care organizations as
they engage in local and national information sharing efforts.

Background

The ONC for Healthcare Information Technology was created to promote adoption and support meaningful use of
interoperable EHRs. In support of this mission, ONC established health Information Technology (IT) priorities,
identified and harmonized standards to support these priorities, and created an NwHIN that would implement these
standards that result in interoperable EHRs [5]. NwWHIN framework is foundational to VA’s goal of developing a
virtual complete electronic health record.

The NwHIN is a nationwide, standard-based framework for secure exchange over the Internet connecting diverse
entities needing to exchange health information. It has evolved through different stages, starting with a
conceptualization phase (2001-2004), followed by the prototypes and trial implementations phases (2005-2008), and
moved to a limited production and governance phase (2009-present).

Currently, the three major components of NwWHIN are: NwWHIN Exchange, Direct Project or NWHIN Direct, and the
governance model. The NwHIN Exchange is a pull model where trusted partners can query and retrieve information
from each other’s system, given that proper authentication and purpose of use are authorized by the patient and the
organizational policies. The NwWHIN Direct is a simple, secure, scalable, transport method to send authenticated,
encrypted health information directly to known, trusted recipients. NwHIN Direct is a push model focused on
transport of health information regardless of the type, format or structure of the clinical content exchanged. Both
NwHIN Exchange and NwWHIN Direct operate over the common Internet. In particular, these initiatives help health
care providers satisfy select Meaningful Use objectives and associated measures that require electronic HIE. In
particular, NwWHIN Direct is viewed as a faster and less complex exchange solution that will help more providers
meet meaningful use criteria [6, 7].

As a first draft governance model, ONC established an onboarding process for NwWHIN Exchange participants,
verifying compliance and issuing digital certificates to successful participants. This governance has defined the rules
of the road for VA/DoD private partners as well as for other federal agency contracts (e.g., Social Security
Administration [SSA], Centers for Medicare and Medicaid Services [CMS], and Centers for Disease Control and
Prevention [CDC]). ONC has published new rules of governance that aim to better support larger participation and
greater role of the private sector. Real world experience with NWHIN Exchange and NwHIN Direct by VA and
others, as reported in this paper, will serve to inform these new efforts.

Methods

NwHIN Exchange Pilot Program at VA
On December 17, 2009, VA and Kaiser Permanente (KP) took their implementation of the NwHIN Exchange

specifications live in the San Diego, California area. DoD joined on January 31, 2010. These connections provided
VA, DoD and KP clinicians with a simple functionality for health information “query” and “retrieve” from each
other’s EHRs. This was the beginning of the VLER Health and NwHIN pilot program [8].

The program was expanded to 11 additional VA sites with 11 different VLER Health private sector partners (PSPs),
supported by different HIE organizations; all consistently implemented the same standards for patient matching,
query and retrieve and content formatting. Today, all these pilot sites have demonstrated exchange of information
based on real patients who provided authorization to VA and those private sector partners who required
authorization. More VLER pilot sites have been added in 2012, but are not reported here.

VA HIE, which includes access to all VA facilities and VLER partners, resides centrally and is developed and
maintained by one VA national team. This central team is responsible for ensuring VA technical solution conforms
to NwHIN standards specifications. In parallel, VLER partners also test and onboard their implementation against
ONC compliance criteria. For each pilot, a shorter testing phase between VA and the VLER partner has been
required to ensure compatibility of various technical and content details. In the long term, hopefully, this peer-to-
peer testing will be reduced to a minimum, as the standards mature and the NwHIN evolves into a more “plug and
play” interchange platform.
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Each VA pilot site also includes a VLER Health Community Coordinator. This is a local staff member working at
the VA Medical Center (VAMC) whose responsibility it is to set up and assist a local team that will oversee the
VLER Health implementation. The local work is threefold: 1) production validation of the exchange to ensure the
exchange and the data are as they are supposed to be, 2) patient enrollment in the VA NwHIN program through
information campaigns and the collection and data entry of the patient authorization preferences, and 3) provider
training and promotion to use the HIE.

Clinical Data Available for Exchange and User Interface
The VA and participating PSPs exchange clinical data through use of two primary content standards called the C32

and the C62. The C32 and C62 are Continuity of Care Documents (CCDs) based on HL7 standards and xml syntax
to describe administrative (e.g., demographics, insurance) and clinical (e.g., problems, medications, allergies, test
results) information. C32 content is comprised of 18 content modules that represent clinical data in both structured
and textual form. C62 documents represent unstructured clinical notes (e.g., consults, history and physicals,
discharge summaries, results of diagnostic tests, radiology reports, and surgery reports). These standards are the
foundation for an interoperable NwHIN system, where health information can be consumed by any health system
using software that is compliant with NwHIN exchange standards.

To integrate data retrieved through the NwHIN, VA utilized the same HIE platform (called VistAWeb) used to view
data from remote VA sites and extended it to include data retrieved through the NwHIN. Indeed, the VA EHR, the
Computerized Patient Record System (CPRS), only shows data from the local VA facility. When remote data from
other VA facilities or DoD or NwHIN partners are available for the patient, VA clinicians are notified and can click
on a link to a Web application (VistAWeb) to see these data either each source separately or all integrated. To a VA
clinician, other PSPs like KP are seen as other facilities and sources of data. VistAWeb does not require a second
user login and preserves the patient context.

Individual source data are displayed using style sheets to render the xml tagged information [see Figure 1 for an
example].

[Table of Contents 2

« Allergies
« History of Encounters
«» History of Procedures
« Immunizations
« Lab Results - Chemistry and Hematology
. ions - Prescription and Non-Prescription
» Problems/Conditions
« Vital Signs
|Allergies
Allergens - Count (8) | Verification Date | Event Tpe ____Reaction ____JSewric ___JSowree ____|
POISON IV'Y/POISON OAK/P( May 24, 2011 Propensity to adverse reactic MILD, RASH MILD KAISER PERMANENTE
ASPIRIN Augi1,2010  Propensity to adverse reactic MILD, RASH MILD KAISER PERMANENTE,
CODEINE May 6,2010 | Propensity to adverse reactic MODERATE, NAUSEA, VOMI1 MODERATE  KATSER PERMANENTE
PEANUTS May 6,2010 [Propensity to adverse reactic SEVERE, ANAPHYLAXIS  SEVERE KAISER PERMANENTE
BIAXIN 500MG XLTAB May 6,2010 [Propensity to adverse reactic SEVERE, SHORTNESS OF BRE SEVERE KAISER PERMANENTE
PENICILLIN May 6,2010  Propensity to adverse reactic MILD, NAUSEA, VOMITING, | MILD KAISER PERMANENTE,
LATEX Jan 15,2010 [Propensity to adverse reactic MODERATE, RASH MODERATE  |KAISER PERMANENTE
OUTDOOR MOLD Dec2g,2009  Propensity to adverse reactic MILD, WHEEZING, RHINITIS MILD KAISER PERMANENTE

History of Encounters

)
£ NOTE: Click on the Encounter Comments feld to display/hide additional data where applicable

2 Provider__|
Jan 24,2012 OFFICE VISIT ‘PRIMARY CARE/MEDICINE TEST, PROVIDER6 MD
Jul 14,2011 OFFICE VISIT PRIMARY CARE/MEDICINE TEST, PROVIDER6 MD
Sepa2, 2010 ‘OFFICE/QUTPATIENT VISIT, EST ADMIN PAT ACTIVIIES TEST, PROVIDER3 MD
May 6, 2010 OFFICE CONSULTATION GENERAL INTERNAL MEDICINE with associ PF TEST, PROVIDER2 MD
May 6, 2010 ‘OFFICE CON 0N GENERAL INTERNAL MEDICINE TEST, PROVIDER2 MD
Mar 24,2010 ‘OFFICE/OUTPATIENT VISIT, EST ALLERGY IMMUNOLOGY TEST, PROVIDER4 MD
Feb 16,2010 OFFICE CON 10N GENERAL INTERNAL MEDICINE TEST, PROVIDER4 MD

[History of Procedures

N
&2 NOTE: Click on the Procedurs Comments field to display/hide aditional data where applicable

Procedure Type Procedure Comments [ Provider
Jul 20, 2011 BONE AND/OR JOINT IMAGING; THREE P BONE AND/OR JOINT IMAGING: THREE P TEST, PROVIDER5 MD
Jul 20, 2011 'BONE MARROW IMAGING; LIMITED ARE. BONE MARROW IMAGING: LIMITED ARE. TEST, PROVIDER5 MD
Jul 20, 2011 BONE AND/ OR JOINT IMAGING; TOMOGF BONE AND/ OR JOINT IMAGING: TOMOGF TEST, PROVIDER5 MD
Dec 27,2010 [KNEE ASPIRATION Associated Notes: OPERATIVE REPORT.RI TEST, PROVIDER: MD

Figure 1: View of Health Summary Retrieved from a VLER Partner over the NwHIN

Integrated data views are also available for most data modules in the C32 and C62 documents (see Figure 2 for an
example).

53



12 Viweb; Patie Windiows Internet Explorer

DRZZZTESTPATIENT CHDRONE (666-00-0001

Ot g (915 Mortta O T Yoars. Al s (Gory ]

The data s wéll ake loager ta

retciere.
Date rangs information for NwHIN data
xint Beert

Brovider

=

—_—
oDl THEALE 4 lioosors Dl 4 sjeaaoro sejestaens 09/947e 0 -

. ;
Dl TCMOCMUAIAIS oscoey Bl salssfacie sifajama cojonlirano 0 vatabie

sorut w0
e THAKEOURTACEIONDE .50, Do e soiisiere stisaoss stisoia s St

TRIEE A DAY
obetal] Triameisslane Acetenide.

M.,,_H_(nmnm Cramo.sN  aeiooioisiT  Expred 5 /038016 18/04/2040 r0/0d/s816 0

tooic60ss7s  Expined 59 oueBizon oi/ob/aoio 01/06/a00 3 TiTABFO QD
Gomplated 300/ o3/anEans exEnEen

tail SBIVASTATEN (Z0COR) 4040

b e i icofomostas  Lpired 90 08/31/2010 08/0a(z010 oo/oo/i7o0 o £36 Casvailabie
TAKLOSETARLETIY o
10ton-0abz  Dpied 90 08/51/3040 08/03/3010 08/03/2010.0 MOUTHIVIRIDAY Y[R30
THEEVENIYG

oeD
NoDetal BANTIOOEseMGTABMG ioobineizes  Epired the  og/za/2010 e8/iz/a010 0000 /ima 8 | 16 Unavailable

Warning! Avold wsing "Back” Intton Ntnil BASTIIIE.» ol ARALTAR
<

S et

Figure 2: Aggregated Data View of Medications. The site column indicates the source of each medication entry in
the list, including both remote VA facilities and non VA facilities (e.g., INHS, DoD, NCHICA).

Implementation of NwHIN Exchange at VA

To implement the NwHIN functionality, a health care organization needs two new components: a Gateway and an
Adapter (see Figure 3).

Ertificate Authority
CA Protocol

@__« NwHIN CONNECT Gateway

CP RS & Enviy/Adapter
VistAWeb VistAWeb we

VETS

Vistalink

g e s ROI Admins
Vistalink Policy Admins
Gateway Adapter Security Admins
WS/HLT
VAP
ws
V;sbﬂ S|les I | i 5

VA MVI eBenefits Portal Veleran's Browser

UDDI — Universal Description, Discovery and Integration
CPRS — VA Computerized Patient Record System

MVI — Master Veteran Index

NwHIN — Nationwide Health Information Network

ROI — Release of Information

VAP — Veterans Authorizations and Preferences

VETS - VHA Enterprise Terminology Services

Figure 3: VA NwHIN System of Systems. The main two components of an NwWHIN connection are the NwHIN
Gateway and NwHIN Adapter. The components connected to the NwHIN Adapter are part of the organization
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backend system that receives data from and sends data to NwHIN partners. The VA NwHIN Gateway
communicates with other NWHIN Exchange Partners using the NwHIN specifications for standard exchange.

Adapter/Gateway
The Gateway provides the services required to connect to the NwWHIN Exchange over the Internet. The Adapter

provides the services required to connect the backend system (Veterans Health Information Systems and
Technology Architecture [VistA] in the case of the VA) and the Gateway. To stimulate adoption of NwHIN
Exchange, VA, DoD, and other federal agencies have combined investment and development resources to produce a
public domain NwHIN-conformant gateway called the CONNECT Gateway [9]. Each of these federal agencies now
uses a copy of the CONNECT Gateway, and several private sector health care organizations have taken advantage
of this opportunity as well.

Veterans Authorizations and Preferences (VAP)

VAP is the subsystem responsible for authorizing health information exchange to trusted PSPs and managing
Veteran electronic consent directives. VAP creates an enterprise-wide electronic solution capable of supporting
Veteran authorization preferences and consent directives. Also, it enforces organizational policies on privacy and
security relative to Release of Information (ROI), and the disclosure of individually-identifiable health information
to carry out treatment. The VAP system is comprised of both user and machine interfaces to set patient preferences
for how patient data can be shared.

Signed authorizations from Veterans can be obtained either on paper (mailed in or hand delivered) and then entered
into the VAP system by ROI staff or electronically by using the VA/DoD eBenefits patient portal, where Veterans
can sign pre-approved authorizations. These authorizations are then processed automatically by VAP without human
intervention. The VAP application generates three main reports: 1) the Accounting of Disclosures, 2) the Received
NwHIN Documents Report, and 3) the Opt In/Opt Out Report. These reports provide a required audit and
accountability of the transactions conducted over the NwHIN, including access to copies of the information
exchanged.

Measuring the Value of Information Exchange
Access to a complete EHR through the use of HIEs is expected to yield safer, higher quality health care at a lower

cost by reducing duplication of tests, therapies, and hospital admissions; this access will provide better medication
management and improve patient engagement. However, formal evaluations are rare [10]. VA’s has setup a formal
evaluation plan organized across seven evaluation domain areas: 1) System performance (e.g., system availability,
response time); 2) Veteran participation (e.g., outreach, education, and authorization of exchange [opt in]); 3) Usage
(e.g., frequency of use, usability); 4) Provider experience and satisfaction; 5) Veteran experience and satisfaction; 6)
Outcomes (e.g., quality, utilization, processes, and related costs); and 7) Implementation and maintenance costs.

These metrics will help inform the VA scalability plan and national deployment of the VLER/NwHIN program to all
VAMCs. The complete VLER program evaluation report is not yet available and will be reported in a future
submission. However, early results are promising in terms of health expected care cost avoidance at selected VA
emergency department pilot sites [12].

Implementation of NWHIN Direct at VA

To implement the NwHIN Direct secure email communication protocol, VA also leveraged the reference
implementation available through ONC (Java instance). This component provides the management of certificates
and the secure communication with other standards-based communication “Gateways.” In addition, the NwHIN
Direct solution required an “Adapter” component that handles the interfaces with the VA system (VistA). This
Adapter is responsible for automatically extracting health information that needs to be sent out to non-VA providers
and for importing health information from non-VA providers into the VA EHR.

The NwHIN Direct platform user interface is a typical Web mail user interface, built in-house for better integration
with VA systems. Another major integration is with the VAP system described above for the tracking of disclosures.
However, the issue of privacy and patient consent are less significant for a push technology like NwHIN Direct.
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Results

VA NwHIN Exchange Partners
VA has been an early adopter and active participant of the NwHIN activities since the prototypes phase. Currently,
VA is successfully exchanging real patient data over NwHIN with the following PSPs:
e Kaiser Permanente (San Diego, California);
MedVirginia (Hampton, Virginia and Richmond, Virginia);
Inland Northwest Health Services (Spokane, Washington);
Indiana Health Information Exchange (Indianapolis, Indiana);
HEALTHeLINK (Buffalo, New York);
Community Health Information Collaborative (CHIC) (Minneapolis, Minnesota);
North Carolina Healthcare Information & Communications Alliance, Inc. (NCHICA) (Asheville, North
Carolina);
South Carolina Health Information Exchange (Charleston, South Carolina);
Utah Health Information Network (UHIN) (Salt Lake City, Utah and Grand Junction, Colorado);
MultiCare (Puget Sound, Washington);
San Diego Beacon Community (University of California, San Diego, California); and
DoD (San Diego, California; Hampton and Richmond, Virginia; Spokane, Washington; Puget Sound,
Washington).

VA actively assisted others to become full NwHIN participants, providing whatever support was needed to complete
ONC onboarding and the additional VLER partner testing. VA and DoD coordinated workgroups with their PSPs to
address the main challenges including patient identity matching, messaging, data content, and project management.
These workgroups clarified any questions within the NwHIN specifications, made recommendations on optional
components, and explicitly documented how each PSP system was configured. For instance, the Patient Matching
Workgroup re-emphasized the importance of standardized format and values for the patient demographic traits to
ensure a match and documented what traits each partner sends with a patient discovery message (i.e., do you know
this patient) and what traits are used by their patient matching algorithm. The Data Content Workgroup clarified the
C32 and C62 specifications, compiled an XPath spreadsheet showing each PSP’s location and tagging their data
elements in the CCDs, and encouraged each PSP to share a fully populated sample CCD so that style sheets could be
developed and tested.

After testing was completed using test patients, the software was released with limited production use until further
“production validation” was conducted by the VLER Health Community Coordinators. This production validation
phase was done using real patients (i.e., opted-in patients only) as permitted by each PSP’s policies. The total
number of unique patients at the 12 VA NwHIN pilot sites is estimated to be 645,000. The number of shared
patients with VLER partners is difficult to estimate, but the VA business office previously evaluated that 65% or
more Veterans receive a portion of their care from the private sector [11].

Veteran Participation

VA is an opt-in consent model, meaning that Veterans have to provide a signed authorization before their VA EHR
is disclosed to non-VA/DoD providers. Enrollment is accomplished using different methods including mailing
invitations, during registration, through eBenefits, at the ROI office, at the dispensing pharmacy, etc. As of May 9,
2012, a total of 48,744 Veterans completed VA VLER Health authorizations. The number of Veterans who were
contacted by the VA with information about VLER Health is not readily available. As of May 9, 2012, VA received
244 subsequent requests from Veterans to opt-out of VLER Health after opting-in, reflecting less than 1% of total
authorizations. Veterans can opt-out at any time, and may opt-in and out multiple times.

Initially, pilot sites mailed invitation packages with authorization forms included, often from both VA and the PSP
(if required). However, over time, sites adopted a more integrated enrollment during registration or visit, as it is a
more scalable approach. Veterans also have a patient portal where they can e-sign the VA authorization form and
have it recorded and processed automatically without any human intervention.
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Mail campaigns have been relatively successful, with up to 50% participation. When the VLER/NwHIN program is
presented in person to Veterans, it is exceptionally rare that they decline participation. The online enrollment is
under-utilized, mainly due to the effort required to create an account with “in-person authentication.” Remote
proofing is being implemented, which should reduce this burden significantly. Current education and authorization
methods are attracting older Veterans and those who reside in urban areas, but are less likely to attract younger
Veterans and those who reside in rural areas, confirming initial impressions reported [8].

Correlations

After a patient is enrolled and the signed authorization is recorded in VAP, the system announces the patient’s
identity to all VLER partners in an attempt to determine if the patient is known and may have records elsewhere.
Demographic traits are exchanged during this “Patient Discovery (PD)” exchange and each PSP responds with a
positive match or an empty reply. When a positive match is found, the responder sends back their demographic traits
and their patient ID. This enables the sender to validate the match using the demographics received. This is
considered a “no risk” approach. However, the patient match success rate is far less than ideal. As of May 9, 2012, a
total of 23,611, or 53%, of Veterans who opted in were successfully correlated by the VA with a NwHIN Exchange
Partner. The failures are mainly due to lack of accurate, standardized, complete data. In other words, without a
complete set of the primary identifiers (i.e., first name, last name, middle name/initial, gender, date of birth, and
social security number), it is unlikely to reach a positive match or correlation. Other reasons include partial coverage
of opted in Veterans population, requirement for a second authorization, and difference in matching algorithms.

Other insights related to Identity, Privacy, and Consent Management gained from our initial experience include:

e  When onboarding a new participant to NwHIN that has millions of patients, creating initial correlations is
challenging. PD as a broadcast-out model is difficult to scale for a future NwHIN that supports hundreds of
HIEs.

e PD specifications do not provide clear guidance on how to keep the patient correlations up-to-date when
there are patient ID changes (e.g., marriage), merges, etc.

e Inclusion of the full Social Security Number (SSN) in the demographic traits is necessary for any
reasonable level of matching success. Some organizations or states do not exchange SSNs or only exchange
the last four digits, which makes it unlikely a unique match can be achieved.

e Lack of a “common/standard” consent model is a barrier. Patients may have to sign multiple consents, one
for each organization, before their data are shared.

e  Specification would benefit from more clear definitions of the Security Assertion Markup Language
(SAML) attributes and more complete XML samples of the permitted values. For example, it is unclear
how the SAML assertions provided in a Patient Discovery (PD) are to be used in combination with the
SAML assertions provided in the subsequent Query for Docs (QD) and Documents Retrieve (DR). For
example, if a PD exchange occurs with Purposeof Use = Treatment and Role=Medical Doctor, how are
implementers supposed to respond to a subsequent QD that comes in where the Purpose of Use =
Treatment but Role=Administrative Health Care Staff?

Content (C32 and C62s)

Evolving data standards and specifications lead to data mapping, display, and usability challenges. Further, NwHIN
Specifications are silent with regard to the payload, and subject matter experts (SMEs) are absent for providing clear
guidance to NwHIN participants. As a result, during implementation, it has taken substantial negotiation between
partners to align differing interpretations. The National Institute of Standards and Technology (NIST) tool
[http://xreg2.nist.gov/cda-validation/validation.html] is seen by most as a helpful tool for content validation, but it
does not validate the complete C32 instance and still allows for variations that have to be accommodated by
receivers of the information. Further, C62 validation is yet to be created. Key data content exchange issues and areas
of improvement include:

e Increasing the use of a C62 documents instead of embedding clinical reports inside the C32;

e Protocols for early tests of exchange of a fully populated C32 to ensure all data elements are represented
and displayed correctly;

e Better use of validation and testing tools for determining whether an XML instance document is correct
with respect to the specifications identified within related HITSP constructs;
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e Notification to end-users that the patient has data over the NwHIN;
e Improved integration of C32/62 data received within EHR systems;

e Explicit definition and display of data filters used to populate each section of the C32. This is necessary in
order to inform end users, control volume of data, and improve response time;

e  Systematic response behavior for when there is no C32 document available, no data for a particular section
of the C32, or no specific data element in a section is available; C32 schema data requirements do not seem
to match the real world data that are available. This leads to padding xml documents with “UNKNOWN”
data structures.

e  Better definition of syntax for narrative sections of the CDA and a case can be made for the need to
populate the structured sections so data can be organized and integrated,

e (32 specifications do not provide a simple single Xpath to data locations. The current specifications
typically only have the very end of the XPath explicitly indicated. There are many cases where it is unclear
exactly how these end XPaths should be anchored. Thus, implementers may select different full XPaths for
the same field (e.g., entry/act/effectiveTime/low/@value vs. entry/act/entryRelationship/observation/
effectiveTime/low/@value).

e More specific display of data sources (e.g., hospital name instead of HIE name);

e  Document classes as defined by Logical Observation Identifiers, Names, and Codes (LOINC) for the
exchange of “C62/HL7 Unstructured documents” lack granularity and clarity. For instance, does
“procedures” include diagnostic and treatment procedures (e.g., surgeries)? What does the document class
“interventional study note” include? There is a need for a standard document ontology that provides both
standard document titles and a standard hierarchy classification. Mapping individual note titles to current
LOINC class codes leads to issues when sharing information, either by having to request too broad of a
code and getting too many results, or too specific of a code and missing results.

e It would be desirable to have a single (universal) style sheet that all PSPs could use for C32 data display.
This reference style sheet would enable viewing of all fields, both code and text, via all options that are
considered valid (e.g., original Text, displayName, using references, code without display).

e Methods for decreasing data duplication when the same data elements are received from multiple partners.

e QD specifications do not properly handle the issues of different date ranges across multiple C32 modules.
Date range for a C32 is not practical or clinically meaningful. Date ranges are needed at the level of each
C32 section (e.g., allergies, medications, problems, labs, etc.).

e QD specifications do not provide any clear guidance on retrieving large volumes of data sets.

The recent work of the newly formed HL7 “Consolidation CDA” workgroup is helping address these issues and
other similar problems reported by SSA, CMS, and a multi-state/vendor Care Connectivity Consortium, all using the
NwHIN Exchange standards.

VLER Health Usage

One pilot was implemented in 2009, another in 2010, and the remainder sites in 2011. Consequently, there are too
few transactions recorded at the time of this publication. There are hundreds of transactions between VA and PSPs
and thousands between VA and DoD. We expect the number of transactions to grow significantly as the system’s
availability is more reliable, as the richness of the content is more consistent across VLER partners, as the number of
patients enrolled grows, and as the end users become more familiar with the new functionality and the data available
to assist them with clinical decision making.

NwHIN Direct Pilots

NwHIN Direct is a relatively recent project at ONC and at VA (started late 2010). VA selected the “Mammography
Consults and Referrals Use Case” as the first use case to implement NwHIN Direct. There are over 100 VAMC:s that
refer over 100 mammography services to non-VA providers. The process for handling these referrals is being
standardized across VA facilities. NWHIN Direct supports this standardization initiative by providing an efficient
and secure communication between VA and its PSPs.
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There are several NwHIN Direct pilot sites under implementation, including Tennessee, Utah, Washington DC, and
others. Although the first use case is mammography referral, software development is underway to expand
functionality to cover all outpatient and inpatient referrals and ultimately all communication types that can improve
coordination of care between VA and non VA providers caring for Veterans. Also, the use of NWHIN Direct by
patients to securely send their VA records to non-VA providers or to commercial Personal Health Records such as
Microsoft Health Vault is also being considered. Note that NwHIN Direct focuses as a starting place on the
mammography use case, but NwWHIN Exchange is not limited to a particular use case and covers all types of patients
and the exchange of their health summaries and clinical notes.

Through this initial work with NwHIN Direct we have learned several important lessons:

e  Workflow engineering is critical and must precede migration from paper communication through fax and
hand carry to secure email messaging. It is essential to obtain stakeholders buy in.

e Integration with EHRs is difficult, both for outbound referrals and inbound consultation reports, but must
be addressed to provide real gains in productivity.

e Public Key Infrastructure (PKI) certificates are currently issued by the local VA and are individual
certificates as opposed to organization level certificates; this is a bottleneck. There is need for trusted
sources that can issue federal bridge anchored, organization level, PKI certificates.

e There is a need for provider directory standards and how to populate and share these directories.

e NwHIN Direct users do not have standardized email addresses (e.g., xxxx@direct.va.gov)

e Content payload lacks standard specifications or best practices, which slow down progress and integration
of NwHIN Direct communication with all the tools that providers use to best support care.

® [ack of Memorandum of Understanding (MOU) agreements between NWHIN Direct services vendors (also
called HISPs) and the provider members they support also slows down progress. These MOUs will should
include re-assurance assertions of privacy and security measures taken by the HISP.

Finally, during this initial VLER Health pilot phase, there were several governance issues that hampered progress,
which since then have been shared with and addressed by ONC in their new governance proposal. For instance,
there is currently no “availability” rule imposed by ONC on NwHIN participants. An availability rule would enforce
uptime requirements and drive performance for all NwWHIN participants. Also, ONC is the only body onboarding
NwHIN candidates. To relieve this bottleneck, ONC is considering defining accreditation rules for private sector
bodies to help with onboarding, similar to the EHR Certification process. Finally, there is a need for a repository of
all NwHIN standards and an easy way to find them. Guidance on what version of the NwHIN specifications should
be implemented and honored during exchanges is needed.

Conclusion

Health information exchange is an essential element of the VA and DoD VLER mission toward presenting providers
both within and outside their organizations with a complete medical history of Veterans and Service Members, and,
as a result, improving the safety and quality of health care provided. Standard-based HIE such as is actively
promoted by ONC through the NwHIN initiative is a critical enabling piece to this mission. Both NwHIN Exchange
and NwHIN Direct have their roles in supporting different use cases related to continuity of care, transfer of care,
referrals, and others. VLER and other NwHIN programs (e.g., SSA, CMS, CDC, and Care Connectivity
Consortium) are live, which proves that the NwHIN specifications are stable enough to be implemented consistently
by multiple organizations and that these organizations feel safe enough to use them with real patients. However,
there are still challenges that need to be addressed related to the maturity of the technical specifications, the critical
issues of identity and privacy management and the governance of the NwHIN.

VA has implemented 12 NwHIN Exchange and 2 NwHIN Direct pilots at 13 VAMCs with 12 different VLER
partners. Five of the NwHIN Exchange pilots include DoD. While these HIE systems are being used by both VA
and non-VA clinicians to care for Veterans, the focus is still on ensuring their stability and performance. At the same
time, VA is engaged in an evaluation phase to learn how best to integrate this information, increase usage, and
assess its impact on patient outcomes. Early results are promising in terms of health expected care cost avoidance
[12].

59



The next challenge is to develop a scalability plan for national deployment. Since the technical solution is
centralized and does not require any software installation at each VA facility, the focus will be on the growth of the
population of participating patients, the increased usage by clinicians, and the richness and standardization of the
data exchanged. Internally, VA will prepare trained resources and implementation guides to encourage new VA
facilities to take advantage of HIE with local PSPs. Externally, VA will continue to work with ONC, other federal
agencies, and the private sector partners to define the exchange standards with greater specificity, to evolve an
automated identity management solution, and to evolve governance rules that effectively assist with onboarding and
secure, responsible exchange among partners who share common business interests and the respect for patient
authorization preferences.
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