J Digit Imaging (2013) 26:605-609
DOI 10.1007/s10278-013-9609-4

Innovation Opportunities in Critical Results Communication:

Theoretical Concepts

Bruce I. Reiner

Published online: 18 June 2013
© Society for Imaging Informatics in Medicine 2013

Introduction

Failure in communication between health care personnel has
been reported to account for over 60 % of root causes of
sentinel events reported to the Joint Commission on Accred-
itation of Healthcare Organizations [1] and has prompted
repeated calls from the Institute of Medicine for redesigning
and error proofing health care delivery in order to improve
communication and patient safety [2, 3]. In radiology, com-
munication failures are particularly common [4—6] and are a
leading cause of medical malpractice [7-9] as well as dissat-
isfaction among referring physicians [10]. With so much
negativity surrounding conventional radiology reporting
and communication practice, it is a wonder as to why innova-
tion in practice and technology has been lacking for so long.
The American College of Radiology has defined three
categories of radiology critical results including emergent,
discrepant, and unexpected findings, and requires the
interpreting physician (i.e., radiologist) to expedite report
delivery in a manner that ensures timely receipt of the findings
[11]. The method of communication is largely left to the discre-
tion of the radiologist, as long as “timely receipt” is ensured and
documented. In the absence of specific and standardized com-
munication standards, institutions and practitioners are often left
to their own device, which can lead to differing expectations and
practices on the parts of interpreting radiologists and referring
clinicians. In the event that an adverse clinical outcome does
result and communication is determined to be a contributing
factor, contradictory claims are often made by involved radi-
ologists and clinicians, as to the method, content, and timeli-
ness of communication. In the absence of objective and re-
producible data, establishing causality of the communication
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error is often impossible and this leads to the potential for
repeating past mistakes. The ultimate goal is the creation of
standardized communication databases which longitudinally
record, track, and analyze all critical results communications
and supporting data while simultaneously creating a method
of qualitative and quantitative accountability.

Current Practice: Challenges and Limitations

At the same time, health care providers are subjected to
increasing data overload; service requirements are consis-
tently increasing with providers asked to provide timelier
service. From a radiology reporting standpoint, report turn-
around times are now being measured in hours (or even
minutes) rather than days, with the adoption of speech rec-
ognition technology and teleradiology. While these techno-
logic and practice advances result in radiology report data
being readily and almost instantaneously accessible after
exam completion, the reality is that long periods of time
often transpire before the data are reviewed and acted upon
by referring clinicians. With the abundance of multidisci-
plinary data consumed by a physician in the course of ev-
eryday practice, it is not unusual for a physician to delay or
even overlook data from a given radiology report. In these
circumstances, the limiting factor is not the radiology report
“turnaround time” but instead the radiology report “action
time.” This radiology report action time can be defined from
the time of radiology report completion to the time clinical
action takes place based upon the report findings. While
action time delays for routine or expected report findings
may not necessarily be time urgent, delays associated with
critical results may often be associated with increased mor-
bidity and/or mortality. This has led to the creation of critical
results reporting requirements, with the stated goal of ensur-
ing that critical findings contained within the radiology re-
port are communicated and acted upon in a timely fashion.
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But given the current state of data overload (and data fa-
tigue), are existing critical results communication strategies
accomplishing their stated goals?

The answer to this question in large part varies in accor-
dance with the specific nature of the critical finding, institu-
tional standards, workload and state of mind of the involved
parties (i.e., interpreting radiologist and referring clinician),
technology in use, method of communication employed, and
degree of accountability. In many circumstances, the in-
volved parties are too busy, frustrated, or preoccupied to
personally engage in communication. As a result, the radiol-
ogist or clinician may often delegate communication respon-
sibilities to third parties (e.g., nurse, clerical staff, and tech-
nologist) who often lack detailed knowledge and/or under-
standing of the findings being communicated. At the same
time, the method of communication used by the radiologist
may often consist of a hand written note, which has the
potential to be misread, leading to error. The end result is
that the communication may have taken place in theory, but
the resulting clinical actions lacked in timeliness and/or
accuracy. In the proverbial sense, the operation was a suc-
cess, but the outcome was a failure.

While attempts have been made to mandate direct physi-
cian to physician communication, they are often hard to
enforce, due to time and availability constraints. Physicians
are often unwilling to wait for prolonged periods on the
telephone and as a result either defer to colleagues or com-
puters. With the advent of computers throughout medical
practice, attempts have been made to utilize computer-
mediated communication (CMC) as a means to facilitate
prompt and targeted task-oriented interactions. In addition,
CMC offers an additional advantage of eliminating the re-
quirement that critical results be read back by the health care
worker when communication takes place by telephone [12].
In theory, CMC addresses many of these methodological and
outsourcing concerns, and also provides the added benefit of
data documentation. In practice however CMC is often un-
successful due to the lack of receipt acknowledgment and
follow through on the part of the referring clinician [4, 13,
14]. Data overload is believed to be a principle factor ac-
counting for these failures, with an excessive number of
computerized alerts regularly encountered [15-17].

The end result is that existing communication strategies often
fall short of their intended goals, and this perpetuates the poten-
tial for communication errors and deficient clinical outcomes.
New strategies are required which can overcome existing defi-
ciencies but not overload already stressed human resources.

Innovation Opportunity

There are a number of different stakeholder perspectives to
consider when defining an innovation opportunity. In medical
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imaging practice, the primary “clinical provider” perspectives
are those of the radiologist (i.e., imaging service provider) and
clinician (i.e., clinical service provider). While these “clinical
provider” perspectives are of the highest importance in
effecting clinical outcomes, additional perspectives for con-
sideration include those of the patient, administrator, payer,
and technology provider. While an innovation providing prac-
tical gain to the clinical provider has true value, an innovation
which provides gain to multiple perspectives has the potential
to be truly transformative and this should be the theoretical
goal for any proposed innovation.

Innovation from the clinical provider perspective is pri-
marily focused on data, which lies at the core of all medical
decision making. If we are contemplating the creation of
innovation in critical results communication, we must there-
fore focus on the data of greatest importance (Table 1). In
order to effect timely and accurate decision making, the
radiologist should be able to communicate to the referring
clinician the finding and/or diagnosis of concern, the type of
critical result (i.e., classification), its anatomic location, de-
gree of urgency, and follow-up recommendations. In order to
minimize the potential for misunderstanding and expedite
clinical action, the mode of communication should be direct,
concise, devoid of ambiguity, verifiable, and readily review-
able. While verbal communication has traditionally been used
for critical results communication in medicine, it often lacks
many of these requirements and has been cited as a frequent
source of error [18] while not being easily tracked and ana-
lyzable. An alternative strategy using electronic communica-
tion could in theory address many of these requirements but
has the perceptual disadvantage of depersonalizing communi-
cation. The ideal solution would be to create an innovation
strategy which combines the two, through the creation of a
standardized electronic communication tool, along with multi-
directional consultation capabilities (which can integrate ges-
tures, annotations, and speech as consultation input options).

The goals and objectives of the proposed critical
results communication innovation are listed in Table 2
and consist of three fundamental requirements which are
aimed at maximizing workflow and operational efficien-
cy, data standardization and analysis, and accountability
to ensure compliance and optimized clinical outcomes. In
order to optimize end-user acceptance, we should attempt to
make the proposed innovation workflow neutral (i.e., new
workflow equal to or superior to its predecessor), incorporate

Table 1 Recommended
data requirements for
critical results
communication

1. Classification

2. Follow-up recommendations
3. Anatomic location

4. Finding/diagnosis

5. Degree of urgency
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Table 2 Goals and objectives for critical results communication

A. Operational efficiency and workflow
1. Ease in use
2. Timeliness
3. Portability
4. Adaptability
5. Automation
B. Data: dynamic and documentable
1. Consistency
2. Understanding
3. Image centric
4. Accuracy
5. Longitudinal analytics
C. Accountability
1. Individual and institutional compliance
2. Standards and guidelines
3. Automated alerts and prompts
4. User authentication and identification
5. Hierarchical triggers and escalation pathways

automation whenever available, and create adaptive and cus-
tomizable features which are tied to the end-user profile and
individual preferences. The specific manner in which these
features are incorporated into the proposed innovation and a
representation of everyday use is discussed in detail in a
companion article [19].

Since the data lie at the core of the proposed innovation,
the specifics related to the type of data, methods of input and
presentation, and resulting analytics are essential to the clin-
ical efficacy and perceived value. In order to create a consis-
tent methodology for outcomes analysis, it is essential that
data be recorded in a standardized fashion, which in turn can
lead to the creation of a referenceable database, which is nota
practical option for most existing models of critical results
communication due to use of non-standardized written free
text or spoken methods of communication. The challenge is
to create a workflow efficient method for capturing and
recording standardized data without limiting perceived ex-
pressiveness, which has been cited as a deficiency of existing
structured reporting systems [20]. The principle strategy used
to address these requirements is the use of selected medical
images which best illustrate the critical results and then
annotating the images using a standardized annotation and
image markup schema (i.e., annotated key images), which
has been proposed in other medical imaging applications
[21]. The annotated images would in turn be supplemented
by standardized textual data which provides complementary
data relating to the specific finding, diagnosis/differential
diagnosis, anatomic location, critical results classification,
urgency, and follow-up recommendations. A representative
standardized schema for reporting these data is listed in

Table 3. In order to improve workflow, end-users can create
customizable finding-specific reporting macros, which can
directly incorporate these standardized data and reduce or
eliminate manual data input requirements. Examples of such
finding-specific macros for a pneumothorax could include
the following:

1. Small pneumothorax macro:
Size (10 %)
Anatomic location: Lung (right)
Classification: Unexpected
Urgency: Subacute
Follow-up recommendation: Chest radiograph in 4-6
hours
2. Moderate pneumothorax macro:
Size (25 %)
Anatomic location: Lung (right)
Classification: Emergent
Urgency: Subacute
Follow-up recommendation: Surgical intervention
(thoracostomy tube)
3. Tension pneumothorax macro:
Size (70 %)
Anatomic location: Lung (right)
Classification: Emergent
Urgency: Hyperacute
Follow-up recommendation: Surgical intervention
(thoracostomy tube)

In these examples, one can see that the same finding (i.e.,
pneumothorax) can be differentiated into three separate
macros based upon size, urgency, and recommended follow-
up. Other than requiring input as to the specific size and
laterality, all additional data elements are embedded in the

Table 3 Goals and
objectives for critical
results communication

A. Classification

1. Emergent

2. Discrepant

3. Unexpected

4. Clinician requested
B. Urgency

1. Hyperacute (<1 hour)

2. Acute (< 6 hours)

3. Subacute (< 24 hours)

4. Routine (< 72 hours)
C. Follow-up recommendations

1. Surgical interventions

2. Medical treatment

3. Imaging exam

4. Lab/clinical testing

5. Consultation
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preformed macro, providing efficient workflow and data
standardization.

In the event an end-user desired to expand the communi-
cation beyond that of the standardized data elements de-
scribed, he/she would have the option to input free text or
speech (i.e., using a voice file) into the key image data set for
added expressiveness. While it would be saved as ancillary
(i.e., unstructured) data and available for future review, it
would not readily lend itself to longitudinal data analysis.
The recording of standardized image, annotation, and text
data provides a method for improving data consistency, con-
ciseness, and understanding while also providing a methodol-
ogy for clinical data mining. The addition of these standard-
ized finding-specific annotated key images also provides a
rich image-centric database for education and research.

Accountability is arguably one of the greatest deficiencies of
existing critical results communication strategies and is an
integral component of the proposed innovation strategy. The
internal critical results communication requirements can be
established and modified in accordance with national, institu-
tional, departmental, or individual end-user guidelines. Auto-
mated triggers and alerts can be used to notify the individual
end-user when an established criterion for critical results com-
munication has been recognized (e.g., through natural language
processing of contemporaneous radiology reports) and auto-
matically open the critical results application. In the event the
end-user elects to manually override the automated prompt, the
denial and accompanying data could be recorded in a database
for compliance and quality assurance review. Once the pro-
posed critical results communication application has been en-
gaged, the system could be modified to ensure that all manda-
tory data requirements are completed before the critical results
communication is sent. If for example, a radiologist chose not
to input data related to follow-up recommendation for an
emergent finding (e.g., acute appendicitis), the system may
automatically prompt the radiologist and prevent transmission
until the requisite data requirements have been fulfilled.

The establishment and modification of critical results com-
munication requirements is an ongoing and dynamic process.
As changes are made at national or local levels, these can be
directly integrated into the critical results application, to en-
sure compliance with new and/or revised standards and guide-
lines. It is not unusual for individual end-users to have differ-
ent critical results communication requirements from one
another (which go beyond the institutional or national norms),
and these can be automatically programmed into the reporting
and information system technology. As an example, one pri-
mary care physician may request critical results commu-
nication for all brain imaging studies performed to evaluate
a potential stroke, regardless of observed findings. In this
scenario, the system could be configured to automatically
notify the radiologist and open up the critical results commu-
nication application at the time of interpretation.
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While the primary onus of critical results communication
in radiology has largely been placed on the interpreting
radiologist, many communication failures are the result of
lack of clinician availability or follow-up [4, 22]. Current
critical results communication models often rely on manual
communication attempts to ensure that the critical results are
successfully communicated, with frequent outsourcing of
responsibilities to third parties. Once the communication
has been successfully achieved, the customary practice is to
document the date, time, and names involved in the commu-
nication as an addendum in the radiology report, with little or
no follow-up as to whether ensuing clinical actions took
place in an accurate and/or timely fashion. This relative lack
of accountability in current practice provides an excellent
opportunity for innovation, while simultaneously providing
longitudinal analysis of context and user accountability. In
addition to obvious analysis of end-user responsiveness and
follow through, the data could also be used to identify
context-specific system-wide deficiencies (e.g., operating
room availability and surgical completion times for acute
appendicitis in the emergency room). The ability to prospec-
tively track and analyze these data provides the theoretical
advantage of identifying deficiencies and intervening before
they become so severe as to result in a major adverse event
(e.g., mortality). If for example a physician on call is fre-
quently delayed in responding to emergent critical results
communications, the department chief would be notified
once the trend was established and place heightened scrutiny
and monitoring on physician responsiveness. One method
may be to modify the escalation pathway for this particular
physician on call, so that instead of waiting the customary
20 minutes for notification of the second tier physician, the
system may be modified to wait only 10 minutes before
escalating to the next level.

A number of existing technologies can be integrated into
the proposed critical results communication strategy to en-
hance quality performance, security and data analysis. These
technologies could include natural language processing soft-
ware (for report data mining to identify critical results re-
quiring communication), biometrics (for end-user authenti-
cation and identification), and electronic tracking tools such
as RFID (to track provider location and availability). The
integration of biometrics would not only provide enhanced
data security but also provide unequivocal documentation as
to the identity of the person receiving a critical results
communication. At the same time, if an end-user’s location
is outside of the communications network or the network is
non-functioning, the system would automatically trigger an
escalation pathway and divert communications to the sec-
ond tier party. The purpose is not intended to be punitive but
instead to be proactive to insure that critical results commu-
nications are completed in an accurate and timely fashion.
These safeguards are currently lacking in conventional
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practice and could serve as a step in the right direction, with
the hopes of reducing errors in communication and effecting
improved health care outcome
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