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Abstract

This study documents our experience in designing, testing, and refining human subjects’ consent
protocol in 3 of the first NIH-funded online studies of HIV/STI sexual risk behavior in the USA.
We considered 4 challenges primary: a) designing recruitment and enrollment procedures to
ensure adequate attention to subject considerations; b) obtaining and documenting subjects’
consent; c) establishing investigator credibility through investigator-participant interactions; d)
enhancing confidentiality during all aspects of the study. Human consent in online studies appears
more relative, continuous, inherent, tenuous, and diverse than in offline studies. Reasons for
declining consent appear related to pragmatic concerns not human subjects’ risks. Reordering the
consent process, and short, chunked, stepwise, tailored consent procedures may enhance
communicating information and documenting consent.

Introduction

Internet-based research is a promising way to access hard-to-reach, high-isk populations for
HIV prevention research (National Institute of Mental Health, 2000). The Internet provides
unique opportunities and challenges to the conduct of rigorous research, including both
opportunities to improve human subjects’ consent procedures and challenges to traditional
consent protocols (Pequegnat et al., 2007). As one of one of the first NIH-funded studies of
the Internet, we grappled with several key considerations regarding informed consent
(Gurak & Rosser, 2003). We will provide an overview of the Men’s INTernet Sex (MINTS)
studies, highlight key considerations when conducting Internet-based sex research, followed
by a case review where we encountered human subjects’ challenges at every step of our
Internet-based study from recruitment to subject payment. This paper provides a case study
on how we addressed four key issues in online consent: a) how to design recruitment and
enrollment procedures to ensure adequate attention to human subjects considerations; b)
how to obtain and document human subjects’ consent; c) how to establish investigator
credibility in the absence of face-to-face interactions; and, d) how to enhance confidentiality
provisions during all aspects of the study, including payment. We finish with
recommendations for other researchers wanting to initiate Internet-based studies. The
audiences for this paper are colleagues proposing or undertaking similar studies, IRB staff,
human subjects’ committees, grant reviewers, and other key stakeholders.

MINTS Studies Overview

The focus of this paper is to report how our team addressed human consent concerns in
MINTS I and Il. As the primary aim of this line of HIV prevention research was to conduct
an in-depth assessment of risk behavior, our surveys included questions about such socially
sensitive information as number of male sex partners, history of abuse, and degree of sexual
compulsivity; socially undesirable topics including rates of unsafe sexual behavior,
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“cheating” on primary partners, and frequency and type of misrepresentation in online
sexual negotiations; and illegal activities including frequency of illegal drug use, unsafe sex
by HIV positive persons, and deliberate misrepresentation of HIV status. Hence, the topic
areas inherently hold risk to subjects, especially if information is intercepted by a third
party. The MINTS studies provide a useful case study where we developed and tested new
methods to addressing the challenges of informing and obtaining human consent in Internet-
based studies and to protect human subjects’ confidentiality at all stages of the research
process.

In 2002 and 2005, our team conducted two of the first and largest sexual and drug risk
behavior assessment of Men who use the Internet to seek Sex with Men (MISM). In
addition, in 2008 we recruited MISM into a randomized controlled trial of an online HIV
prevention program. Risk factors for MISM of all race/ethnicities (Rosser et al., 2009), as
well as for transgender persons (Bockting, Miner, & Rosser, 2007; Rosser, Oakes, Bockting,
Babes, & Miner, 2007), African American MISM (Rosser et al., 2006a), Latino MISM
(Ross, Rosser, Stanton, & Konstan, 2004; Rosser et al., 2008), and young adult MISM
(Horvath, Rosser, & Remafedi, 2008), have been identified. A second series of published
papers have focused on sexual cofactors of risk including HIV serodisclosure (Carballo-
Diéguez, Miner, Dolezal, Rosser, & Jacoby, 2006), compulsive sexual behavior (Coleman et
al., 2006; Smolenski, Ross, Risser, & Rosser, 2008), cybersex (Ross, Rosser & Stanton,
2006), online communication patterns (Horvath, Oakes, & Rosser, 2008), and the
advantages and limitations of seeking sex online (Ross, Rosser, McCurdy & Feldman,
2007).

We have completed an extensive needs assessment on what MISM deem acceptable in
online HIV prevention (Hooper et al., 2008), identified theoretical underpinnings for
integrating theories of effective HIV prevention with effective e-learning (Allen, 2003;
Rosser et al., 2006b), and reported on highly interactive online interventions then in
development and currently in randomized controlled trial (Rosser, 2005; Rosser et al.,
2005).

In addition to “content area” papers, we have sought to advance the emerging science of
Internet based research by publishing a series of “lessons learned papers” in such areas as
Internet-based HIV prevention survey methods (Pequegnat et al., 2007), data security in
online studies (Konstan, Rosser, Horvath, Gurak, & Edwards, 2008; Konstan, Rosser, Ross,
Stanton, & Edwards, 2005; Konstan, Rosser, Stanton, Brady, & Gurak, 2003), impact of
attrition in online studies on validity (Ross, Rosser, Stanton & Konstan, 2004), psychometric
considerations in online scales (Rosser et al., 2004), and how demographic profiles of online
samples differ from conventionally drawn samples (Rosser et al., 2008, 2009). Just as
important is attention to ethical considerations (Rosser & Horvath, 2007), and in particular,
to advance ethical practice in such areas as obtaining human consent.

Considerations in Internet-Based Research

The Internet revolution has transformed human communication. In 2 decades, e-mail and
text messaging have replaced land lines, telegram, fax, and postal service as the dominant
means of distance communication. In America, 62% of households have Internet access in
the home, and a further 9% access only outside of the home (National Telecommunications
and Information Administration, 2007). While initial concerns about Internet research
focused on the digital divide, those concerns are decreasing as non-Internet use becomes
progressively rare in younger cohorts and the first generation of “Internet natives” (i.e.,
persons who have grown up always with access to the Internet) enter adulthood. In addition,
the increasingly ubiquitous nature of other forms of digital communication (wireless access,
cell phones, iPods, handheld devices) makes this divide even smaller (Horrigan, 2008). For
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behavioral and social scientists, such features as automated data collection, skip patterns,
and anonymity, make computer-assisted survey instruments—including web-based
instruments—an attractive, competitive, often economic and on several dimensions
scientifically more accurate alternative to pen-and-paper-based research (Gosling, Vazire,
Srivastava & John, 2004; Kraut et al, 2004; Pequegnat et al., 2007). For online survey and
intervention research, however, an identified limitation has been attention to human
subjects’ considerations.

Questions about the ethical and methodological issues raised when conducting Internet
research are not new and date back to the 1980s, when social scientists and others, mainly
from the communication fields, began to observe the novel ways in which people were using
the computer-mediated communication for workplace and day-to-day correspondence. Early
work by researchers such as Sproull and Kiesler (1991), Hiltz and Turoff (1978), Herring
(1996), and others illustrated how the lack of social cues and shifts from written to spoken
features of discourse were creating new opportunities but also challenges for human
communication.

In order to study these features, researchers embarked on using traditional methods such as
textual analysis, surveys, comparative case studies, and so forth. But these studies quickly
ran into ethical and human subjects conundrums that were not easily answered. Herring
(1996), for example, noted that “in the early years of CMC research, those of us who
research [CMC] had no choice but to make up rules and procedures as we went along” (p.
153). This essay was part of an entire special issue of the journal 7he Information Society,
devoted to the topic of “doing Internet research,” in which issues such as working with the
IRB, conducting surveys, and protecting confidentiality were discussed. In a similar
example, Gurak (1997) in the appendix to her case study, noted that the seemingly simple
matter of whether to use real names or pseudonyms is complicated by the fuzzy distinction
between what is public and private online and what sort of expectations users have when
posting information in a digital setting. In an attempt to help shape the discussion, a number
of books began to appear. The edited collection Doing Internet Research (Jones, 1998), for
example, brought together scholars mainly in qualitative fields in an exploration of issues
such as studying social networks or analyzing web pages. Such work was helpful but in a
way, continued to raise more questions than it answered. In 2000, Hine’s Virtual
Ethnography put more shape to the matter, addressing the particular issues involved in
ethnographic research.

As methods-based discussions continued to be published, and as the Internet became more
ubiquitous and even members of IRBs became more familiar with the technology and the
subtleties it lent to human subject research, some of these initial questions disappeared. But
the topic of ethics and Internet research did not go away. In some ways, they became more
complex, as Internet tools and usage broadened and as researchers from disciplines outside
of communication studies began to conduct Internet research (Naglieri et al., 2004). The
result of this new wave of questions and research resulted in the Association of Internet
Researchers’ (AolR) publication called Ethical Decision-Making and Internet Research:
Recommendations From the AolR Ethics Working Committee. Published in 2002, the paper
addresses questions such as whether chat rooms are public spaces (p.10) and offers (as
Addendum V) a series of questions and decision-making guidelines. Other researchers have
offered guidelines for conducting Internet research that follow the American Psychological
Association’s Code of Conduct (Keller & Lee, 2003; Pittenger, 2003). Similarly, work such
as Bakardjieva and Feenberg (2001) and others continue to provide guidance on the
increasingly complex world of online communication (in their case, as one example, the
topic is “the virtual subject”). From these beginnings of consideration of consent in Internet
research, studies have begun to emerge on Internet consent processes for nonsurvey-based
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contexts (Flicker, Haans & Skinner, 2004; Midkiff & Wyatt, 2008; Recupero & Rainey,
2005).

By the early 2000s, papers began appearing that addressed specifics about using surveys in
Internet research. There have been numerous publications to date, too lengthy to cite here,
but for example, Wright (2005) examines the pros and cons of commercial online survey
research tools. Complex Internet survey-based research is now accepted by many journals;
for instance, Hargittai’s (2007) study of students using social networks, which employs a
sophisticated survey apparatus with significant results.

Nevertheless, for online survey and intervention research, some questions still remain, and at
the time of the study reported here, we had very little in the way of reference points. Canned
survey tools (such as SurveyMonkey or the more sophisticated programs now available from
statistical software companies) did not exist; the AolIR paper had not been published; serious
survey researchers were only starting to think about using the Internet. Since the launch and
initial conclusion of our studies, a few researchers have also investigated aspects of consent
in Internet research. O’Neil, Penrod, and Bornstein (2003) found that upfront requests for
personal information on web pages and lengthy consent procedures with multiple web pages
encouraged study dropout. In a study of consent comprehension, VVarnhagen et al. (2005)
found no significance difference in participant’s comprehension between online and printed
consent information. Thus without those prior reference points, we began with a series of
observations about Internet research. Internet research differs from offline research in at
least four principal ways: state of the science, researcher-participant relationship, relativity,
and the multidimensional nature of the Internet. When addressing human subjects’
considerations, it is critical to approach Internet studies mindful of how each of these
theoretical considerations alter the relationship between research and human subjects.

State-of-the-Science—Compared to conventional study methodologies, Internet survey
and intervention research in the field of public health is relatively new. For example, in HIV
prevention, the first NIH-funded request for proposals for Internet-based studies was
released in 2000 (National Institute for Mental Health/National Institute for Aging, 2000).
Given the formative work needed and publication time lag, the results of many of these
studies, and even more importantly, papers addressing lessons learned, are only now being
published. Thus, the state-of-the-science of Internet-based research is still in its youth.
Perhaps more problematic is that Internet-based technology develops so rapidly that
innovation and transformation have outpaced research designs. By the time most studies are
completed, the results may be out-of-date. Consistent with the NIH Roadmap (National
Institutes of Health, 2002), Internet-based social science and behavioral research is
inherently multidisciplinary. Expertise resides in the team and communities of
interdisciplinary scholars addressing the psychological, social, behavioral, public health,
computer science, instructional design, communication, technology, policy, ethical, and
legal fields.

The investigator-subject relationship—It is equally important to recognize that online
research necessarily changes the nature of the investigator-participant relationship, and thus,
the relationship within which consent is obtained and risks are identified and handled. In
most conventional studies the investigator(s) at some point meets and interacts with the
research subject. Even in telephone survey research, the interviewer can react to verbal cues
to inform the consent procedure and interview. In both, the investigator(s) and the subject
have opportunities to interrupt the research, to clarify, and to ask questions. While normally
an advantage, as Milgram’s (1963) experiment demonstrated, strong demands created by the
researcher can be coercive. By contrast, in Internet-based research, the investigator and
subject typically never meet. Thus, there is greater freedom for the investigators to choose
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what level of investigator-subject relationship is appropriate to the study, and then, as
detailed below, to design research procedures accordingly to promote an optimal
investigator-subject relationship. For example, online studies can be developed to enhance
user anonymity, meaning the subject and the investigator may remain unknown to each
other throughout the study. In such cases, procedures such as personalized emails of
welcome, or detailed biosketches about the investigators would be minimized. Ethically,
enhancing anonymity lessens the threat of coercion but may increase the threat of attrition.
To prevent high attrition, greater sensitivity to anticipating negative experiences including
subject burden, boredom and fatigue is necessary, since Internet-based studies afford
subjects with instant and continuous opportunity to discontinue participation at any time.

Relativity—A critical theoretical consideration is appreciating the greater relativity in
Internet-based research of person, time and place, which in turn change risk to human
subjects and threats to study validity. In offline research, subjects remain unique individuals
who typically participate in research at a specific time and in a setting such as a hospital,
school, or community venue. Just as anonymity afforded by the Internet may promote
attrition, it may also encourage misrepresentation. In MINTS-I we were able to detect
survey completion by a single participant 66 times (Konstan, Rosser, Horvath, Gurak, &
Edwards. 2008; Konstan, Rosser, Ross, Stanton, & Edwards, 2005), and in MINTS-11 an
organized group of ineligible participants contributed 126 surveys (unpublished data). Time
in online research is much faster than offline, making the use of long conventional consent
forms obsolete (Rosser & Horvath, 2007). While a study participant may think nothing of
taking 15 minutes to be enrolled in an offline study, they are unlikely to wait 15 seconds for
a study form to upload, and almost certainly will not read preparatory material for an
extended period. Multitasking by having multiple windows open simultaneously makes
attention to studies more tenuous. If a subject is completing a survey or experiencing an
intervention while having her or his morning coffee and answering e-mail, their attention
may be divided. Additionally, if a subject is in a public place like a coffee shop, library, or
place of employment, his attention may be unfocused if he fears being observed while
participating in a survey.

Multidimensionality of the Internet—The Internet is simultaneously a tool,
communication, environment, and culture. As a tool, Internet consent provides more options
for subjects to choose their level of informed consent. In terms of communication, Internet
language has its own rules, stylistic considerations and limits, making “translation” into
Internet appropriate formats essential for credibility (Gurak & Lannon, 2003). As an
environment, the Internet appears less vulnerable to researcher demand characteristics and
perhaps as well to volunteer effects. Demand characteristics, as defined by Orne (1962), are
the cues in an experiment that may convey an experimenter’s hypothesis to the subject (and
thereby influence subject behavior). The fact that Internet-based research takes place in the
subject’s environment of choice can de-emphasize the researcher, and thus reduce such
effects, though of course poorly framed survey questions or other interactions can always
betray intents and introduce bias. Volunteer effects (Rosnow, Rosenthal, McConochie,
Marmer, & Arms, 1969) are the differences between the behavior of experiment volunteers
and the population being studied (e.g., in general Rosnow et al. report that volunteers test to
be better educated and have higher status than nonvolunteers). While some volunteer effects
are likely to persist online, the ability to recruit from the natural interaction environment of
the population (particularly when studying online phenomena) helps reduce this; in essence
it is similar to surveying at a supermarket or shopping mall, rather than inviting students to a
lab as Rosnow et al. did. Of course, Internet-use is itself not evenly distributed across the
population, so care must be taken when sampling to avoid oversampling high-level users. As
a culture, researchers need to appreciate that the Internet has its own social rules and
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conventions. In both MINTS | and 11, for example, participants reported greater disclosure
and misrepresentation to potential sex partners when met online than in other settings (Ross,
Rosser, Coleman, & Mazin, 2006). For research to be culturally sensitive and respectful, it
must be framed in culturally acceptable ways. The clearest example of this is perhaps the
common placement of copyright disclaimers at the start of software programs; and the
equally common and we suspect almost universal practice of not reading such disclaimers.
Similarly, when conducting sex research, it appears that more explicit, direct language and
images are acceptable (Hooper et al., 2006; 2008).

Design Considerations in Internet-Based Consent Procedures: A Case Study of the MINTS
| and Il Studies

The following is a discussion of human subjects’ consent considerations, grouped by study
stage.

The IRB-Research Team Relationship

When we began the MINTS studies, we could find no examples of how to present consent
considerations in online surveys. Online surveys themselves were still in their infancy; most
of today’s standard digital survey tools and companies were not in existence at that time. We
considered the default of reproducing standard consent forms but rejected them as ethically
inadequate since, on a computer screen, standard length consent forms, formatted and
designed for the printed page, were unlikely to be read. We are indebted to our University’s
IRB for their openness and willingness to work with us to advance methods in this area, that
foremost included “chunking” the consent into short, easy-to-read pages. This procedure
transformed consent documentation from a signature-focused event to a gradual and implicit
consent process exempted from legal requirements for original signatures. We also
collaborated with our IRB to obtain permission to study the motivations of persons who
those actively declined to consent. Each of these innovations in how consent is obtained, and
documented in scientific studies was possible only because of a productive IRB-researcher
relationship. We encourage other investigators who wish to embark in online research to
first assess their IRB, as IRBs differ in their institutional/social culture. Such differences
may promote or inhibit innovative IRB strategies. Next, we recommend building a strong
IRB-researcher relationship, that may include meeting with IRB staff to alert them to the
lack of standard methods in online studies and to novel ways of presenting consent (such as
those outlined in this article). Perhaps the key to success in this area is having knowledge of
IRB rules and regulations. Approaching IRBs from a position of knowledge and respect for
rules/constraints, will likely enhance interactions and encourage IRBs to exercise with
confidence the inherent flexibility in such rules. These initial steps will promote a
productive ethical research environment.

Human Subjects’ Considerations in Planning

A well designed schematic is necessary for programming the logic in online surveys,
including the process of chunking online consent (Lynch & Horton, 2002). Figure 1 shows
such a schematic, used in the MINTS-1 survey. Several differences may be observed from
conventional surveys. As explained in more detail below, enrollment was brought forward,
identifiers may be automatically generated or based upon user information, and what
happens to an enrollee who is unsure or decides not to participate is detailed.

Human Subjects’ Considerations in Recruitment

Assessments of HIV risk behaviors and attitudes regarding sex involve recruitment of
minority and hidden populations, some of whom may be deeply suspicious of research and
researchers. As evidenced by the legacy of the Tuskegee study of untreated syphilis on
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African American men (Katz et al., 2006) and attempts by medicine to cure homosexuality
(Stein, 1996), the concerns of racial and sexual minorities that they may be treated
unethically or with prejudice have historical precedent. In addition, because the Internet can
obscure the identity of the authors of content and websites, potential participants may wish
to confirm the authenticity of the research and the credibility of the researchers. Additional
concerns in our study were risks associated with participation by minors and those
intentionally opposed to such research.

Common recruitment strategies in offline studies may involve distribution of flyers or
advertisements which allow for considerable detail about the study to be conveyed. Online
equivalents are banner or box advertisements. In an entirely virtual study, the use of banner
advertising imposes severe word limitations. As shown in Figure 2, in MINTS-I, we had
three lines: “Latino’s Internet Study, Click here to earn $20, University of Minnesota.” In
online recruitment, the chief tradeoffs we identified were between providing sufficient detail
to attract likely eligible participants and disclosing too much detail to tip off ineligible
participants as to how to misrepresent themselves. Similarly, we debated at length the trade-
off between detailing the compensation which appears fairly standard in online commercial
surveys, with concerns that some participants might view the compensation as an incentive.
We concluded that prominently using the name of the university was sufficient at the
advertisement stage in order to resolve the challenge of establishing researcher validity and
credibility

Human Subjects Considerations in Opening Pages and Links

Clicking on the banner advertisement automatically sent subjects to the opening page of our
website, where we provided enrollees with the options of consenting and enrolling
immediately, reviewing information about the researchers, previewing the study, and
changing languages between English and Spanish. A sense of personal relationship is
important in online research and other online activities (West, Rosser, Hooper, Monani, &
Gurak, 2007), and, therefore, an “About Us” page was important to provide reassurance to
enrollees seeking information about the credibility of the research and the credentials of the
researchers. Previewing the survey was considered important for two reasons: first, allowing
an enrollee to preview a survey is the simplest and fastest way to provide enrollees with an
overview of the type of questions asked while promoting a culture of full-disclosure and
hence, trust. Second, it enables the curious-but-ineligible who might otherwise feel inclined
to misrepresent themselves in order to investigate the study a means to examine the survey
without contaminating the results. To encourage questions, every webpage contains the
study 1-800 number, the e-mail address, and the IRB research subjects’ advocacy line to
address questions and concerns about the study.

Human Subjects Considerations in Designing Eligibility

In MINTS-I, our University IRB provided permission for us to screen for eligibility prior to
obtaining of human consent. This was done to reduce the risk of noneligible participants
entering the study, either for monetary gain or to deliberately skew findings. In MINTS-1 we
used unmasked criteria, but in MINTS-11, based upon our experience in threats to validity
from ineligibles wanting to participate, we masked entry criteria more (see Figure 3). Since
an aim of MINTS-11 was to recruit men diverse in race/ethnicity (which required us to close-
out enrollment by race/ethnicity as categories filled), we felt it important to have sufficient
numbers of screening questions to avoid the impression that some subjects were excluded
because a particular racial/ethnic category had already filled. Screening for eligibility prior
to discussing the purpose of the study minimized the time commitment of ineligible
subjects.
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A Stepwise, Chunked, Human Consent Process

Since the early days of computers, it has been clear that people read differently on screens
than they do in print. Screens are shaped differently from the printed page; in addition, the
speedy nature of digital environment seems to induce faster reading. For longer amount of
text, a process of chunking is often appropriate. “Chunking” is the process by which text is
“[broken] into manageable pieces” (Lynch & Horton, 2002; Usability.gov, 2008). As shown
in Figures 4-8, our approach to human consent was to “chunk” the main features of human
consent into five web screens addressing (a) study overview and tasks; (b) risks and
benefits; (c) confidentiality; (d) lack of deception; and (e) contact information and
information about study funding and sponsorship. In “translating” human consent
procedures into an online format, we weighed several competing concerns. First, online
communication is most effective when it employs more direct, brief and nonnuanced
sentences (e.g., employing a FAQ and/or bullet-list style). Thus, main human subjects
concerns were presented as questions, followed by brief 3-4 sentence overviews. Because
critical differences in reading online versus conventional reading include more skim-reading
and hypertextual use (linking, surfing, jumping around, and vertical scanning), a one-
sentence summary highlighted in red was added. Where information was complex, such as
the limitations of a federal Certificate of Confidentiality or identification of strategies to
protect identity, links were embedded into the text so that those wanting more information
more detailed information, while those not wanting detailed information nonetheless were
exposed to essential points (see Figures 9-10). At the end of each chunk, buttons labeled
consent or do not consent were presented, thus requiring subjects to actively consent to each
chunk while also allowing us to track where persons dropped out of enrollment. In MINTS-
I1, those who clicked “I do not consent” were thanked for their interest and also asked an
exit item to identify the major reason for discontinuing. Prior to pilot testing, we reviewed
each screen for sufficient white space and font size, shape, and consistency across screens,
and inserted visuals to draw the eye into the webpage and to key text. Three options for
subjects—to return to previous screens, to mail the researchers and to leave the site
immediately—uwere also provided.

Human Subjects’ Considerations in Payment

Once participants had completed human subjects screening, the next webpage reviewed
compensation options (see Figure 11). In considering options for payment, we considered
both that different subjects would likely prefer different methods of payment, and that
inherent to different payment methods were different levels of confidentiality. At the highest
level of disclosure, a traditional check (59% of the MINTS Il study sample chose) requires a
name and address. To be cashed, a check drawn on our university involves tracking of
checks issued by central accounting, and the risk of interception by a third party at the
participant’s address. E-Payment (29%) is more efficient and confidential payment method,
requiring only an e-mail address, but as we learned, PayPal also provides automatic
confirmation all payments cashed and account links. We realized that some participants
might want compensation but decline it solely to protect their confidentiality. Hence, we
received permission to provide a third option: donation by subjects of their compensation to
a named charity (11%). In both studies, the charity chosen was an AIDS Service
Organization in which the researchers had no involvement or conflict of interest. Finally, we
provided subjects with a decline payment option (2%). Payment type significantly predicted
completion rates: traditional check (73%), e-money (67%), charity (48%), and no money
(39%,X2(1) = 68.74, p <.001). Internet sex surveys conducted without compensation are
vulnerable to attrition.

Whether to provide partial compensation for partial completion was also considered. A
priori, we determined that we would not use partially completed surveys (beyond
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comparison with completers), and anticipated average completion time to be 20 to 40
minutes. Since science would not benefit from noncompletion and because the time
involvement of noncompleters would be minimal, we felt comfortable in offering no partial
compensation.

Excluding Based on Full Enrollment

A vulnerability in Internet studies is recruitment of large samples leading to incorrect
conclusions. Statistically speaking, very large datasets tend to permit analysts to reject null
hypotheses of no effect even though estimated effects are substantively negligible. In studies
offering compensation, there is also a budgetary threat caused by too many people enrolling
in the study. For these reasons it is not sufficient to simply state the targeted recruitment
number; it is also necessary in Internet studies to plan for automated close out of enrollment
when sufficient numbers of eligible subjects have completed the study. For this reason, we
devoted a screen to availability which listed the number of questions on the study,
compensation, and number of subjects still required. This screen was also programmed so
that if enrollment needed to be closed temporarily, it could easily be done by resetting the
clock on numbers of subjects needed.

Unique Identifiers and Confirmation Pages

In the two studies, we experimented with two methods of generating unique identifiers.
MINTS-I used zipcode and birthdate to generate a unique identifier, while MINTS-11
generated a unique subject code. The former allowed cross validation of zip at payment with
zip at end of study, while birthdate was cross validated with age (within one year) at a later
point in the study. Finally, as shown in Figure 12, participants were provided with a
confirmation page requesting them to check study inclusion criteria one final time and to
print out and save if they so wished.

Human Subjects’ Considerations Related to Confidentiality

Our data security protocol has been published elsewhere (Konstan et al., 2008). Telephone
enquiries were to a 1-800 number with researchers having the only record of the telephone
numbers. To prevent e-mail inquiries being received on our university server, and
automatically backed up on machines available to persons outside the study team, we
purchased our own server for the study and pointed all study e-mails to this server. Staff
were instructed to print out paper copies of any subject e-mail communications, which were
logged, together with the response in a binder which remains in a locked filing cabinet.
Electronic versions of e-mail inquiries were deleted after printing.

Studying Drop-Outs During Consent Procedures

To advance the study of online consent procedures, for both the MINTS-II risk survey and
the randomized controlled trials, we received permission from our IRB to add a single item
exit survey for those who clicked on “I do not consent.” For both studies, we identified the
major human subjects’ risks listed in the consent procedures (confidentiality, HIV risk, sex
and drug content, sexual explicitness), pragmatic concerns (subject burden, compensation,
time constraints, ineligibility), and provided an “other” write-in category. Table 1 lists the
reasons given. Key considerations about participation appear focused on survey length and
compensation, far more than concerns about confidentiality. Almost no one appeared
concerned about sex, drug, or explicit content of survey items. We conclude that participants
declined to participate for pragmatic reasons, not human subjects’ risks and recommend that
future studies consider placing early a web page highlighting key pragmatic factors such as
number of questions, time taken, compensation, and confidentiality.
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Discussion

Ethical dilemmas frequently involve a balancing or trade-off. In online survey research, the
process of informing subjects sufficiently about a study so they can make an informed
decision about whether or not to participate needs to be balanced by awareness of the
Internet as an environment or culture that fosters fast interaction and response times, where
long documents simply will not be read, and full disclosure may not be a realistic or
achievable. In most cases, our solution to these dilemmas was to design consent procedures
that highlighted key points and provided options so that each participant could choose how
much information they reviewed before consenting or not. Our experience suggests that the
online human consent process needs to be short, direct, and cover only the main points. By
building to the strengths of the Internet, researchers can anticipate where more information
may be most desired—for example in our case around issues of confidentiality—and links to
provide additional information for those seeking it can be programmed. We conceptualize
human consent in Internet-based research with appropriate security as inherently less risky
(since study termination is achievable with one simple click), more relative (subjects will
choose what level of consent they wish to provide), continuous (in our experience, a
webpage-by-webpage or question-by-question implicit consent), tenuous (as evidenced by
higher attrition and less study demands on the subject), and fluid (that as online surveys
become more common, subjects’ willingness to participate and terms of participation appear
to be changing) than conventional processes.

For IRBs and other key stakeholders, the most important feature to keep in mind is that a
participant can exit an Internet-based study at any time with one simple click. Provided
researchers are not proposing some nefarious methods of tracking subjects or recontacting
them, in almost all cases, the risk to subjects appears minimal and can be self-monitored by
the subject. We believe these innovations may ultimately prove to advance to how human
consent procedures are currently conceptualized toward highlighting only major risks and
benefits rather than listing of all possible concerns.

There are several limitations to the consent process reported in this study. Internet research
is still in its infancy. Although standards are being developed, especially in the area of ethics
(Ess, 2002), there are still no universally accepted methodological or ethical standards. We
hope that as research teams in the social sciences gain experience in online studies and
publish their methods, more consideration will be given to improving human consent
procedures. Our experience suggests, and the data from the drop outs confirms, that many
persons when online may prefer to simply “jump in” to studies without really considering
risks to self. For researchers like ourselves, who study sensitive areas, clearly the ethical
duty is incumbent upon us to develop methods that facilitate well-informed decisions. The
higher the study’s risks, the more online researchers may need to be innovative and thorough
in ensuring that enrollees are fully informed prior to participation. For example, in the
MINTS randomized controlled trial which includes exposure to sexually explicit content, we
made discomfort with such materials an eligibility exclusion criterion while also warning
participants in at least three webpages prior to enrollment.

A second challenge in online consent is the absence of research cues. The patient in a
hospital office taking a health survey has multiple environmental factors reinforcing the
serious nature of the survey and the importance of her/his answers. For online surveys, a
well-designed consent process may well provide a similar function and help separate out the
serious participant from the curious bystander. Monitoring drop out rates during consent is
advised.
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Clearly, our methods are only one approach to informed consent. We hope that the protocol
summarized here will be superseded by better protocols informed by the emerging science.
We encourage other research teams to consider researching methods of online consent and

to publish protocols documenting advances in methods.
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Recruitment
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Benefits. Some men may find that this study helps them 1o think about ETV, the Internet, and the
mpertance of safer sex. Also some men feel good about participabing m rescarch studics.

Risks. B you fnd that beng asked questions about sex is embarrassing, you may feel uneasy about
answering certan personal questions on the survey. We need to ask these questions = order to complete
the study, bat thes stody i entirely voluntary, 5o, vou can choose not to AnFwWer any quéston, o stop at
2y tune, o to pauses and come back later to Sresh the survey.

IF you are pantierdarly contermed abowt confidenhabity, then Chek Here for more micemation on bow to
beat keep your answers confidential

T understand the bengfits and risbs for this study as outined above

 ICONSENT andwishtoenterthestudy = |

<100 NOT CONSENT and wish ta leowe the stady |

CGeneral Privacy Statement

Figureb5.
Consent “Chunk” 2: Review of Risks and Benefits.
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™| WILL I BE IDENTIFIED?

Mo, We do not regare you bo pronde any mformaticn that dentifies you We do ask you for yow ap
code and birthdate to make up » umque identifier that caly you will keew. This iz necerzary to regiter
for the study. We will also ask you to prowide an emaill address 5o we can contact you if there are any
problems danng the stady. Al emal addresses wll be deleted at the end of the study, Because we are
askng senstve quéstions, we have obtaned a Certiicate of Confidentaity From the Manonal Instituses
of Health The ressarchers will use thes cemtificate to challenge any demands for mformaton that weould
wdentifyy you. For more mbormation, press here.

T underetand that the study 1 confidensial, and
thar ondy an emurll address will be ueed to
contact me during the study

<=1 D0 NOT CONSENT and wish 10 loawe o shudy |

General Privacy Statement

Figure6.
Consent “Chunk” 3: Confidentiality.
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IS THERE A CATCH TO THE STUDY?

s, We will not zecredly keep your email address or rend you any sther infarmation Any sformasan
you promde for the purpose of receming compensaton will be stored separately from the rest of the
shudy data, and wall be destroyed at the end of the study. We will not leave cookees (identifing Bes) on
sour system. We promds a secure web server to probect against mienmedeate sibes intercepteg your data
Flease note that because pou are asswermg qoestions wa the nternet, your anonymity camot be

gamrasteed

[ wndersland there are no sicret calehes Lo Lhis

sy
| COMSENT mnd wish to enter the shidy -» |
=100 NOT CONSENT and wish i lanwe tha stady |

General Privacy Statement

Figure7.
Addressing Internet Risks as Part of Consent and Distinguishing Anonymity From
Confidentiality.

J Comput Mediat Commun. Author manuscript; available in PMC 2013 November 05.



1duasnuey Joyiny vd-HIN 1duasnuey Joyiny vd-HIN

1duasnuey Joyiny vd-HIN

Rosser et al. Page 23

Lrks £]Besi dtha Wb @]CharwiGude £ ]Cusiomzalrds @]FineHoMal §]kfernt Sl @) Mool @] Windows Updein £ Wind

WHO CAN I CONTACT FOR. MORE INFORMATION ABOUT THILS STUDY?

Thes stady 15 funded by the Masonal Instnges of Health and conducted by reearchers o EREGGGEGE na\ﬁmg%
prevenson. IF you want 1o sk any questent about the soedy before decidag 1o bagn, you caa contect the mady cosrdmator,
ghisb or Spemsh Iy

stcklems darmng the
the

stody, please contact the shady cocrdmator,
peincpal mvessgator. Professor |, jcct:
e e S

| CONSENT and with o scter the study - |
4—100 NOT CONSENT and wish 10 losr tha study |
leneral Provacy Staterment

Eesearch

If you have any problesns durmg the shedy, please contact the st
Sobjecu” Advocate bne

Thus pape lags moddfiad 21-Aup-03

Figure8.
Multiple Methods to Contact the Study Prior to and Following Consent.
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ABOUT YOUR CONFIDENTIALITY

We are very concemed about the confidentialty of the information you provede us, As a government-funded shady, the data we collect may be requested by
others. Accordmgly, we take the followmg precautions m collectng the data

» We do ask for an emnud address 10 od commusseation I you are worried that this may identify you, you can go to Hotmud, Yahoo or other web stes and
creabe an ol address just for this study. You may alie opt not to provide s emad addresz. All emid addezies will be destroyed ab the end of the sbady.,

+ We will not share, give or pell yeor email addrers to any other cogaearation. Tt will be ured zolely for thiz shady,

+ We donot regare you to promde any information that begally identifies you. At the end of the study, your unaque identiSer (based on your barthdate and op
code) will be destroyed

« Any infermation you provde for purpases of receming compensation will be stored separately from the rest of the study data and will be deleted aftes the
completion of the study.

o We wdll not secretly record o log any mformaten about your vest to ug. Dunng data collsction, we do collect IF addresees to ensare participants are vald
Exnail addresses are requested in case of problems with completing the survey. This mformation is deleted at the end of the snady.

+ We provide a secure wib server be profect aganat misrmediale sbes mberceptmg your daba

In addition, to help oz protect yeur privacy we have obeaned a Certiieate of Confidentinkty from the Masonal Enstibotes of Health, With thiz Cernficate, we canmot
be forced to disclose mformation that may identfy you, even by a court subpoena, in any federal, state. or bocal o, cnmenal, admnistrace, legislative of other
proceedings. We will use the certficate to resist any demands for sformation that would sdenfifiy you, except as explamed below

» The Certficats carmot be used to reast a demand for mirmation from persorse] of the Ursted States Goverrsnent that 1¢ used for auditng or evaluation of
thos progect.

» You should understand tha a Cemificmte of Confidentinfity does not prevent you Fom voluntarily releasing mfoemation sbout yoursell ar your zvolvement =
s reseamch I you prownde us with your witten condes bo receve ressanch mbormation, then we miy 0ot we the Certiicats to withhold that sformaon
rom yeu

+ You should also understand that a CertiSicate of Confidentiality does not prevent the researchers from releasing information about you to prevent serious
hasm to you of to someone else, Howewer, it &5 highly unkely that we would need to make such a disclosure, sioe we are not askng specfic qaestions
about such matters as child abuse, sacidal or homicsdal mtent or intentonally transmatteg HIV,

) . ¥ s n 8 - 0 * + S LA ni 4 4 v » . +

+ Yeu should ales understand that a Cersificate of Confidentinlity daes not prevent the rezesrchers from releasing information absut you to prevent serious
heen to you o to pamesne elie, However, it i highly unlleely that we would need to malee such a dizelorure, since we are not asking specific guesticns
#bout such matters as child abuse, nacidal or homicsdal mtent or intentionally transmtteg HIV.

» Except as bsted above, we will not voluntesr any personally sdentfiable sformation without your consent.

If pou are partculardly contenmed show prvacy, we sntourage you to consider the followang other precauons:

» Make sure that ncbedy eloe can poe your screen whale you are answersg the queitions.

+ Ee qure to quit the wek browses after Bnishing the study 1o the people cannot “go back” to the pages you completed

« Venfy that yeu have a gecure connectan to sur ste (Jack for the lock or key on your browser)

» Tfyou are particudarty concemmed, you may want to commect to us through a web anonymizer service. Tou can find ane by searching for “web anonymier”
on your favorte search engme. These sernces may even prevent your network prowider From knowing that you copsected to our survey.

EETUEN TO FEEVIOUS SCEEEN
EMATL THE RESEARCHERS
LEAVE THIS SIIE

General Privacy Statement

Figure9.
Link Addressing Confidentiality at Study Site, Federal Limits on a Certificate of
Confidentiality and Methods for Enrollees to Enhance Confidentiality at Site of Completion.
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Availability Criteria

Startmg = October, we wll need 1006 poén to B0 = the survey, either in Spanish or in Enghsh We sstimate the tene taken to B i the
survey will be sbout 1 howr. You vall be pand $20 for pastcipatmg = this part of the study. -1 men are sl peeded

CLICE HERE to enroll

Ceperal Prvacy Statement

Figure 10.
Providing Subjects With Study Expectations and Enrollment Count.
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~ To semnburse you for your teoe, we will give 520 to you For completng thas shady.
Please mdicase which of the following options you prefer,
© Flease rend an e-money check for 520 to:
Ead addeess]

€ Please seod o regular check by mad to:

oy [
Swe [
Zpcode|

© Fleate donate the §20 dollars 0o charity. The chosen chanty for thae study 15

Oans, HIV prevessS:a program targesng poor gay and barexual men in Cuatermaly

© 1 &5 ot wish sy payrent.
e i | .
T S = =S A i =S i e i | W) i) * 1~ iaraariarato |
Figure 11.

Payment Form.
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Uik §Dedldbm Vs §)0umniGoe §f]Ouiomicalids @1Fentiobel §hiomelGiot @lNcnch @]Wodwliuivs §1Workors

-9 Confirmation Page

Congratulations, ¥ou have raccessfidly snroled o this sidy. Flaase revew the ol owmng mformanon to see ' 1 comect

o Your subject mumber s 14053 (A five digt random mumber generated from your apcode and birth dabe: W= s down

Thas 15 pour vmqe ID.)

. Y«auﬂ.m:&rcm;mpomk_

» Tous bawe méizated thae vou are o Laono male, 18 years or elder, Ivmg m the Tamed Stacns whe has kad sexwith as lease
one othar nae You know this stady acks quasions about sex & True © False

o Tou bave not enrolled m this study before. & Trus © Fale

o Tou bave sead the consent foem, know the risks and benefirs, and know you cas emad the reseanchers with sy questions
* True © False

v Youbave dcated that you wans your pagenent of $20 sent ol I © Toes o= coorect © Chacye this

[Fthus mformation 15 correct, pou may wash to pant out s page as a remnder

T¥ thiz eformsfion is not correct, go back and change the sformation and click the sibrst button

TF ot & laeer daee you decide you 4o not wish 1 pui:@m,phmunﬂuu_mwemmol
nother person m your place.

m-:|

Gezeral Provacy Jrgeiment

#] Dome

S e

Figure 12.
Confirmation Page.
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Reasons Given by Respondents Clicking on “I Do Not Consent”

n %
MINTS-1I risk behavior survey(n= 142)
Too many questions, too long * 75 528
Too small a payment for my time 46 324
Concerns about confidentiality 37 261
1 am not really eligible 3 21
Don’t wish to discuss HIV 1 07
Sex and drug content 0 00
Other ™ 6 42
No reason given 16 113
MINTS-1I randomized controlled triakn = 62)
Too much of a hassle 33 532
Inconvenient to do right now 20 323
Sexually explicit content 9 145
Too small a payment for my time 8 129
| am concerned about my confidentiality 0 0
Other ™™ 6 97

*
The six comments all expressed not enough time so were recoded into the first category

Hok

Table 1

Page 28

Four of the six write-in comments expressed concern about providing secondary contact information, one about “too much of a hassle,” and one

about inconvenience
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