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For nearly a decade, interest

groups, from politicians to

economists to physicians, have

touted digitization of the na-

tion’s health information. One

frequentlymentioned benefit is

the transmission of information

electronically from laboratories

to public health personnel,

allowing them to rapidly an-

alyze and act on these data.

Switching from paper to

electronic laboratory reports

(ELRs) was thought to solve

many public health surveil-

lance issues, including work-

load, accuracy, and timeliness.

However, barriers remain for

both laboratories and public

health agencies to realize the

full benefits of ELRs.

The New York City experi-

ence highlights several suc-

cesses and challenges of

electronic reporting and is

supported by peer-reviewed

literature. Lessons learned

from ELR systems will benefit

efforts to standardize elec-

tronic medical records report-

ing to health departments.

(Am J Public Health. 2014;104:

e16–e21. doi:10.2105/AJPH.

2013.301753)

LABORATORY REPORTS SUP-

port passive public health surveil-
lance, providing highly specific
data about health conditions in
a community. Efficient electronic
exchange of laboratory informa-
tion can facilitate time-sensitive
decision-making.1 This is particu-
larly true for infectious diseases,
which require timely, accurate
data to confirm diagnoses, detect
outbreaks, and prevent transmis-
sion of disease to additional people.
As public health agencies expand
their mission to address chronic
diseases, such as diabetes, labora-
tory reporting will also have an
important role. At present, elec-
tronic laboratory reports (ELRs)
offer a more accurate, complete,
and efficient data source for public
health surveillance than do paper
reports.2 Significant progress has
been made in using ELRs, but
challenges still exist for this public
health reporting system.

Since early in the 21st century,
clinical laboratories have been
transitioning from a system of
mailing or faxing test results to
exclusively transmitting data elec-
tronically to health departments.
After September 11, 2001,

Congress set up the Terrorism Pre-
paredness and Emergency Response
funds to support the public health
emergency preparedness activities of
the Centers for Disease Control and
Prevention (CDC). This revenue ini-
tiated many state and local ELR
systems, but funds have declined
from $970 million in FY 2003 to
$657 million in FY 2012.3 The
National Electronic Disease Surveil-
lance System coordinated by CDC
provides standards and software and
hardware resources to state and
local health departments to imple-
ment standards-based ELR systems
between clinics, health departments,
and CDC. This national surveillance
program has both accelerated ELR
adoption, by providing standards,
and delayed development, because
of funding shortages and a lack of
infrastructure support.4 In NewYork
City, local public health legislation
also facilitated ELR adoption.5 Im-
provements in technology, such as
the incorporation of somemessaging
syntax standards into laboratory in-
formation management systems,
have accelerated the shift to ELRs.2

In 2010, 42 US states reported
having general communicable dis-
ease surveillance systems that

incorporate ELRs,4 but how com-
plete these systems are is unclear.

Federal legislation such as the
Health Information Technology
for Economic and Clinical Health
Act, part of the American Re-
investment and Recovery Act of
2009, further advanced the use of
ELRs in health care facilities that
employ electronic medical records
(EMRs). This act created Mean-
ingful Use (MU), a federal program
with financial incentives to imple-
ment, upgrade, and demonstrate
meaningful use of certified elec-
tronic health record technology.
ELRs were included as part of the
stage 1 MU incentives.4,6 MU,
however, does not provide finan-
cial incentives for commercial
clinical laboratories to make tech-
nology upgrades. A broader goal
of the health information technol-
ogy legislation and MU is for
health care providers to eventually
communicate with public health
agencies electronically, rather than
by paper or phone. For several
reasons, EMR adoption has been
a challenge.7 An efficient ELR
surveillance system will be
a valuable resource for public
health, and the lessons learned
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from ELR implementation, such
as the establishment of stan-
dards, will help inform the sub-
sequent use of EMRs for public
health surveillance.

After reviewing the peer-
reviewed literature addressing the

topic of ELRs published between
January 2000 and July 2012, we
identified both substantial accom-
plishments and remaining chal-
lenges. The decision logic for the
literature review and article inclusion
is presented in Figure 1. To outline

the issues, we studied the New York
City Department of Health and
Mental Hygiene (DOHMH) experi-
ence and followed the flow of a re-
port from the clinical laboratory to
the public health department. Along
this cascade of information we

identified major strides, delays, and
possible solutions.

STRIDES FORWARD

Across the nation, states have
been steadily transitioning clinical

Contains electronic OR laboratory OR surveillance OR

                public health OR LOINC OR clinical laboratory

                    Contains the use of electronic lab reporting OR

          health departments surveillance OR public health OR

interoperability OR LOINC standards OR clinical laboratory

                                      Contains electronic lab reporting AND

          (health departments surveillance OR public health OR

interoperability OR LOINC standards OR clinical laboratory)

245 Article Citations

85 Unrelated Titles

162 Relevant Titles

64 Duplicates

99 Relevant Titles

29 Unrelated

Abstracts

70 Relevant

Abstracts

14 Unrelated

Articles

56 Articles Included

in the Review

Systematic Review: PubMed/MEDLINE and Ovid/Global
Health

Research Question: What challenges remain for clinical

laboratories and public health agencies collaborating on ELR

surveillance?

Inclusion Criteria Summary:
1. Published in a peer-reviewed journal

2. 2000-2012

3. English

4. Title: Contains electronic OR

 laboratory OR surveillance

 OR public health OR LOINC

 OR clinical laboratory

5. Abstract: Contains the use of electronic lab reporting OR

  health departments surveillance OR public health OR

  interoperability OR LOINC standards OR clinical laboratory

6. Article: Contains electronic lab reporting AND

 (health departments surveillance OR public health OR

 interoperability OR LOINC standards OR clinical laboratory)

Note. ELR = electronic laboratory report; LOINC = Logical Observation Identifiers Names and Codes. The term SNOMED was not included in the search criteria because it did not noticeably improve

the results of the search over using the term LOINC alone.

FIGURE 1—Literature review inclusion decision tree for electronic laboratory reports in public health.
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laboratory reporting to ELRs.
Laboratories are required to re-
port certain test results to health
departments, as indicated in local
jurisdiction health codes and na-
tional initiatives such as MU.4

According to a 2009 Council of
State and Territorial Epidemiolo-
gists survey of the 50 states
and the District of Columbia, epi-
demiologists reported that 27
states, or 53%, had technology
capacity for automated ELR
transmission.8 Unfortunately, the
survey definition of the term “au-
tomated” was unclear. In a more
recent 2011 national survey of
49 states and 4 cities, more than
80% of states surveyed had
established some level of ELR
information exchange with lab-
oratories, and the remainder
were in either the testing or the
planning phase.9 Although the
surveys were conducted by dif-
ferent researchers reaching out
to different subjects, this in-
crease in capacity suggests ELR
infrastructure progress.

ELR implementation has led to
more complete and faster public
health surveillance of certain no-
tifiable diseases.4,10---13 We ana-
lyzed 6 separate studies and found
that use of ELRs resulted in an
8.5-day average decrease in over-
all reporting time (range = 4---17
days).11,13---17 Three studies also
cited significant increases in the
volume of reports.11,13,15 For exam-
ple, when the DOHMH used ELRs
for Salmonella cases, up to 76%
more cases were reported than had
previously been received on paper.
At the DOHMH, the median im-
provement in reporting time with
ELRs instead of paper reports was
11 days (range = 3---42 days) for

a sample of common reportable
diseases.13 In addition, the
DOHMH keeps an electronic audit
trail of ELRs. This leads to faster
detection of laboratories that fail to
send reports and decreases the
time it takes to notice communica-
tion delays or underreporting.

Faster laboratory reporting may
prevent further disease spread.
For example, when a syphilis lab-
oratory test result is received and
analyzed, a public health case
worker may contact the syphilis
patient, identify the patient’s sex-
ual partners, and contact the part-
ners to treat them for syphilis,
potentially preventing further dis-
ease transmission. Expedited lab-
oratory reporting helps the health
department shorten the window
during which syphilis patients and
their potentially infected partners
can unknowingly spread this in-
fection to others.13 ELRs also im-
prove the tracking of high-volume
chronic diseases. For example,
the DOHMH now receives hemo-
globin A1C results via ELRs to
monitor blood sugar control and
diabetes diagnoses in the city.18

COMMUNICATION DELAYS

Despite improved communica-
tion, laboratories still face the
challenge of transmitting a single
test result message to several dif-
ferent groups: doctors, patients,
other laboratories, insurance
companies, and public health
agencies in multiple jurisdictions.
Each ELR-receiving group may
have its own semantic standards
and reporting systems. Laboratory
diagnostics, particularly for infec-
tious diseases, are evolving rap-
idly, with clinical laboratories

adopting many new multiplex test
platforms. These new molecular
assays are complicating the map-
ping of test results for ELRs that
were designed to work with
previous, not current or future,
technologies.19 If a laboratory
implements a new assay that gen-
erates results with a different labo-
ratory test or outcome code, ELRs
need to be reconfigured. Con-
founding the modification to ELRs
is the ambiguity about new assays
and how to compare results from
these tests to the existing standards.
Delay in adjustment of ELR code
could lead to missed cases or mis-
classification.20 Although many of
these problems existed with paper
reporting, ELRs have changed the
volume and work flow.

Technical capabilities are not
the only major roadblock for
sending ELRs. Health depart-
ments report that the number one
barrier to ELR use is that labora-
tories have other competing in-
formation technology priorities.9

Because sending ELRs to public
health agencies accounts for only
a small proportion of all outgoing
reports and does not generate
revenue for the laboratory, it may
be a lower priority for the labora-
tory than improving its reporting
to health care providers and pa-
tients. This is especially true in
smaller clinical laboratories with
limited resources.21 Variations in
laboratory resources can lead to
variations in the quality of reports
sent to public health agencies.

Although ELRs are faster than
paper reporting, health depart-
ments may not always be able to
interpret the data sent from labo-
ratories.22 An analogy is to con-
sider an ELR as a paper letter in an

envelope. The envelopes carrying
the message (the laboratory result)
are uniform, but the messages
contained inside are written in
different languages. When this
happens, the health department’s
information system either misin-
terprets the message or simply
cannot read it. This leads to
a lengthy human review of ELRs
and time lost in processing non-
standardized data.

Many of the following issues
existed in the era of paper labora-
tory reporting; ELR use has auto-
mated some data processes but
complicated others by increasing
the reporting volume. Massive
amounts of data in varying for-
mats can quickly become difficult
for health departments to manage,
altering both work flow and load.
First, some ELRs may lack basic
information and need follow-up,
such as retrieving the patient’s
address or the specimen source.2

When the laboratory sends a pos-
itive test result for syphilis but no
patient contact information, a pub-
lic health case worker can do little
with this information. It is up to
health department staff to track
down missing information to
complete a report. In New York
City, even though laboratories
have been certified to send ELRs,
informatics staff have to continu-
ally monitor the data to ensure
quality.13 This puts an additional
burden on public health staff to
keep up on ELR changes and
errors at the laboratory.

Second, many health depart-
ments accept a variety of non-
standard syntax formats. When
laboratories use their own local
codes in the ELR, these nonstan-
dardized reports cannot be acted
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on quickly. To process nonstan-
dardized ELRs, health depart-
ments have to maintain thousands
of ever-changing rules in a com-
puter program that sorts data. It
takes substantial time and re-
sources for programmers to de-
cide on the logic and program
rules that filter ELRs, without los-
ing important cases. For example,
in May 2009, a laboratory sent
the DOHMH an ELR with the
result of a test for Streptococcus
with the local test result code
ECLRS460. In July 2009, the
same laboratory changed the
Streptococcus code to 10003
without notifying the health de-
partment. This new test result
name was not recognized by the
health department information
system sorting rules. Therefore, all
messages containing this code re-
quired the health department to
identify this problem, contact the
laboratory for clarification, then
update the computer sorting rules.
In January 2013, the DOHMH
received roughly 800 ELRs that
could not be automatically sorted
by the computer; therefore, public
health staff had to manually re-
view each message to decide
whether it was important, a pro-
cess that takes humans days but, if
correctly processed by a com-
puter, should take seconds. If New
York City’s experience is multi-
plied across the country in hun-
dreds of laboratories and with
thousands of disease codes, con-
tinuous ELR follow-up could
massively delay action by public
health workers.

Third, ELR use increases the
volume of reports and can impose
an additional burden on public
health staff; increasing the data

volume makes it harder to ensure
data quality. Some health depart-
ments have found that receiving
large amounts of laboratory data
can lead to more false positives,
which may be hard to distinguish
from true positive cases that need
to be acted on immediately.12,23,24

For example, a false positive tu-
berculosis ELR sent to the health
department may alert a public
health worker to initiate a case
investigation, leading to wasted
efforts.10,23---25 It is now easier for
laboratories to send duplicate re-
ports, and it is difficult and time
consuming for health departments
to sort a larger volume of duplicate
reports. The resulting unnecessary
follow-up could drain public
health investigation resources.

Fourth, information technology
infrastructure upgrades and
workforce development are
needed. Health departments must
secure additional data storage for
sensitive health messages as well
as maintain information systems
capable of sorting large amounts
of data.26 In Massachusetts, the
state government purchased an
information system to assist labo-
ratories with the task of mapping
local codes to the state’s preferred
format. However, it has required
an investment in specialized ap-
plications and support staff,26 an
outlay that many cash-strapped
public health agencies cannot af-
ford. According to a Council of
State and Territorial Epidemiolo-
gists survey, the cost for the start-
up, engagement, and maintenance
phases of ELR systems in 9 states
ranged from $221 000 to $633
500 per year.27 Although ELRs
are more timely and abundant,
they can also redirect scarce

health department resources.
From the workforce perspective,
finding highly skilled staff and
funds for development is a major
challenge for public health infor-
matics. The market for highly
trained informatics workers ex-
tends across the business and gov-
ernment spectrum. It is no surprise,
therefore, that health departments,
which can rarely offer salaries or
opportunities for upward mobility
that match those of private indus-
try, list lack of health department
staff as the second most important
barrier to ELR systems.27 There-
fore, investments in technology
upgrades and workforce training
are continually needed.

INTEROPERABILITY
SOLUTIONS

System interoperability is the
capacity of computers in different
institutions to exchange data and
recognize the structure, format,
and terms used in messages.
Reaching this level of communi-
cation requires adherence to the
structured message syntax—the
envelope—and the standardized
data language semantics—the let-
ter. Getting agreement from all
relevant parties involves a high
level of coordination,28,29 but will
ultimately lead to long-term ben-
efits for patients, providers, and
public health.

The CDC Public Health Infor-
mation Network identifies 2 key
components to consider when
setting ELR standards. The first is
the messaging syntax standard,
such as Health Level 7 Interna-
tional (HL7), which provides the
envelope for the health message.29

It is the most prevalent standard

for electronic health care data
exchange between multiple clini-
cal information systems and pro-
vides syntax but not semantic
standards.30 Close to a third of
health departments in a national
survey reported receiving all ELRs
in this format. This means that
roughly two thirds are receiving
other ELR formats from laborato-
ries, requiring systems that can
process multiple formats.9

The second component of elec-
tronic reporting is the semantics
contained within the message. The
Logical Observation Identifiers
Names and Codes (LOINC) is an
international coding vocabulary
for identifying laboratory tests and
clinical observations. A LOINC
committee managed by the
Regenstrief Institute (Indianapolis,
IN) frequently updates the code
database in response to comments
from users.31 LOINC is used by
several large reference laborato-
ries and federal agencies, includ-
ing CDC and the Department of
Veterans Affairs.31 The Regen-
strief Institute provides a free
application to assist with the trans-
lation of local codes to LOINC.

In many cases, LOINC labora-
tory test codes work in tandem
with another code set, the System-
atized Nomenclature of Medicine---
Clinical Terms (SNOMED-CT;
International Health Terminology
Standards Development Organisa-
tion, Copenhagen, Denmark).
SNOMED-CT is an inclusive health
care coding system with broad
coverage of clinical medicine, in-
cluding anatomy, diseases, and
procedures (laboratory procedures
and others).32 SNOMED-CT is
updated semiannually in response
to requests for changes from
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users.33 Together, LOINC and
SNOMED-CT attempt to create
a comprehensive system for
the world of medical tests and
outcomes. Both LOINC and
SNOMED-CT vocabularies are
aggregated in a searchable resource
called the Public Health Informa-
tion Network Vocabulary Access
and Distribution System.34

Even though standardization
improves communication, these
standards are by no means perfect,
as studies have shown.35---38 Nev-
ertheless, more widespread adop-
tion will help these vocabularies
evolve and adapt to improve
public health surveillance. In other
words, getting everyone to speak
the same language, no matter how
imperfect that language is, will
improve communication more
rapidly than allowing multiple dif-
ferent languages to compete for
widespread use.

Standards need to be applied
from the beginning, when the
health care provider requests
a laboratory test for a patient. In-
creasingly, that request will be
done via the EMR. For that reason,
EMR and laboratory information
system developers, laboratory
equipment vendors, and test kit
manufacturers should include
LOINC and SNOMED identifica-
tion with their products.31,39

Ideally, patient information
needed for public health investiga-
tions, such as pregnancy status,
could come from the EMR requi-
sition and travel with the ELR.
To move past stalled semantic
standards adoption, future versions
of MU will ask that EMRs and
laboratories use LOINC and
SNOMED-CT standards.40 We
understand that EMR developers

will add these standards to a long
list of other capability requests,
but interoperability should be
a priority, because it will ultimately
benefit patients and public health.

As a short-term solution, labo-
ratories can retain their local test
code vocabulary and map these
to accepted standard codes for
ELRs.31 This solution is time
consuming, but it allows labora-
tories to preserve their local test
language while expediting elec-
tronic communication with other
institutions. The approval pro-
cess for codes for new diseases
and tests is lengthy, and because
laboratory procedures can
change, mapping laboratory codes
is an ongoing task.2,41 Still, the
number of new terms added each
year is minimal.42 The greatest
time investment comes from the
initial adoption and mapping of
local laboratory codes to national
standards. Ultimately, the long-
term goal is for laboratories to
incorporate standardized
language directly into their
information management system.

The barriers posed by ELRs
need creative minds to propose
solutions. To attract new talent
and accelerate health information
technology innovation, reportable
ELR standards could be made
available to developers through
challenges such as Challenge.gov,
a White House initiative that hosts
competitions that use government
data to solve complex problems.
We propose public challenges to
source ideas for software applica-
tions that integrate semantic stan-
dards into EMRs and laboratory
information systems. These com-
petitions have generated hundreds
of designs and tools for using

medical data.43 Data challenges
also attract talented computer sci-
entists to the field of public health
informatics, which could ultimately
advance workforce recruitment.

CONCLUSIONS

We found evidence from multi-
ple sources that ELR implementa-
tion has reduced reporting time and
increased reporting volume, but
that many obstacles remain. ELR
use can affect the workload and
work flow of public health practice.
Information system investments
alone cannot solve ELR issues.
Government agencies should
endeavor to retain skilled staff
and redirect information technol-
ogy resources to handle the
flood of data sent from clinical
laboratories.

Although MU calls for the use of
semantic standards, it is unclear
whether the financial incentives
from MU will reach the clinical
laboratories. Developing tools for
laboratories to efficiently adopt
standards-based ELR may accel-
erate this transition. Standards or-
ganizations will continue to adapt
to an ever-changing roster of
health care codes and maintain an
open forum for input from the
standards consumers.

With continued collaboration
from all involved parties, these
challenges can be met and ulti-
mately improve public health sur-
veillance. Furthermore, EMR
reporting to public health agencies
may prove an even greater chal-
lenge than ELR implementation.
Refining the ELR system now will
serve as a model for the eventual
exchange of data from provider
EMRs to public health agencies.

Government health agencies should
promote reporting standards at an
early stage and remain cautiously
optimistic about the future of elec-
tronic disease reporting. j
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