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Health Information Privacy and Health Information Technology
in the US Correctional Setting

| Melissa M. Goldstein, JD

Electronic health records
and electronic health informa-
tion exchange are essential
to improving quality of care,
reducing medical errors and
health disparities, and advanc-
ing the delivery of patient-
centered medical care. In the
US correctional setting, these
goals are critical because of
the high numbers of Ameri-
cans affected, yet the use of
health information technol-
ogy is quite limited.

In this article, | describe the
legal environment surround-
ing health information sharing
in corrections by focusing on
2 key federal privacy laws: the
Health Insurance Portability
and Accountability Act of 1996
and the federal Confidentiality
of Alcohol and Drug Abuse
Patient Records laws.

In addition, | review stake-
holder concerns and describe
possible ways forward that en-
able electronic exchange while
ensuring protection of inmate
information and legal compli-
ance. (Am J Public Health.
2014;104:803-809. doi:10.2105/
AJPH.2013.301845)

THE WIDESPREAD USE OF
electronic health records (EHRs)
and electronic health information
exchange is essential to improving
quality of care, reducing medical
errors, decreasing health dispar-
ities, and advancing the delivery of
patient-centered medical care.'

At the same time, it is recognized
that appropriate privacy and se-
curity policies must be established
and enforced if we are to truly
achieve the benefits of electronic
exchange.?

In the US correctional setting,
these goals are critical because of
the number of Americans af-
fected: in 2008, more than 2.3
million people were inmates on
any given day, more than 1 in 100
American adults. Local jails ad-
mitted an estimated 11.6 million
people during the 12 months
ending June 30, 2012, with
a midyear inmate population of
744 524.*° (Prisons are correc-
tional institutions designated by
federal or state law for the con-
finement of offenders who are
judicially ordered into custody
for punishment. Jails are locally
operated correctional facilities
that confine accused individuals
awaiting trial and incarcerate
convicted individuals, usually
for up to 1 year and typically
for misdemeanor offenses.”)

The implications of and possi-
bilities for health information
sharing in this context through the
use of health information technol-
ogy with appropriate privacy pro-
tections in place should not be
overlooked. Inmates at correc-
tional facilities are a discrete pop-
ulation living in close contact, and
maintaining accurate and easily
accessible records is important to
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the overall health of the popula-
tion. This population is also ag-
ing®” and disproportionately ill,
with high rates of health problems
(eg., chronic®® and infectious
disease,' injuries"), psychiatric

12,13

disorders, and substance use

disorders.!*°

Furthermore, the jail population
is transient: only about 4% of jail
admissions result in prison sen-
tences; 96% of jail detainees and
inmates return directly to the
community, along with their
often-untreated health condi-
tions.'® Many detainees are re-
leased on bail pending trial after
just several hours or a few days,
with 60.2% of the jail population
turning over every week.* Half of
the jail population is confined as
a result of probation or parole
violations or bond forfeiture.'®

Once returned to the commu-
nity, inmates released from
secure correctional facilities
represent 17% of the total AIDS
population, 13% to 19% of
those with HIV, 12% to 16% of
those with hepatitis B, 20% to
329% of those with hepatitis C,
and 35% of those with tubercu-
losis.'>!® The ancillary impact of
the health problems in this pop-
ulation on society as a whole can
be enormous, from the potential
spread of communicable dis-
eases to the effects of substance
abuse and untreated psychiatric
disorders.

The use of health information
technology in correctional settings
is quite limited, however. One re-
cent study showed a range of
technological sophistication
among prison facilities, with rare
use of EHRs."” Furthermore, there
is very little electronic exchange
of health information within cor-
rectional systems or between sys-
tems and community providers.
There are signs that EHR use is
increasing, however, including
reported adoption by the Federal
Bureau of Prisons,'® the Texas
Department of Criminal Jus-
tice,'%%° and the Georgia Depart-
ment of Corrections,?* among
others.?*2* There also appears to
be growing interest among gov-
ernment leaders at all levels in
the potential of health information
technology to help bridge the di-
vide between jails and their com-
munities.2>2®

Here I explore the legal envi-
ronment in which health informa-
tion sharing occurs in correctional
settings. Numerous state and fed-
eral laws shape this environment,
but a comprehensive legal review
is beyond the scope of this article.
After a brief review of underlying
principles, I focus on 2 key federal
privacy laws: the Health Insurance
Portability and Accountability Act of
1996 (HIPAA) and the federal
Confidentiality of Alcohol and Drug
Abuse Patient Records laws (here-
after Part 2).
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The overarching purpose of
these laws—encouraging and en-
hancing patient participation in
the health care system—is some-
times modified in the correctional
environment because of the
drafters’ recognition of public
safety needs. Their application
also varies depending on factual
circumstances; that is, an institu-
tion’s methods of health care
delivery and its organizational/
administrative structure might af-
fect the determination of any par-
ticular legal question. In addition
to reviewing stakeholder concerns
regarding privacy law and the use
of health information technology
in the correctional environment,

I describe possible ways forward
that enable electronic exchange
while ensuring protection of in-
formation and compliance with
the law.

HEALTH INFORMATION
PRIVACY LAW

Privacy and confidentiality
laws support the expression of
patient preferences and personal
autonomy and encourage patient
engagement.>” Correctional
health care standards reinforce
these principles. According to the
National Commission on Correc-
tional Health Care, discussions of
patient information and clinical
encounters should be conducted
in private and “carried out in
a manner designed to encourage
the patient’s subsequent use of
health services” to protect pa-
tients’ dignity and “foster neces-
sary and candid conversation be-
tween patient and health care
professional ”28®P15-16) The

commission refers to the ethical
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obligations of health care practi-
tioners as well:

Local, state, or federal laws may
allow certain exceptions to the
obligations of health care profes-
sionals to maintain confidential-
ity; health services staff should
inform inmates at the beginning
of the health care encounter
when these circumstances

apply 286110

Likewise, the American Public
Health Association states that
“[plrisoner-patients should be pro-
vided the same privacy of health
care information as patients in
29 and American
Bar Association standards mirror
this perspective.® In the psychi-
atric context, inmates’ concerns
about confidentiality and lack of
trust in staff have been identified
as factors that prevent them from
seeking mental health care.?%!

Although the US Constitution
does not expressly provide a right

the community,

to health information privacy, the
US Supreme Court has recognized
a limited right regarding informa-
tion held in government data-
bases. Attempts to assert that right
more broadly have met with
mixed results, leaving the question
of constitutional protection of
health information privacy unre-
solved.®” In the correctional con-
text, the few federal courts that
have recognized a right to privacy
in inmate medical records have
held that it must give way when
the state has a legitimate penolog-
ical interest in accessing those
records, such as the reporting of
medical findings to prison and jail
executives with a reason to
know.*?

Federal and state privacy laws
have long been used to address
the stigma and social hostility
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associated with particular health
issues,®* generally by limiting the
exchange of certain health infor-
mation without patient consent.
Most states, for example, have laws
protecting information in health
records related to HIV, mental
health conditions, and substance
use.>® The underlying purpose of
such laws is generally to encour-
age greater participation and trust
in the health care system through
protection of a patient’s private
health information.>® This patch-
work of laws regarding “sensitive”
information, however, is inconsis-
tent and incomplete, making
interpretation challenging, partic-
ularly for those initiating elec-
tronic exchange.

HEALTH INSURANCE
PORTABILITY AND
ACCOUNTABILITY ACT

The initial proposed version of
the HIPAA Privacy Rule excluded
inmates’ health information from
the definition of “protected health
information” (PHI)>” (individually
identifiable health information
held or transmitted in any form or
medium by a covered entity or its
“business associate,” with limited
exceptions), and therefore from
HIPAA'’s protection, because
“unimpeded sharing of inmate
identifiable health information is
crucial for correctional and deten-
tion facility operations.”>8#59938)
In response, the US Department
of Health and Human Services
received public comments to
the proposed regulation arguing
that the exclusion sent the message
that abuses do not matter for
this population. Commenters
argued that inmates do have a

right to privacy in their health
information and that information
obtained in these settings can be
misused.

For example, if used indis-
criminately, health information
could trigger assaults within cor-
rectional facilities on individuals
with stigmatized conditions.
Upon release, disclosures could
impair individuals’ reintegration
into society and subject them to
discrimination. The drafters of
the final regulation promulgated
pursuant to the statute were
persuaded and eliminated the

exception.39(""82540_8254 1,82622)

Central Elements of the
Privacy Rule

HIPAA and the final Privacy
Rule***! provide a floor of pri-
vacy protection for health infor-
mation; state laws that offer more
stringent protections remain in
force.** The rule governs the use
and disclosure of PHI by “covered
entities,” that is, health plans, health
care clearinghouses, and health
care providers that transmit
health information in electronic
form in connection with certain
transactions.®”

Covered entities may not use or
disclose PHI without patient au-
thorization unless it is permitted or
required by the Privacy Rule.*
The rule requires disclosures of
a patient’s own PHI to the patient
(although there is an exception to
this requirement in the case of
inmates, as described subse-
quently) and for enforcement
purposes.** All other disclosures
allowed without patient authori-
zation are considered “permitted”
under certain circumstances.*®
Uses and disclosures that are not
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permitted or required by the rule
require detailed written “authori-
zations”*® from patients.

For example, the Privacy Rule
permits covered entities to use and
disclose PHI without written pa-
tient authorization for treatment,
payment, and health care opera-
tions*”; for judicial and adminis-
trative proceedings*® and certain
law enforcement purposes*®; for
the purpose of averting a serious
threat to health or safety®®; and for
correctional institutions and other
law enforcement custodial situa-
tions (as discussed subsequently).”
The rule permits such uses or dis-
closures within certain parameters
but does not require them; that is,
covered entities are always free to
seek authorization or to choose not
to use or disclose the information.

HIPAA in the Correctional
Context

Status as a covered entity. Within
a jail system, inmates’ health in-
formation may originate from or
reside in many locations, including
booking notes (e.g., infectious or
chronic disease status), sick-call
triage systems, physician notes,
and other departments such as
housing and work details (e.g.,
mobility or injury status). Such
information might reside in the
system regardless of an institu-
tion’s status as a covered entity
and therefore might not be pro-
tected by HIPAA.

The determination of whether
any particular correctional institu-
tion is a covered entity can be
difficult and requires careful anal-
ysis of the institution’s operations.
In general, an institution’s status
will likely depend on whether it
qualifies as a health care provider

‘ GOVERNMENT, LAW, AND PUBLIC HEALTH PRACTICE ‘

(ie., if it “furnishes, bills, or is paid
for health care in the normal
course of business™*’) that trans-
mits health information in elec-
tronic form in connection with
certain transactions specified by
the Privacy Rule.’*°% Although
correctional institutions are not
likely to engage in most of the
relevant transactions, it is con-
ceivable that one might transmit
clinical encounter information for
the purpose of reporting health
care, request a review of care to
receive an authorization, or re-
ceive payment of claims from
a private or public plan. If the
institution or its health care com-
ponent (e.g., prison clinic) elec-
tronically transmits these transac-
tions or contracts with an entity
that does so, it could be required
to comply with HIPAA 2324

For example, some analysts
have concluded that county de-
partments of corrections and local
jails are required to comply with
HIPAA if they bill electronically
for inmate health care. That is,
if county departments of correc-
tions have agreements with local
hospitals or medical centers to pro-
vide inmate health care and those
providers bill the department of
corrections electronically, the de-
partment could be considered a cov-
ered entity.>* Because covered en-
tity status hinges on electronic
transmission of information, it is
likely that the number of correc-
tional institutions that qualify as
covered entities will increase as the
use of health information technology
and electronic exchange within cor-
rectional systems increases.

Permitted uses and disclosures.
Although the Privacy Rule does
protect the health information of
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inmates, the drafters also recog-
nized that correctional facilities
have legitimate needs to use and
share inmates’ PHI without
authorization.>9?82622) The rule
therefore includes provisions re-
garding permissible uses and dis-
closures of inmates’ PHI in the
correctional context.

Covered entities may disclose
the PHI of inmates without their
authorization to correctional insti-
tutions®® or law enforcement offi-
cials who have lawful custody of
an inmate for the purpose of pro-
viding health care to the inmate or
for the health and safety of the
inmate, other inmates, the officers
and employees of the institution
and others at the facility, and those
responsible for inmate transfer.
Covered entities may also disclose
the PHI of inmates without au-
thorization for law enforcement
purposes on the premises of an
institution and for the administra-
tion and maintenance of the
safety, security, and good order
of the institution.>*

These provisions apply only to
the release of the PHI of current
inmates.>" When inmates are re-
leased, they have the same privacy
rights under HIPAA as all other
individuals‘39(pp82541,82622)

Additional HIPAA provisions
specific to inmates. The Privacy
Rule also includes provisions re-
garding inmates’ ability to exercise
protections otherwise granted in
the rule. Inmates are excluded
from the right to receive notice of
possible uses and disclosures of
PHI and of their rights and a cov-
ered entity’s duties with respect to
PHI. Moreover, HIPAA’s notice
requirement does not apply at all
to correctional institutions that

qualify as covered entities.>® In-
mates have no right to notice
regarding PHI created during in-
carceration, and correctional in-
stitutions are not required to send
notices to inmates after release.
The Privacy Rule also excludes
inmates from the right to obtain
a copy of their PHI. Correctional
institutions and health care pro-
viders acting under their direction
may deny an inmate’s request
for a copy of his or her PHI if it
would jeopardize the health,
safety, security, custody, or reha-
bilitation of the inmate or other
inmates or the safety of any offi-
cer, employee, or other person at
the institution or responsible for
transporting the inmate.®” How-
ever, an inmate’s request to in-
spect PHI must be granted unless
one of the rule’s other grounds for
denial applies.>®P82555)

CONFIDENTIALITY OF
ALCOHOL AND DRUG
ABUSE RECORDS

Congress passed legislation in
the early 1970s to encourage in-
dividuals to seek treatment for
substance abuse and ensure that
related information would be
kept private. Those statutes and
the accompanying regulations
strictly limit disclosure and use of
information about individuals
seeking or obtaining diagnosis,
referral, or treatment in federally
assisted alcohol or drug abuse
treatment programs58’59 (the
rulemaking authority granted by
these statutes relating to confi-
dentiality of records can be found
at 42 USC 290dd-2 and the
regulations themselves at 42 CFR
Part 2).
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Central Elements of Part 2

The Part 2 regulations apply to
information in any form that
could reasonably be used to
identify an individual and apply
both to freestanding programs
and programs that are part of
larger organizations, such as sub-
stance abuse clinics in county
jails.®%®* Most disclosures under
Part 2 require written patient
consent that contains the purpose,
the recipient’s name, and an ex-
piration date or condition for
expiration,62 However, Part 2
includes narrow exceptions
wherein disclosure is allowed
without consent,’® including
medical emergencies,®* audit and
evaluation activities,®> and scien-
tific research.®® The regulations
also require that information re-
leased from a substance abuse
program be accompanied by
a written notice stating that fed-
eral law prohibits its redisclosure
unless expressly permitted by the
patient or as otherwise autho-
rized.®”

As does HIPAA, Part 2 sets
a federal privacy floor that allows
more protective state laws.%® Most
states have adopted Part 2 as the
standard for protecting such in-

formation.®®

Part 2 in the Correctional
Context

Part 2 does not contain dis-
closure provisions specific to
correctional institutions, custo-
dial situations, or law enforce-
ment, so law enforcement officers
and correctional institutions
likely would require patient con-
sent or court orders to obtain
information from a Part 2 pro-
gram unless an exception applies.

‘ GOVERNMENT, LAW, AND PUBLIC HEALTH PRACTICE ‘

Disclosure from a correctional
facility covered by Part 2 most
likely requires patient consent or
a court order as well.

Court orders authorizing dis-
closure for noncriminal pur-
poses require good cause, based
on findings that other ways of
obtaining the information are
unavailable or ineffective and
that the public need for disclo-
sure outweighs potential injury
to the patient, the physician—
patient relationship, and the
treatment services.”® Although
the requirements for court or-
ders authorizing disclosure for
conducting a criminal investiga-
tion or prosecution of a patient
are similar, they also require
that the crime involved be
extremely serious and that there
is a reasonable likelihood that
the records will disclose infor-
mation of substantial value.
Such orders must limit disclosure
and use of the information to
those parts of patients’ records that
are essential to fulfill the orders’
objectives.”"3

Finally, Part 2 allows disclo-
sures to individuals within the
criminal justice system who have
made participation in a program
a condition of the disposition of
criminal proceedings against a pa-
tient (e.g., a drug court program) or
of the patient’s parole or release.
Programs may disclose informa-
tion only to those who need the
information to monitor the pa-
tient’s progress (e.g., probation or
parole officers) and only with
written patient consent. Anyone
who receives patient information
under this provision may use or
redisclose it only to carry out
official duties.”*
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FUTURE OF HEALTH
INFORMATION SHARING
AND PRIVACY

Stakeholders have expressed
concern that privacy laws present
challenges to the development of
policies and practices for elec-
tronic information sharing, par-
ticularly in the area of patient
consent. States, in particular, vary
widely in the way statutes ad-
dress types of PHI, holders and
recipients of PHI, different treat-
ment scenarios, and consent
processes and forms. This lack
of uniformity is often viewed as
one of the most daunting chal-
lenges in implementing elec-
tronic exchange.?

These concerns also apply in
the correctional context, wherein
the structural tensions between
increased use of technology and
privacy produce similar challenges
but the individuals involved
(inmates) are sometimes afforded
fewer privacy protections by
regulations and courts. For exam-
ple, although Part 2 (and similar
state laws) allows disclosure of
patient information to health in-
formation exchange organizations
(HIOs),”® some entities (including
correctional institutions) might
perceive the process of developing
compliant policies and technical
requirements as prohibitively
complicated and choose not to
participate. (In general, Part 2
programs would need to ensure
that either patient consent or
a qualified service organization
agreement is in place in order for
the program to disclose information
to an HIO. In addition, patient
consent would be needed for the
HIO to redisclose the information

to other specified HIO members,
and any disclosures must be
accompanied by a notice explain-
ing the general prohibition on
redisclosure.)

Furthermore, because most
disclosures under Part 2 require
detailed written consent, exchange
organizations would be required
to verify existence of the consent
in addition to managing the in-
formation exchange. It is therefore
possible that these entities will
choose to exclude data covered
by Part 2 or the provider institu-
tions that contribute such data
to avoid complex requirements
and potential legal breaches. Sim-
ilar issues are raised by state
health information disclosure
laws that require consent for dis-
closure of other types of health
information (e.g., HIV, mental
health).

Segmentation or sequestering of
“sensitive” health information
might offer a path forward that
enables electronic exchange of the
information and ensures its protec-
tion and compliance with privacy
law in both the correctional envi-
ronment and the community at
large. Data segmentation refers to

the process of sequestering from
capture, access or view certain
data elements that are perceived
by a legal entity, institution, or-
ganization, or individual as being
undesirable to share.”®

For example, when a substance
abuse treatment program is part of
a larger entity with multiple de-
partments generating data for the
same patient, data segmentation
might enable exchange of certain
elements in that patient’s record
without violating Part 2’s require-
ments for disclosure.
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Data segmentation could also
be used to help patients express
their preferences regarding infor-
mation sharing, thereby support-
ing underlying principles of per-
sonal autonomy as well as
enhancing patient trust and en-
couraging patient engagement.”®
Along these lines, the US Depart-
ment of Health and Human
Services is currently leading an
initiative that supports pilot pro-
jects that allow providers to
share portions of an EHR while
not sharing others, such as in-
formation related to substance
abuse treatment.””

Other methods of facilitating
electronic health information
sharing while appropriately pro-
tecting patient privacy are also
being explored. For example, the
Department of Health and Human
Services has released guidance
indicating that Part 2 would allow
the use of single consent forms for
multiple disclosures as well as
multiple-party consent forms,
methods that could be used in the
correctional setting as well as the
community. A single consent form
could be used to authorize disclo-
sure about a patient to one re-
cipient, such as an HIO, and si-
multaneously authorize that
recipient to redisclose the infor-
mation to additional entities (e.g.,
other affiliated health care pro-
viders identified in the consent
form) provided that the purpose
for the disclosure is the same.

In addition, if a patient wished
to authorize certain members of
an HIO to access his or her Part
2—protected record as well as ex-
change information with one an-
other, a multiple-party consent
form could be developed that

‘ GOVERNMENT, LAW, AND PUBLIC HEALTH PRACTICE ‘

includes the names of each orga-
nization or person to whom dis-
closures may be made, states that
the parties may disclose to each
other, and gives the allowable
purposes for those disclosures. In
this case, the consent form must
authorize each party to disclose to
the other ones particular informa-
tion for a particular purpose. In
both scenarios, a statement pro-
hibiting redisclosure must accom-
pany the information so that each
subsequent recipient of the infor-
mation is notified of Part 2’s pro-
hibition on redisclosure.”®

Within the correctional envi-
ronment, jurisdictions have devel-
oped ways to facilitate health in-
formation sharing based on
individualized local circumstances,
including state law, that could be
adapted to the electronic environ-
ment as use of health information
technology proliferates. These
processes include locating criminal
justice and mental health practi-
tioners in the same facilities
for ease of communication, devel-
oping procedures to obtain per-
mission forms or court orders,
contracting with business associ-
ates and qualified service orga-
nizations, and developing tools
such as uniform authorization
and consent forms and standard
judicial orders. Inmates can com-
plete authorization or consent
forms at various stages in the
criminal justice process, such as
during the booking process in a jail
or when they join a mental health
court or other diversion program.
Uniform consent forms that com-
ply with both federal and state law
requirements could be written to
include all major entities in a col-
laborative system, allowing the
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individual to choose among them,
provided that the special require-
ments for Part 2 consents are
followed closely.”®

CONCLUSIONS

Although expanding the use of
health information technology in
corrections has not been a major
focus of state or federal policy-
makers to date, the use of EHRs
does seem to be slowly increas-
ing, and some local jurisdictions
have explored different means of
implementing health information
technology connectivity. Such
ventures have succeeded where,
for example, jail connectivity is
the community health mission of
a public health department, part
of a county initiative to improve
reentry, or part of an external
movement to strengthen the
continuum of care in a commu-
nity. These grassroots efforts de-
pend on a confluence of policy
factors, resources, and local
champions for their success>®
and indicate that education of
correctional health care pro-
viders and officials might be at
least as instrumental in improv-
ing inmate health records
and health care as legislative or
administrative action.

The potential of health infor-
mation technology in the inmate
population is clear: the opportu-
nity to improve the quality, safety,
and efficiency of health care for
a high-risk subset of Americans
who have the likelihood of widely
affecting the public’s health, both
within the correctional environ-
ment and upon reentry into the
community. The widespread
use of EHRs and, eventually,

electronic exchange in the correc-
tional environment with appro-
priate privacy and security policies
in place could play an important
role in helping stabilize the health
care of inmates while in correc-
tional institutions as well as

help ease their reentry into the
community. H
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