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Bioterrorism: a Laboratory Who Does It?
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In October 2001, the first disseminated biological warfare attack was perpetrated on American soil. Initially, a few clinical micro-
biology laboratories were testing specimens from acutely ill patients and also being asked to test nasal swabs from the potentially
exposed. Soon after, a significant number of clinical microbiology and public health laboratories received similar requests to test
the worried well or evaluate potentially contaminated mail or environmental materials, sometimes from their own break rooms.

The role of the clinical and public health microbiology laboratory in response to a select agent event or act of bioterrorism is

reviewed.

n October 2001, on the heels of the terrorist attacks on New York

City and the Pentagon, the first geographically disseminated bi-
ological warfare attack on American soil was launched and unwit-
tingly disseminated by the U.S. Postal Service. Many local and
state public health laboratories were immediately overwhelmed
with requests for testing. A few clinical microbiology laboratories
were testing clinical specimens from acutely ill patients and also
being asked to test nasal swabs from the potentially exposed for
both treatment prophylaxis and support of the concurrent epide-
miological and criminal investigations. Soon after, a significant
number of clinical microbiology laboratories across the country
received similar requests to test the worried well or evaluate po-
tentially contaminated mail or environmental materials, some-
times from their own break rooms. Many laboratory directors
were informally consulted for interpretation of environmental
cultures for epidemiological surveillance and return-to-work de-
cisions. In addition, many were called upon by law enforcement
for diagnostic and interpretive services in the ensuing criminal
investigations. In very short order, microbiologists across the
country were being called upon to advise and provide laboratory
services in a scenario heretofore popularized in novels and movies.
In a conundrum that only a microbiologist could appreciate, the
tragedy of this event provided many in our profession a once-in-
a-lifetime opportunity to respond, lead, innovate, and communi-
cate science to the public.

BRIEF CHRONOLOGY

As the 20th century drew to a close, the published literature on
biological warfare and associated clinical presentation was histor-
ically expansive (1, 2). More-recent literature had increased un-
derstanding of specific microorganisms, soon to be described as
select agents (3, 4). Gaps in the technical literature existed due to
concerns over proprietary techniques and national security inter-
ests in the international community. But a biological attack on
U.S. soil had not yet been perpetrated, and requests for resources
to prepare for such a scenario were thought to be overstated. As
the 1990s drew to a close, federal funding for emergency prepared-
ness was not a popular alternative to competing domestic budget
priorities for the “peace dividend” from the U.S. military draw-
down in Europe. Federal laboratories in the Department of De-
fense (DOD) and the Department of Health and Human Services
(HHS) and, to some small extent, at the U.S. Department of Ag-
riculture (USDA) and the Department of Justice (DOJ) were sur-
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viving through mission-specific direct-line budget appropriations
and research grants. In 1996, limited public health laboratory
funding resulted from the Metropolitan Medical Response System
(MMRS), which was part of a series of initiatives to prepare for the
possibility of a domestic terrorist attack with a weapon of mass
destruction (WMD). In 1999, a nascent public health Laboratory
Response Network (LRN) received its first federal funding (5).
The events of 2001 brought public visibility to the national infra-
structure of emergency preparedness and led to legislative focus
and budget review. Ultimately, funding was directed to state and
federal laboratories for assay development, reagents and equip-
ment, personnel, and new or renovated facilities to increase levels
of biosafety containment.

LOOKING BACK
A tale of two cities. On 3 October 2001, the Florida Department of
Health Bureau of Public Health Laboratories (BPHL) in Jackson-
ville received a specimen from a commercial laboratory in south-
ern Florida that had isolated an organism from a patient with
meningitis and could not rule out Bacillus anthracis (6) (see Table
1.). Traditional phenotypic techniques were required to confirm
B. anthracis because molecular techniques, although recently val-
idated and available at federal laboratories, had not been imple-
mented at the reference laboratory level for identification at that
time. The BPHL confirmed the isolate to be B. anthracis on 4
October 2001. The next day, the Federal Bureau of Investigation
(FBI) and Centers for Disease Control and Prevention (CDC),
with assistance from the BPHL, collected environmental samples
from places that the index patient had visited in the 60 days prior
to the onset of symptoms. Of 56 samples, two grew B. anthracis;
neither sample was from a potentially natural source (7). It was a
pivotal moment in the investigation because it pointed toward an
intentional release of a biological terrorism agent.

Seven hundred miles to the north, on 15 October 2001, a letter
was opened in the U.S. Senate Hart Building office of Senator Tom
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TABLE 1 A week in the life of the Laboratory Response Network (Florida)

Minireview

Date in 2001

Event”

Location

Monday 1 October

Tuesday 2 October

Wednesday 3 October

Thursday 4 October

Friday 5 October

Sunday 7 October

73-year-old man hospitalized with a respiratory infection

63-year-old man (index patient) hospitalized with symptoms of meningitis

Cerebrospinal fluid and blood collected for microbiological analysis from index
patient

Index patient microbiology results: from CSF, WBC, 4,750/mm?, RBC, 1,375/
mm?, glucose, 57 mg/dl, protein, 666 mg/dl; from blood culture, Gram-
positive bacillus, nonhemolytic on 5% sheep blood agar, nonmotile; unable
to rule out Bacillus anthracis

Index patient isolate forwarded to reference laboratory

Index patient isolate confirmed to be Bacillus anthracis and reported to CDC

Index patient isolate flown to CDC

Index patient dies of inhalational anthrax

56 samples (44 nonworkplace samples and 12 workplace samples) obtained for
culture collected by Federal Bureau of Investigation (FBI) and CDC
Epidemic Intelligence Service (EIS)

Of the 56 samples collected 5 October 2001, B. anthracis was isolated from two,
the index patient’s workplace computer keyboard and the index patient’s
mailbox in the company mailroom, confirming suspicion that this represents
an intentional release of an agent of biological terrorism

A nasal swab sample collected 5 October 2001 from a patient hospitalized since
1 October, the 2nd case patient, who was a coworker of the index patient at
American Media Inc. (AMI), was tested; microbiology results confirmed that

A Miami-Dade County hospital

A Palm Beach County hospital
A Palm Beach County hospital

A commercial laboratory in Fort Lauderdale

Florida Bureau of Public Health
Laboratories—Jacksonville

Florida Bureau of Public Health
Laboratories—Jacksonville

Centers for Disease Control and Prevention,
Atlanta, GA

A Palm Beach County hospital

Environmental sampling from workplace
and locations visited by index patient in
the 60 days prior to onset of symptoms

Florida Bureau of Public Health
Laboratories—Lantana/Miami

Florida Bureau of Public Health
Laboratories—Miami

the isolate was B. anthracis

4 WBC, white blood cells; RBC, red blood cells.

Daschle (see Table 2.) A white powdery substance disseminated
rapidly through the 2-story office complex. After a rapid test was
positive for B. anthracis, the heating, ventilation, and air condi-
tioning (HVAC) system was shut down and a hot-zone investiga-
tion was initiated to determine the extent of human exposure and
environmental contamination. Swabs were collected from the an-
terior nares of office personnel and first responders and forwarded
to the clinical microbiology laboratories at the National Naval
Medical Center (NNMC) in Bethesda, MD. All personnel on the
6th floor office that were present when the letter was opened, and
5 of 5 first responders to the 6th floor office, tested presumptively
positive for B. anthracis by conventional culture. The letter and
presumptively positive cultures were confirmed at the United
States Army Medical Research Institute for Infectious Diseases
(USAMRIID; Ft. Detrick, MD) by culture, PCR, and gamma
phage analysis.

The index case was identified in Florida on 4 October 2001, and
the sentinel event for the nascent Laboratory Response Network
(LRN) worked according to the organizational design (see Fig. 1).
The clinical laboratory (level A sentinel) that received the initial
specimen could not rule out B. anthracis and referred the isolate to
the state public health laboratory (level B or C confirmatory),
which upon confirmation forwarded the isolate to the federal
public health laboratory (level D definitive) for definitive charac-
terization. In Florida, an additional asymptomatic patient was
identified (1/1,075 nasal swab specimens tested positive) through
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clinical sampling of the index patient’s colleagues and contacts at
the workplace intervention clinic supporting American Media
Inc. in Boca Raton, FL. Environmental sampling of the workplace
by the FBI, CDC, and BPHL resulted in 20/136 samples positive
for B. anthracis by culture, including samples from the company
mailroom and mail van. Information was released to the media on
10 October that there was suspicion regarding the U.S. Postal Ser-
vice, meaning that anyone who received mail was a potential vic-
tim. In Washington, DC, the first patients were postal workers (8).
Without a local LRN-certified public health laboratory, the prox-
imity of U.S. Department of Defense (DOD) sentinel, confirma-
tory, and definitive identification laboratories allowed flexibility
in the laboratory support of the clinical response and criminal
investigation. For clinical support, the existing tertiary care clini-
cal laboratories in the National Capital region (NCR) spread the
workload among themselves. For environmental testing, both the
Armed Forces Institute of Pathology (AFIP, Washington, DC) and
USAMRIID were the primary laboratories in support of the inves-
tigations. Two unique hybrid activities emerged at the Walter
Reed Army Medical Center (WRAMC) in Washington, DC. The
non-public-health level A clinical microbiology laboratory was
granted level B confirmatory status by the CDC and in turn pro-
vided laboratory space to CDC Epidemiological Investigative Ser-
vice (EIS) laboratory personnel to support the Brentwood Post
Office environmental surveillance. In both Florida and Washing-
ton, DC, a number of unusual but similar activities were occurring
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TABLE 2 A week in the life of the Laboratory Response Network (National Capital region, Washington, DC)

Date or week in 2001 Event”®

Location

Monday 15 October

Letter opened in Senator Tom Daschle’s office

U.S. Senate Hart Building, Washington, DC

National Capitol Police first responders deploy and report rapid test

positive for anthrax

Office of the Attending Physician for Congress notified; initial material

sent for culture

Tuesday 16 October
culture over the next 72 h

Positive results of initial cultures characteristic of B. anthracis

B. anthracis confirmed by culture, PCR, and gamma phage testing

Wednesday 17 October
region (NCR)
Thursday 18 October
enforcement

Friday 19 October
microbiology BSL-3 laboratories

Week of 15-22 October
confirmatory status by CDC

Week of 15-22 October

Establish hot zone; 6,000 nasal and environmental swabs submitted for

Senate leadership is informed of 31 presumptively positive cultures
Laboratory consortium informally constituted in National Capital

Resource and management planning: staffing, supply, containment
(biosafety and biosecurity), information management, law

1,900 nasal swab cultures received and processed in clinical

Level A LRN clinical microbiology laboratory granted level B

CDC deploys EIS team to investigate Brentwood Post Office; eventually

U.S. Senate Hart Building, Washington, DC

National Navy Medical Center (NNMC),
Bethesda, MD

USAMRIID, Ft. Detrick, MD

U.S. Senate Hart Building, Washington, DC

NNMC (Bethesda, MD), WRAMC (DC),
NIH (Bethesda, MD), AFIP (DC)

Walter Reed Army Medical Center
(WRAMC), Washington, DC

WRAMC, Washington, DC

WRAMC, Washington, DC

WRAMC, Washington, DC

sets up environmental test processing in BSL-3 clinical laboratory

Week of 15-22 October
press conference

CDC begins daily teleconferences to inform and prepare HHS daily

CDC, FBI, WRAMC, NNMC, NIH,
USAMRIID, AFIP, NVSL,” others

“ NVSL, National Veterinary Services Laboratories.

regarding which clinical microbiologists were uniquely prepared
to consult or participate. These activities included consultation on
first-responder test kit use and interpretation, operation of ther-
apeutic intervention clinics utilizing the Strategic National Stock-

Level D Lab
(BSL-4)

Level C Lab
Definitive and Confirm
(BSL-3)

Level B Lab
Confirm identification
(BSL-3)

Level-A Labs
Rule Out / Refer
(BSL-2)

FIG 1 LRN infrastructure in 2001.
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pile, evidence collection and processing, and providing informa-
tion for local and federal press releases. These events highlighted
the essential role of the microbiology laboratory in supporting a
public health and criminal investigation related to a bioterrorism
(BT) event, including the laboratory diagnosis of clinical cases and
identification of exposed persons and environmental contamina-
tion. When considered together, these capabilities were able to
focus evidence for a potential source, exposure, and mode of
transmission.

The role of the microbiology laboratory in emergency re-
sponse. Prior to 2001, federal efforts to address bioterrorism pre-
paredness included nonlegislated and underresourced Presiden-
tial Directives and CDC contingency planning (9, 10, 11, 12). In
1999, in a remarkably coordinated and somewhat clairvoyant ef-
fort that seems to defy coincidence, a select few dedicated individ-
uals serving the federal government in the U.S. Department of
Health and Human Services (HHS) and Department of Justice
(DOJ) had the foresight to launch an initiative to coordinate pub-
lic health infrastructure and standardize laboratory processes and
procedures for such events (13, 14). Soon after, the U.S. Army
Medical Department met with the CDC to discuss a potential role
of the Department in such efforts, given USAMRIID’s mission
and public health laboratory capability. Also during this time, the
Association of Public Health Laboratories (APHL) published a
white paper describing and suggesting the unique capability of
public health laboratories in emergency response (15). They rec-
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ommended that state public health laboratories (PHL) provide
support in disaster preparedness planning, laboratory testing, and
public health response. The culmination of these efforts became
the Laboratory Response Network (LRN), a network of laborato-
ries providing the necessary infrastructure for a tiered capability of
response to an event. Networked laboratories would also benefit
from a technical infrastructure, including centralized communi-
cation, standardized reagents and equipment and test protocols,
reporting policies, and shipping and transportation guidelines.
Since 1999, the PHLs as part of the LRN have become an essential
part of national laboratory preparedness. The LRN is also respon-
sible for participating in the development and implementation of
related legislation concerning select agents, biosecurity, and bio-
surety (16).

Regulatory infrastructure related to clinical and public
health laboratories. Beyond the Biological Weapons Convention
Treaty of 1972, there had been limited legislation to address bio-
logical agents (9, 10, 11, 12, 17). In 1996, as a result of the World
Trade Center and Oklahoma City bombings and the consequent
Antiterrorism and Effective Death Penalty Act of 1996, 42 Code of
Federal Regulations (CFR) Part 72 addressed provisions in the Act
concerning the use and transfer of select agents. Since 2001, a
number of laboratory-focused regulations have been legislated.
The Uniting and Strengthening America by Providing Appropri-
ate Tools Required to Intercept and Obstruct Terrorism Act
(USAPATRIOT Act) was signed in October 2001. This act in-
cluded terms that laboratory personnel must comply with, includ-
ing a list of “select agents,” defined as those pathogens and toxins
that are a potential threat to public health and safety, and “per-
sonnel reliability,” the requirement that all laboratory workers
having contact with select agents must have background checks.
In June 2002, the Public Health Security and Bioterrorism Pre-
paredness and Response Act directed enhanced control and regu-
lation of dangerous biological agents and toxins. This Act enabled
interagency coordination for HHS (CDC) and USDA to regulate
biological agents and toxins. The specific language regarding these
agents and toxins can be found in various Code of Federal Regu-
lations rules (42 CFR Part 73, 7 CFR Part 331, 9 CFR Part 121)
(18). The Select Agent Program (SAP) is covered under both of the
acts mentioned and provides guidance for the possession, use, and
transfer of biological select agents and toxins which have the po-
tential to pose a severe threat to human, animal, or plant health or
to animal or plant products. Laboratory facilities that possess, use,
or transport select agents must meet stringent documentation re-
quirements for the SAP. The CFRs and the SAP are regularly up-
dated, and in 2013, two updates that had a direct impact on mi-
crobiology laboratories were included: (i) Coccidioides immitis
was taken off the Select Agent list and (ii) tier 1 agents were des-
ignated and requirements imposed for laboratories possessing,
shipping, or receiving such agents to enhance biosecurity barriers
and biosurety procedures to include biosafety, occupational
health and suitability, incident response contingency planning,
and training of personnel.

So what does all this mean to public health and clinical labora-
tories? For the LRN reference laboratory (e.g., the state or local
PHL), laboratory personnel must obtain clearance through fin-
gerprinting and background checks to work with select agents.
This process is often referred to as biosurety. Laboratories are
required to adopt biosafety procedures, defined as the discipline
addressing the safe handling and containment of infectious mi-
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croorganisms and hazardous biological materials to prevent un-
intentional exposure (19). To comply, laboratories are required to
practice appropriate aseptic and containment practices and en-
sure that the equipment and the facility infrastructure are in place
to protect laboratory personnel, the environment, and the public
from exposure to infectious organisms or materials that are han-
dled and stored in the laboratory. Laboratories must also address
biosecurity, defined as the discipline addressing the security of
microbiological agents and toxins and the threats posed to human
and animal health, the environment, and the economy by delib-
erate misuse or release (19). To comply, laboratories are required
to have the appropriate practices, equipment, and infrastructure
to protect biological pathogens and toxins from theft, loss, or mis-
use; e.g., refrigerators and incubators must have locks and per-
sonal identification numbers (PINs) and two-person access. Ad-
ditional responsibilities for such laboratories include protocols for
the collection of information; appropriate retention of documen-
tation and evidence for law enforcement; tracked documentation
of the transfer, acquisition, possession, and destruction of agents;
and implementation of checklisted items for federal inspection to
ensure compliance with legislation.

For the LRN sentinel laboratory (e.g., the clinical microbiology
laboratory), the main focus is implementing laboratory guidelines
published by American Society for Microbiology (ASM) for the
ruling out and appropriate referral of suspected bioterrorism or-
ganisms or select agents. The select agent protocols can be found
at http://www.asm.org/index.php/guidelines/sentinel-guidelines
and are referenced in Table 3. Additionally, clinical laboratories
must securely store agents (and residual specimens) while await-
ing confirmation results, document transfer, and document on-
site agent destruction when appropriate. Offsite destruction via a
biomedical waste service is prohibited. Sentinel laboratories also
need to document personnel that work with suspect agents and
whether any potential laboratory exposure could have occurred.
Laboratories need to be aware of the implications for their labo-
ratory and the federally mandated consequences if regulations are
not carefully followed. One example is the case of Thomas Butler,
a Texas Tech University professor, who was arrested and prose-
cuted in 2003 by the Justice Department for illegal transportation
of plague samples (and other charges). In 2003 he had reported 30
vials of plague missing from his laboratory to safety officers at
Texas Tech University, and this triggered a bioterrorism response
plan and his eventual arrest. This case was criticized by some for
the aggression with which a prominent scientist was prosecuted
and represents, unfortunately, a cautionary tale for working with
select agents (20).

Public health and clinical laboratory infrastructure—the
Laboratory Response Network and funding post-2001. The mis-
sion of the Laboratory Response Network is to develop, maintain,
and strengthen an integrated domestic and international network
of laboratories to respond quickly to biological and chemical
threats and other high-priority public health emergencies through
training, rapid testing, timely notification, and secure communi-
cation of laboratory results (16).

The current three-tiered structure of the LRN can be seen in
Fig. 2. There are many partners that make up the network: CDC/
HHS and FBI/DOJ are considered the founding partners (1999),
with DOD and APHL partnering soon after (2000). There are
additional partners, including but not limited to the USDA, Envi-
ronmental Protection Agency (EPA), ASM, Food and Drug Ad-
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TABLE 3 Checklist items for sentinel laboratories®

Issue or event

Action(s)

Resource(s)

Source(s)

Be prepared for an
event

Know what to do if you
suspect that you
have a BT organism/
select agent

Know what to do if you
have a confirmed
select agent

Keep abreast of updates

Have an institutional emergency
response plan

Have a specific bioterrorism
response plan

Train staff on packaging and
shipping

Train staff on ruling out select
agents/BT organisms

Train staff on select agents

Train staff on communications, e.g.,
who to call

Perform proficiency testing/take part
in proficiency exercise

Maintain supply of materials for
testing to rule out BT organisms

Follow procedures for ruling out BT

Initiate and maintain communica-
tion with departmental/hospital
leadership and infection control

Contact BT personnel at LRN
reference laboratory

Ship isolate to reference laboratory
(public health laboratory)

Document courrier transfer, e.g.,
institutional or commercial
courrier tracking no.

Secure all potential select agent(s)
and residual samples

Document personnel (biosecurity)
with access to potential select
agent(s)

Document personnel (biosafety)
who have worked with suspect
select agent and those present in
laboratory if exposure occurred

Follow directions from PHL: destroy
or transfer all isolates/specimens

Document identification of select
agent(s) (APHIS/CDC Form 4)

Document disposition of select agent
using APHIS/CDC Form 4 for
destruction or APHIS/CDC Form
2 for transfer to a select agent-
registered facility; confirm that
select agents must not be trans-
ferred without prior authoriza-
tion from CDC or USDA

Document laboratory exposures;
work with PHL or state or local
health department for postexpo-
sure prophylaxis

Periodically review ASM website for
updates on sentinel laboratory
guidelines, APHL training on
sentinel guideline updates

Local institution (ASPR HPP)
Local institution

PHLs, APHL, ASM, CDC
PHL and/or DOT/IATA

PHL
PHL

PHL or other entity to
participate: CAP LPX,
PHL

ASM sentinel laboratory
guidelines
Institutional policy

LRN reference laboratory
(your local or state PHL)

LRN reference laboratory
(your local or state PHL)

Institutional courier, FedEx,
UPS, etc.

Code of Federal Regulations:
42 CFR Part 73

Code of Federal Regulations:
42 CFR Part 73

Biosafety risk assessment

LRN reference laboratory
(your local or state PHL)

42 CFR Part 73, LRN
reference laboratory (your
local or state PHL)

42 CFR Part 73, LRN
reference laboratory (your
local or state PHL)

42 CFR Part 73, LRN
reference laboratory (your
local or state PHL)

ASM, APHL, LRN reference
laboratory (your local or
state PHL)

http://www.phe.gov/PREPAREDNESS/PLANNING/HPP/Pages/default.aspx

DOT (http://www.phmsa.dot.gov/staticfilessPHMSA/DownloadableFiles
/Files/Transporting_Infectious_Substances_brochure.pdf), IATA (http:
/Iwww.iata.org/training/courses/Pages/tcgp43.aspx), USDA (http://www
.aphis.usda.gov/programs/ag_selectagent/)

CAP survey catalogue 2014

ASM (http://www.asm.org/index.php/guidelines/sentinel-guidelines)

Your local or state PHL

Your local or state PHL

Select agents (http://www.selectagents.gov/Regulations.html)

Select agents (http://www.selectagents.gov/Regulations.html)

BMBL, 5th ed. (American Biological Safety Association; http://www.cdc
.gov/biosafety/publications/bmbl5/)

42 CFR Part 73

Select agents (http://www.selectagents.gov/Forms.html)

Select agents (http://www.selectagents.gov/Forms.html)

Select agents (http://www.selectagents.gov/Forms.html)

ASM guidelines (http://www.asm.org/index.php/guidelines/sentinel-guidelines),
APHL (http://www.aphl.org/aphlprograms/preparedness-and-response
/Pages/default.aspx)

“ BMBL, Biosafety in Microbiological and Biomedical Laboratories; DOT, Department of Transportation; IATA, International Air Transport Association; LPX, Laboratory Pre-
paredness Exercise; UPS, United Parcel Service.

ministration (FDA/HHS), Department of Energy (DOE), Depart-
ment of Homeland Security (DHS), American Association of
Veterinary Laboratory Diagnosticians (AAVLD), and College of
American Pathologists (CAP). Funding for the LRN at the refer-
ence laboratory level rose considerably after 2001 but has de-
creased in recent years. Figure 3 shows Public Health Emergency
Preparedness (PHEP) funding for the Florida BPHL since 2000.
Due to this funding, the capacity for PHLs to perform testing at
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the reference level as part of the LRN has greatly expanded. In
2001, there were 84 reference laboratories; there are now more
than 150. In 2001, less than half of the states in the United States
had PHLs with biosafety level 3 (BSL-3) capabilities; now, all 50
states have this capability. Funding for sentinel laboratories has
also been supported. For example, the Hospital Preparedness Pro-
gram (HPP), administered by the Office of the Assistant Secretary
for Preparedness and Response (ASPR), provides leadership and
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FIG 2 LRN infrastructure in 2014.

funding to improve surge capacity and enhance community and
hospital preparedness to respond to bioterrorism and other public
health emergencies (21, 22).

Given that the LRN had been established only 2 years prior, it
was surprisingly successful during the anthrax attacks of 2001 in
executing the infrastructure for ensuring that sentinel laboratories
were able to recognize and refer a potential bioterrorism agent,
forward a sample(s) to a confirmatory laboratory, and in turn
proceed up the LRN pyramid for definitive characterization at
national laboratories. Levels of communication and coordination
between public health personnel, first responders, law enforce-

Minireview

ment officers, and workers in local hospitals/laboratories differed
across the country and were often dependent on the workload
associated with the worried well. There were many lessons learned
and, in some cases, written into legislation which ultimately re-
sulted in improved infrastructure and increased technical capabil-
ity. As with any centralized solution, there was also a proportion-
ate increase in administrative bureaucracy associated with
implementing, upgrading, and documenting biosurety, biosafety,
and biosecurity in the laboratory.

LOOKING FORWARD

Surge capacity. It is unlikely that only one clinical microbiology
laboratory will be involved in the next laboratory response to a
bioterrorism event. Unlike culturing a select agent in an area of
endemicity, such as Yersinia pestis in the southwestern United
States, a bioterrorism event will likely include patients presenting
to multiple health care facilities. Laboratories in support will in-
clude clinical microbiology laboratories (sentinel) in direct sup-
port of the health care facility, clinical and environmental refer-
ence laboratories, and state and local public health (reference) and
federal (national) laboratories. Additional laboratories such as
those of the EPA, HHS regional BSL-3 facilities, and the National
Veterinary Services Laboratories in Ames, IA, and Plum Island,
NY, may be called upon for their experience in the 2001 events or
their select agent expertise. Sentinel and surge capacity laborato-
ries may find themselves being asked to test a range of environ-
mental and clinical samples from an amazing variety of sources,
from the psychologically wounded well to the office dairy creamer
spill and other environmental samples obtained to define the ex-
tent of exposure and contamination. Since 2001, a great deal of
preparation has gone into training first responders and the devel-
opment of national standards for testing environmental samples,
and sentinel laboratories should not receive environmental sam-
ples where possible. In addition, reference laboratories should
now be receiving only samples from credible threats as deter-
mined by the FBI or suitably qualified local law enforcement (23,
24). The human and logistical resource drain is likely to be severe
and was so intense during 2001 to 2002 that one director of an
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institute declared that it could never again support a select agent
epidemiological or criminal investigation without suffering cor-
porate mission failure (personal communication). Laboratory di-
rectors who coordinate and plan with local sentinel laboratories,
supporting reference laboratories, and even national laboratories
will ensure a more rapid, efficient, and coordinated laboratory
response effort for the next event.

Processing bioterrorism event-related samples. Biosafety
containment, supply, and work flow issues will dominate the early
laboratory response to a disseminated select agent event. Since the
laboratory personnel may not initially know the identity of the
agent or if it is related to a single-agent event, the initial contain-
ment should be maintained at no less than BSL-3 until the etiology
is established. Once BSL-4 agents are ruled out, continued pro-
cessing and workup of BSL-3 agents may be performed under
BSL-2 conditions using BSL-3 precautions with appropriate per-
sonal protective equipment (PPE). If the laboratory is asked to
support environmental monitoring, a biosafety risk assessment
should be performed, as different agents present different chal-
lenges. For example, in 2001 it was common for the clinical labo-
ratory to receive requests for environmental testing. While B. an-
thracis is a BSL-2 organism, its ability to be delivered as spores and
contaminate the laboratory or facility must be assessed for the risk
to the health care facility and patients.

Supply lines will be challenged. For example, sheep blood agar
plates were not commercially available for about 2 weeks in the
National Capital region in the fall of 2001. Ongoing assessment of
media and reagent needs will be required for sentinel laboratories,
as will flexibility of phenotypic protocols with respect to evolving
supply constraints. Despite the best contingency planning, refer-
ence laboratories may face rapid exhaustion of initial stocks of
LRN reagents, with delays in resupply. Laboratory staff will be
challenged to develop efficient work flows for mass processing,
setup, and reading and reporting of culture results. Ongoing plan-
ning and exercise of surge capacity contingencies should help to
mitigate some of the strain. Clinical and therapeutic expectations,
along with external public pressures to report results as soon as
possible, will likely require laboratories to modify 2nd- and 3rd-
shift staffing to 1st-shift models. And it is very likely that speci-
mens will be received with non-Laboratory Information System
(LIS)-integrated or even nonelectronic hand-written specimen
logs and labeling that cannot be interfaced to the LIS. Additional
LIS data entry time and quality assurance reviews of reports must
be considered in contingency planning. A checklist for sentinel
laboratories is provided in Table 3.

Criminal investigations. Pre-event interaction between LRN
reference laboratories and local FBI Weapons of Mass Destruction
(WMD) offices is essential. Threat assessments by the FBI should
precede accepting any environmental sample. The FBI is rarely
involved in processing of clinical specimens but in the event of a
threat would coordinate with referral and sentinel laboratories.
The FBI will accept the clinical laboratory’s laboratory informa-
tion management system as auditable documentation. When sus-
pected select agents are shipped, the tracking number from the
courier becomes part of the chain of custody. If sentinel laborato-
ries are in the practice of using additional documentation for
other potential legal cases, e.g., child abuse sexually transmitted
disease (STD) cases, then this same documentation may be used
for select agent specimens.

Laboratory Response Network. In addition to its response to
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the anthrax events 0of 2001, the LRN has demonstrated successes in
responding to many public health emergencies: monkeypox from
prairie dogs in 2003; severe acute respiratory syndrome; deploy-
ment of highly pathogenic influenza A virus (H5N1) and Middle
East respiratory syndrome (MERS) coronavirus assays; naturally
occurring infections with BT organisms; and countless incidents
threatening the use of a weapon of mass destruction, including
several cases where ricin toxin was detected. However, challenges
remain for the LRN and its centralized approach to planning for
future biological terrorism events. Despite considerable funding
since 2001, the ability of laboratories to build surge capacity is
limited at all levels of the LRN. Even with molecular testing, there
are only so many samples a laboratory can test in a single day. A
good example of this was the influenza A virus HIN1 outbreak in
2009 which resulted in public health laboratories being stretched
beyond capacity to keep up with the demand for influenza testing.
Although this surge testing was directed by the Influenza Division
at CDC and not through the LRN, the LRN/PHEP was able to
provide surge capacity through public health laboratory support
of increased testing demands.

Perhaps the greatest challenge facing the LRN is that of sentinel
(clinical) microbiology laboratories responding to rapidly evolv-
ing technology in a health care environment that is simultane-
ously responding to legislation-driven initiatives to increase cost
efficiencies. Clinical laboratory managers are increasingly asked to
produce positive returns on investment for new technology and
validate those investments by demonstrating improvements in
patient outcomes. The result is that most clinical laboratories are
rightly focused on improving technology for patient care while
attempting to maintain sentinel laboratory compliance. Clinical
microbiology laboratories are increasingly performing culture-in-
dependent molecular testing that does not isolate an organism or
use methods such as mass spectrometry and sequencing to iden-
tify organisms with reliance on FDA-approved or laboratory-val-
idated databases for identification. These changes in methods
might mean that a select agent or emerging pathogen would be
misidentified or that there would be no isolate with which to con-
duct confirmatory and epidemiological analysis, monitor emerg-
ing antibiotic resistance, or support microbial forensics.

Validation of centralized protocols, procurement of standard-
ized reagents and platforms, and proficiency testing is a never-
ending task for CDC-certified reference and national laboratories
and for any other laboratories that want to be involved in public
health result reporting. Non-LRN laboratories with advanced
technologies and similar platforms are often willing to provide
surge capacity with their own validated assays but are excluded
unless certified for LRN response and using assays and platforms
validated by the CDC. The capacity and capability of these labo-
ratories are juxtaposed against a lack of standardization of proto-
cols, reagents, and instrumentation which could confuse public
health interpretation or compromise a criminal investigation in
support of an event. It should be pointed out that LRN reference
laboratories have only a limited number of assays that are FDA
approved. Before each new assay is released by the CDC to the
reference laboratories, an extensive multicenter validation study is
performed and approved by both the CDC and FBI before distri-
bution. Reference laboratories must then verify performance
characteristics before implementation, and local Institutional Re-
view Boards (IRBs) have the final say for clinical laboratories that
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seek to provide confirmatory and definitive laboratory testing us-
ing CDC assays that are not FDA approved.

Additional challenges include biosurety, biosecurity, commu-
nications, and funding. During the next event, desperately needed
surge capacity laboratories may have to rapidly establish biosurety
for the workforce and increased biosecurity for their physical in-
frastructure. These requirements, especially for non-LRN labora-
tories, are considered onerous by some, leaving little flexibility for
institution-specific human resource or facility management. Im-
proving communications, from a system for alerting LRN part-
ners about an emerging threat to secure electronic reporting of
results with public health implications, is a constant challenge at
all levels. Continued outreach between the LRN tiers and to sen-
tinel laboratories is needed. There are still several cases of labora-
tory exposures to organisms such as Brucella species which high-
light the need for increased education and training, particularly at
the local, clinical microbiology laboratory level. Lastly, funding
for emergency preparedness in the laboratory has decreased
steadily in recent years and laboratories are frequently asked to do
more with less. One particular area of fiscal concern is the in-
creased cost of regulatory compliance, such as the additional fa-
cility requirements for tier 1 select agent-registered laboratories as
discussed above.

CONCLUSION

Between 4 October and 20 November 2001, 22 individuals were
diagnosed with B. anthracis infections; 11 cases were inhalational,
and 5 of the 11 cases were fatal. Laboratories in direct support of
the outbreak and an FBI investigation received over 30,000 spec-
imens for testing in the fall of 2001 and early 2002. Across the
country, state public health laboratories were quickly over-
whelmed and then quickly recovered to support the analysis of
specimens ranging from clinical samples to environmental sam-
ples such as carpet and countertops. Surge capacity was developed
in real time, and laboratory support lingered due to the volume of
environmental contamination resulting from a spore-forming ba-
cillus. Without human-to-human transmission, potential pres-
sures on a laboratory providing results for quarantine and con-
tainment decisions were not realized. But many laboratories
gained insight into this type of national concern as the public
awaited reassurance from supporting laboratories and public
health officials that it was safe to return to work at the postal
facilities and for the public to receive routine distribution of the
mail. It is our hope that a reminder of the events of 2001 and the
lessons learned, a review of the regulations, and a checklist of
resources will be of practical assistance to clinical and public
health microbiologists as we plan and prepare for the next event.

EPILOGUE: NO LABORATORY WHODOESIT WOULD BE
COMPLETE WITHOUT A WHODUNIT

In February 2010, the FBI released their report on the investiga-
tion of the 2001 anthrax attacks (25). The report concluded that
the late Dr. Bruce Ivins, a scientist and former employee at
USAMRIID, acted alone in planning and executing the attacks.
Because of his suicide, Dr. Ivins was never charged with the crime.
In February 2011, a National Research Council Committee
(NRCC) was asked to examine the scientific approaches used and
conclusions reached by the FBI in their report (26). The NRCC
report concluded that it was not possible to reach a definitive
conclusion about the origins of the B. anthracis spores in letters
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mailed to New York City and Washington, DC, based solely on the
available scientific evidence. The report concurred with the FBI’s
scientific conclusions about the genetic similarities of the out-
break isolates to flasks recovered from Dr. Ivin’s laboratory. The
report also pointed out that a specific flask (RMR-1029) was not
the immediate source of spores in the letters, also aligning with the
FBI’s conclusion that one or more derivative growth steps were
required to produce the spores in the attack letters. The report
proposed other possible explanations for the similarities, such as
independent, parallel evolution, which were not definitively ex-
plored during the investigation. The Committee also recom-
mended that realistic expectations and limitations regarding the
use of forensic science in such investigations need to be clearly
communicated to the public.
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