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Abstract

Asurvey of Emergency Department (ED) clinicians (ie, physicians, nurses and
clinical assistants) at a single hospital in Honolulu, Hawai‘i was conducted to
assess the frequency of errors in charting, and entering orders on the wrong
patient’s chart in the electronic medical record (EMR), and clinician opinion
was sought on whether a simple watermark of the patient’s room number might
help reduce the number of these EMR “wrong patient errors.” ED clinicians (68
total surveys) were asked if and how often they charted in the wrong patient’s
chart or entered an order (physicians only) in the wrong patient’s chart. Physi-
cians had a combined self-reported average error rate of 1.3%. Mean rate of
patient charting errors occurred at 0.5 errors and 0.4 errors per 100 hours,
for nurses and clinical assistants, respectively. The majority (81%) of the 68
clinicians surveyed felt that a room number watermark would eliminate most
of the wrong patient errors. In conclusion, charting on the wrong patient and
order entry on the wrong patient type errors occur with varying frequencies
amongst ED clinicians. Nearly all the clinicians believe that a room number
watermark might be an effective strategy to reduce these errors.

Introduction

Electronic medical records (EMRs) are becoming more com-
mon throughout medical systems.'”” Each medical system and
its services and departments have user displays and interfaces
optimized for their specific needs. The hospital in which the
present study was undertaken has used the Epic EMR (Epic
Systems Corporation, Verona, WI) since November 2008 for
charting and computerized physician order entry (CPOE). It
has also utilized a computer-linked automated drug dispensing
unit coupled to a triple scan system in which the patient’s ID
band code, the medication bar code, and the nurse’s ID badge
are electronically scanned to confirm that medication is being
given to the correct patient. The Epic EMR has a special inter-
face for the Emergency Department (ED). The unique aspects
of ED patient care work flow include the following features:?

e Alarge proportion of ED patients are new patients, or are
presenting with new problems.

* ED patients typically have a short length of stay.

¢ A given room in the ED is serially assigned to
approximately 5 to 20 patients during a 24 hour period
(ie, rapid turnover).

e Most ED patients are discharged to home, but some are
hospitalized.

* ED physicians and nurses manage several patients
simultaneously.

Because of these factors, clinicians managing ED patients do
not have the opportunity to get to know patients well by name.
Most of the time spent with the patient is in acquiring their

medical history, their physical exam findings, and carrying out
diagnostic and treatment measures. In the ED, time limitation
prioritizes medical information over getting to know patients
socially and personally. Because of this, accurate identification
of patients by ED clinical staff frequently relies on the patient’s
room number. However, the patient’s name, and not his or her
room number, is prominently displayed in the identification
portion of the patient’s chart (paper or EMR).

The room number layout in the ED is constant and well known
to clinicians in the ED. A room number instantly identifies a
patient, and is routinely used in place of name for communica-
tion about patients. For example, clinical staff may state: ”[The
patient in] 6 needs to be taken to X-ray,” or “Is it OK for [the
patient in] 2B to start drinking fluids now?” or “Can you please
call respiratory therapy for [the patient in] SB?” or “[The pa-
tient in] 9 is ready for discharge.” To hasten communication,
the text in brackets is often left out. Therefore, ED staff knows
the patient’s clinical issues based on their room number. The
patient’s name is primarily used only when communicating with
the patients and family directly or during other processes such
as consent, procedure time-outs, medication administration,
etc.

The ED track board is a tool which displays all the patients
in the ED in real time (Figure 1). It is one of the main screens
that is displayed on the user’s screen. A de-identified version is
also displayed on a large screen centrally within the ED nurse
station. Because of this heavy reliance on the patient’s room
number, the display of the room number in the track board and
other parts of the EMR is critical to the proper identification of
ED patients.

In the Epic EMR system, charting on patients and order
entry are done by clicking a patient’s row on the trackboard to
open a full screen display of the patient’s record, nested within
a tab. In the Figure 2 screen shot, a maximum of 4 tabs that
can be opened at any given time are displayed with charts of
four fictitious patients (AAPatient, CCPatient, BBPatient, and
DDPatient). In Figure 2, the active tab is that of BBPatient.
While there are several indicators here that the patient tab that
is open is BBPatient, the room number is fairly small (tur-
quoise font in the upper left), and has been circled in Figure 2
for demonstrative purposes only. A clinician must click on the
notes item or icon to enter a chart note. A clinician must click
on Order Set or Orders to enter orders.

When viewing the ED as a whole to get a perspective on task
prioritization, the clinician views the track board (Figure 1). To
enter a note or an order in BBPatient’s chart, the clinician must
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double click on the track board line 5B to open the patient’s
tab. From the authors’ personal experience, it is common for
clinicians to double click on 5B and assume that the tab that
is opened is the correct patient in SB. However, the wrong tab
can occasionally open. For example, the clinician may intend
to open 5B, but open up 5A instead. Figure 2 demonstrates
the potential for this error since, although the patient’s name
is prominently displayed, the room number is less readable. If
the physician relied on the name, this would not be a problem;
however, since it is common to rely on the room number, the
small font size makes it difficult to spot this error. Note that the
other 3 tabs (Figure 2) have the patient names only (without
the room number).

Opening the wrong patient tab has several consequences.
First, the patient information may be entered into the wrong
chart. As a result, incorrect patient information is now visible
to someone viewing a different chart. While incorrect entries
may be erased, Epic does not permit users to permanently delete
the wrong entry. Rather it stores the information as “deleted” in
the wrong chart, which makes it potentially viewable (medical
information in wrong chart). Next, orders may be entered on
the wrong patient. Nursing, pharmacy,imaging, and respiratory
therapy staff are able to catch some or most of these errors.
However,errors may persist,and medications may be dispensed
and charged to the wrong patient. Ultimately, the potential ex-
ists for medications to be administered to the wrong patient. As
long as the error is caught, dangerous mistakes can be avoided;
however, finding and rectifying errors is very time consuming
for the staff; the impact on the patient could range from a mere
inconvenience at best to life-threatening consequences.

Implementing systems that prevent these errors is therefore
critical. With the current Epic trackboard and patient tab layout,
these errors continue to occur. The hypothesis of this study was
that these errors can be reduced by displaying the room number
on the EMR screen, as shown in the Figure 3 sample patient
screen. The proposed change is a colored transparent watermark
that does not block any information. As the screen scrolls up
and down or different screen information is displayed, the
watermark remains fixed as long as the information pertains to
the patient in that room. The inclusion of the watermark makes
it quite obvious that one is viewing the chart of the patient in
5B. A clinician making a chart entry or entering orders would
be more likely to notice the patient’s room number, potentially
increasing the likelihood of avoiding a wrong patient error. A
less noticeable proposed change in Figure 3 is that the four
tabs at the top also have the patient’s room numbers next to
the patient’s name. This permits the clinician to click on these
tabs directly.

The purpose of this study was to survey ED clinicians in a
single hospital in Hawai‘i on the frequency of self-reported
charting and order entry errors (“wrong patient errors”) and to
assess whether they believed that a simple watermark of the
patient’s room number might reduce the number of EMR wrong
patient errors.
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Figure 1. ED EMR trackboard (portion of screen). © 2013 Epic Systems Corporation.
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Figure 2. Sample patient encounter screen. © 2013 Epic Systems Corporation.

Methods

During calendar year 2012, attending general emergency phy-
sicians, attending pediatric emergency physicians, ED nurses,
and ED clinical assistants were asked in person to participate
in a voluntary survey as a study subject. Participant responses
were collected in person by the study investigator after verbal
consent was obtained. This study protocol was determined to
be exempt from regulations for category 2 research using the
guidelines set by the Office of Human Research Protection (45
CFR 46.101(b)) by a designee of the Institutional Official of
the hospital system.

The survey recorded the number of years of clinical experi-
ence of the study subjects. Nurses and clinical assistants were
asked to approximate the number of hours worked during the
previous 3 months. Physicians were asked to approximate the
number of patient encounters during the previous 3 months. The
different responsibilities of the physicians, nurses, and clinical
assistants required the protocol to assess errors within their scope

of respective responsibilities. The survey asked study subjects
if they had ever made an error in which charting or order entry
(physicians only) was done in the wrong patient’s chart. The
survey then asked study subjects for an approximate number
of times this occurred in the last 3 months. Nurses were also
asked if they noticed an ordering error (made by the physician)
on the wrong patient’s chart and to approximate the number of
times this occurred in the last 3 months.

A charting error was defined as key stroke into a note on the
wrong patient’s chart, even if the error was then discovered
immediately and the note was purged. An ordering error was
defined as entering an order on the wrong patient even if it was
discovered immediately and the order was cancelled. Ordering
error counts were defined in terms of episodes rather than the
actual number of orders. For example, if a physician ordered
three medications on the wrong patient at the same time, this
was considered to be one error episode.

Study subjects were then shown the standard EMR screen
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Figure 3. Sample patient encounter screen. (© 2013 Epic Systems Corporation) with room number watermark (overlay).

(what they normally see) (Figure 2), then an identical EMR
screen with room number watermarks added to the patient chart
and tabs, as depicted in Figure 3. In addition, a verbal descrip-
tion of how the two screens differed was provided. Subjects
were asked if they thought that the addition of the room number
watermark and the room number on the tabs (Figure 3) could
potentially reduce the number of wrong patient charting/order-
ing errors. If they responded yes, then they were asked whether
they thought this would eliminate just a few, roughly half, or
most of the errors.

Data from each study subject survey form was manually
entered into a spreadsheet (Microsoft Excel, Microsoft Cor-
poration, Redmond, WA). Descriptive statistics were tabulated
using the built-in functions of the spreadsheet.

Results
The results are tabulated in Table 1; 100% of those who were
approached consented to participate in the study. Of the 68

clinician study subjects who completed the survey, all but two
(both were clinical assistants) had made a wrong patient charting
or ordering error. Six (25%) of 24 physicians reported never
making a wrong patient charting error, but 100% noted one or
more wrong patient ordering errors (although not necessarily
in the most recent 3 month study period). The highest numbers
of wrong patient errors reported by physicians were 6.7, 10,
13.3, and 20 errors per month, respectively (one physician
each) during the previous 3 month period. Other than these
four physicians, total physician errors in the previous 3 months
ranged from zero to 3.3 errors per month. Overall, the 3 month
self-reported mean error rate was 4.8 per month (median: 1.7
errors per month). Total nurse errors ranged from zero to 1.7
errors per month in the past 3 months (zero to 2.8 errors per 100
hours). Most (97%) of the 31 nurses reported noticing wrong
patient ordering errors by physicians, with observed error rates
ranging from zero to 3.3 errors per month during the past 3
months (zero to 2.1 errors per 100 hours). Total 3-month error
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Table 1. Clinical experience, EMR experience, wrong patient error frequency and error reduction opinions amongst emergency physicians
(EPs), nurses (RNs), and clinical assistants (CAs). SD = standard deviation. *ordering errors do not apply to RNs or CAs.
Emergency Physicians Nurses Clinical Assistants
(EP) (RN) (CA)
n 24 31 13
Years of total clinical experience in this position (mean +/- SD) 11.14/-10.6 9.14-9.9 454/-32
<1 year 2 1 1
1 to <=5 years 7 17 8
>5to <=10 years 6 4 3
>10 years 9 9 1
Years of experience using Epic ED EMR (mean #/- SD) 254141 264-1.0 22413
<1 year 4 3 4
1to <=2 years 5 5 1
>2 years 15 23 8
Mean activity level (patients for EP, hours for RN/CA) for most recent 3 months (mean +/-SD) 780 + 287 patients 423 + 112 hours 447 +58 hours
Ever made a wrong patient charting or ordering* error? yes=24, no=0 yes=31, no=0 yes=11, no=2
How many errors in most recent 3 months ? (mean #/- SD) 9.5+/-144 1.9+/-1.3 26+4-27
RNs only: Ever noticed a wrong patient ordering error? yes=30, no=1
How many times in most recent 3 months ? (mean #/- SD) 2.74/-23
Do you think the EMR room number watermark will reduce wrong patient errors? yes=23, no=1 yes=31, no=0 yes=13, no=0
If yes to above question, how many wrong patient errors would be eliminated?
Just a few errors would be eliminated 1(4%) 0(0%) 1(8%)
About half the errors would be eliminated 5 (22%) 3 (10%) 2 (15%)
Most of the errors would be eliminated 17 (74%) 28 (90%) 10 (77%)

rates among clinical assistants also ranged from zero to 3.3 er-
rors per month with a mean of 0.9 errors per month (median:
0.7 errors per month).

Using the estimated number of patient encounters during the
previous 3 months, physicians made wrong patient charting or
ordering errors ranging from 0 to 8.6 per 100 patients (0% to
8.6%). The mean error rate of 1.3% was calculated as the mean
of the individual error rates or 1.2% calculated as total errors
divided by total number of patients seen by the 24 physicians.
Extrapolating this to the 40,000 patients seen annually in the
ED where the study was conducted,'’ a 1.3% estimated error
rate suggests that there may be approximately 520 wrong patient
charting or ordering errors made annually by physicians.

Using the estimated number of hours worked during the
previous 3 months, nurses made wrong patient charting errors
ranging from 0 to 2.8 (mean 0.5, median 0.43) per 100 hours,
and clinical assistants made wrong patient charting errors ranging
from 0 to 2.3 (mean 0.57, median 0.43) per 100 hours. Nurses
noted wrong patient ordering errors (by physicians) during
the previous three months ranging from 0 to 2.1 (mean 0.66,
median 0.46) per 100 hours.

Of the 68 clinician study subjects surveyed, all except one
felt that the room number watermark would reduce the number

of wrong patient errors. The majority (81%) of the 68 clinicians
surveyed felt that the room number watermark would eliminate
most of the wrong patient errors.

Discussion
Ina2005 study of CPOE, more than 50% of physician providers
made order entry errors because they were not able to quickly
identify the patient because of a poor CPOE display.!! In a 2006
study of retrospectively identified pediatric medication errors
related to CPOE, wrong patient type of error was not found to
be common.'? Our study surveyed attending cliniciansinan ED,
did not include residents, and defined “errors” differently; it
was limited to attending physicians, and not residents, because
attending physicians have greater patient responsibility than
residents,and greater experience with the ED work flow,ordering
schemes, the specific ED features of Epic, and the trackboard
view available to ED staff. Our study indicated that nearly
100% of clinicians made wrong patient EMR errors (charting
and ordering) at some point with an average of 9.5 errors in
the past 3 months suggesting that these errors are common.
The findings of this study confirm that ED clinicians who are
routine users of the system believe that improving the informa-
tion display in a way that heightens awareness of the most com-
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monly utilized ED patient identifier (the room number) would
be an effective means of reducing wrong patient errors. The
room number watermark can be built into the EMR to display
automatically and passively without clinician intervention.
Other options to enlarge the room number would reduce the
available screen display area, whereas the watermark method
makes the room number very prominent without compromising
screen display availability. In doing so, it could save time by
avoiding the need to undo the error and then to repeat the task
in the correct patient’s chart.

A 2012 children’s hospital study confirmed that patient
identification error events occurred, though their numbers
were small. The authors utilized a photographic image of the
patient displayed in all order entry screens to reduce the num-
ber of wrong patient orders."* This is a similar concept to the
room number watermark in that it provides a passive display to
confirm that the clinician is ordering or charting on the correct
patient. Acquiring a picture image takes some time and it must
be linked to the correct patient (which itself has potential for
error). While this is feasible for inpatients, it may not be fea-
sible for the faster patient throughput and workflow of an ED.
The room number watermark takes up no additional viewing
space on the computer display and it can be automated with no
special user intervention.

A room number watermark may reduce wrong patient errors
by providing a second identifier check. The administration of
medication and performing a procedure at the bedside requires
an identification process to review the patient’s identification
band with at least two patient identifiers. However, this identi-
fication verification is not stressed for the charting or the order
entry process. One study confirmed that providers do not verify
patient identity during computer order entry.!* In place of these
established verification systems, the inclusion of the patient’s
picture or the patient’s room number in the EMR would serve
as an appropriate secondary identifier. Neither are infallible but
they provide secondary confirmation that is fast, automated,
and passively effective.

Another study by Adelman, et al, demonstrated that identifi-
cation confirmation/verification during the order entry process
was effective in reducing wrong patient errors.”> However,
identification verification during order entry takes additional
time; moreover, wrong patient errors occur in the charting func-
tion in addition to the order entry function, creating the need
for additional identification confirmation/verification. It would
be better if this can be done in a more passive and automated
fashion without the additional burden on the clinician, which
may be accomplished by a room number watermark.

While some checks exist in our current system, it would
be far better to employ a technologically incorporated passive
strategy (such as a room number watermark) that prevents
these errors in the first place. In the opinion of nearly all the
clinicians surveyed in this study, a room number watermark
had the potential to reduce these errors.

Limitations of This Study

Wrong patienterrors could have been theoretically estimated by
examining keystrokes, order cancelations, note deletions, and
related modifications that could suggesta “wrong patient” error.
This would require each cancelation,deletion,and modification
to be identified by the information technology (IT) staff,and then
reviewed to determine if the change could be attributed to wrong
patient error. The complexity of the task, and its inherent flaws
led the author to choose an alternative strategy for the study. A
survey asking each clinician to estimate the number of errors
is subjective and it is potentially embarrassing to admit that er-
rors were made. Thus, it is likely that the study underestimated
the incidence of wrong patient errors. We did ask the survey
participants to be honest. We pointed out that the survey was
anonymous, the information was not shared with anyone, and
that this information could not be used for anything related to
employment purposes. The study was unable to identify errors
that went unnoticed, providing another reason why it may have
underestimated these errors.

A study with a watermark versus control group would have
been better, but it was not possible to change the actual EMR
screens for the purpose of this study. A simulation would not
sufficiently mimic the actual ED work flow and patient encoun-
ters. Thus, the next best thing was to use a survey method by
asking the ED providers about these errors. Emergency clini-
cians know and admit that the errors are attributable only in part
to a poor information display, as confirmed by other studies.
Hence, this study does not demonstrate that these errors can be
reduced by a room number watermark; rather only that nearly
all the clinicians in this survey who work in the field believe
that this might be an effective error reduction strategy.

Conclusion

In conclusion, charting on the wrong patient and order entry on
the wrong patient type errors are relatively common and occur
with varying frequencies amongst ED clinicians. Nearly all the
clinicians believe that a room number watermark might be an
effective strategy to reduce these errors.
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