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Information collection, storage, and management is central
to the practice of health care. For centuries, patients’ and
providers’ expectations kept medical records confidential
between providers and patients. With the advent of electron-
ic health records, patient health information has become
more widely available to providers and health care man-
agers and has broadened its potential use beyond individual
patient care. Adhering to the principles of Fair Information
Practice, including giving patients control over the availabil-
ity and use of their individual health records, would improve
care by fostering the sharing of sensitive information be-
tween patients and providers. However, adherence to such
principles could put patients at risk for unsafe care as a
result of both missed opportunities for providing needed
care as well as provision of contraindicated care, as it would
prevent health care providers from having full access to
health information. Patients’ expectations for the highest
possible quality and safety of care, therefore, may be at odds
with their desire to limit provider access to their health
records. Conversely, provider expectations that patients
would willingly seek care for embarrassing conditions
and disclose sensitive information may be at odds
with patients’ information privacy rights. An open
dialogue between patients and providers will be nec-
essary to balance respect for patient rights with pro-
vider need for patient information.
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POINT BY KELLY CAINE

Over 2,000 years before privacy rights were enshrined in law,
physicians recognized that preserving patient privacy was
critical for successful health care practice. Upon taking the
Hippocratic Oath, which is one of the oldest binding docu-
ments in history, physicians swear a collective oath to protect
patient privacy. The original oath includes the passage, “What
I may see or hear in the course of the treatment ... I will keep
to myself.”! The modern translation is just as clear in its
directive: “I will respect the privacy of my patients, for their
problems are not disclosed to me that the world may know.””

To this day, physicians are some of the staunchest advocates
for the need to protect patient privacy. Why is ensuring that
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patient health information is kept private a historic mandate
that has stood the test of time? There are many reasons.

First, health care providers who interact with patients know
that gaining and keeping patient trust is central to achieving
good health outcomes.” Overwhelmingly, patients trust their
physicians.* One expectation that is part of this trust is that
health information revealed to a provider will be used exclu-
sively for the purpose of providing care and will be kept
confidential.* Providers know that if they violate patient trust
by sharing health information beyond what patients expect
and desire, they will lose this trust, and this will handicap them
from achieving good outcomes.

Second, providers know that if patient privacy is insuffi-
cient, some patients will avoid care altogether.” Exacerbating
this problem, disadvantaged populations such as mental health
patients,® patients with HIV,” and adolescents® are especially
prone to avoid care when they are unsatisfied with provider
privacy policies.

Third, even when patients do seek care despite privacy
concerns, they may withhold health information from pro-
viders. In one study, 12 % of respondents reported that they
withheld information from providers because of security con-
cerns.” In another study, 20 % of younger and older adults
reported they would not disclose “highly sensitive” informa-
tion to the fullest extent possible, and 17 % reported they would
provide somewhat to completely inaccurate information to a
computerized system.'” Mental health patients have reported
that they would be likely to disclose less,'" and actually
disclosed less to their providers when limitations of confiden-
tially were explained to them.'? Patients concerned about the
privacy and security of EHRs disclose less to their providers
during clinical encounters.'* When patients withhold informa-
tion from providers due to privacy concerns, a system designed
to improve care, such as an EHR, can be considered a “double-
edged sword” that can introduce risks in addition to benefits. '

Beyond risk to the individual patient, insufficient guaran-
tees of patient privacy pose risks to public health. Thirty
percent of adults who have declined to participate in health
research (representing 5.4 million people in the U.S.)
have done so because they were “concerned [that their]
personal information would not be kept private and con-
fidential.”'* This represents the most frequent reason for
refusal to participate in research, more than any other
cause, including concern that the process would be risky,
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painful, or unpleasant. Similarly, some patients refuse
HIV testing when it is not offered anonymously.'”

Given all this, it is not surprising that providers are some of
the strongest advocates for maintaining patient privacy.
Providers have historically done a very good job of keeping
patient information private. Until recently, when a provider
met with a patient and retained a record, those records were
kept in a private office, and no one other than the physician or
physician’s staff—and more recently, the patient—was
granted access to them. However, with the introduction of
information technology that enables the limitless collection,
storage, and sharing of data, records once stored locally can
now be shared globally. Indeed, one primary goal of electronic
health records (EHRs), which are “digital version(s) of a
patient’s paper chart” that are real-time and patient-centered,
is to facilitate the sharing of patient data across health care
organizations.'®

Despite the rapid changes in the technological and regula-
tory environments, the preferences, expectations, and desires
of patients with regard to privacy have remained intact. For
example, 100 % of patients in one study, published elsewhere
in this JGIM supplement,'” reported that they would like to
know and be able to control what entities accessed information
in their EHRs. In a similar study, only 1 % of respondents
agreed that “researchers would be free to use my personal
medical and health information without my consent at all,”
and a majority (58 %) of patients agreed that “privacy of
personal medical records and health information is not
protected well enough today by federal and state laws and
organizational practices.”'

Especially during this transitional phase where health infor-
mation technology is being rushed into use, is difficult to use,
falls short of promises for reducing workload—and in many
cases, has increased physician workload'®*—the need for col-
laboration between physicians and patients is critical. Whether
this means respecting patients’ wishes to withhold some as-
pects of their records using granular control mechanisms'” or
talking with patients about the benefits of sharing even sensi-
tive, embarrassing information, providers and patients need to
work together from a base of trust to achieve good health care.

Privacy and trust between patients and physicians is a
cornerstone of health care. In our well-meaning rush to im-
prove patient care using information technology, we should
not abandon this principle. Even a technologically superior
health care system, if it is built upon a shaky foundation, will
not succeed.

COUNTERPOINT BY WILLIAM TIERNEY

As a patient, [ certainly feel some ownership of my EHR data.
However, I also know that health care is an information
business'** and that the more appropriate information health
care providers have, the better care they deliver. So I want my

health care providers to have access to all of my information in
order to care for me. The quality of my health care is directly
affected by providers” ability to access the right clinical infor-
mation at the right time to make the right decisions about my
care. Anything that interrupts that flow of information will
adversely affect my care.

Clearly, most of the clinicians involved in our pilot demon-
stration study of patient control of EHR access had strong
feelings—many negative—about patients having such con-
trol.?! Health care providers are responsible for what happens
to their patients, and they take that responsibility very serious-
ly. Errors in judgment and decision-making generate substan-
tial chagrin,® not to mention fear of medical liability. So
anything that they perceive as increasing the likelihood of
errors constitutes a threat to their practice and to them
personally.

I practiced primary care internal medicine for 25 years in the
same hospital-based clinic where the demonstration study
described elsewhere in this JGIM supplement’' was conduct-
ed, and I’m currently a hospitalist in the same hospital.
Primary care physicians are responsible for the care of their
patients as whole persons, coordinating their care for multiple
clinical conditions and across medical specialties. Therefore,
all information in the patient’s record has relevance in primary
care. If I were currently practicing primary care where patients
controlled access to their EHRs, I would inform my patients
that I intended to “break the glass” (i.e., override their restric-
tions on EHR access, should any have been invoked) at the
beginning of every visit, when I routinely perused my patients’
electronic and paper records. I have to know all there is to
know about each patient, and I don’t know what I don’t know,
or what’s important and relevant to that day’s care, without full
access to my patients’ records. If a patient were uncomfortable
with my “breaking the glass” for each visit, [ would transfer
his or her primary care to another physician willing to provide
care without full EHR access, if I could find one.

In a prior study where we provided EHR information to
community pharmacists, we found that patients recognized the
need for health care providers to share information.”> Caine
and Hanania found that although most patients wanted gran-
ular control over access to their EHRs, most (but not all)
patients would provide primary care physicians with full ac-
cess to all of their EHR data.>* This was again borne out in our
demonstration study where the majority of patients granted
their primary care physicians full access to their EHR data.
And that’s my worry: five patients in the demonstration study
wanted no providers to have access to any information in their
EHRs. How could one deliver care, especially primary care, to
such patients without routinely “breaking the glass” and,
hence, disregarding their preferences?

However, I also agree with the statement by a subject in
Caine and Hanania’s previous study: “There is no reason why
my podiatrist needs to see my mental health counselor’s
notes.”** Health care providers with more focused roles in
patient care may not need routine access to all EHR
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information, especially sensitive information concerning men-
tal or reproductive health, sexually transmitted infections, etc.
For such persons, having restricted access might be acceptable
(to me, at least, but perhaps not to them) as long as each
provider knew that EHR information might be hidden but he
or she could always “break the glass™ to see it.

But what about medicolegal liability? If I make a mistake in
judgment that may have been due to lack of access to a
patient’s information, am I responsible for that mistake and
its consequences? We won’t know the answer to that question
unless and until patient-controlled EHR access is implemented
and a sufficient number of adjudicated cases accumulate. But
if providers are ultimately held responsible for errors to which
lack of EHR access may have contributed, it will be even
harder for them to accept restrictions on EHR access. I'd
anticipate their refusing to care for patients invoking EHR
restrictions and/or “breaking the glass” with regularity, which
would obviate the whole goal of patients having granular
control over their EHRs. It might be even worse if case law
established that health care providers were not responsible for
errors that occurred when they had restricted access to their
patients” EHRs. Relieving providers of responsibility for their
errors could lead to sloppy, unsafe care.

With the above considerations, as both a practicing general
internist and health services researcher, I cannot support pa-
tients having the ability to hide information in their EHRs
from their health care providers, especially their primary care
physicians. I understand that my attitude could have adverse
effects on communication with my patients and their willing-
ness to provide sensitive information to me and other health
care providers. Moreover, | admit that there could be an
adverse impact on the doctor-patient relationship and commu-
nications if I told my patients, especially those who have a
strong desire to control access to their EHRs, that I intended to
“break the glass” and ignore their preferences for each and
every visit. Nevertheless, I have an overriding duty to provide
the best and safest patient care possible in the information-
intensive business that is health care. Hamstringing my ability
to provide such care is unacceptable to me.

There may be a middle road that would allow patients to
have some control over who sees sensitive information in their
EHRs, balanced with the responsibilities of health care pro-
viders to deliver the best care. Perhaps both patients and
providers can agree that there are categories of information
that are not sensitive that most or all clinicians should have
access to. We might agree to provide broad access to non-
sensitive diagnoses and the medications prescribed to treat
them, routine lab tests (e.g., blood counts, serum electrolytes,
and blood chemistries), imaging study results, demographic
information, visits to non-sensitive providers, etc. There could
also be consensus that certain types of providers, such as
primary care and emergency department providers, would
have full access to all of their patients’ EHR information,
sensitive or not, but that EHR access could be restricted to
non-clinician providers in primary care, subspecialists not

delivering primary care, and non-clinical personnel (e.g., reg-
istration clerks) unless granted access by patients. There might
be agreement that any provider delivering urgent or emergen-
cy care would have full EHR access, especially for patients so
acutely ill that they cannot speak for themselves. Meanwhile,
providers of routine ancillary care might be expected to abide
by patients’ EHR restrictions except when rare, urgent circum-
stances intervene.

Getting it right would take some time. Providers would
have to understand Fair Information Practice principles and
accept that patients have some right to the control of their
health information. At the same time, patients would have to
accept that health care is an information business, that pro-
viders have an abiding duty—and often an overwhelming
personal need—to give them the best care, and doing so
requires information. This pact between patients and providers
will require balancing the respect for patient autonomy with
provider duties to reduce or avoid suffering by providing the
best, highest-quality, safest care. The key will be patients and
their providers engaging in an ongoing dialogue to fine-tune
this balance, defining when patient’s desires or provider’s
responsibilities should take precedence.

RESPONSE BY CAINE

Dr. Tierney argues that he would insist on being able to see his
patients’ entire records, even if that went against their wishes.
He says he would do this because the only way to ensure
quality care is to have the “right clinical information” at the
right time.

We do not yet know what the “right clinical information” is.
Since most patients have incomplete records in EHR systems, the
“right clinical information” today consists only of the information
patients willingly provide to clinicians. Despite limited informa-
tion, Dr. Tierney and doctors around the world provide excellent
care for their patients.

Providers are increasingly experiencing a “data deluge,”
where they do not have time to process all of the patient data
that they could potentially access.”® Patients already complain
that physicians do not spend enough time in clinical
encounters—a time when patients could reveal sensitive in-
formation. Physicians, too, are dissatisfied with the length of
time that they are able to spend with patients, which results in
higher levels of stress and lower satisfaction among
providers.”®

The problem of provider workload vs. time will only become
more pronounced as providers are expected to combine clinical
data with data captured from patients’ lives outside the clinic.”’
While Dr. Tierney argues that he is able to consume all information
in his patients’ records, this is not the case for most clinicians,”®
many of whom try to “downsize” the amount of information that
they must review prior to a clinical encounter.”> Would those
physicians who are already overworked, overburdened, and
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dissatisfied with the time that they get to spend with patients be
better served by “breaking the glass” to view data that patients
have explicitly said they do not want revealed? Or would they
provide better care by engaging in a conversation with the patient
that could reveal information rather than data?

Research is needed to determine what the “right clinical
information” to display to providers should be. This is especially
important in a future where health information is ubiquitous,
extra-clinical, and potentially overwhelming. Understanding pa-
tients’ preferences for what constitutes the “right clinical infor-
mation” should be part of this process.

It is possible that breaking the glass for each patient could result
in better care. However, it is also possible that listening to what
your patients want and not using your power to coerce them to
reveal things they are not comfortable revealing could be the best
thing for your relationship with patients and for the care that you
provide them. My prediction is that the best care will come from
providers who empower patients by respecting their wishes.
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