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Abstract

Introduction: The process of design and adoption of electronic health records may face a number of
barriers. This study aimed to compare the importance of the main barriers from the experts’ point of
views in Iran.

Methods: This survey study was completed in 2011. The potential participants (62 experts) included
faculty members who worked in departments of health information technology and individuals who
worked in the Ministry of Health in Iran and were in charge of the development and adoption of
electronic health records. No sampling method was used in this study. Data were collected using a Likert-
scale questionnaire ranging from 1 to 5. The validity of the questionnaire was established using content
and face validity methods, and the reliability was calculated using Cronbach’s alpha coefficient.

Results: The response rate was 51.6 percent. The participants’ perspectives showed that the most
important barriers in the process of design and adoption of electronic health records were technical
barriers (mean = 3.84). Financial and ethical-legal barriers, with the mean value of 3.80 were other
important barriers, and individual and organizational barriers, with the mean values of 3.59 and 3.50 were
found to be less important than other barriers from the experts’ perspectives.

Conclusion: Strategic planning for the creation and adoption of electronic health records in the
country, creating a team of experts to assess the potential barriers and develop strategies to eliminate
them, and allocating financial resources can help to overcome most important barriers to the adoption of
electronic health records.

Keywords: electronic health records, health information technology, health information system,
medical informatics

Introduction

In recent years, healthcare organizations have aimed to provide more customer-oriented services." To
achieve this goal, the quality of care needs to be improved, which, in turn, requires timely access to high-
quality information.? * However, because of the limitations of paper-based records, the required data may
not be available to the healthcare providers at the point of need.” To resolve this problem, health
information systems have been in development for the past 30 years, and the ultimate goal is the adoption
of electronic health records (EHRs).?

An EHR system is an information system that helps to collect individuals’ health information from
birth to death so that it can be registered, certified, and shared in different places by healthcare providers.®
The main goal of implementing EHRs is improving the quality of care by reducing medical errors,
providing an effective means of communication, sharing information between healthcare providers, and
collecting health information for educational and research purposes.”™
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EHR systems help to facilitate use of e-health and are the most important and most complex type of
health information system.'® In terms of the availability, accessibility, and accuracy of data, EHR systems
are highly dependent on other information systems in the field of healthcare. Obviously, standardization
of other systems will accelerate the process of integration and creation of EHRs.*> *? The process of
creating and using EHRs is not an easy job and involves a number of barriers that make achieving
predetermined goals difficult."® Before adoption, therefore, technical and nontechnical issues must be
identified and resolved.** According to the literature, the main barriers to the development and adoption
of EHRs are a lack of national standards for information exchange, a lack of human and technical
resources, concerns about the change of processes, a lack of integration between health information
systems, a lack of local databases, and concerns about maintaining the confidentiality of health
information.' Generally, barriers to the adoption of EHRS can be categorized as technical, organizational,
personal, financial, and Iegal.16 However, studies show that technical and individual barriers (such as
resistance to change) are more important than other barriers.*” *®

Iran is a developing country in which the use of clinical information systems was begun 30 years ago.
The first systems were used in laboratory departments, and admission/discharge/transfer systems were the
second type of system introduced in healthcare organizations. Gradually, hospital information systems
were developed by private information technology (IT) companies. However, these systems were not
consistent, and different vendors’ products could be found in the market."*

Since 2000, e-health and EHRs have received particular attention in Iran and are considered two
important priorities in the strategic plan for health IT. To lead the projects and prevent duplication across
the country, the Ministry of Health’s statistics and IT management center was selected to be responsible
for designing and implementing EHRs. To achieve this goal, a number of private IT companies were
requested to get involved in the process of standard development and defining system specifications.”
The governing body supports the development of EHRS by issuing rules in the areas of healthcare,
national information security and confidentiality, and medical malpractice. Therefore, the Health
Insurance Portability and Accountability Act (HIPAA) and Health Information Technology for Economic
and Clinical Health (HITECH) Act rules are not applicable in Iran. In 2007, a prototype EHR was
developed, and currently, the Iranian EHR system is in the process of development and implementation to
integrate Iranian citizens’ health records across the country.?? Although a number of projects have been
completed so far, technical and nontechnical barriers have affected the process of system design. This
study aimed to compare the importance of these barriers from the experts’ points of view.

Methods

Two groups of experts participated in this survey study. The first group included faculty members
who worked in the departments of health information technology and medical informatics across the
country, and the second group included staff who worked in the Ministry of Health and were in charge of
the development and adoption of EHRs.

In total, 62 experts were invited to participate in the study (55 faculty members and seven experts in
the Ministry of Health). Because of the limited number of the study population, no sampling method was
used. To collect data, a five-point Likert-scale questionnaire (ranging from 1 for “very low” to 5 for “very
high”) was designed on the basis of a literature review.? The questionnaire consisted of 35 questions in
six parts: personal information (five questions), technical barriers (nine questions), organizational barriers
(nine questions), individual barriers (five questions), financial barriers (three questions), and ethical-legal
barriers (four questions). The content validity and face validity of the questionnaire were confirmed by
experts in the field of health IT and medical informatics. To check the reliability, the internal consistency
was calculated using Cronbach’s alpha coefficient (a = 0.945).

To collect data, a list of potential participants with their e-mail addresses, the addresses of their
workplaces, and their phone numbers was obtained. The questionnaires were distributed either by visiting
the participants or by e-mail, especially when visiting individuals was not possible because of the
geographical distances. After two weeks, a reminder letter was sent to the individuals who had not
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completed the questionnaire. All data were collected and analyzed on a confidential basis. Ethical
principles were considered in all stages of study, for example, by providing the participants with
information about the research and gaining their informed consent to complete the questionnaire. Before
the research was conducted, the university ethics committee approved the study.

Results

As mentioned above, the potential participants included 62 experts. However, despite the reminders
that were sent, only 32 questionnaires (51.6 percent) were completed and returned. The average age of the
participants was 35.8 years. Half of the respondents had a PhD degree; 25 participants (78.1 percent)
worked in the medical universities, and 7 participants (21.9 percent) worked in the Ministry of Health.
The average length of work experience was 8.5 years.

The results showed that the most important barriers to the development and adoption of EHRs were
technical barriers (see Table 1). Financial and ethical-legal barriers, with mean values of 3.80 were also of
high importance, whereas individual and organizational barriers, with mean values of 3.59 and 3.50 were
of less importance (see Table 1). Among technical barriers, the highest mean value (4.06) was related to a
lack of efficient hospital information systems and a lack of national standards for data exchange (see
Table 2).

The results also showed that organizational barriers had a moderate degree of importance from the
respondents’ perspectives (46.9 percent). Among these barriers, a lack of efficient planning for
developing EHRs in the private sector (59.4 percent), a lack of skilled manpower in the field of health
information technology, specifically EHRs (46.9 percent), and limitations related to training courses for
healthcare professionals to acquire new skills (46.9 percent) were of moderate importance compared with
other organizational barriers. Similarly, the importance of individual barriers was assessed at a moderate
level (see Table 1). Among the individual barriers, a lack of healthcare providers’ willingness to learn
new skills, such as the use of computers in their workplace (46.9 percent) and healthcare providers’
limited awareness of the benefits of EHRs (40.6 percent) were of moderate importance compared with
other individual barriers (see Table 3).

The findings indicated that from the participants’ point of view, financial barriers were the second
group of important barriers (37.5 percent; mean + SD = 3.80+0.58). In this category, the shortage of funds
for the design, development, and use of EHRs (40.6 percent) and a lack of strategic planning in the field
of EHRs and related budgeting activities (37.5 percent) were found to be the most important issues.
Research findings about the ethical and legal barriers indicated that from the respondents’ perspectives,
these barriers had great importance (37.5 percent; mean = SD = 3.80 + 0.64). Among the ethical and legal
barriers, the respondents rated unauthorized access to patient information (46.1 percent), computer system
security (43.8 percent), and the security of health data exchange (37.5 percent) of great importance. Less
than half of the respondents (43.8 percent) believed that the lack of an appropriate legal framework for the
adoption of EHRs was of moderate importance.

Discussion

EHRs are a complex part of the field of e-health.* Despite their potential benefits, creating and using
EHRs may present some barriers.* The findings of this study showed that from the experts’ perspective,
technical barriers were the most important barriers to the development and adoption of EHRs. Among the
technical barriers, a lack of efficient hospital information systems and a lack of national standards for data
exchange were the most important barriers. Similarly, in a survey conducted by a New York healthcare
network, the results showed that hardware infrastructure, networks, and information systems were among
the most important factors influencing the adoption of EHRs.* In another study, Thakkar and Davis
mentioned technical problems as the most important barriers to EHR adoption. Their findings showed that
one of the major barriers to EHR adoption is associated with the exchange of information among different
systems.*” The findings of the current study are consistent with the results of other studies®*™*° that have
emphasized the importance of technical barriers in the creation and adoption of EHRs. Therefore, it is
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essential to assess the technical infrastructure, equipment, and standards prior to the adoption of the
system to prevent potential failures.

Several studies have mentioned financial issues as the major barriers to EHR adoption.** The
results of the present study confirm that financial issues remain a major concern in the development and
adoption of information systems such as EHR systems. The most important financial issues were the lack
of strategic planning for budgeting activities and the shortage of funds for the design, development, and
adoption of EHRs. These findings are consistent with the results of a study conducted by the Medical
Records Institute of America in 2005, which indicated that the lack of financial resources has been one of
the main issues influencing system design and development.*® Technical and financial issues are still the
main concerns related to developing and implementing EHRSs even in developed countries such as the
United States.*” Therefore, e-health policy makers should find solutions for allocating adequate financial
resources.

Ethical and legal barriers formed the third category of important barriers. Concerns about the security
of computer systems and data confidentiality were identified as the most important items in this area.
Similarly, the results of the study conducted by Thakkar and Davis showed that the concern of breaching
the confidentiality of health data and a lack of control of unauthorized access were the main barriers in
this area.*® Other studies have also emphasized the importance of the confidentiality of health data when
computerized systems are used.**>* However, in another study, Moody et al. stated that the possibility of
unauthorized access to health information in electronic records was less than in paper-based records.>
Before an EHR system is adopted, issues such as access to health data, legal frameworks, and access
permission should be taken into account, and practical solutions should be in place.

According to the results of this study, the category of individual barriers was less important than the
technical, financial, and ethical-legal barriers from the experts’ point of view. In this category, a lack of
healthcare providers’ involvement in the process of design and adoption of EHRs was considered the
most important item. This finding was consistent with the findings reported by Thakkar and Davis, who
mentioned the lack of healthcare providers’ involvement as the most important barrier in the adoption of
EHRs.> Similarly, in a Delphi study conducted in Canada, the results showed that the participation of end
users in the implementation strategy was among the 10 key factors of EHR implementation, and this
finding gained strong consensus among user groups.”” Amatayakul stated that prior to the creation and
adoption of EHRs, organizational culture should be taken into account because it may prevent healthcare
providers from participating in the process of system design. The readiness of employees should be
assessed prior to system implementation because they may not be ready to accept the change and the new
system. In this case, organizational culture may work as the most important barrier to the adoption of the
system.”® *° In many studies, training the healthcare providers to enhance their readiness has been
emphasized.® ®

The findings also showed that organizational barriers to the creation and adoption of EHRs had the
least importance compared to other categories. Among these barriers, insufficient senior management
support of the creation and adoption of EHRs was found to be the most important factor. In other studies,
the full support of senior managers has been reported as the most important factor in accelerating the
implementation of EHRs.®” Among the organizational issues, the complexity of activities with the use of
EHRs was of least importance because respondents expected that the use of EHRs would facilitate
organizational tasks. Similarly, other studies have found EHRs to be a workflow facilitator, not a
hindrance.®* Therefore, most healthcare workers seem to be aware of the benefits of using EHRs in
healthcare organizations.

To eliminate current barriers, strategic planning for the creation and adoption of EHRs in the country,
creating a team of experts to assess potential barriers and to develop strategies to eliminate the barriers,
and clarifying the objectives and benefits of EHRs for all senior managers, users, and healthcare providers
are suggested.
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Limitations of the Study

Because of the geographic dispersion of potential participants, the data collection process was
accompanied by some problems. Despite the efforts made by the researchers, only half of the potential
participants completed the questionnaire. Nonresponders’ reasons for not completing the questionnaire
were not investigated; however, their individual interests or their workload might have prevented them
from completing the questionnaire. Therefore, the study findings are not likely to be generalizable. It is
also notable that the participants who answered the questionnaires had different backgrounds; some
worked in the Ministry of Health, and others worked in medical universities across the country.

Research Implications

The findings have implications for policy makers, system developers, those who are involved in the
process of EHR implementation, and researchers. Policy makers may use the results as objective evidence
to plan for the future and allocate resources on the basis of priorities and the level of importance. System
developers should be aware of the technical and financial challenges and choose appropriate solutions.
The results may help people who are involved in the process of EHR implementation to understand the
barriers that may hinder the process of system implementation. Finally, this study presents an opportunity
for the researchers to conduct similar studies elsewhere and compare the results to recognize how
perceptions of EHR barriers might differ in other countries.

Conclusion

Although the use of EHRs is recommended to improve the quality of healthcare by making healthcare
data accessible and available at the point of need, a number of barriers may influence successful
implementation of such a system. Therefore, it is necessary to identify and eliminate these barriers before
designing and implementing systems. The study findings showed that in Iran, technical barriers were the
most important, and organizational barriers were of least importance. Therefore, strategic planning for
national infrastructure, encouraging private sector companies to invest more, and recruiting a team of
experts to lead related projects are suggested to overcome the main technical barriers.
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Importance of Barriers to the Development and Adoption of Electronic Health Records from the

Experts’ Point of View

Very Low Medium High Very

Low High
Barriers Mean + SD
Technical barriers 3.1 3.1 21.9 34.4 37.5 3.84+1.46
Financial barriers 3.1 3.1 28.1 28.1 37.5 3.80+0.58
Ethical and legal barriers 0 9.4 21.9 37.5 31.3 3.80+0.64
Individual barriers 3.1 12.5 37.5 18.8 28.1 3.59+0.87
Organizational barriers 0 6.3 46.9 28.1 18.8 3.50+1.23

The numbers reported in the above table are the percentage of respondents who had the same
idea about the importance of each group of barriers.
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Table 2

Importance of Technical Barriers to the Creation and Adoption of Electronic Health Records
(EHRs) from the Experts’ Point of View

Very High Medium Low | Very Mean + SD
High Low
Technical Barriers
Lack of a national health information 375 25.0 18.8 12.5 6.3 3.75+1.27
network
Lack of efficient hospital information 50.0 21.9 15.6 9.4 3.1 4.06 +1.16
systems
Lack of proper equipment and hardware 34.4 34.4 15.6 12.5 3.1 3.84+1.14
necessary to implement EHRS
Programming and providing software 21.9 31.3 31.3 12.5 3.1 3.56 £ 1.07
according to needs
Lack of facilities for quick and easy 28.1 18.8 31.3 21.9 0 3.53+1.13
access to the Internet
Lack of appropriate infrastructure for 31.3 37.5 25.0 6.3 0 3.94 +0.83
integration of EHRs with other existing
information systems
Lack of a national standard terminology 34.4 31.3 28.1 3.1 3.1 3.91+1.27
for EHRs
Lack of national standards for data 37.5 34.4 25.0 3.1 0 4.06 +0.77
exchange
Incompatibility of information systems in 18.8 25.0 27.5 15.6 3.1 3.91+131
terms of structure, content, and function
Importance degree of technical barriers 37.5 34.4 21.9 3.1 3.1 3.84+1.46
based on rating

The numbers reported in the above table are the percentage of respondents who had the same
idea about the importance of technical barriers.
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Table 3

Importance of Individual Barriers to the Development and Adoption of Electronic Health

Records (EHRSs) from the Experts’ Point of View

Perspectives in Health Information Management, Fall 2014

Very High Medium Low Very Mean + SD
Individual Barriers High Low
Unwillingness of physicians and 31.3 31.3 28.1 6.3 3.1 3.81+£1.06
other clinical staff to use EHRs
Healthcare providers’ lack of 25.0 21.9 40.6 9.4 3.1 3.56 £ 1.07
awareness of the benefits of
EHRs
Reluctance of healthcare 15.6 18.8 46.9 15.6 3.1 3.28£1.02
providers to gain new skills such
as using computers in work
Increased workloads for 28.1 12,5 37.5 15.6 6.3 341+1.24
healthcare providers because of
the time spent on data entry
Lack of healthcare providers’ 40.6 25.0 21.9 9.4 3.1 391+1.14
involvement in the design and
implementation of EHRS
Importance degree of individual 28.1 18.8 37.5 12,5 3.1 3.59 +0.87

barriers based on rating

The numbers reported in the above table are the percentage of respondents who had the same
idea about the importance of individual barriers.
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