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SUMMARY

In addition to the ever-present concern of medical profession-
als about epidemics of infectious diseases, the relative ease of
access and low cost of obtaining, producing, and disseminating
pathogenic organisms or biological toxins mean that bioterror-
ism activity should also be considered when facing a disease
outbreak. Utilization of whole-genome sequencing (WGS) in
outbreak analysis facilitates the rapid and accurate identifica-
tion of virulence factors of the pathogen and can be used to
identify the path of disease transmission within a population
and provide information on the probable source. Molecular
tools such as WGS are being refined and advanced at a rapid
pace to provide robust and higher-resolution methods for
identifying, comparing, and classifying pathogenic organisms.
If these methods of pathogen characterization are properly ap-
plied, they will enable an improved public health response
whether a disease outbreak was initiated by natural events or by
accidental or deliberate human activity. The current applica-
tion of next-generation sequencing (NGS) technology to mi-
crobial WGS and microbial forensics is reviewed.

INTRODUCTION

The term next-generation sequencing (NGS) as used here in-
cludes not only the physical process for the acquisition of se-

quence data but also novel methods for sample preparation and
powerful new informatic approaches for handling and analyzing
the resultant data (Fig. 1). The advent of inexpensive, ultra-high-
throughput DNA sequencing instrumentation has transformed
microbial whole-genome sequencing (WGS) from a million-dol-
lar, team science enterprise into a routine exercise in molecular
biology. Benchtop sequencers are now capable of producing up to
35 Mb (454 GS Junior), 2 Gb (Ion Torrent), or 15 Gb (Illumina

Published 15 April 2015

Citation Gilchrist CA, Turner SD, Riley MF, Petri WA, Jr, Hewlett EL. 15 April 2015.
Whole-genome sequencing in outbreak analysis. Clin Microbiol Rev
doi:10.1128/CMR.00075-13.

Address correspondence to Carol A. Gilchrist, cg2p@virginia.edu.

Copyright © 2015, American Society for Microbiology. All Rights Reserved.

doi:10.1128/CMR.00075-13

crossmark

July 2015 Volume 28 Number 3 cmr.asm.org 541Clinical Microbiology Reviews

http://dx.doi.org/10.1128/CMR.00075-13
http://dx.doi.org/10.1128/CMR.00075-13
http://crossmark.crossref.org/dialog/?doi=10.1128/CMR.00075-13&domain=pdf&date_stamp=2015-4-15
http://cmr.asm.org


MiSeq) of sequence per run and have a more-than-sufficient ca-
pacity for single-organism sequencing. While the de novo assem-
bly of genomes remains challenging, the volume of sequence data
produced by NGS technology is in fact usually high enough that
several relatively small bacterial genomes can be sequenced in one
run without sacrificing coverage depth. In addition to develop-
ments in the technology for acquiring the actual DNA sequence,
there are also new methods that greatly simplify the preparation
of NGS libraries (1–3). Enzyme-based technologies such as Nex-
tera-Illumina transposition, which combines enzyme-based frag-
mentation with the addition of Illumina adaptors, can efficiently
produce a sequence-ready library from �50 ng of DNA (4). Al-
ternative enzyme-based fragmentation protocols have also been
developed to prepare libraries for Ion Torrent sequencing (5).

These remarkable advancements in methods and instrumen-
tation have turned NGS into a resource that can be accessed and
utilized relatively rapidly, cheaply, and easily, nearly anywhere in
the world (6, 7). The process of generating data by WGS is there-
fore no longer a time-limiting step, and remaining bottlenecks lie
in three main areas.

The first bottleneck is the absence of standard operational pro-

tocols for the acquisition of samples in conjunction with their
contextual epidemiological information. These protocols should
be formulated not only with an eye to the best scientific standards
but also for the application of the appropriate legal safeguards to
both respect individual privacy and permit future independent
verification of the WGS results. Given that international travel
increases the potential spread of infectious diseases, these proto-
cols should be globally relevant and applicable. A promising ap-
proach to dealing with these problems is the Global Biosurveil-
lance Technology Initiative (GBTI), which aims to implement the
same standard NGS protocols within the Global Emerging Infec-
tions Surveillance and Response System Operations (GEIS) Part-
ner Laboratory Network, which in turn is part of the U.S. National
Strategy for Biosurveillance and the Global Health Security
Agenda. Due to the limitations of space in this review, we refer
readers to the other work for more in-depth information on the
approach being implemented by these workgroups (8, 9).

The second bottleneck is the critical evaluation of raw sequence
quality and performance of the bioinformatic methods used to
map and identify sequence variants. Currently, quality indicators
are often based on achieving the best that can be managed by using

FIG 1 Microbial forensics analysis diagram illustrating where NGS can fit within microbial forensic analysis. Legal considerations such as patient privacy and/or
the rights of defendants/perpetrators are important to consider at the time of sample collection. WGS analysis requires both NGS and bioinformatic capacity.
Legal requirements are also a factor in the possible uses of WGS information.
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a particular sequencing technology. This is a rapidly changing
field, and there is a need for common metrics to be developed that
can be applied across different sequencing platforms and that en-
capsulate the quality of the sequence information used in the anal-
ysis. Harmonization of study results can be achieved by using
different study centers and technologies to sequence a DNA sam-
ple; some samples, however, may be available in very limited
quantities (10), and there are also barriers to the shipment of
material that may contain infectious agents (11). This potential
limitation has been addressed through the development by the
Human Microbiome Project of an artificial DNA sample prepared
from a “mock” microbial community to calibrate the results ob-
tained from different sequencing centers and machines.

The third bottleneck involves the improvement in data analysis
procedures to convert floods of data into actionable results. Accu-
rate base calling is essential for mutation detection in WGS and
most forensic applications. An in-depth discussion of the techno-
logical approaches and scientific details of NGS chemistry (specif-
ically comparing the most popular variants Roche 454 GS Junior,
Life Technologies Ion Torrent Personal Genome Machine
[PGM], and Illumina MiSeq) is beyond the scope of this report
and has been reviewed in depth elsewhere (12–14). In general,
NGS has higher error rates than Sanger sequencing, but these
higher rates are mitigated by repeated sequencing to establish a
sequence consensus and data filtering (based on quality and error
probability scores such as Q20 [quality score in which 1 error is
estimated to occur in every 100 bases]); for NGS, there are tech-
niques for the generation of FASTQ files that include quality as-
sessment such as artificial Phred scores so that cross-platform re-
sults from different sequencing pipelines can be compared (15,
16). In tests, sequences generated by the Ion Torrent, MiSeq, and
Pacific Biosciences technologies all displayed near-perfect cover-
age behavior on GC-rich, neutral, and moderately AT-rich ge-
nomes, but a profound bias was observed upon sequencing of the
extremely AT-rich genome of Plasmodium falciparum on the Ion
Torrent PGM platform, resulting in no useful data (12, 14).

Recently, single molecule, real-time (SMRT) sequencing, a
fourth high-throughput sequencing technology, has begun to be
used more frequently in WGS applications. While the Pacific Bio-
sciences PacBio RS instrument is more error prone than other
NGS platforms, it is the first of its kind to utilize SMRT sequenc-

ing, which produces very long read lengths (�20,000 bp, with an
average length of �3,000 bp) that are 30 to 200 times longer than
those produced by other NGS instruments and 4 times longer
than those produced by the original instrument released in 2011
(17). The advantages of SMRT are that library preparation is min-
imal, and its long read lengths allow rapid assembly of the WGS
(18). When SMRT sequencing was combined with circular library
preparation, the consensus sequence error rate dropped to within
the limits achieved by other NGS technologies (19). Recently, a
device from Oxford Nanopore Technologies, while still under de-
velopment and exhibiting sequencing bias, has also demonstrated
the capacity to produce long sequence reads (10,000 bp) that fa-
cilitate de novo WGS assembly (20, 21).

There are two main approaches to genome assembly, reference
guided and de novo, which have been discussed in depth elsewhere
(22–24). The reference-guided method, which refers to alignment
of sequencing reads to each other and to a selected reference ge-
nome, is helpful for rapidly assembling and annotating newly se-
quenced genomes. There is, however, a risk of not properly assem-
bling genomic regions or annotating genes if the new sequences
are too divergent from that of the chosen reference genome. Er-
rors in genome assembly, especially in the context of microbial
forensics dealing with novel strains or pathogens, can have serious
consequences. If WGS data are misassembled, this can lead to the
omission of critical elements of a genome, such as plasmids con-
taining virulence factors, antibiotic resistance genes, or bioengi-
neered DNA originating from different organisms. For WGS, a
preferable option is the de novo approach, which allows the assem-
bly of short reads into longer contigs and scaffolds without a ref-
erence. Many tools, including Velvet (25), SOAPdenovo (26),
ABySS (27), and ALLPATHS-LG (28), are now available for de
novo genome assembly (Fig. 2). However, during recent genome
assembly “competitions,” such as GAGE-B (29) and the Assem-
blathons (24, 30), it has been noted that no single assembler out-
performs others in all assembly metrics for all organisms. Specif-
ically, both of the competitions mentioned above found that (i) on
a single organism, different assemblers were ranked completely
differently depending on which metric was being used to judge the
quality of the assembly and (ii) for the same metric, assemblers
were ranked differently for different organisms. A detailed review
of genome assembly can be found elsewhere (31).

FIG 2 Conceptual representation of a microbial forensics bioinformatic pipeline. There are three components necessary for microbial forensic analysis with NGS
data. First, a DNA sequence of the sample is needed (1), which could be a completed draft genome assembly, shotgun metagenomic sequences, or amplicon
sequences such as 16S rRNA or protein-encoding genes. Algorithm/software implementation (2) is the necessary link between the sample sequence data (1) and
a comprehensive reference database (3) consisting of all available draft and complete genomes, metagenomes, 16S rRNA gene sequences, or other protein-
encoding gene sequences.
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Standard tools for whole-genome alignment, such as MUMmer
(32), can be used to compare assembled genomes to databases of
both finished and draft microbial genomes, which are available
from sources such as the NCBI and the Integrated Microbial Ge-
nomes (IMG) database (33). To evaluate the evolution of strains
during an outbreak, it is also useful to carry out phylogenetic
analysis to compare the finished assembly and trace genetic
changes, not only in reference to the current epidemic but also in
the broader global context. For an in-depth discussion of the
strengths and weaknesses of these programs, we direct readers to
several excellent publications on this topic (34–37). In brief, the
programs that are most helpful in correctly identifying the most
probable taxonomic lineages and assisting in tracing the transmis-
sion path of an epidemic can incorporate relevant epidemiologic
data (such as spatial overlaps) and the natural history of the or-
ganism (e.g., the average frequency with which mutations occur in
a given species) during the building of phylogenetic trees (38–40).

Advances in NGS have resulted in a situation in which rapid
WGS of the causative microbe during an outbreak is practical
(41). As a result, first responders (such as medical, law, and fire
service personnel who might be providing patient care in the field)
should be aware of the power and the limitations of WGS so that
they know to obtain appropriate samples and contextual informa-
tion, which will complement WGS in building the models needed
to predict the course, or define the origin, of an epidemic.

THE CASE FOR APPLYING WGS TO DETERMINE WHETHER
AN OUTBREAK IS DUE TO DELIBERATE, ACCIDENTAL, OR
NATURAL CAUSES

Genomic microbiology can give detailed information on biologi-
cal samples, and the rapid advances in molecular technology allow
WGS to be used as a routine investigatory tool. From a policy- and
decision-making standpoint, it is critical to determine whether an
outbreak is due to natural circumstances, an accidental release of a
cultured or engineered organism, or a deliberate introduction of a
known pathogenic organism. Under these circumstances, the ul-
timate goals are identification of the agent responsible for the
outbreak and attribution of both its biological and geopolitical
origins, with a high degree of certainty. The resultant information
is central to making correct decisions that are required in response
to the outbreak, such as whether a public health emergency should
be declared, what scientific and legal mechanisms should be used
to limit transmission and contain the outbreak, and even whether
to trigger a response under the Biological and Toxin Weapons
Convention (BTWC) (42).

Prior to the application of WGS to forensics and bioterrorism,
identification of the “unique signature” of a deliberately engi-
neered organism was not possible (43). During the Amerithrax
investigation of the 2001 mailing of anthrax spores, for example,
microbiological characterization of strains was by done by WGS
(10, 44). Upon compilation of appropriate reference databases,
the Bacillus anthracis organisms used in the attack were identified
as the laboratory Ames strain, and the material was defined further
as a B. anthracis Ames ancestor strain (45–47). At that time, how-
ever, WGS was slow and prohibitively expensive and required 5 �g
of genomic DNA; as a result, some samples were never tested, and
the use of multiple sequencing runs for validation of the single-
nucleotide variants in the sequenced genomes was limited (10).
On-site WGS was not possible, and the long and complex “chain
of custody” resulted in challenges to the DNA evidence. In addi-

tion, sampling was carried out by individuals who were the hold-
ers of anthrax stocks and who turned out to be potential defen-
dants/perpetrators. This situation may have significantly biased
the sample collection, especially once it was known that genetic
analysis was a key component of the investigation. Inconsistencies
in sampling methods and the fact that samples were cultured prior
to sequencing may also have obscured genetic diversity among the
original samples. The collection of only two samples from each
source limited their availability for subsequent validation using
newer WGS technologies. Little information was available on the
provenance of the anthrax samples and contextual data on the
genetic interrelatedness, thus restricting the possibility for track-
ing their movement between laboratories. These limitations
weakened the investigation as a whole, leading the National Re-
search Council Committee, which reviewed the scientific evidence
from the investigation, to conclude that despite considerable data
indicating a specific perpetrator, “it was not possible to reach a
definitive conclusion about the origins of the B. anthracis in the
mailings” (48).

WGS now offers the potential for providing more accurate and
rapid information, thus enhancing the likelihood of meeting cri-
teria described in the International Health Regulations (IHRs)
(2005), which state that parties are required to assess reports of
urgent events within 48 h to determine whether an event is “noti-
fiable” and to have the capacity for rapid determination of con-
trol measures required to prevent domestic and international
spread. U.S. and the European Union laws and World Trade Or-
ganization (WTO) regulations require quick responses, with a sci-
entific basis, to avoid needless disruption of trade and travel relat-
ing to a potential public health emergency of international
concern (PHEIC).

Biosurveillance Information

Indicators of the release of an infectious agent include the occur-
rence of disease in humans as well as detection of pathogens
through surveillance systems. There is a need to coordinate public
health, law enforcement, and national security activities under a
common umbrella and to employ the recent advances in WGS as
applied to microbial forensics during this concerted action. It is
essential that the details obtained during biosurveillance be inte-
grated into the analysis of samples in order to obtain the maxi-
mum amount of useful information.

The current U.S. strategy for biosurveillance is an “all-hazards”
approach so that potentially dangerous incidents are monitored
through the same surveillance systems regardless of whether they
are believed to result from a deliberate or accidental release or a
natural occurrence (9). Since 2001, environmental and informa-
tional surveillance systems have been greatly expanded in type
and geographic distribution such that outbreaks can be detected
by using biological agent detectors. An example of these surveil-
lance systems is the Bioagent Autonomous Networked Detector
(BAND) project, which involves air sampling in at-risk urban
areas at least once every 3 h (49). The BAND project focuses on
pathogens such as bioterrorism category A agents, including an-
thrax, botulism, plague, smallpox, tularemia, or viral hemorrhagic
fever (50). These surveillance systems involve several agencies that
have cooperated to provide sample libraries for detecting poten-
tial threats and ruling out background material (49). They employ
protocols consistent with microbial forensic applications, have
sophisticated sampling algorithms, and involve multiple national
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security and law enforcement agencies. Programs to increase wa-
ter sampling have been initiated but are technologically much
more difficult (49). Despite increasing cooperation between state
and federal agencies and among international agencies, the limits
of physical surveillance methods make it likely that an “attack”
will first be detected through epidemiological indicators rather
than environmental sensors (51).

Electronic health records (EHRs) throughout the United States
can be used in informational surveillance to identify epidemics in
their early stages. This surveillance includes new reporting re-
quirements and coordination both nationally, within state and
federal frameworks, and internationally (52–54). While the Pri-
vacy Rule permits disclosure of private health information with-
out authorization for public health surveillance, investigations,
and interventions, the disclosure of this information has legal and
logistical consequences, since criminal prosecution and national
security interests are not always the same as those of public health
(55). Most developed states and countries have privacy statutes
that dictate how patient records may be used (56, 57). These laws,
which differ considerably among states and countries, need to be
taken into consideration prior to sample collection. Since 2001, a
number of protocols have been developed/proposed to deal with
these potential conflicts, but this has not been addressed in many
states. Even in those states and countries that have dealt with these
issues, it is important to recognize the impact of new technologies
(55).

Issues for consideration in the use of U.S. patient records. In
the United States, HIPAA (the Health Insurance Portability and
Accountability Act) allows free access to patient records held by
“covered entities” (which include various health plans, health care
clearinghouses, and health care providers that transmit health in-
formation electronically) for legitimate public health purposes
but more limited access for judicial proceedings. For the latter, a
court order or other legal order (e.g., a subpoena) is necessary for
the release of records, and notice must be provided to the person
whose records are sought (58, 222). If an environmental sample
could include evidence to incriminate an individual whose health
records are sought, additional state and federal criminal evidence
safeguards may exist.

There is a potential loophole in that HIPAA does not block
public health officials from sharing patient records with law en-
forcement officials (because public health entities are not “cov-
ered entities” under HIPAA), but there could be serious political
and public trust consequences if there was a perception that public
health officials were being used to “spy” on individuals for law
enforcement. The full scope of that action will depend on the
national security protocol that is invoked, and although in this
setting, a covered entity may disclose patient records, it is not
required to do so.

As authorized by the National Security Act (59) and the USA
Patriot Act (60) or Executive Order (222), covered entities can
release patient records to authorized federal officials for the con-
duct of lawful intelligence, counterintelligence, and other national
security proceedings. A full debate on the limits of emergency
powers and how they may affect patient privacy has not occurred,
and there are significant gaps in our understanding of how patient
records may be used in a public health emergency. The initial
discussions on HIPAA exceptions have focused on the patient
records of the potential perpetrator, and while discussions on the
creation of large bioterrorism databases of patient records have

begun, these debates have not yet resulted in any clear directives.
Large-scale, deidentified “biobanks” of DNA isolated from resid-
ual clinical samples have been established at several institutions.
There are concerns, however, about the risk to patients’ genomic
privacy posed by these collections, as exemplified by the recent
reidentification of several participants in the 1000 Genomes proj-
ect (61–64). HIPAA regulations permit disclosures to law enforce-
ment agencies investigating potential acts of bioterrorism, but not
disclosures of DNA sequence data [Code of Federal Regulations
Title 45 §164.512(a)(2)(i) (58)]. Although this precluded DNA
analysis, it is likely best interpreted as referring to human DNA;
the DNA of microbes can also have identifying information asso-
ciated with it. For example, such data may reveal details about an
individual’s movement and travel.

As mentioned above, state as well as federal laws may apply to
patient record access. Health systems throughout the country
have implemented new EHRs, but the level of detail and labora-
tory results included in the record vary from system to system.
Many records would not include WGS data even if this level of
testing were taking place. “Meaningful use” criteria dictated for
EHRs by the Centers for Medicare and Medicaid Services do not
address this use.

If a public health emergency has been declared, states that have
passed legislation incorporating the Model State Emergency
Health Powers Act (a majority) have sweeping powers to deal with
such a situation. This would allow significant access to patient
records by authorized personnel, but as states may have different
limitations and definitions of a public health emergency, access
would need to be dealt with on a case-by-case basis. The full extent
of coordination among public health officials, law enforcement
agencies, and national security officials will be context dependent
and has not yet been fully resolved. For example, it may be too late
to start gathering identifiable data after an emergency is declared,
and routine collection of identifiable and linked data may be nec-
essary. It is also not clear what might happen if a public health
emergency spans several states with different emergency criteria
and regulations. Nonetheless, it is unlikely that these problems
will be addressed legislatively. States want to retain their powers in
emergency situations, and even at the federal level, there has been
unproductive interagency competition. Thus, protocols that
model potential scenarios need to be developed so that gaps and
overlaps in real-time legal decision-making can be exposed and
addressed. In addition to the challenges of patient record access,
their usefulness in routine surveillance will be affected by hetero-
geneous institutional facilities, resources, and reimbursement
agreements as well as by differences in clinical decision-making,
which may result in inconsistent sampling (65). Participants in a
recent World Cohort Integration workshop listed training in bio-
bank management as one of their top priorities (66).

The all-hazards approach may be an adaptable strategy to safe-
guard the public health of the nation. In the case of natural pan-
demics or the release of bioterror agents, the initial casualties may
first be seen in hospitals or other health care settings. Information
indicative of the early phase of an “outbreak” will be available
initially to public health officials who are trained to gather epide-
miological evidence in order to contain disease and treat affected
individuals; however, they are often neither knowledgeable about
nor focused on determining the source of the agent, identifying a
possible perpetrator, or collecting and preserving evidence for le-
gal proceedings. It is therefore essential that leaders in this area
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have the knowledge and experience to recognize the potential for
an accidental or deliberate release and have the authority to initi-
ate an alert and the associated response. Access to the current
technologies used for microbial forensics, such as WGS, would be
beneficial in an investigation of a routine outbreak as well as one
that involves criminal activity and/or national security.

Current Epidemiological Approaches to the Detection of
Deliberate or Accidental Outbreaks

A number of authors have described epidemiological indications
that an outbreak may be caused by bioterrorism (67–71). Dembek
et al. list 11 “clues” supporting the likelihood of an intentional
attack: (i) a highly unusual event with large numbers of casualties,
which occurs with no plausible natural explanation; (ii) a higher
rate of morbidity or mortality than expected; (iii) an uncommon
disease; (iv) a point source outbreak; (v) multiple epidemics; (vi)
lower attack rates for individuals protected from biological inci-
dent or attack by vaccination, antibiotics, wearing personal pro-
tective equipment, or living in an air-water barrier isolation unit;
(vii) dead animals; (viii) reverse spread (people to animals); (ix)
an unusual disease manifestation; (x) a disease pattern consistent
with the discharge of the pathogen from a single point followed by
its subsequent distribution by air or water currents; and (xi) direct
evidence (70). The appearance of any of these clues during an
outbreak should prompt consideration that an accidental or de-
liberate release of a bioweapon may have occurred. Grunow and
Finke as well as Radosavljevic and Belojevic have developed epi-
demiological approaches that yield a quantitative assessment of
whether an outbreak is intentional, accidental, or natural (69, 71).
Since these algorithms are based on incomplete evidence and
qualitative data, they are necessarily imprecise. Neither of these
approaches has been fully validated or applied in the course of an
outbreak, but both approaches could provide guidance to public
health officials in the early stages (or in a later retrospective assess-
ment) of an event, in order to make decisions such as whether and
when to include law enforcement in the investigation. Dembek et
al. applied the test described by Grunow and Finke retrospectively
to a number of case scenarios and found that it accurately identi-
fied the situations most likely to have resulted from bioterrorism
but failed to identify deliberate attacks that involved common
pathogens (70). Moreover, the difficulty with this tool is that con-
siderable investigation may be required before a valid assessment
can be made, and by then, crucial leads may be lost or new events
may initiated.

In that the approach of Grunow and Finke is felt to be too slow
for use in attacks that involve mass casualties, Radosavljevic and
Belojevic created an alternative method that uses similar epidemi-
ological clues but weighs factors differently, enabling, they believe,
a more rapid assessment of the nature and etiology of an outbreak.
Application of the test by Radosavljevic and Belojevic to the North
American outbreak of swine flu in 2009, the Kosovo tularemia
outbreak of 2000, and the Sverdlovsk anthrax release of 1978
yielded conclusions that were consistent with those obtained after
final analyses of these events (71). Applying a tool retrospectively
is different, however, than using it in real time. The difficulty with
the tools of both Grunow and Finke and Radosavljevic and Belo-
jevic is that it is difficult to anticipate the availability and accuracy
of data.

In reality, public health officials often need to act long before all
of the information can be assembled. Thus, although epidemio-

logical tools and other indicators will continue to play a crucial
role in the characterization of a suspicious outbreak, concurrent
application of WGS and other methods of microbial forensics will
generally yield more rapid and accurate results. Radosavljevic and
Belojevic found that of all the variables that they examined, iden-
tification of the etiologic pathogen was the most important com-
ponent of the scoring system and concluded that WGS should be
applied as soon as any suspicious indicator is identified. Chal-
lenges that need to be addressed for WGS to be of use during an
outbreak are the legal issues (discussed above) and the practicality
of comprehensive sample collection and storage (discussed in
depth in the context of the German Escherichia coli O104:H4 out-
break, below).

Advantages and Limitations of Approaches Other than
WGS in the Characterization of Infectious Disease
Outbreaks

Beginning with the pioneering work of Ferdinand Cohn (1828 to
1898), the growth characteristics of microorganisms have been
used to identify and classify them. One of the key indicators of an
engineered outbreak is the presence of a rare or out-of-context
pathogen (i.e., anthrax spores in mail). “Classical” techniques are
the current mainstay of microbial identification, but they usually
require specialized skills that cannot be rapidly acquired during an
emergency when the ability to process a large number of samples is
paramount. Currently, automated identification systems (e.g., BD
Phoenix 100, bioMérieux Vitek, and Biolog, to name a few) are
available for high-throughput, phenotypic characterization of
some prokaryotic microorganisms, based on growth under differ-
ent culture conditions (72–75). In an outbreak situation, anti-
biograms (the ability of an isolate to proliferate, or not, in the
presence of different drugs) have been used to both track and
provide information on the drug susceptibility of target organ-
isms. This information can be vital to control an outbreak and
minimize the number of fatalities (76).

Careful examination and analysis of bacterial colony morphol-
ogy are powerful tools in the hands of experienced microbiolo-
gists, as illustrated in the study of the anthrax formulation used in
the Amerithrax attacks. Key morphological variants were identi-
fied in samples gathered from the incident premises (10). This
knowledge, combined with WGS of the relevant isolates, provided
a highly distinctive genetic “fingerprint” for investigators to trace
the original source of the anthrax spores (10). Culture-based ap-
proaches share two major limitations: the organism must be both
(i) “culturable” and (ii) able to be isolated from the initial biolog-
ical mixture in which it is collected, i.e., in a monoculture. It is
estimated, however, that �99% of bacteria cannot be cultured in
the laboratory under any known conditions (77–79). As, histori-
cally, the inability to culture a biological organism is not a limita-
tion to its use in warfare, in cases of suspected bioterrorism, tech-
niques that are not limited to cultured organisms should be used
(80, 81).

Nevertheless, when available, culture-based techniques are the
mainstay of classical microbial identification and can provide the
foundation needed for WGS and proteomic-based approaches. A
variety of techniques, including elemental analysis and infrared
spectroscopy of proteins, are being used to characterize biological
samples in forensic investigations; mass spectrometry (MS) has
become the most commonly used and one of the most powerful
(82). This technology generates a proteomic fingerprint of biolog-
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ical material, using matrix-assisted laser desorption ionization–
time of flight (MALDI-TOF) MS. Comparison of data from a
bacterial culture to data in a reference database of MALDI-TOF
MS spectra enables identification of the genus and species. It is
likely that recent advances in this technology will allow not only
the identification of the cultured strain but also the determination
of whether it expresses specific effector molecules (toxins and
drug efflux pumps, etc.) (83–86).

Amplification of “signature” DNA in samples by PCR can by-
pass the requirement for an organism to be isolated and grown in
culture. Identification of repetitive-unit variable-number tandem
repeats (MLVA [multiple-locus variable-number tandem-repeat
analysis]) has been used to genotype bacterial pathogens (87–89).
These DNA repeat regions are prone to strand slippage occurring
during DNA replication and also to expansion and contraction in
numbers during DNA recombination and are therefore frequently
polymorphic (90, 91). The variation in the number of repetitive
units is often easily detected following PCR amplification with
genus- or species-specific primers, size fractionation in agarose
gels, and subsequent DNA staining. The two major drawbacks of
this genotyping method are that (i) the evolutionary relationship
between strains cannot be inferred (due to the potential for both
expansion and contraction in the number of repeats) and (ii)
small changes that could differentiate closely related strains may
not be detected.

Multilocus sequence typing (MLST) is a second PCR-based ap-
proach, but this approach targets DNA sequences under evolu-
tionary pressure, to type microbial pathogens at the sequence level
(92–95). The investigation of the source of outbreaks of nonty-
phoidal Salmonella in the Gambia provides an example of the
application of MLST. Seven genes were sequenced in multiple
isolates, in order to type Salmonella isolates causing infections in
children and their companion animals. The salmonella strains
from each host species were distinct, suggesting primarily human-
to-human transmission of Salmonella in this population (96). Un-
even evolutionary selection among the MLST targets and an ac-
companying discovery bias may give the misleading impression
that a pathogen is genetically monomorphic, when this is not the
case (97). Careful selection of target genes is essential so that
MLST is able to discriminate among closely related strains. When
this is not possible due to inadequate a priori data, in-depth se-
quencing of selected isolates can be used to identify appropriate
MLST targets.

In this presentation, we evaluate the advantages and limitations
of WGS in the investigation of infectious disease outbreaks and its
ability to identify and characterize the outbreak source. To do this,
we have analyzed several paradigmatic cases in which genomic
microbiology has been used to identify the relevant technical, sci-
entific, and legal challenges. We have summarized recent exam-
ples that made use of current WGS technologies with the goal of
pointing out the most effective approaches in their deployment.

OUTBREAK OF ENTEROHEMORRHAGIC ESCHERICHIA COLI
O104:H4 IN GERMANY (2011)

E. coli strains are ordinarily commensal, enteric organisms, but
several, such as enteroaggregative E. coli (EAEC) strains and Shiga
toxin-producing enterohemorrhagic E. coli (EHEC) strains, pos-
sess virulence factors that enable them to be pathogenic. Shiga
toxin can both cause local damage in the gut (resulting in bloody

diarrhea) and, after entry through the gut wall, damage the kidney,
resulting in hemolytic-uremic syndrome (HUS) (98).

In May to June 2011, �4,000 cases of bloody diarrhea and 850
cases of HUS, including 50 deaths, were reported in Germany.
These illnesses and fatalities were subsequently determined to be
caused by a strain of Shiga toxin-producing EHEC serotype
O104:H4 that also contained a plasmid characteristic of EAEC and
a plasmid encoding an extended-spectrum beta-lactamase (99,
100). Historically, the O104:H4 strain has not been associated
with a high rate of HUS (101, 102), but the proportion of infected
patients who went on to develop HUS and other complications in
this outbreak was unexpectedly high (103, 104). Isolates of E. coli
O104:H4 from these cases, as well as some from France in June
2011, were indistinguishable from previous strains by the current
conventional molecular epidemiological methods of characteriza-
tion (serotyping, multilocus sequence typing, repetitive extra-
genic palindromic PCR [REP-PCR], pulsed-field gel electropho-
resis, optical mapping, and antimicrobial susceptibility testing)
(100, 105). Rohde et al. used a rapid benchtop sequencing tech-
nology, open-source data release, and crowd-sourced analyses to
reveal in �1 week that the strain responsible for this outbreak
belonged to an EAEC lineage and had acquired genes for Shiga
toxin and antibiotic resistance (106).

Virulence Characteristics of the Causal Organism and
Distinguishing between Accidental/Deliberate Release and
Natural Transmission

Mellmann et al. refined the initial draft genome and characterized
the Shiga toxin gene carried by the German strains as being most
similar to those of EHEC lineages, although the heat-stable en-
terotoxin gene astA, in addition to TEM-1 and CTX-M-14 beta-
lactamase antibiotic resistance genes, was EAEC-like. This work
suggested an evolutionary model whereby the hybrid outbreak
strain arose in an EAEC genetic background by the acquisition of
Shiga toxin followed by several gene insertion events, which added
both astA and beta-lactamase antibiotic resistance (40). The com-
bination of the virulence traits from both EAEC and EHEC strains
seemed to have produced a more virulent strain.

The genome sequences of the O104:H4 outbreak strain, seven
other EAEC O104:H4 strains, and four reference strains were ob-
tained as one component of the investigation to find the source of
the outbreak (107). Rasko et al. found Shiga toxin-encoding pro-
phage elements as well as structural variation around regions har-
boring virulence factor genes and pathogenicity islands (107).
Phylogenetic trees, drawn on the basis of the whole-genome se-
quences obtained from the O104:H4 outbreak and related strains,
were in agreement with the high likelihood that the Shiga toxin-
producing outbreak strains evolved from an EAEC O104:H4
strain that recently acquired the toxin-encoding phage via natural
lateral gene transfer. Therefore, the most plausible interpretation
of the accumulated data regarding this episode is that the source
was a Shiga toxin-producing O104:H4 strain, which resulted from
a naturally occurring exchange of genetic material and not a de-
liberate or accidental release of an engineered bioweapon. A de-
liberate introduction of a Shiga toxin-encoding prophage would
likely have shown other features, such as the presence of cloning
vectors (containing known restriction sites), in the genomic anal-
ysis or topographical changes in the genome organization, which
might be the hallmarks of scarless genetic engineering. In future
infectious disease outbreaks, WGS will be able to supply this type
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of information in real time and hopefully will lead to a more rapid
optimization of the mitigation strategies being employed.

Tracing the Origins of This Outbreak

Foodborne pathogens have been used in the past as bioweapons,
and when their clinical presentation is similar to those of other
diseases that might be expected in the target population, the out-
break may not receive the appropriate level of attention by public
health authorities (67, 70, 108). Importantly, this outbreak of ill-
ness caused by O104:H4 met several of the criteria for a biological
attack, as discussed by Grunow and Finke as well as Radosavljevic
and Belojevic (i.e., presentation of greater virulence due to a new
combination of antibiotic resistance and toxin genes) (69, 71).
However, classical epidemiology linked the EHEC O104:H4 strain
to a 15,000-kg shipment of fenugreek seed from Egypt that was
sent to Germany in December 2009. Some of the seeds were also
sent to France and caused a smaller outbreak there (100). These
two episodes were ultimately linked by WGS, but due to difficul-
ties in detecting and culturing this organism directly from the
environment, neither samples nor WGS evidence was available to
trace the E. coli O104:H4 isolate back to the seeds imported from
the Egyptian supplier. It remains to be determined whether meta-
genomics (discussed below) will be useful in this role of tracing
and characterizing virulent strains, sans culture, in such environ-
mental samples (109). The EHEC O104:H4 outbreak demon-
strates the vulnerability of our food chain and the potential health
and economic consequences that can result from even limited
product contamination. It also illustrates why unusual outbreaks
involving endemic microbes must be taken as seriously as those
involving potential agents of bioterrorism. Although there did not
appear to be criminal intent involved then, the complicated eco-
nomic and legal issues that came into play document the impor-
tance of having and using sophisticated microbial forensic tech-
niques to aid in such an investigation and the subsequent legal
proceedings.

Rasko et al. sequenced an additional outbreak strain and other
historical EAEC O104:H4 strains to place the outbreak within a
global context (107). In these comparisons, the core genome of the
EHEC outbreak strains were closely grouped with EAEC O104:H4
strains. Only 238 sequence differences were observed between the
outbreak strains C227-11 and TY2482 (107). As these NGS data
were obtained by using a PacBio SMRT sequencer, which provides
long sequence reads, facilitating de novo genome assembly at the
cost of sequence accuracy, Grad et al. resequenced the second
outbreak strain and three additional German outbreak strains us-
ing the more accurate Illumina instrument and by doing so illus-
trate the current strengths and limitations of each technology.
Gire et al. also found during sequencing of Ebola virus (EBOV)
during the 2014 outbreak that the accuracy of Illumina sequenc-
ing was advantageous (111). However, as discussed above, the
PacBio technology offers high-speed sequencing and assembly at
the cost of an increased incidence of in-sequence errors. Library
sequencing using the Illumina machine produces a less error-
prone sequence, but its shorter reads require greater effort during
alignment to a reference genome or for assembly into a new
whole-genome sequence de novo. Using the Illumina sequence
output, Grad et al. were able to confirm the close relationships
among the outbreak strains (which they found to differ, however,
by only two single nucleotide polymorphisms [SNPs]) (39). The
number of strains available for sequencing is critical for WGS to be

a useful adjunct technology to the epidemiological study of trans-
mission pathways. Sequencing of 11 EHEC O104:H4 isolates from
the small number of French cases and identification of 19 diver-
gent SNPs allowed a more nuanced perspective on this entire ep-
isode (39).

Although the outbreak was first recognized in relation to salad
products eaten in northern Germany (and later in a separate but
related outbreak in France), it quickly involved most of Europe.
Within 2 weeks, 12 European nations had reported outbreaks that
might constitute a “public health emergency of international con-
cern” (PHEIC) pursuant to the requirements of WHO Interna-
tional Health Regulations (53, 112). An outbreak is considered a
PHEIC if two of the following four factors are present: (i) serious
public health impact, (ii) unusual or unexpected circumstances,
(iii) risk of international spread, and (iv) significant risk of inter-
national or trade restrictions (53). The EHEC O104:H4 outbreak
clearly met these standards, and while the WHO never formally
declared a public health emergency, the outbreak produced sig-
nificant concern and had serious international economic effects.
None of the affected countries attempted to hide the outbreaks,
and this certainly aided in the investigation and facilitated inter-
national cooperation. The government of Germany, the epicenter
of the outbreak, made every effort to be transparent and provided
considerable information to the public during the course of the
investigation. It appears, however, that this open approach also
had negative economic effects. When the outbreak was first re-
ported, Spanish cucumbers were suggested to be a potential
source. It was not until a week later, after a more sophisticated
epidemiologic investigation was conducted, that sprout seeds im-
ported from Egypt were implicated as the likely source (113). In
the meantime, many countries acted proactively to remove cu-
cumbers and tomatoes from stores and production, Russia issued
a trade ban on Spanish cucumbers, and the Spanish cucumber and
vegetable market suffered significant losses (estimated to be €200
million a week) (114). Some of these actions may have violated
European law and/or constituted WTO violations (112). Spain
sought compensation for the economic losses that were incurred,
but legal mechanisms for obtaining such funds were unclear
(112). Ultimately, the European Union proposed several mea-
sures to support the promotion of fresh fruit and vegetables fol-
lowing the E. coli crisis in member states, which included Spain
(115).

The IHRs (2005) require parties “to avoid responses to disease
events that lack a scientific and public health basis and that impose
unnecessary restrictions on international trade and travel” (53).
Similar obligations exist under European Union and WTO rules
(112). The difficulty with this requirement is that there is no real
standard for what constitutes such a basis, and it can be difficult to
balance this requirement with the need to protect public health.
What is clear is that the resulting response was neither rapid
enough nor accurate enough to prevent social and economic con-
sequences. Classical epidemiologic approaches are useful but may
be slow and inaccurate. In the EHEC O104:H4 outbreak, DNA
sequencing was constrained by legal and scientific limitations. Pa-
tient samples were not necessarily collected because German
health insurance limits laboratory testing to the minimum that is
needed for establishing a diagnosis (116). Even more importantly,
although 10,000 samples were taken, EHEC O104:H4 contamina-
tion was never detected in any food sample, due at least in part to
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the fact that there was no standardized method for collection and
handling.

The issue of test validation remains a major legal challenge
(117). Most laboratories are unable to accumulate enough sam-
ples to validate an assay to detect a rare pathogen prior to an
outbreak, and when an outbreak occurs, it is too late to focus on
validation. Even when it is theoretically possible to carry out val-
idation testing, there is a question of what level is necessary, de-
pending on the context of the situation. A test may not meet crim-
inal prosecution standards but could provide adequate evidence
for a public health decision during a rapidly progressing outbreak.
If, however, a test or technology has not been approved by the
relevant government agencies, even if scientifically validated, it
may not be used. An accelerated process is needed for the evalua-
tion and approval of potentially useful tools in an outbreak. To
accomplish this would require decisions to be reached about what
minimum preliminary evidence is needed to deploy techniques
that, while not fully validated, offer significant potential benefits
in outbreak detection and control.

Retrospective Metagenomics Study

NGS methods have been used extensively for single-organism,
whole-genome analysis, but only recently have methods become
available for characterizing whole populations of microorganisms
or for forensic use in decision-making. Dramatic improvements
in NGS technology and methods for data handling and analysis
over the last several years (118) have enabled metagenomics, the
application of sequencing to study DNA collected directly from
environmental samples (without purification and amplification
such as that achieved by selective culture) such as soil (109), sea-
water (119, 120), hospitals (121), and human-associated habitats
(122). Thus, a metagenome is the complete collection of genetic
material recovered directly from an environmental sample, repre-
sentative of the organisms present in that sample (bacterial, viral,
human, animal, or otherwise). The National Research Council
recently compared advancements in metagenomics to “a reinven-
tion of the microscope in the expanse of research questions it
opens to investigation” (123).

One of the important lessons to be learned from this outbreak is
the necessity of archiving residual patient samples in specific bio-
banks. In order to accomplish this, however, it is necessary to have
in place ahead of time adequate funding and standard protocols
for both the collection of samples and the accurate recording and
archiving of associated epidemiological data and to ensure patient
privacy, as discussed above (62, 124). Currently, there are no such
prospective protocols for the archiving of samples to be used in
WGS or for the education of the public on the value of patient
records and microbiological samples (isolates) collected during an
epidemic for basic and clinical biomedical research (62, 125). In a
retrospective study, samples collected during the 2011 Shiga-tox-
igenic E. coli (STEC) O104:H4 outbreak in Germany were se-
quenced in depth and analyzed by using a metagenomic approach.
The resulting data highlight the limits of current metagenomic
approaches and point out areas, such as sample collection and
sequencing depth, that need to be further developed in order for
this approach to play a key role in the genetic characterization of a
pathogen during an outbreak (126). Loman et al. used total DNA
isolated directly from clinical samples to prepare sequencing li-
braries, which were then run on both the Illumina MiSeq and
multiplexed HiSeq instruments (126). Encouragingly, those re-

searchers were able to assemble a full draft genome of the patho-
gen (STEC) out of this mass of data. Another arguable success is
that those researchers were able to detect sequences from the
pathogen in 67% of the samples. However, a sensitivity of 67% is
low for a clinical diagnosis and may yet be too low for forensic
attribution purposes. Notwithstanding these results, this study
found many potential pathogens in any particular sample. To nar-
row down the list of potential causative agents, those researcher
had to determine which species were present by using only micro-
bial contigs that were present in at least 20 patients but not present
in any healthy controls. While Loman et al. concluded from their
studies that metagenomic data can be used to infer a causal link by
detection of a pathogen, in fact, a single sample and the coincident
occurrence of disease are not definitive evidence of causality
(127). It is, as Loman et al. themselves note, essential that multiple
“suspect” and “background” samples be acquired to determine if
there is a statistically significant link (126).

OUTBREAKS OF METHICILLIN-RESISTANT STAPHYLOCOCCUS
AUREUS IN THE UNITED KINGDOM (2009 AND 2011) AND
GERMANY (2010)

The emergence of community-acquired and methicillin-resistant
Staphylococcus aureus (MRSA) has posed important new public
health risks. Until the 1990s, infections with MRSA were limited
largely to health care settings, but in the late 1990s, community-
associated strains were identified in children, sports teams, and
men who have sex with men (128). These strains are particularly
dangerous because they combine antibiotic resistance, excep-
tional virulence, and person-to-person transmissibility. MRSA
infections, which are quickly approaching pandemic levels, are
creating problems in the community and rapidly displacing hos-
pital-acquired strains. It is therefore no longer relevant to distin-
guish between hospital- and community-acquired strains. The
public health importance of the increasing prevalence of antibiot-
ic-resistant, virulent MRSA may be second only to that of HIV/
AIDS (128). The evolution of these strains appears to involve nat-
urally occurring horizontal acquisition of elements conferring
methicillin resistance and other changes that are not yet fully un-
derstood but which also affect virulence.

Pathogens such as MRSA, which are spread by person-to-per-
son contact, are less contagious than those transmitted by aerosol.
S. aureus, however, resists decontamination protocols (persisting
for up to 7 months on dry surfaces), making it difficult to remove
from inanimate objects. In addition, the ease by which the S. au-
reus genome can be manipulated, its capacity to grow in large
quantities in culture, the high morbidity and mortality rates asso-
ciated with this organism, and, finally, the absence of an effective
vaccine collectively are reasons why this organism is more of a
threat (129, 130).

Virulence Characteristics of the Causal Organism

The MRSA strain (designated sequence type 2371 [ST2371]),
which was isolated in Cambridge, United Kingdom, was clearly
derived from ST22 (the MRSA sequence type that is the cause of
�80% of United Kingdom hospital-associated MRSA infections)
but also had acquired the gene for the exotoxin Panton-Valentine
leucocidin (PVL) (76, 131). The prophage carrying the genes en-
coding PVL had independently integrated into S. aureus genomes
on several different occasions, and it is therefore probable that the
acquisition of these toxin genes by the ST22 strain occurred by this
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mechanism (132). SNPs previously associated with resistance to
ciprofloxacin and rifampin were also identified within the ST2371
sequence (133–135). Data from WGS have provided evidence for
the potential acquisition of these traits by chance and suggested a
plausible explanation for this particular outbreak.

The use of surveillance to detect and monitor outbreaks caused
by exceptionally virulent MRSA strains (represented by a rela-
tively small number of clones and asymptomatic carriage by a
large proportion of the population) has become a central element
in controlling this organism. In light of this situation, the identi-
fication of new, virulent strains can be quite challenging. Strate-
gies to contain the spread of and eradicate novel MRSA strains
require rapid identification of both symptomatic and asymptom-
atic carriers. One obstacle to accomplishing this goal is that MRSA
isolates belonging to a single lineage may be impossible to distin-
guish by using clinically available typing techniques. In contrast,
WGS provides the necessary resolution for identifying individual
strains and thus defining transmission pathways. Recently, Köser
et al., Harris et al., and Nübel et al. employed WGS to characterize
strains of methicillin-resistant Staphylococcus aureus, which ap-
pear to have emerged from closely related strains undistinguish-
able by current genotyping assays (76, 131, 136).

Tracing the Origins of These Outbreaks

Gray et al. and Harris et al. performed WGS of S. aureus isolates
and suggested that the rate of evolutionary change would provide
a sufficient phylogenetic signal to trace the transmission pathway
of the bacterium during an epidemiological study (137, 138). At
the Cambridge University Hospitals, samples were collected from
neonates at the time of admission and twice weekly thereafter, and
S. aureus isolation was routinely carried out by culture on selective
medium (76, 131, 136). An archive of local surveillance samples
was therefore available for in-depth analysis, when an outbreak
was suspected. Bacterial DNA extracted from archived and cur-
rent samples was used to prepare bar-coded sequencing libraries
(76, 131, 136). In the groundbreaking study performed by Köser et
al., antibiograms were used to identify an unusual resistance pro-
file and, in combination with WGS, enabled tracking of the course
of transmission (76).

MRSA carried by asymptomatic individuals is a real challenge
to the prevention of virulent strain reintroduction during out-
break control by classical epidemiology. By using WGS, Harris et
al. documented 26 cases in which there was carriage of the MRSA
outbreak strain. Those researchers also identified transmission
among patients in the special baby care unit, their mothers, and
members of the community. More significantly, they discovered
that a staff member carrying MRSA had acted as a reservoir, thus
causing the outbreak to persist even after deep cleaning of the
special baby care unit (131). Building on this work, Nübel et al.
performed a similar study at a tertiary care hospital in Berlin,
Germany, and also identified transmission occurring via a staff
member. However, a more frequent cause of new transmissions in
their study was infected infants prior to their diagnosis, suggesting
that increased surveillance was needed in this hospital to identify
affected patients and institute contact isolation protocols (136).

These examples demonstrate the power of WGS technologies,
especially when used in conjunction with standard methods, for
identifying an outbreak. The establishment of a “causal” link re-
quired classic epidemiological surveys to identify possible
asymptomatic carriers, thus reducing the number of S. aureus

isolates for deep sequencing. The isolation of S. aureus DNA also
involved routine, selective, automated culture of S. aureus from a
large number of clinical specimens prior to the outbreak and the
maintenance of an archive of S. aureus samples. These resources
enabled retrospective WGS analysis to trace the transmission
pathway in the outbreak. This study went beyond standard epide-
miology and involved outreach to obtain additional samples from
family doctors, other hospital departments, and screening of staff
members. The multiplexing of WGS in these studies allowed large
numbers of samples to be analyzed economically. This study also
highlights the need for epidemiological information to be gath-
ered to maximize the impact of WGS data.

Asymptomatic members of the community who carry the
MRSA strain in question may increase sample noise, which can be
reduced by the implementation of an investigatory “filter.” The
risks and benefits of identification (by WGS and surveillance) and
decolonization of outbreak strains from healthy individuals need
to be considered. Moreover, the added resolution provided by
WGS in this context raises additional ethical and legal consider-
ations. These questions include “who should be tested” and “what
controls should be implemented to prevent further transmission,”
once an individual tests positive. For example, testing in the com-
munity would normally focus on only symptomatic individuals
(139). The studies by Köser et al. and Harris et al. indicate, how-
ever, at least in the case of MRSA, that in settings where the disease
is endemic, testing of asymptomatic individuals is warranted, and
this may well be the case for several other diseases. In a recent
Oxford University Hospital study of a Clostridium difficile out-
break, disease transmission from asymptomatic carriers was im-
plicated as the source of infection in the majority of cases (140).
Public health authorities will need to determine the extent of test-
ing that is necessary or legally permissible, and this decision may
also depend on the characteristics of the MRSA strain involved. A
particularly virulent or resistant strain may represent a public
health emergency (52) that would justify further intrusion and
mandatory treatment. A less virulent strain may not justify such
controls. Resolving this question would require evidence, which
can be provided by WGS, that a full investigation of a pathogen
needs to be conducted as quickly as possible before an outbreak is
out of control.

Similarly, these studies raise questions of whether asymptom-
atic health care workers who carry the organism should be permit-
ted to work with patients or even be in the hospital. Typically,
health care workers who are infected with blood-borne pathogens,
such as hepatitis (hepatitis B virus [HBV] or hepatitis C virus
[HCV]) or HIV are permitted to continue patient care as long as
they adopt additional, individual preventive strategies (e.g., dou-
ble gloving) (141, 142). The skin-to-skin transmission of MRSA
may pose an additional risk. Nonetheless, B. A. Diep, who com-
mented on the study by Harris et al., cautioned against placing
large numbers of asymptomatic carriers (who could potentially be
discovered during surveillance using high-throughput sequenc-
ing) under contact precautions unless a clear benefit to such con-
tact precautions can be identified (143). The perceived risk to job
security, treatment delay, and expense of antibiotic purging of
MRSA, combined with the risk of triggering the development of
further resistance to the antibiotic used in healthy individuals,
reduce the enthusiasm for prospective molecular epidemiological
studies.
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Protocols and policies to deal with all of these questions need to
be circulated and discussed prior to an MRSA outbreak.

OUTBREAKS OF MYCOBACTERIUM TUBERCULOSIS IN
GERMANY (1997 TO 1998), CANADA (2006 TO 2008), AND
THE UNITED KINGDOM (1994 TO 2011)

Mycobacterium tuberculosis is the causative agent of human tuber-
culosis (TB). Currently, in low-incidence areas such as the United
States, characterization of a new infection is done only in the set-
ting of a cluster of new cases or for epidemiologic research into the
factors involved in tuberculosis spread (144, 145). Since M. tuber-
culosis is slow growing, a recent transmission event is considered
to be one that occurred within the last 2 years, but it may be
detected only upon reactivation years after the original exposure.
The main tool employed to contain tuberculosis outbreaks (�3
culture-confirmed tuberculosis cases) is an epidemiologic ques-
tionnaire that focuses on the characterization of the chain of
transmission and subsequent chemotherapy for identified pa-
tients (146–148).

Virulence Characteristics of the Causal Organism and
Distinguishing between Accidental/Deliberate Release and
Natural Transmission

While M. tuberculosis is not typically regarded as an effective agent
of bioterrorism (transmission is difficult, and it has a long latency
period), it is nonetheless one of a number of global infectious
agents (e.g., severe acute respiratory syndrome [SARS], SARS-like
virus, and swine flu) that are transmitted by aerosol and have the
potential to cause massive disruption to trade and travel (149–
153). M. tuberculosis can thus be considered a potential instru-
ment of bioterrorism, even though it may not have as rapid an
impact as other bioweapons. The ability of M. tuberculosis to dis-
rupt trade and air transit was highlighted in 2007 when Andrew
“Drew” Speaker traveled extensively by commercial airlines while
infected with multidrug-resistant TB (MDR-TB) (154, 155). The
Georgia lawyer was diagnosed in the United States, but against the
advice of health authorities, he subsequently flew to Europe for his
wedding and honeymoon. Speaker disregarded requests to con-
tact Italian health officials at his European destination and was
served with an isolation order only upon his return to the United
States. The recent emergence of totally drug-resistant tuberculosis
in South Africa only exacerbates concern for those unknowingly
exposed to this bacterium (156–158). This example illustrates the
difficulty of categorizing any individual incident as accidental/
deliberate exposure or a natural disaster (149–153, 159).

Over a 3-year period, a relatively large number of tuberculo-
sis cases, which involved the same M. tuberculosis mycobacterial
interspersed repetitive-unit–variable-number tandem-repeat (MIRU-
VNTR) genotype, occurred in a medium-sized community in
Canada. Walker et al. had previously collected samples from
tuberculosis patients and infected household contacts and an-
alyzed them by WGS. From these data, those authors estimated
that Mycobacterium accumulates 0.5 single nucleotide polymor-
phisms per genome per year (144). Mycobacterium appears to be
evolutionarily stable, and Casali et al. found little evidence for the
occurrence of any backward mutations, suggesting that high con-
fidence could be placed on even a small number of SNPs (in con-
trast to RNA viruses, described below) (160). Gardy et al. used
WGS to discern differences in the bacterium isolated during the
Canadian outbreak, which were then combined with results from

an epidemiologic investigation (145). Those researchers discov-
ered that this cluster was due to two independent but coincident
events which inflated the number of tuberculosis cases occurring
in this outbreak. The upsurge in tuberculosis cases in this partic-
ular location was due to an increase in illicit drug use (occurring
within the population) that resulted in an inadvertent increase in
the number of hosts who were highly vulnerable to infection
rather than the emergence of a hypervirulent M. tuberculosis strain
(161).

Retrospective United Kingdom and German studies examined
the utility of WGS for the identification of factors resulting in
increased tuberculosis transmission (144, 162). The increased ge-
netic resolution allowed the determination of the direction of
transmission in outbreaks, reconstruction of the infection time-
line, and identification of superspreaders (the treatment of whom
would be essential to prevent future transmission) (144, 162).

Tracing the Origins of Tuberculosis Outbreaks

The emergence of drug resistance in M. tuberculosis and carriage
by asymptomatic individuals have created a worldwide public
health emergency. It will be necessary for public health officials to
make decisions about whether to allow entry to people exposed to
drug-resistant TB. Similarly, should an outbreak occur, public
health officials will need to make decisions about possible vacci-
nation programs and isolation of affected individuals. Infectious
tuberculosis is already a quarantinable communicable disease, but
as the Speaker case demonstrated in 2007, the Secretary of Health
and Human Services cannot exercise legal authority without caus-
ing panic and disruption of trade and travel (163). It is essential
that there be evidence-based tools for use by the highest levels of
authority. Measures as extreme as the detention of affected indi-
viduals should be employed only when there is considerable cer-
tainty that the correct subjects have been identified. The use of
WGS in this setting can provide critical information.

The determination of M. tuberculosis drug sensitivity can be
extremely challenging, but WGS can also provide information on
mutations known to be associated with drug resistance (160, 164).
Both PCR/hybridization and multilocus sequencing schema have
been used to identify mutations in genes known to be involved in
first- and second-line tuberculosis drug resistance (165). How-
ever, as WGS becomes cheaper and faster and as the analysis pipe-
line becomes more turnkey, it could supplant these methods, as it
can provide information not only on drug resistance but also on
strain evolution and the chain of transmission during tuberculosis
outbreaks. This in turn raises new questions of potential legal
consequences when an individual does not comply with treatment
requirements. Heretofore, causation in deliberate or negligent
transmission has been difficult to prove, but the greater sensitivity
of WGS may help overcome this problem.

Althomsons et al. were able to identify small tuberculosis clus-
ters at high risk of metastasizing into larger outbreaks in low-
incidence areas (166). In these cases, where increased contact sur-
veillance is warranted but has limitations, WGS may provide
useful assistance to epidemiologists to recognize and link cases in
ambiguous outbreaks and to determine whether there are undi-
agnosed patients in need of treatment (144, 160, 164, 167, 168). In
an era of increasing global travel, genome sequence information
may also provide a valuable clue to identify the source of an
outbreak of extremely drug-resistant TB (XDR-TB). MLST DNA
sequencing projects suggest that the geographical variation in hu-
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man M. tuberculosis is higher than was expected for this slow-
growing and evolving bacterium (169).

OUTBREAKS OF FOOT-AND-MOUTH DISEASE VIRUS IN THE
UNITED KINGDOM (2001 AND 2007) AND BULGARIA (2011)

WGS was used to analyze outbreaks of foot-and-mouth disease
(caused by foot-and-mouth disease virus [FMDV]) in the United
Kingdom (2001 and 2007) and later in Bulgaria (2011). This tech-
nology allows the examination of the transmission pathways that
are key factors in the control of an easily transmitted RNA virus in
the context of both an accidental release and its transmission from
a population in which it is well established. Although eradicated in
most western countries, FMDV is endemic to many developing
nations.

FMDV, a small-genome RNA virus, is an excellent candidate
for WGS analysis by conventional Sanger sequencing; although
the genome is small, the high error rate inherent in its mode of
replication ensures that sufficient mutations occur to differentiate
viruses from closely related sources. This mutation rate has been
attributed to the error-prone RNA-dependent RNA polymerase
used during virus replication (170, 171). This high rate of change,
however, results in a paraphyletic constellation of viruses in in-
fected individuals similar to that occurring in human individuals
infected with the RNA virus HIV, which also has a high error rate
during virus replication (172). The recent outbreaks of infections
with human RNA viruses (such as Ebola virus, SARS coronavirus
[SARS-CoV], Middle East respiratory syndrome [MERS], and
HIV/AIDS) document the importance of computer modeling for
this type of WGS data in epidemics (111, 151, 173–175). The ex-
perience of using WGS for FMDV in the 2001, 2007, and 2011
outbreaks illustrates the advantage of gathering additional back-
ground information during sample collection. This point was es-
pecially important when dealing with rapidly mutating FMDV, as
it was helpful to obtain optimum results when tracking and trac-
ing the source and trajectory of FMDV epidemics to place the
WGS data in context when using bioinformatic tools.

FMDV spreads quickly, and many farms contain tens of thou-
sands (if not far more) animals; thus, information on the move-
ment of most animals during the United Kingdom and Bulgarian
epidemics was readily available (176). In epidemiological studies,
phylogenetic analysis of WGS is the technique most frequently
used to scrutinize these data (38–40). Due to the high mutation
rate of FMDV, the identity between sequentially isolated viruses
can be as low as 80%; some mutations result in a loss of infectivity,
thereby causing a number of genomic “bottlenecks” at the time of
transmission. As mentioned above, an extensive database of epi-
demiological information collected during the 2001 FMDV out-
break was available for computer modeling of RNA virus evolu-
tion. In cases where both the time of initial infection and the
number of cases or infected premises are unknown, this could be
used to decrease the number of possible scenarios used to identify
the most probable sequence of events (177). The variation occur-
ring within the host animal which results in tissue-specific and
time-dependent differences in virus sampling could otherwise
have greatly decreased the ability of WGS to be as informative in
RNA virus outbreaks (177). In FMDV outbreaks, it is especially
important that contextual sample information and spatial, tem-
poral, and genetic data are considered simultaneously along with
information on the latency of the disease in order to obtain the

most accurate information to plot the transmission route of infec-
tion and identify the most effective intervention strategies (178).

Virulence Characteristics of the Causal Organism and
Distinguishing between Accidental/Deliberate Release and
Natural Transmission

During the 2001 outbreak in the United Kingdom, samples were
collected from the majority of the 2,030 infected premises and
stored at the Institute of National Health Pirbright Laboratory.
Additional strains from enzootic areas of the globe have also been
sequenced and are available for comparison (179–182). Cottam et
al. analyzed the FMDV nucleotide sequences obtained from sam-
ples gathered at 21 infection sites over the 7 months of the 2001
United Kingdom outbreak (183). They determined the “consen-
sus sequence” of the virus population occurring in both infected
animals and premises and determined that �2 � 10�5 substitu-
tions occurred at each site every day. This high mutation rate
resulted in an average of 1.5 nucleotide changes occurring at each
infected farm (183).

In the 2007 epidemic, again in the United Kingdom, WGS sug-
gested that within 24 h of receipt of the first samples, this outbreak
was due to an accidental release (184). The FMDV O1/BFS 1860/
UK/67 strain was in culture at both the Institute of Animal Health
Laboratories (sample IAH2) and Merial Animal Health Limited
(sample MAH) at Pirbright. The isolates from the infected prem-
ises adjacent to Pirbright were 99.84% identical to the O1/BFS
1860/UK/67 reference strain, indicating (for an RNA virus) an
extremely close evolutionary link. In addition, growth of FMDV
in culture had left a unique molecular signature within the ge-
nome of the epidemic strain. When grown in vitro, the FMDV
strain acquires positively charged amino acid residues on the virus
coat to better attach to heparin sulfate receptors on the cell. These
are, however, a maladaptation in vivo and result in faster clearing
from circulation (185). The early outbreak isolates contained
both culture-specific mutations viral protein 3 amino acid 56
(VP356; histidine to arginine) and VP360 (aspartic acid to glycine),
which favor heparin sulfate receptor binding. This supported the
premise that the 2007 United Kingdom epidemic was caused by an
accidental release of a cultured virus from Merial Animal Health
Limited or the Institute of Animal Health Laboratories (186).

Tracing the Origins of FMDV Outbreaks

In January 2011, an FMDV-infected wild boar was discovered
near the border between Turkey and Bulgaria. Sequencing of the
FMDV VP1 gene identified it as belonging to an ANT-10 lineage,
which was discovered in Iran and found to be spreading through
the Middle East. Subsequently, �2,230 animals were slaughtered
to eradicate the disease from Bulgaria. Information on the loca-
tions and dates of sample collection was gathered and analyzed in
conjunction with FMDV sequence data to trace the source and
course of this epidemic (187).

During the 2007 outbreak, temporal information and the rapid-
ity of the sequencing effort were used to identify the existence of a
“missing link” in the infection chain and redirect efforts during
the eradication program (184). As in the 2007 outbreak in the
United Kingdom, WGS data were used to determine the number
of changes between farms and provided the resolution necessary
to identify greater-than-expected evolutionary “jumps” (184,
187). The Bulgarian epidemiologists were able to use the informa-
tion discovered during the contemporaneous whole-genome
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analysis to identify infected premises that were previously unrec-
ognized. Those authors, however, concluded that sequence data
alone were not sufficient in their models to determine the infec-
tion origin, but when combined with spatiotemporal data, they
were extremely useful in determining the dynamics of their epi-
demic (187).

Determining unambiguously the country from which an epi-
demic strain arose is challenging and, as mentioned above, re-
quires an extensive WGS database. Comparison, for instance, of
the 2001 FMDV isolates with global strains suggested that a strain
then circulating in South Africa was the most probable source of
the United Kingdom outbreak, based on the similarity of the con-
sensus sequenced genomes (179). The 2011 Bulgaria outbreak vi-
ruses were all closely related to viruses collected in Turkey during
2010, but phylogenetic analysis based on the identified SNPs sug-
gested that it was more distantly related to those in circulation in
2011. It is possible that the wild boar population in the transbor-
der regions between these two countries could act as a FMDV
reservoir; however, it is equally possible that the initial identifica-
tion of FMDV in a wild animal represented an incorrect disposal
of domestic meat during the Kurban Bayram Festival or even in-
teractions of wild and domestic animals occurring close to the
location where the first identified case was discovered. The au-
thors of that study therefore conclude that the immediate source
of the 2011 outbreak had not been sampled and could not be
determined (187). The identity of the FMDV reservoir is therefore
in doubt, and extensive sampling of cloven-hoofed animals at the
border between Turkey and Bulgaria would have been needed to
truly determine the source of the 2011 outbreak.

IMPLICATIONS

Based on the cases presented here, it is clear that in order to iden-
tify virulence factors within whole-genome sequences, an exten-
sive knowledge of the genetic basis of virulence needs to be avail-
able. Information on the natural history of the disease and its
latency, as well as the rate of mutation accumulation in the causal
microbe, is essential to place data from WGS into context.

When using information from WGS to build models to predict
the course of an epidemic, information such as the location and
timing of sample collection is critical. Based on these models,
breaks in containment can be identified, but obviously, this infor-
mation is useful to first responders only if provided in real time
(6). For WGS information to be useful in a fast-moving epidemic,
both sequencing and analysis must be completed and made avail-
able in a timely manner.

In situations where an accidental or deliberate release of patho-
gens is suspected, sequence data need to be examined for genetic
signatures left by “enabling” manufacturing processes (such as cell
culture in the case of FMDV or heat attenuation in anthrax
strains) (10, 185). To identify and prevent “natural” outbreaks,
the evidence left by the mechanisms that led to the lateral transfer
of virulence genes needs to be identified and compiled.

Limitations of WGS in Infectious Disease Outbreaks

Preanalytical limitation. One of the limitations of the current
WGS approaches is the need for simplification of biological sam-
ples by selective culture prior to sequencing. This limits the species
that are able to be sequenced, and if the initial sample contains a
mixture of genotypes, it will likely result in the sequencing of only
the strains that grow best in culture (40, 76, 106, 107, 109, 122, 131,

144, 145, 178, 183, 184, 187). Recent advances in metagenomic
sequencing have been made, as discussed above, but currently,
these methods require a large investment of resources and are not
without their own limitations (126). Currently, a major challenge
to the use of metagenomic samples in pathogen identification and
characterization is the fact that parasites are typically present at
only low copy numbers in the clinical and environmental samples
available for analysis. In epidemiologic studies, data from popu-
lations rather than from individuals are required. Sequencing at
the depth required to obtain pathogen WGS from metagenomic
samples is often difficult and incompatible with efficient multi-
plex sample sequencing.

New strategies for high-throughput enrichment to be used in
combination with metagenomic methods could lead, even in large
studies, to rapid culture-free NGS. Approaches that limit the
amount of eukaryotic (host) CpG-methylated DNA combined
with metagenomic sequencing enhance the detection of infecting
bacteria (188–190). For example in epidemiological studies in-
volving M. tuberculosis, in which obtaining material from slowly
replicating organisms is a major limitation, enrichment of bacte-
rial DNA in sputum (1 ml of a smear-positive sputum sample
typically contains 104 CFU of M. tuberculosis) combined with se-
quencing may be an efficient approach to provide WGS data in a
timely manner.

Alternative approaches might be useful for other more com-
plex sample sources. Fluorescence in situ hybridization-flow cy-
tometry-cell sorting is a technique with the potential to preferen-
tially isolate any target bacterium from a soil sample for NGS
(191). This approach could permit WGS of select species (such as
MRSA) in environmental samples (192). Selective whole-genome
amplification methods like those already practical for the small
genomes of viruses such as FMDV are also undergoing rapid de-
velopment for larger genomes and will soon also offer the option
of culture-free sequencing of targeted genomes (193, 221). This is,
however, a rapidly moving field, and while there is no guarantee
that the current growth rate will continue indefinitely, the cost of
sequencing has fallen precipitously in recent years (194). When
newer sequencing technologies (discussed above) enter the com-
mercial marketplace, they will likely facilitate sample sequencing
at great depth (195). It is also feasible, therefore, that new devel-
opments in technology and bioinformatics will allow multiplex
sample processing without enrichment, for the large numbers of
samples needed for epidemiological studies (126).

Analytical limitations. Another limitation of WGS for the
identification and tracking of the source of an infectious disease
outbreak is that of up-to-date, large-scale informatics databases.
This problem is illustrated by the dearth of contemporary (circu-
lating) Vibrio cholerae strains that have been or are available for
WGS; such a collection would have provided a useful context for
the strains sequenced during the investigation into the source
of the 2010 Haitian cholera epidemic (196). Although facilitated
by the availability of rapid and inexpensive WGS technology, anal-
ysis of this outbreak was constrained by the lack of a comprehen-
sive database containing sequences of contemporarily circulating
strains from different locations (197, 198). Nevertheless, even in
this example, comparison of the sequences obtained from the Hai-
tian epidemic with data on those circulating in Latin America,
Africa, Bangladesh, and Nepal suggested an Asian origin (199–
201). Similarly, during the Amerithrax investigation, a reference
library of samples was gathered only after the fact and with the
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assistance of potential defendants. Furthermore, sampling was not
uniform and was not carried out with consideration of repeated
sequencing and verification of the initial results (9). These prob-
lems could have been avoided if a preexisting, verified reference
database/library of WGS strains was already available.

Development of reference databases. A plan for microbial fo-
rensics analysis generally includes the following elements: the ac-
quisition of DNA sequence reads and the use of software to assign
reads (or assemblies) to taxa in a reference database (Fig. 1). Any
software used to assign a read or assembled contig to a known
organism is ultimately dependent on the availability of a high-
quality reference genome database. All cases are variations on a
theme: a software algorithm is used to match the WGS of an isolate
sequence of known origin in a comprehensive database. In the
case of a single genome, amplified segments or whole assemblies
are aligned against databases containing sequences of known ori-
gin in order to make a proper identification (32, 202). In environ-
mental metagenomic studies, reads or contigs are searched against
databases in order to classify reads taxonomically for both species
identification and abundance estimation (when a sample has a
plurality of genomes). Individual algorithms employ different
techniques for reducing the computational burden of this process.
A tool used by the Human Microbiome Consortium starts with
the IMG database of microbial genomes (33) and creates a cus-
tomized reduced-representation database containing only “per-
fect” marker genes that are both unique and universal within a
clade (203). Other read-based tools employ different methods,
such as manually curing lists of lineage-specific versions of near-
universal genes (204) or constructing Burrows-Wheeler indices
upon which to align sequences using fast, short-read alignment
algorithms (205).

The greatest limitation of WGS analysis is often not the soft-
ware or the sequencing technology but the completeness and cor-
rectness of the reference database being used. None of the meth-
ods discussed here will perform well when used to match a
sequence read or assembly to a database that does not contain a
labeled sequence corresponding to the source organism for the
query sequence. From a forensic attribution perspective, the util-
ity of interpretation software is dependent on a continuously up-
dated database that not only would encompass pathogen genomes
to detect the presence of a species (or lack thereof) but also would
contain a catalog of point mutations or genes that account for
drug resistance, virulence, or marks of genetic engineering (206).
Furthermore, detection of genetic engineering is challenging not
only due to the large number of cloning vectors that may closely
resemble the sequence of the organism from which they are de-
rived (e.g., E. coli) but also because of the availability of numerous
scarless genetic engineering procedures (207–210). Each day, new
organisms are being sequenced, new resistance mechanisms are
being identified/recognized, and new association studies are find-
ing genetic determinants that affect virulence. Maintaining con-
stantly up-to-date databases comprising all this information is
difficult but is an essential element in NGS.

It is important to recognize that the relevant reference popula-
tion will not always be available in the standard databases (108). In
general, algorithms that map sequence reads to reference data-
bases do so probabilistically, accounting for both the degree of
similarity and the size of the reference database. For example, the
E value in a BLAST search describes the number of random hits
one can “expect” by chance, when searching a database of a par-

ticular size. Thus, the probability of an apparent match depends
greatly on the size of the reference database, which may include
only a portion of the total genetic data available. The size of this
portion varies globally, regionally, and locally. Evaluation of pro-
cesses for the selection of an appropriate “background” or refer-
ence population is outside the scope of this review, but it is im-
portant that the chosen software method be limited to searching a
reduced or customized database.

Rapid and Validated Discrimination of Accidental and
Deliberate Infectious Disease Outbreaks by Using WGS

The development of a bioweapon does not require genetic engi-
neering, as bacteria have already acquired an arsenal of virulence
factors. Today, nearly all countries have the technological poten-
tial to produce large amounts of pathogenic microorganisms
safely. Mass production of biological agents may, however, result
in characteristic genetic changes, which can later be recognized
within the sequenced genome. Common pathogens can be genet-
ically manipulated to cause higher morbidity or mortality rates,
survive longer in the environment, be delivered with greater ease,
and be resistant to common antibiotics. Deliberate action or acci-
dental release may not be initially considered or easily recognized
in outbreaks caused by these organisms. WGS can be used to iden-
tify regions of topological discordance, hallmarks of either lateral
transfer of genes or scarless genetic engineering. Identification of
any virulence and antibiotic resistance genes that have potentially
been transferred horizontally between prokaryotic species is of
major importance in the characterization of an outbreak strain
and identification of a new pathogen arising from a previously
commensal species (211). WGS has been used very effectively to
characterize the interspecies or interstrain exchange of virulence
factors (e.g., acquisition of the cytolytic toxin Panton-Valentine
leucocidin by S. aureus sequence type 22 and Stx by Escherichia coli
serotype O104:H4, as discussed previously [40, 76, 138]). In these
outbreaks, a key consideration was the speed with which WGS can
be used to identify virulence factors and provide results. As dis-
cussed above, the identification of these events is greatly facilitated
by de novo microbial genome assembly rather than the simpler
reference-guided genome assembly. The recent advances in third-
generation sequencing technology discussed above, however, will
lead to future improvements in the rapid assembly of finished de
novo microbial genome assemblies (18).

After sequence reads have been assembled, standard sequence
similarity tools can be used to compare them to databases of both
finished and draft microbial genomes (32), which are available
from sources such as the NCBI and IMG (33). Comparison of an
outbreak strain with its nearest evolutionary neighbor can identify
where a breakdown in the synteny between the two strains occurs.
Boundaries of the novel DNA can then be closely examined for
evidence of unnatural genetic changes (suggesting that the bacte-
rium has been genetically manipulated in order to create a bio-
weapon) or for evidence that a naturally occurring mobile and/or
invasive DNA element had horizontally transferred virulence
genes (131). In the examples described in this review (acquisition
of the cytolytic toxin Panton-Valentine leucocidin by S. aureus
sequence type 22 and Stx by Escherichia coli serotype O104:H4),
the WGS evidence suggested that the toxins were naturally ac-
quired by the bacteria rather than generated deliberately or even
accidentally by human activity (40, 76, 138).

A deliberate or accidental release of an organism may also be
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suspected if the genetic signature left by mass production, such as
in vitro growth in culture, can be detected within the whole ge-
nome sequence. Recognition of this phenomenon requires that
analysts understand the potential consequences of production
technology on the pathogen and can recognize the resulting mo-
lecular signature within WGS data. As discussed in our case stud-
ies, such information was available during the WGS analysis of the
outbreak FMDV isolate from the United Kingdom in 2007 (212).
It allowed the identification of the mutations that are selected only
during the in vitro culture of the virus in the outbreak virions and
provided supporting evidence that this outbreak was due to an
accidental or deliberate release (184, 212, 213).

If WGS reveals that genetically identical or highly related mate-
rial is the source of multiple sequential or coincident cases/epi-
demics, the conclusion is that there is a reservoir and that delib-
erate or accidental reintroduction of the pathogen is occurring.
Tracing the causal organism along the epidemic pathway not only
allows characterization of the genetic signature of the source ma-
terial but also indicates whether the epidemic was due to the syn-
chronous introduction of the pathogen at multiple locations,
which may be an indication of deliberate activity. Rapid sequenc-
ing of 99 Ebola virus (EBOV) isolates involved in the 2014 out-
break showed that they arose from a single-crossover event from
the natural host, which then spread through the human popula-
tion (111). This then permitted the focus to remain on containing
human-to-human EBOV transmission in the current outbreak
rather than on the identification of possible zoonotic sources of
new transmissions (214). During the Canadian epidemiologic in-
vestigation of a Mycobacterium tuberculosis outbreak, WGS was
used to both identify the index cases and determine that this epi-
demic was due to two coincident outbreaks of genetically dissim-
ilar strains (161). WGS has also been successfully used in evalua-
tions of nosocomial cases of MRSA to identify and eliminate the
accidental source of repeated MRSA outbreaks (76, 131, 136).

During the United Kingdom outbreaks in 2001 and 2007 and
the Bulgarian outbreak in 2011, the library of FMDV sequences
allowed WGS to be used to identify the probable country of origin
of the infection (179–183). However, while WGS was able to link
the French and German 2010 EHEC O104:H4 outbreaks and to
place this outbreak within its historical context (100, 107), an
inadequate number of isolates was sequenced to test the epidemi-
ological hypothesis that implicated fenugreek seed from Egypt as
the outbreak source (114).

In conclusion, WGS can be helpful in identifying a bioterrorism
event if there is evidence of genetic signatures left by an enabling
manufacturing process or if the hallmarks of genetic manipula-
tion are left within the genomic sequence. It is also suspicious if
multiple epidemics seem to arise from genetically identical mate-
rial or if no natural explanation for the acquisition of virulence
factors can be inferred from the WGS data.

Legal Framework/Validation

New technologies require new legal responses. Although the im-
proved resolution offered by WGS and related technologies in
microbial forensics may provide greater clarity in many contexts,
this “improvement” may come into conflict with existing legal
rules and protocols and create new gaps. Assuming that reference
databases are developed, ongoing sampling, both patient and en-
vironmental, needs to be done in a consistent fashion to ensure the
continued utility of these reference databases. Since it is impossi-

ble to predict when clinical samples might be needed, the overall
best practices for WGS use may be that samples should be archived
in a manner compatible with future NGS (215–217). This may
require the coordination of clinical diagnostics and compatible
systems across states. There are no laws or regulations, however,
that could require such action. New or updated protocols would
be useful to allow the coordination of law enforcement, public
health, and national security officials; however, at a minimum,
attempts should be made to establish voluntary protocols at ref-
erence laboratories, such as the Global Microbial Identifier (GMI)
Initiative (218). However, there are questions regarding the
source of funding for large databases of pathogen DNA samples
and whether these samples might in themselves constitute a risk to
patient privacy, which at a minimum would require both over-
sight and an adjustment of state and federal privacy laws. To be
most effective, these samples should consist of not only those col-
lected at tertiary reference laboratories during outbreaks but also
those collected during routine surveillance before an outbreak
occurs (117). The Human Microbiome Project, however, has just
begun the formidable task of identifying the microbiota of hu-
mans; continual sampling of the microorganisms in circulation
and archiving these samples suitably for future WGS studies
would be a massive undertaking (219).

Ironically, WGS may cause additional forensic headaches be-
cause it lends additional clarity (172, 220). When such clarity was
not possible, the legal system tolerated decisions made on conjec-
tures and gaps in evidence. It is likely that this will no longer be the
case. On a related note, many laboratories are currently using
laboratory assays that were developed for research and have never
been validated for forensic applications (117). These tests may
provide answers but not ones that would be admissible in a court
of law. As a result, it is important that protocols be expanded or
new ones be developed to facilitate cooperative efforts between
public health and law enforcement agencies for the purpose of
addressing these unprecedented situations.

There will also be new privacy concerns and questions about
individual liberties. For example, during an outbreak, it is now
possible to identify people who are the unintentional source or
propagators of the outbreak. What should the legal response be to
inadvertent endangerment by bodily substance in this context?
Can authorities legally detain an asymptomatic index patient in an
outbreak and/or limit their activities if they are still infectious?
Can the criminal justice system use evidence based on microbial
forensic WGS technologies to elucidate an individual’s incrimi-
nating travel and movements? What are the limits to patient ex-
pectations of privacy and confidentially in the context of micro-
bial WGS?

CONCLUSION

Guidelines and standard operating procedures are needed in or-
der to gather and integrate WGS data with other forms of evidence
(epidemiological, nongenetic, and classical forensics) and to inte-
grate a combined and properly weighted WGS analysis with other
information in order to ensure the most appropriate public
health, legal, or policy decision. In principle, a microorganism’s
genome sequence contains all this information, and rapid, inex-
pensive NGS has the potential to replace many of the above-men-
tioned labor-intensive procedures currently used in microbial
forensics attributions.
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